Net wor k Wor ki ng Group S. Green

Request for Comments: 4131 Consul t ant
Cat egory: Standards Track K. Ozawa
Toshi ba

E. Cardona, Ed.

Cabl eLabs

Dat a

A. Katsnel son
Sept ember 2005

Managenment | nfornati on Base for
Over Cable Service Interface Specification (DOCSIS) Cable Mdens

and Cabl e Mbdem Terni nati on Systens for Baseline Privacy Plus

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (C The Internet Society (2005).

Abstract

This meno defines a portion of the Managenent |nfornmati on Base (M B)
for use with network managenent protocols in the Internet comunity.

In

particular, it defines a set of managed objects for Sinple Network

Managenent Protocol (SNWP) based managenent of the Baseline Privacy
Plus features of DOCSIS 1.1 and DOCSIS 2.0 (Data-over-Cable Service
Interface Specification) conpliant Cable Mddens and Cabl e Modem
Term nati on Systens.
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1

The I nternet-Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

This MB nodule (BPI+ MB) provides a set of objects required for the
managenent of the Baseline Privacy Interface Plus features of DOCSIS
1.1 and DOCSIS 2.0 Cable Mbdem (CM and Cabl e Modem Termi nati on
System (CMIS). The specification is derived fromthe operationa
nodel described in the DOCSI S Baseline Privacy Interface Plus

Speci fication [ DOCSI S] .

DOCSI S Baseline Privacy Plus is conposed of four distinct functional
and nanageabl e areas:

0 Key exchange and data encryption

o Cabl e nodem aut hentication

o Milticast encryption

0 Authentication of downl oaded sof tware i mages

This MB nodule is an extension of the DOCSIS 1.0 Baseline Privacy

M B nodul e [ RFC3083] (BPI MB), which is derived fromthe Operationa
nodel described in the DOCSI S Baseline Privacy Interface
Specification [DOCSIS-1.0]. The original Baseline Privacy MB
structure has nostly been preserved in the Baseline Privacy Plus MB.
Pl ease note that the referenced DOCSIS specifications only require
that Cabl e Mbdens process |Pv4 custoner traffic. Design choices in
this MB nodul e reflect those requirenents. Future versions of the
DOCSI S specifications are expected to require support for |IPv6 as
wel | .
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Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL"
in this docunent are to be interpreted as described in BCP 14, RFC
2119 [RFC2119].

2.1, Structure of the MB
This MB nodule is structured into several tables and objects.
2.1.1. Cable Mdem

0 The docsBpi 2CnBaseTabl e contai ns aut hori zati on key exchange
information for one CM MAC interface.

0 The docsBpi 2CniTEKTabl e contains traffic key exchange and data
encryption information for a particular security association ID of
t he cabl e nodem

o Milticast Encryption information is maintai ned under
Docsbpi 2CmMul ti cast Obj ects. There is currently one nulticast
tabl e obj ect that manages IP nulticast encryption,
docsBpi 2Cm pMul ti cast MapTabl e.

o Digital certificates used for cable nodem aut hentication are
accessi bl e via docsBpi 2CnDevi ceCert Tabl e.

o0 Cryptographic suite capabilities for a CM MAC are maintained in
t he docsBpi 2CnCr ypt oSui t eTabl e.

2.1.2. Cable Mbdem Termi nati on System

0 The docsBpi 20t sBaseTabl e contains default settings and summary
counters for the cable nodemterm nati on system

0 The DocsBpi 2Crt sAut hTabl e contai ns Authori zati on Key Exchange
information for each CM MAC interface, as well as data from CM
certificates used in cable nodem aut henti cati on.

o The docsBpi 2Cmt sTEKTabl e contains traffic key exchange and data
encryption information for a particular security association ID.

o Milticast Encryption information is maintai ned under

Docsbpi 2Cmt sMul ti cast Obj ects. There are currently two nulticast
tabl e objects. The Table docsBpi 2Cnt sl pMil ti cast MapTable is

G een, et al. St andards Track [ Page 3]
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2. 1.

Ge

specifically designed for IP nmulticast encryption, whereas
docsBpi 2Cnt sMul ti cast AuthTable is nmeant to nanage all nulticast
security associ ations.

In particular, the table docsBpi 2Cnt sl pMiul ti cast MapTabl e
defines the object docsBpi 2Cnt sl pMul ti cast Mask, which could be
a non-contiguous netnask; this is why the object syntax is
based on the | NET- ADDRESS-M B M B Mydul e [ RFC4001] Textua
Convention | net Address instead of |netAddressPrefixLength.

This is to facilitate the assignnent of sanme DOCSI S Security
Association ID (SAID) to one or nore IPv6 nulticast group |IDs
mat chi ng one or nore I Pv6 nulticast scope types within an entry
inthis table. For exanple, multicast scopes | abeled

"unassi gned" [RFC3513] may be allocated by administrators to a
particular SAID, regardless of their multicast scope; such
mappi ng transient nulticast group 'Y to SAID 'z for ANY
mul ti cast scope. The non-contiguous netrmask will be FF10:Y.
See [ RFC3513] for details on | Pv6 nmulticast addressing.

0 DocsBpi 2Cnt sCert Obj ects contains 2 nanageabl e tabl es: one for
provi si oned cabl e nodem certificates and one for certification
authority certificates.

3.  Commmon

0 The docsBpi 2CodeDownl oadCont r ol obj ects nanage the aut henti cated
sof tware downl oad process for a given device

Rel ati onship of BPI+ and BPI M B Modul es

This section describes the rel ationship between the BPI+ M B nodul e
defined in this docunment and the BPI M B nodul e defined in RFC 3083
[ RFC3083]. The BPI+ protocol interface is an enhancenment to the BP
protocol, and it is a distinct protocol fromBPlI. The associated
BPI + managed obj ects shoul d be consi dered separate fromthe BPI M B
obj ects defined in RFC 3083.

DOCSIS 1.1 and 2.0 systens inplenent both the BPI+ and BPI protocols
to be backward conmpatible with 1.0 systens. For nore information
regarding the interoperability between BPI and BPI + conpliant
systens, refer to appendix C of the DOCSIS BPI + specification
[DOCSIS]. For MB nodul es requirenents, refer to section 4.6.1,
Figure 9, of the DOCSIS 1.1 OSSI specification [DOCSIS-1.1] and to
section 7.6.1, Tables 7-9, of the DOCSIS 2.0 OSSI specification

[ DOCsSI S-2. 0] .
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2.3. BPI+ MB Mdule Relationship with the Interfaces G oup MB

The BPI+ M B nodul e is the nmanagenent franework of Baseline Privacy
Plus Interface Specification [DOCSIS], which provides the MAC | ayer
(Medi a Access Control) security services of DOCSIS through the

Basel i ne Privacy Key Managenent (BPKM protocol. The BPI+ M B nodul e
obj ects are organi zed as extensions of the Radi o Frequency (RF)

I nterface Managenent [RFC2670].

The M B table structures of this MB Mdul e are extensions of the
DOCSI S CATV (Comunity Antenna Tel evision) MAC | ayer interface
(DocsCabl eMacl ayer by [IANA]). In particular, the provisions of the
Interface G oup M B [ RFC2863] for counter discontinuities and system
re-initialization apply to CMand CMIS to validate the difference
bet ween two consecutive counter polls.

Al'l BPI+ M B nodul e counters are 32 bits and are based on the m ni num
time to wap up considerations of [RFC2863] and their possible
frequency occurrence as BPI+ FSM (Finite State Machi ne) event
counters. See [DOCSIS] for BPI+ FSM paraneter guidelines.

3. Definitions
DOCS- | ETF-BPI2-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32,
Unsi gned32,
Count er 32,
m b- 2
FROM SNWPv2- SM -- [ RFC2578]
SnnpAdni nString
FROM SNWP- FRAMEWORK-M B -- [ RFC3411]
TEXTUAL- CONVENTI ON,
MacAddr ess,
RowsSt at us,
Trut hval ue,
Dat eAndTi ne,
St or ageType
FROM SNWPv2- TC -- [ RFC2579]
OBJECT- GROUP,
MODULE- COVPLI ANCE
FROM SNWVPv2- CONF -- [ RFC2580]
i flndex
FROM | F-M B -- [ RFC2863]
| net Addr essType,
| net Addr ess
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FROM | NET- ADDRESS- M B; -- [ RFC4001]

docsBpi 2M B MODULE- | DENTI TY
LAST- UPDATED "200507200000Z" -- July 20, 2005
ORGANI ZATION "I ETF | P over Cable Data Network (1 PCDN)
Wor ki ng G oup”

CONTACT- I NFO M- - mm s o e o e oo
Stuart M G een
E-mai |l : rubbersoul 3@ahoo. com
Kaz Ozawa
Aut onoti ve Systens Devel opnent Center
TOSH BA CORPCRATI ON
1-1, Shibaura 1-Chone
M nat o- ku, Tokyo 105-8001
Japan
Phone: +81- 3-3457-8569
Fax: +81-3-5444-9325
E-mai | : Kazuyoshi.OQzawa@ oshi ba. co.jp

Al exander Kat snel son

Post al :
Tel : +1- 303- 680- 3924
E-mai | . kat snel son6@eopl epc. com

Eduar do Cardona

Post al :

Cabl e Tel evi si on Laboratories, Inc.
858 Coal Creek Circle

Loui sville, CO 80027- 9750

U S A

Tel : +1 303 661 9100

Fax: +1 303 661 9199

E-mail: e.cardona@abl el abs. com

| ETF | PCDN Wor ki ng Group
General Discussion: ipcdn@etf.org
Subscribe: http://ww.ietf.org/ mailman/listinfo/ipcdn.
Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn.
Co-chairs: Richard Wundy, rwoundy@i sco.com
Jean- Francois Mil e, jfm@aabl el abs. cont
DESCRI PTI ON
"This is the MB nodule for the DOCSI S Basel i ne
Privacy Plus Interface (BPI+) at cable nodens (CMs)
and cabl e nmodem term nation systens (CMISS).

Copyright (C The Internet Society (2005). This
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version of this MB nodule is part of RFC 4131; see

the RFC itself for full legal notices."
REVI SI ON "200507200000Z" -- July 20, 2005
DESCRI PTI ON

"Initial version of the | ETF BPI+ M B nodul e.
This version published as RFC 4131."
o= { mb-2 126 }

-- Textual conventions

DocsX509ASNLDERENncodedCertificate ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An X509 digital certificate encoded as an ASN. 1 DER
obj ect. "

SYNTAX ~ OCTET STRING (SI ZE (0. .4096))

DocsSAl d :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"Security Association identifier (SAID)."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface

specification, Section 2.1.3, BPI+ Security
Associ ati ons”
SYNTAX I nteger32 (1..16383)

DocsSAl dOr Zero :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"Security Association identifier (SAID). The val ue
zero indicates that the SAIDis yet to be determ ned.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface

specification, Section 2.1.3, BPI+ Security

Associ ati ons”
SYNTAX Unsi gned32 (0 | 1..16383)

DocsBpknBAType ::= TEXTUAL- CONVENTI ON

G een,

STATUS current
DESCRI PTI ON
"The type of security association (SA).
The val ues of the nanmed-nunbers are associ at ed
wi th the BPKM SA- Type attri butes:
"primary’ corresponds to code '1', 'static’ to code '2

2005
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and 'dynanmic’ to code '3
The 'none’ value must only be used if the SA type has yet
to be deternined."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface
specification, Section 4.2.2.24"
SYNTAX | NTEGER {
none(0),
primry(1),
static(2),
dynam c(3)

DocsBpknDat aEncrypt Al g :: = TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
"The list of data encryption algorithnms defined for
the DOCSIS interface in the BPKM cryptographic-suite
paraneter. The value 'none’ indicates that the SAID
bei ng referenced has no data encryption.”
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.2.20."
SYNTAX | NTEGER {
none(0),
des56ChchMbde( 1),
des40ChcMbde( 2),
t 3Des128ChcMbde( 3),
aes128ChcMbde(4),
aes256ChcMbde(5)

}

DocsBpkmDat aAut hent Al g :: = TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
"The list of data integrity algorithns defined for the
DOCSI S interface in the BPKM cryptographi c-suite paraneter.
The val ue "none’ indicates that no data integrity is used for
the SAID being referenced.”
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
SYNTAX | NTEGER {
none(0),
hmacShal96( 1)
}

docsBpi 2M BCbj ects OBJECT IDENTIFIER ::= { docsBpi2MB 1 }

G een, et al. St andards Track [ Page 8]
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-- Cabl e Mbdem Group

docsBpi 2CmChj ect s OBJECT | DENTI FI ER :: = { docsBpi 2M BChj ects 1 }

-- The BPI + base and aut horization table for CMs,
-- indexed by iflndex

docsBpi 2CnBaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2CnBaseEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the basic and authorization-
rel ated Baseline Privacy Plus attributes of each CM MAC
interface.”

;.= { docsBpi 2Cnthj ects 1 }

docsBpi 2CBaseEntry OBJECT- TYPE

SYNTAX DocsBpi 2CnBaseEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of
one CM MAC interface. An entry in this table exists for
each ifEntry with an ifType of docsCabl eMacl ayer (127)."

I NDEX

{ iflndex }

::={ docsBpi 2CnBaseTable 1 }

DocsBpi 2CnBaseEntry :

: = SEQUENCE {

docsBpi 2CnPri vacyEnabl e Tr ut hval ue,
docsBpi 2CnPubl i cKey COCTET STRI NG
docsBpi 2CnAut hSt at e | NTEGER,
docsBpi 2CnAut hKey SequenceNunber I nt eger 32,
docsBpi 2CnmAut hExpiresad d Dat eAndTi ne,
docsBpi 2CmAut hExpi r esNew Dat eAndTi ne,
docsBpi 2CmAut hReset Tr ut hval ue,
docsBpi 2CmAut hGraceTi ne I nt eger 32,
docsBpi 2CnTEKGr aceTi e I nt eger 32,
docsBpi 2CmAut hWai t Ti neout I nt eger 32,
docsBpi 2CnReaut hWai t Ti neout I nt eger 32,
docsBpi 2CnpWai t Ti neout I nt eger 32,
docsBpi 2CnRekeyWai t Ti meout I nt eger 32,
docsBpi 2CmAut hRej ect Wi t Ti meout I nt eger 32,
docsBpi 2CnSAMapWai t Ti meout I nt eger 32,
docsBpi 2CnSAMapMaxRet ri es I nt eger 32,
docsBpi 2CnAut hent | nf os Count er 32,

et al.
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DOCSI S BPI

docsBpi 2CnAut hRequest s
docsBpi 2CnAut hRepl i es
docsBpi 2CnAut hRej ect s
docsBpi 2CnAut hl nval i ds

docsBpi 2CnAut hRej ect Err or Code
docsBpi 2CnmAut hRej ect Error Stri ng
docsBpi 2CnAut hl nval i dEr r or Code
docsBpi 2CmAut hl nval i dError Stri ng

}
docsBpi 2CnPri vacyEnabl e OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object

Plus MB

Sept enber

Count er 32,
Count er 32,
Count er 32,
Count er 32,

| NTEGER,
SnnpAdmi nStri ng,
| NTEGER,
SnnpAdnmi nString

identifies whether this CMis

provi sioned to run Baseline Privacy Plus."

REFERENCE

2005

"DOCSI S Baseline Privacy Plus Interface Specification,
Appendi x A 1.1."
::= { docsBpi 2CnBaseEntry 1 }

docsBpi 2CnPubl i cKey

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"The val ue of this object
RSAPubl i cKey ASN. 1 type string,
Encryption Standard (PKCS #1),

OBJECT- TYPE

OCTET STRING (SI ZE (0. .524))

read-only
current

public key of the CM"

REFERENCE

is a DER-encoded
as defined in the RSA
corresponding to the

"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.2.4."
::= { docsBpi 2CnBaseEntry 2 }

docsBpi 2CnAut hSt at e OBJECT- TYPE

SYNTAX

}
MAX- ACCESS
STATUS

et al.

I NTEGER  {
start (1),
aut hWit (2),

aut hori zed(3),
reaut hWai t (4),

aut hRej ect Wi t (5),
silent (6)

read-only
current

St andards Track
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DESCRI PTI ON

"The value of this object is the state of the CM
aut horization FSM The start state indicates that FSMis
inits initial state."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.1.2.1."
.= { docsBpi 2CnBaseEntry 3 }

docsBpi 2CnAut hKey SequenceNunber OBJECT- TYPE

SYNTAX I nteger32 (0..15)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the nbst recent
aut hori zati on key sequence number for this FSM"
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.2 and 4.2.2.10."
.. = { docsBpi 2CnBaseEntry 4 }

docsBpi 2CnAut hExpi resd d OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine for
expiration of the i medi ate predecessor of the nost recent
aut hori zation key for this FSM If this FSM has only one
aut hori zation key, then the value is the tine of activation
of this FSM"

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.2 and 4.2.2.9."

::={ docsBpi 2CnBaseEntry 5 }

docsBpi 2CnAut hExpi r esNew OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine for
expiration of the nost recent authorization key for this
FSM "

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.2 and 4.2.2.9."

::= { docsBpi 2CnBaseEntry 6 }
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docsBpi 2CnAut hReset OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Setting this object to "true’ generates a Reauthorize
event in the authorization FSM Reading this object always
returns FALSE.

This object is for testing purposes only, and therefore it
is not required to be associated with a |last reset
obj ect. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.1.2.3.4."
::={ docsBpi 2CnBaseEntry 7 }

docsBpi 2CnAut hGraceTi ne  OBJECT- TYPE

SYNTAX I nteger32 (1..6047999)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the grace tinme for an
aut hori zation key in seconds. A CMis expected to start
trying to get a new authorization key begi nni ng
Aut hGraceTi me seconds before the nost recent authorization
key actually expires."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A 1.1.1.3."
.= { docsBpi 2CnBaseEntry 8 }

docsBpi 2CnTEKG aceTi e OBJECT- TYPE

SYNTAX I nt eger 32 (1..302399)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the grace tine for
the TEK in seconds. The CMis expected to start trying to
acquire a new TEK begi nning TEK G aceTi ne seconds before
the expiration of the nost recent TEK. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A 1.1.1.6."
::={ docsBpi 2CnBaseEntry 9 }

G een, et al. St andards Track [ Page 12]
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docsBpi 2CmAut hWai t Ti neout OBJECT- TYPE
SYNTAX I nteger32 (1..30)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the Authorize Wit
Ti meout in seconds."”
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification
Appendix A . 1.1.1.1."
::= { docsBpi 2CnBaseEntry 10 }

docsBpi 2CnReaut hWai t Ti neout OBJECT- TYPE

SYNTAX I nteger32 (1..30)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Reauthorize Wit
Ti meout in seconds."”
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A . 1.1.1.2."
::= { docsBpi 2CnmBaseEntry 11 }

docsBpi 2CnpWai t Ti meout OBJECT- TYPE

SYNTAX Integer32 (1..10)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Operational Wit
Ti meout in seconds."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A 1.1.1.4."
;.= { docsBpi 2CmBaseEntry 12 }

docsBpi 2CnRekeyWai t Ti meout OBJECT- TYPE

SYNTAX I nteger32 (1..10)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object is the Rekey Wait Ti neout
in seconds."
REFERENCE
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"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A 1.1.1.5."
::= { docsBpi 2CmBaseEntry 13 }

docsBpi 2CnmAut hRej ect Wi t Ti meout OBJECT- TYPE

SYNTAX I nteger32 (1..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Authorization Reject
Wait Tinmeout in seconds.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A/ 1.1.1.7."
::= { docsBpi 2CnmBaseEntry 14 }

docsBpi 2CnSAMapWai t Ti meout OBJECT- TYPE

SYNTAX I nteger32 (1..10)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the retransm ssion
interval, in seconds, of SA Map Requests fromthe MAP Wit
state."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Appendix A . 1.1.1.8."

::= { docsBpi 2CnBaseEntry 15 }

docsBpi 2CnSAMapMaxRet ri es OBJECT- TYPE
SYNTAX I nteger32 (0..10)
UNI TS "count"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the naxi mum nunber of
Map Request retries allowed."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Appendix A . 1.1.1.9."
::= { docsBpi 2CnBaseEntry 16 }

docsBpi 2CnAut hent | nf os OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

G een, et al. St andards Track [ Page 14]
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DESCRI PTI ON

"The value of this object is the nunber of tines
the CM has transnmitted an Authentication Infornmation
message. Discontinuities in the value of this counter can
occur at re-initialization of the managenment system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.9."
::= { docsBpi 2CnBaseEntry 17 }

docsBpi 2CnAut hRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has transmitted an Authorizati on Request nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.1."
::= { docsBpi 2CnmBaseEntry 18 }

docsBpi 2CnAut hRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has received an Authorization Reply nessage.
Discontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.2."
::= { docsBpi 2CnBaseEntry 19 }

docsBpi 2CnAut hRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has received an Authorization Reject nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.3."
::={ docsBpi 2CnBaseEntry 20 }

docsBpi 2CnAut hl nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of tines the CM
has received an Authorization Invalid nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.7."
::= { docsBpi 2CnmBaseEntry 21 }

docsBpi 2CnmAut hRej ect Err or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2),
unaut hori zedCn( 3),
unaut hori zedSai d(4),
per manent Aut hori zat i onFai | ure(8),
ti meOf DayNot Acqui red(11)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enumnerated
description of the Error-Code in the nost recent
Aut hori zation Reject nessage received by the CM This has
t he val ue unknown(2) if the last Error-Code value was 0 and
none(1l) if no Authorization Reject nessage has been received
si nce reboot."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
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Sections 4.2.1.3 and 4.2.2.15."
;.= { docsBpi 2CmBaseEntry 22 }

docsBpi 2CnAut hRej ect Error Stri ng OBJECT- TYPE

SYNTAX SnnmpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nost recent Authorization Reject nessage received by the
CM This is a zero length string if no Authorization
Rej ect nmessage has been received since reboot."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.3 and 4.2.2.6."

::= { docsBpi 2CnmBaseEntry 23 }

docsBpi 2CnAut hl nval i dEr r or Code OBJECT- TYPE
SYNTAX | NTEGER {
none(1),
unknown( 2) ,

unaut hori zedCn( 3),

unsolicited(5),

i nval i dKeySequence(6),
keyRequest Aut henti cati onFai |l ure(7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent
Aut hori zation Invalid nessage received by the CM This has
t he val ue unknown(2) if the last Error-Code value was 0 and
none(1l) if no Authorization Invalid nessage has been received
since reboot. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.7 and 4.2.2.15."
::= { docsBpi 2CmBaseEntry 24 }

docsBpi 2CnAut hl nval i dError Stri ng OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nost recent Authorization Invalid nmessage received by the
CM This is a zero length string if no Authorization
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I nvalid nessage has been received since reboot."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.7 and 4.2.2.6."
::={ docsBpi 2CnBaseEntry 25 }

-- The CM TEK Tabl e, indexed by iflndex and SAI D

docsBpi 2CnTEKTabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2CnTEKENt r y
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the attributes of each CM
Traffic Encryption Key (TEK) association. The CM naintains
(no nore than) one TEK associ ation per SAI D per CM MAC
interface."

::={ docsBpi 2Cntbj ects 2 }

docsBpi 2CnTEKENnt ry  OBJECT- TYPE

SYNTAX DocsBpi 2CmTEKENt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing the TEK
association attributes of one SAID. The CM MJST create one
entry per SAID, regardl ess of whether the SAID was obtai ned
froma Registration Response nessage, from an Authorization
Reply message, or from any dynam ¢ SAI D establ i shnent
mechani sns. "
| NDEX { iflndex, docsBpi 2CnTEKSAId }

::= { docsBpi 2CnTEKTabl e 1 }

DocsBpi 2CnTEKEnt ry :: = SEQUENCE {
docsBpi 2CnTEKSAI d DocsSAl d,
docsBpi 2CMTEKSATY pe DocsBpknSAType,
docsBpi 2CmTEKDat aEncr ypt Al g DocsBpknDat aEncr ypt Al g,
docsBpi 2CnTEKDat aAut hent Al g DocsBpknDat aAut hent Al g,
docsBpi 2CnTEKSt at e | NTEGER,
docsBpi 2CnTEKKey SequenceNunber I nt eger 32,
docsBpi 2CnTEKEXpi resd d Dat eAndTi ne,
docsBpi 2CnTEKEXpi r esNew Dat eAndTi ne,
docsBpi 2CnTEKKeyRequest s Count er 32,
docsBpi 2CnTEKKeyRepl i es Count er 32,
docsBpi 2CnTEKKeyRej ect s Count er 32,
docsBpi 2CnTEKI nval i ds Count er 32,
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docsBpi 2CnTEKAuUt hPends Count er 32,
docsBpi 2CnTEKKeyRej ect Er r or Code | NTEGER
docsBpi 2CnTEKKeyRej ect Error String SnnpAdmi nStri ng,
docsBpi 2CnTEKI nval i dEr r or Code | NTEGER
docsBpi 2CnTEKI nval i dError Stri ng SnnpAdmi nStri ng
}
docsBpi 2CnTEKSAI d OBJECT- TYPE
SYNTAX DocsSAl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The value of this object is the DOCSIS Security
Association ID (SAID)."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.2.12."
::= { docsBpi 2CnTEKEntry 1 }

docsBpi 2CnTEKSAType OBJECT- TYPE

SYNTAX DocsBpknSAType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the type of security
associ ation."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Section 2.1.3."
::= { docsBpi 2CnTEKEntry 2 }

docsBpi 2CmTEKDat aEncr ypt Al g OBJECT- TYPE
SYNTAX DocsBpknDat aEncr ypt Al g

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the data encryption
algorithmfor this SAID."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.2.20."
::= { docsBpi 2CnMTEKEntry 3 }

docsBpi 2CnmTEKDat aAut hent Al g OBJECT- TYPE
SYNTAX DocsBpknDat aAut hent Al g

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The value of this object is the data authentication
algorithmfor this SAID."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
::= { docsBpi 2CnTEKEntry 4 }

docsBpi 2CnTTEKSt at e OBJECT- TYPE

SYNTAX | NTEGER {
start (1),
opWait(2),
opReaut hWai t (3),
operational (4),
rekeyWait (5),
r ekeyReaut hWai t (6)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the state of the
i ndicated TEK FSM The start (1) state indicates that the
FSMis inits initial state."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.1.3.1."
::= { docsBpi 2CnTEKEntry 5 }

docsBpi 2CnTEKKey SequenceNumnber OBJECT- TYPE
SYNTAX I nteger32 (0..15)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nobst recent TEK
key sequence nunber for this TEK FSM "
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.2.10 and 4.2.2.13."
::= { docsBpi 2CnTEKEntry 6 }

docsBpi 2CnTTEKEXpi resd d  OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine for
expiration of the i medi ate predecessor of the nost recent
TEK for this FSM If this FSM has only one TEK, then the
value is the time of activation of this FSM"
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REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.5 and 4.2.2.9."
::={ docsBpi 2CnMTEKEntry 7 }

docsBpi 2CnTTEKEXpi resNew OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine for
expiration of the nost recent TEK for this FSM"
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.5 and 4.2.2.9."
::={ docsBpi 2CnTEKEntry 8 }

docsBpi 2CnTEKKeyRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has transmitted a Key Request nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.4."
::= { docsBpi 2CnTEKEntry 9 }

docsBpi 2CnTEKKeyRepl i es  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has received a Key Reply nessage, including a nessage whose
aut hentication fail ed.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
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Section 4.2.1.5."
::= { docsBpi 2CMTEKEntry 10 }

docsBpi 2CnTEKKeyRej ects  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has received a Key Reject nmessage, including a nmessage
whose aut hentication failed.

Discontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTime."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.6."

::={ docsBpi 2CnMTEKEntry 11 }

docsBpi 2CnirEKI nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the CM
has received a TEK I nvalid nmessage, including a nessage
whose aut hentication fail ed.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTinme."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.1.8."

::= { docsBpi 2CnMTEKEntry 12 }

docsBpi 2CnTEKAuUt hPends OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of tinmes an
Aut hori zati on Pending (Auth Pend) event occurred in this
FSM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
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i f CounterDi scontinuityTine."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.1.3.3.3."
::={ docsBpi 2CnMTEKEntry 13 }

docsBpi 2CnTEKKeyRej ect Er r or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2) ,
unaut hori zedSai d( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent Key Reject
nmessage received by the CM This has the val ue unknown(2) if
the | ast Error-Code value was 0 and none(1l) if no Key
Rej ect nmessage has been received since registration."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Sections 4.1.2.6 and 4.2.2.15."
::= { docsBpi 2CnMTEKEntry 14 }

docsBpi 2CnTEKKeyRej ect Error String OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nost recent Key Reject nessage received by the CM This is
a zero length string if no Key Reject nessage has been
recei ved since registration."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.1.2.6 and 4.2.2.6."

::= { docsBpi 2CMTEKEntry 15 }

docsBpi 2CnTEKI nval i dErr or Code OBJECT- TYPE

SYNTAX | NTEGER {
none( 1),
unknown( 2),
i nval i dKeySequence( 6)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

G een, et al. St andards Track [ Page 23]



RFC 4131 DOCSIS BPI Plus M B Sept ember 2005

"The value of this object is the enunerated
description of the Error-Code in the nost recent TEK Invalid
nmessage received by the CM This has the val ue unknown(2) if
the | ast Error-Code value was 0 and none(1l) if no TEK
I nvalid nessage has been received since registration.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.1.2.8 and 4.2.2.15."
::= { docsBpi 2CnMTEKEntry 16 }

docsBpi 2CnTEKI nval i dError Stri ng OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nmost recent TEK Invalid nessage received by the CM This is
a zero length string if no TEK I nvalid nessage has been
recei ved since registration."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.1.2.8 and 4.2.2.6."

::={ docsBpi 2CmMTEKEntry 17 }

-- The CM Mul ticast Objects G oup

docsBpi 2Cmwul ti cast Cbj ects OBJECT | DENTI FI ER
;.= { docsBpi 2Cnthj ects 3 }

-- The CM Dynamic | P Milticast Mapping Table, indexed by
-- docsBpi 2Cm pMul ti castl ndex and by ifl ndex

docsBpi 2Cm pMul ti cast MapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2Cm pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table nmaps nulticast | P addresses to SAlIDs per
CM MAC I nterface.
It is intended to map nulticast | P addresses associ ated
with SA MAP Request nessages."
::={ docsBpi 2Cmvul ti cast Cbj ects 1 }

docsBpi 2Cm pMul ti cast MapEntry OBJECT- TYPE
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SYNTAX DocsBpi 2Cm pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains objects describing the mapping of
one nmulticast |IP address to one SAID, as well as
associ ated state, nessage counters, and error infornmation.
An entry may be renoved fromthis table upon the reception
of an SA Map Reject.”
| NDEX { iflndex, docsBpi 2Cm pMilticastlndex }
::= { docsBpi 2Cm pMul ti cast MapTable 1 }
DocsBpi 20 pMul ti cast MapEntry :: = SEQUENCE {
docsBpi 2Cm pMul ti cast | ndex Unsi gned32,
docsBpi 2Cm pMul ti cast Addr essType | net Addr essType,
docsBpi 2Cm pMul ti cast Addr ess | net Addr ess,
docsBpi 2Cm pMul ti cast SAl d DocsSAl dOr Zer o,
docsBpi 2Cm pMul ti cast SAMapSt at e | NTEGER,
docsBpi 2Cm pMul ti cast SAMapRequest s Count er 32,
docsBpi 2Cm pMul ti cast SAMapRepl i es Count er 32,
docsBpi 2Cm pMul ti cast SAMapRej ect s Count er 32,
docsBpi 2Cm pMul ti cast SAMapRej ect Er r or Code | NTEGER,
docsBpi 2Cm pMul ti cast SAMapRej ect Error String SnnpAdmi nStri ng
}
docsBpi 2Cm pMul ti cast | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index of this row "
::={ docsBpi 2Cm pMul ti cast MapEntry 1 }

docsBpi 2Cm pMul ti cast Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The type of Internet address for
docsBpi 2Cm pMul ti cast Address. "
;.= { docsBpi 2Cm pMul ti cast MapEntry 2 }

docsBpi 2Cm pMul ti cast Address OBJECT- TYPE

G een,

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This object represents the IP nulticast address
to be napped. The type of this address is determ ned by
the val ue of the docsBpi 2Cm pMul ti cast AddressType object."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 5.4."
::={ docsBpi 2Cm pMul ti cast MapEntry 3 }
docsBpi 2Cm pMul ti cast SAl d OBJECT- TYPE
SYNTAX DocsSAl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object represents the SAID to which the IP
mul ti cast address has been nmapped. |f no SA Map Reply has
been received for the I P address, this object should have
the value 0."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.12."
::={ docsBpi 2Cm pMul ti cast MapEntry 4 }
docsBpi 2Cm pMul ti cast SAMapSt at e OBJECT- TYPE
SYNTAX | NTEGER {
start (1),
mapWai t (2),
mapped( 3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the state of the SA
Mapping FSM for this IP."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 5.3.1."
::={ docsBpi 2Cm pMul ti cast MapEntry 5 }

docsBpi 2Cm pMul ti cast SAMapRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CM has transnitted an SA Map Request nessage for this IP.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
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i f CounterDi scontinuityTine."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.10."
::={ docsBpi 2Cm pMul ti cast MapEntry 6 }

docsBpi 2Cm pMul ti cast SAMapRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the
CM has received an SA Map Reply nessage for this IP
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.11."
::={ docsBpi 2Cm pMul ti cast MapEntry 7 }

docsBpi 2Cm pMul ti cast SAMapRej ects OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of times the
CM has received an SA MAP Reject nessage for this IP
Discontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.12."
::={ docsBpi 2Cm pMul ti cast MapEntry 8 }

docsBpi 2Cm pMul t i cast SAMapRej ect Er r or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2) ,
noAut hFor Request edDSFI ow( 9) ,
dsFl owmNot MappedToSA( 10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The value of this object is the enunerated
description of the Error-Code in the nost recent SA Map
Rej ect message sent in response to an SA Map Request for
This IP. It has the value none(l) if no SA MAP Reject
message has been received since entry creation.”

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.12 and 4.2.2.15."

::={ docsBpi 2Cm pMul ti cast MapEntry 9 }

docsBpi 2Cm pMul ti cast SAMapRej ectErrorString OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in
the nost recent SA Map Rej ect message sent in response to
an SA Map Request for this IP. It is a zero length string
if no SA Map Reject nessage has been received since entry
creation.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.12 and 4.2.2.6."
;.= { docsBpi 2Cm pMul ti cast MapEntry 10 }

-- CM Cert (bjects

docsBpi 2CnCert Obj ect s OBJECT | DENTI FI ER
;.= { docsBpi 2Cntbj ects 4 }

-- CM Device Cert Table

docsBpi 2CnDevi ceCert Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2CDevi ceCert Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the Baseline Privacy Plus
device certificates for each CM MAC interface."
::={ docsBpi 2CnCert Cbj ects 1 }

docsBpi 2CnDevi ceCert Entry OBJECT- TYPE

SYNTAX DocsBpi 2CnDevi ceCert Entry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON

"Each entry contains the device certificates of
one CM MAC interface. An entry in this table exists for
each ifEntry with an ifType of docsCabl eMacl ayer (127)."
| NDEX { iflndex }
::={ docsBpi 2CnDevi ceCert Table 1 }

DocsBpi 2CnDevi ceCertEntry :: = SEQUENCE {
docsBpi 2CnDevi ceCnter t
DocsX509ASNLDEREncodedCerti fi cat e,
docsBpi 2CnDevi ceManuf Cer t
Docs X509ASNLDERENncodedCertificate

}
docsBpi 2CnDevi ceCnter t OBJECT- TYPE
SYNTAX DocsX509ASN1DEREncodedCertificate
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The X509 DER-encoded cabl e nodem certificate.
Note: This object can be set only when the value is the
zero-length OCTET STRING otherw se, an error of
"inconsistentValue' is returned. Once the object
contains the certificate, its access MJST be read-only
and persists after re-initialization of the
managed system "

REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.1."
::={ docsBpi 2CnDevi ceCertEntry 1 }
docsBpi 2CnDevi ceManuf Cer t OBJECT- TYPE
SYNTAX DocsX509ASNLDEREncodedCertificate
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The X509 DER-encoded nmanufacturer certificate that
signed the cable nodemcertificate."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.1."
.. = { docsBpi 2CnDevi ceCertEntry 2 }

-- CM Crypto Suite Table
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docsBpi 2CnCrypt oSui t eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2CnCr ypt oSui t eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the Baseline Privacy Plus
cryptographic suite capabilities for each CM MAC
interface."

::={ docsBpi 2Cnbj ects 5 }

docsBpi 2CnCrypt oSui t eEntry OBJECT- TYPE

SYNTAX DocsBpi 2CnCr ypt oSui t eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains a cryptographic suite pair
that this CM MAC supports.”
| NDEX { iflndex, docsBpi 2CnCryptoSuitel ndex }
::={ docsBpi 2CnCrypt oSui teTable 1 }

DocsBpi 2CnCrypt oSui t eEntry :: = SEQUENCE {

docsBpi 2CnCr ypt oSui t el ndex Unsi gned32,
docsBpi 2CnCr ypt oSui t eDat aEncrypt Al g

DocsBpknDat aEncr ypt Al g,
docsBpi 2CnCr ypt oSui t eDat aAut hent Al g

DocsBpkmDat aAut hent Al g

}

docsBpi 2CnCr ypt oSui t el ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..1000)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for a cryptographic suite row. "
::={ docsBpi 2CnCryptoSui teEntry 1 }

docsBpi 2CnCr ypt oSui t eDat aEncrypt Al g OBJECT- TYPE

SYNTAX DocsBpknDat aEncr ypt Al g
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the data encryption
algorithmfor this cryptographic suite capability."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
::={ docsBpi 2CnCryptoSui teEntry 2 }
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docsBpi 2CnCr ypt oSui t eDat aAut hent Al g OBJECT- TYPE
SYNTAX DocsBpkmDat aAut hent Al g
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object is the data authentication
algorithmfor this cryptographic suite capability."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
::={ docsBpi 2CnCrypt oSui teEntry 3 }

-- Cabl e Mbdem Terni nati on System G oup

docsBpi 20t sQbj ects OBJECT | DENTIFI ER :: = { docsBpi 2M BObj ects 2 }

-- SPECIAL NOTE: For the followi ng CMIS tables, when a CMis

-- running in BPl node, replace SAID (Security Association ID)
-- with SID (Service ID). The CMIS is required to map SAI Ds and
-- SIDs to one contiguous space.

-- The BPlI + base table for CMISs, indexed by iflndex

docsBpi 2Cnt sBaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2Cnt sBaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the basic Baseline Privacy
attributes of each CMIS MAC interface."
::={ docsBpi 2Cm sCbjects 1 }

docsBpi 2Cnt sBaseEntry OBJECT- TYPE

SYNTAX DocsBpi 2Cnt sBaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of
one CMIS MAC interface. An entry in this table exists for
each ifEntry with an ifType of docsCabl eMacl ayer (127)."
| NDEX { iflndex }

::={ docsBpi 2Cnmt sBaseTable 1 }

DocsBpi 2Cnt sBaseEntry ::= SEQUENCE {
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docsBpi 2Cnt sDef aul t Aut hLi feti e I nt eger 32,

docsBpi 2Cnt sDef aul t TEKLi feti me I nt eger 32,

docsBpi 2Cnt sDef aul t Sel f Si gnedManuf Cert Trust | NTEGER,
docsBpi 2Cnt sCheckCert Val i di t yPeri ods Tr ut hval ue,
docsBpi 2Cnt sAut hent | nf os Count er 32,
docsBpi 2Cnt sAut hRequest s Count er 32,
docsBpi 2Cnt sAut hRepl i es Count er 32,
docsBpi 2Cnt sAut hRej ect s Count er 32,
docsBpi 2Cnt sAut hl nval i ds Count er 32,
docsBpi 2Cnt sSAMapRequest s Count er 32,
docsBpi 2Cnt sSAMapRepl i es Count er 32,
docsBpi 2Cnt sSAMApRej ect s Count er 32
}

docsBpi 2Cnt sDef aul t Aut hLi feti me OBJECT- TYPE

SYNTAX I nt eger 32 (1..6048000)

UNI TS "seconds”

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The value of this object is the default lifetinme, in
seconds, that the CMIS assigns to a new authorization key.
This object value persists after re-initialization of the
managed system "

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,

Appendix A 2."
DEFVAL { 604800 }
::={ docsBpi 2Cnmt sBaseEntry 1 }

docsBpi 2Cnt sDef aul t TEKLi feti me OBJECT- TYPE
SYNTAX I nteger32 (1..604800)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value of this object is the default lifetine, in
seconds, that the CMIS assigns to a new Traffic Encryption
Key (TEK).

This object value persists after re-initialization of the
managed system "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,

Appendi x A 2."
DEFVAL { 43200 }
::={ docsBpi 2Cmt sBaseEntry 2 }

docsBpi 2Cnt sDef aul t Sel f Si gnedManuf Cert Trust  OBJECT- TYPE
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SYNTAX | NTECGER {
trusted (1),
untrusted (2)

}

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object determines the default trust of
sel f-signed manufacturer certificate entries, contained
i n docsBpi 2Cnt sCACert Tabl e, and created after this
object is set.
This object need not persist after re-initialization
of the nmanaged system"
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.1"
::={ docsBpi 2Cnmt sBaseEntry 3 }

docsBpi 2Cnt sCheckCert Val i di t yPeri ods OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Setting this object to "true’ causes all chained and
root certificates in the chain to have their validity
peri ods checked against the current tine of day, when
the CMIS receives an Authorization Request fromthe
cM
A 'false’ setting causes all certificates in the chain
not to have their validity periods checked against the
current tinme of day.
Thi s obj ect need not persist after re-initialization
of the managed system"
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.2"
.. = { docsBpi 2Cmt sBaseEntry 4 }

docsBpi 2Cnt sAut hent | nf os OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has received an Aut hentication Information nessage
fromany CM
Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
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tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.1.9."
::= { docsBpi 2Cnmt sBaseEntry 5 }

docsBpi 2Cnt sAut hRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the

CMIS has received an Authori zati on Request nmessage from any
CcM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.1."
::={ docsBpi 2Cnt sBaseEntry 6 }

docsBpi 2Cnt sAut hRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the

CMTS has transnmitted an Authorization Reply nmessage to any
cM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDiscontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.2."
::={ docsBpi 2Cmt sBaseEntry 7 }

docsBpi 2Cnt sAut hRej ects  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has transmitted an Authorization Reject nessage to any
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cM
Di scontinuities in the value of this counter can occur at
re-initialization of the nmanagenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.3."
::= { docsBpi 2Cnt sBaseEntry 8 }

docsBpi 2Cnt sAut hl nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines
the CMIS has transmitted an Authorization Invalid nessage
to any CM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.7."
.= { docsBpi 2Cnt sBaseEntry 9 }

docsBpi 2Cnt sSAMapRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has received an SA Map Request nessage from any CM
Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Section 4.2.1.10."
::= { docsBpi 2Cnt sBaseEntry 10 }

docsBpi 2Cnt sSAMapRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The value of this object is the nunber of tinmes the
CMTS has transnmitted an SA Map Reply nessage to any CM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.11."
::={ docsBpi 2Cmt sBaseEntry 11 }

docsBpi 2Cnt sSAMapRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has transnmitted an SA Map Reject nessage to any CM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.12."
.= { docsBpi 2Cnt sBaseEntry 12 }

-- The CMIS Authorization Table, indexed by iflndex and CM MAC
-- address

docsBpi 2Cnt sAut hTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2Cnt sAut hEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the attributes of each CM
aut hori zati on association. The CMIS nai ntai ns one
aut hori zati on association with each Baseline Privacy-
enabled CM registered on each CMIS MAC interface,
regardl ess of whether the CMis authorized or rejected.”
::={ docsBpi 2Cmt sOhjects 2 }

docsBpi 20t sAut hEntry OBJECT- TYPE

SYNTAX DocsBpi 2Cnt sAut hEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"Each entry contains objects describing attributes of
one authorization association. The CMIS MJST create one
entry per CMper MAC interface, based on the receipt of an
Aut hori zati on Request nessage, and MJST not delete the
entry until the CM | oses registration."
| NDEX { iflndex, docsBpi 2Cnt sAut hCmvacAddr ess }
.= { docsBpi 2Cmt sAut hTable 1 }

DocsBpi 2Cnt sAut hEntry :: = SEQUENCE {
docsBpi 2Cnt sAut hCnivacAddr ess MacAddr ess,
docsBpi 2Cnt sAut hCnBpi Ver si on | NTEGER,
docsBpi 2Cnt sAut hCnPubl i cKey COCTET STRI NG
docsBpi 2Cnt sAut hCnKeySequenceNunber | nt eger 32,
docsBpi 2Cnt sAut hCnExpi resd d Dat eAndTi e,
docsBpi 2Cnt sAut hCnExpi r esNew Dat eAndTi ne,
docsBpi 2Cnt sAut hCnli feti nme I nt eger 32,
docsBpi 2Cnt sAut hCnReset | NTEGER,
docsBpi 2Cnt sAut hCml nf os Count er 32,
docsBpi 2Cnt sAut hCnRequest s Count er 32,
docsBpi 2Cnt sAut hCnRepl i es Count er 32,
docsBpi 2Cnt sAut hCnRej ect s Count er 32,
docsBpi 2Cnt sAut hCml nval i ds Count er 32,
docsBpi 2Cnt sAut hRej ect Er r or Code | NTEGER,
docsBpi 2Cnt sAut hRej ect Error Stri ng SnnpAdmi nStri ng,
docsBpi 2Cnt sAut hl nval i dErr or Code | NTEGER,
docsBpi 20t sAut hl nval i dError String SnnpAdmi nString,
docsBpi 2Cnt sAut hPri mar ySAI d DocsSAl dOr Zer o,
docsBpi 2Cnt sAut hBpknCnCer t Val i d | NTEGER,

docsBpi 2Cnt sAut hBpkntCnCer t
DocsX509ASN1DEREncodedCerti fi cat e,

docsBpi 2Cnt sAut hCACer t | ndexPtr Unsi gned32
}
docsBpi 2Cnt sAut hCnivacAddr ess  OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The value of this object is the physical address of
the CMto which the authorization association applies.”
::= { docsBpi 2Cmt sAuthEntry 1 }

docsBpi 2Cnt sAut hCnBpi Ver si on  OBJECT- TYPE
SYNTAX | NTEGER {
bpi (0),
bpi Pl us (1)
}
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the version of Baseline
Privacy for which this CM has registered. The val ue
"bpi plus’ represents the value of BPI-Version Attribute of
the Baseline Privacy Key Managenent BPKM attri bute

BPI - Version (1). The value "bpi’ is used to represent the
CM registered using DOCSIS 1.0 Baseline Privacy."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.22; ANSI/SCTE 22-2 2002(formerly DSS 02-03)
Dat a- Over-Cabl e Service Interface Specification DOCSIS 1.0
Baseline Privacy Interface (BPI)"

::= { docsBpi 2Cmt sAut hEntry 2 }

docsBpi 2Cnt sAut hCnPubl i cKey OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..524))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is a DER encoded
RSAPubl i cKey ASN. 1 type string, as defined in the RSA
Encryption Standard (PKCS #1), corresponding to the
public key of the CM This is the zero-length OCTET
STRING i f the CMIS does not retain the public key."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.4."
::= { docsBpi 2Cmt sAut hEntry 3 }

docsBpi 2Cnt sAut hCnKey SequenceNunber OBJECT- TYPE
SYNTAX I nteger32 (0..15)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nost recent
aut hori zati on key sequence nunber for this CM"
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.2 and 4.2.2.10."
::= { docsBpi 2Cmt sAut hEntry 4 }

docsBpi 2Cnt sAut hCnExpiresd d OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The value of this object is the actual clock tine
for expiration of the inmmedi ate predecessor of the nost
recent authorization key for this FSM If this FSM has only
one authorization key, then the value is the tinme of
activation of this FSM
Not e: This object has no neaning for CMs running in BP
node; therefore, this object is not instantiated for entries
associ ated to those Cvs. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Sections 4.2.1.2 and 4.2.2.9."
::= { docsBpi 2Cmt sAut hEntry 5 }

docsBpi 2Cnt sAut hCnExpi resNew OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock
time for expiration of the nost recent authorization key
for this FSM"

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.2 and 4.2.2.9."
::={ docsBpi 2Cm sAut hEntry 6 }

docsBpi 2Cnt sAut hCnli feti me OBJECT- TYPE

SYNTAX I nt eger 32 (1..6048000)
UNI TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The value of this object is the lifetine, in seconds,
that the CMIS assigns to an authorization key for this CM"
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.2 and Appendix A 2."

.= { docsBpi 2Cmt sAut hEntry 7 }

docsBpi 2Cnt sAut hCnReset  OBJECT- TYPE

SYNTAX I NTEGER  {
noReset Request ed(1),
i nval i dat eAut h(2),
sendAut hl nval i d(3),
i nval i dat eTeks(4)

}
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON

"Setting this object to invalidateAuth(2) causes the
CMIS to invalidate the current CM authorization key(s), but
not to transmt an Authorization Invalid nessage nor to
invalidate the primary SAID s TEKs. Setting this object to
sendAut hl nval i d(3) causes the CMIS to invalidate the
current CM aut horization key(s), and to transmt an
Aut hori zation Invalid nmessage to the CM but not to
invalidate the primary SAID s TEKs. Setting this object to
i nval i dat eTeks(4) causes the CMIS to invalidate the current
CM aut hori zation key(s), to transmt an Authorization
Invalid nessage to the CM and to invalidate the TEKs
associated with this CMs primry SAl D
For BPI node, substitute all of the CMs unicast
TEKs for the primary SAID s TEKs in the previous
par agr aph.
Reading this object returns the nost recently set
value of this object or, if the object has not been set
since entry creation, returns noReset Requested(1)."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.1.2.3.4, 4.1.2.3.5, and 4.1.3.3.5."
::={ docsBpi 2Cm sAut hEntry 8 }

docsBpi 2Cnt sAut hCml nf os OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the
CMTS has received an Aut hentication Infornation nessage
fromthis CM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDiscontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.9."
::={ docsBpi 2Cm sAut hEntry 9 }

docsBpi 2Cnt sAut hCnRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has received an Authorizati on Request nessage from
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this CM
Di scontinuities in the value of this counter can occur at
re-initialization of the nmanagenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.1."
::= { docsBpi 2Cnt sAut hEntry 10 }

docsBpi 2Cnt sAut hCnRepl i es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of times the
CMTS has transmtted an Authorization Reply nessage to this
cM
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.2."
::= { docsBpi 2Cmt sAut hEntry 11 }

docsBpi 2Cnt sAut hCnRej ect s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has transmitted an Aut horization Reject nessage to
this CM
Discontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.3."
::={ docsBpi 2Cmt sAuthEntry 12 }

docsBpi 2Cnt sAut hCnl nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has transmitted an Authorization Invalid nessage to
this CM
Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.7."
::= { docsBpi 2Cmt sAuthEntry 13 }

docsBpi 2Cnt sAut hRej ect Err or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2) ,
unaut hori zedCn( 3),
unaut hori zedSai d(4),
per manent Aut hori zati onFai | ure(8),
ti meCf DayNot Acqui red( 11)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent
Aut hori zation Reject nessage transnmitted to the CM This has
the val ue unknown(2) if the last Error-Code value was 0 and
none(1l) if no Authorization Reject nessage has been
transmitted to the CM since entry creation.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.3 and 4.2.2.15."
::={ docsBpi 2Cmt sAut hEntry 14 }

docsBpi 2Cnt sAut hRej ect Error String OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nost recent Authorization Reject nessage transnmitted to the
CM This is a zero length string if no Authorization
Rej ect message has been transnmitted to the CMsince entry
creation.”

REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
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Sections 4.2.1.3 and 4.2.2.6."
.= { docsBpi 2Cmt sAut hEntry 15 }

docsBpi 2Cnt sAut hl nval i dErr or Code OBJECT- TYPE
SYNTAX | NTEGER {

none(1),
unknown( 2) ,
unaut hori zedCn( 3),
unsolicited(5),
i nval i dKeySequence(6),
keyRequest Aut hent i cati onFai | ure(7)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent
Aut hori zation Invalid nessage transnitted to the CM This
has the val ue unknown(2) if the last Error-Code val ue was 0
and none(1) if no Authorization Invalid nmessage has been
transmitted to the CM since entry creation.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.7 and 4.2.2.15."
::= { docsBpi 2Cmt sAuthEntry 16 }

docsBpi 20t sAut hl nval i dError Stri ng OBJECT- TYPE

SYNTAX SnnmpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in the
nost recent Authorization Invalid nessage transnmitted to
the CM This is a zero length string if no Authorization
Invalid nessage has been transmitted to the CM since entry
creation.”

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.7 and 4.2.2.6."

::={ docsBpi 2Cm sAut hEntry 17 }

docsBpi 2Cnt sAut hPri mar ySAl d OBJECT- TYPE

SYNTAX DocsSAlI dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the Primary Security
Associ ation identifier. For BPI node, the val ue nust be
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any unicast SID."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 2.1.3."
::={ docsBpi 2Cmt sAut hEntry 18 }

docsBpi 2Cnt sAut hBpknCnCert Val i d OBJECT- TYPE

SYNTAX | NTEGER {

unknown (0),

val i dCntChai ned (1),

val i dCnTrusted (2),

i nval i dCrntrusted (3),
i nval i dCAUntrusted (4),
i nval i dCx her (5),

i nval i dCAQt her (6)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Contains the reason why a CMs certificate is deened
valid or invalid.
Ret urn unknown(0) if the CMis running BPlI node
Val i dCntChai ned(1) neans the certificate is valid
because it chains to a valid certificate.
Val i dCnrust ed(2) neans the certificate is valid
because it has been provisioned (in the
docsBpi 2Cnt sProvi si onedCCert table) to be trusted.
I nval i dCnnt rusted(3) neans the certificate is invalid
because it has been provisioned (in the
docsBpi 2Cnt sProvi si onedCnCert table) to be untrusted.
I nval i dCAUnt rust ed(4) neans the certificate is invalid
because it chains to an untrusted certificate.
I nval i dCnx her (5) and | nval i dCACQ her (6) refer to
errors in parsing, validity periods, etc., which are
attributable to the CMcertificate or its chain,
respectively; additional information may be found
i n docsBpi 2Aut hRej ect ErrorString for these types
of errors.”
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification
Section 9.4.2."
::= { docsBpi 2Cmt sAuthEntry 19 }

docsBpi 2Cnt sAut hBpkntCCer t OBJECT- TYPE

SYNTAX DocsX509ASN1DEREncodedCertificate
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"The X509 CM Certificate sent as part of a BPKM
Aut hori zati on Request.
Note: The zero-length OCTET STRING must be returned if the
Entire certificate is not retained in the CMIS."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2."
::= { docsBpi 2Cmt sAut hEntry 20 }

docsBpi 2Cnt sAut hCACer t | ndexPtr OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A row i ndex into docsBpi 2Cnt sCACert Tabl e.
Returns the index in docsBpi 2Cnt sCACert Tabl e t o which
CA certificate this CMis chained to. A value of
0 nmeans it could not be found or not applicable."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2."
::={ docsBpi 2Cmt sAut hEntry 21 }

-- The CMIS TEK Tabl e, indexed by iflndex and SAID

docsBpi 2Cnt sTEKTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DocsBpi 2Cnt sTEKENt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table describes the attributes of each
Traffic Encryption Key (TEK) association. The CMIS
Mai nt ai ns one TEK associ ation per SAID on each CMIS MAC
interface."
::={ docsBpi 2Cmt sChjects 3 }

docsBpi 2Cnt sSTEKEnt ry OBJECT- TYPE
SYNTAX DocsBpi 2Cnt sSTEKEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains objects describing attributes of
one TEK association on a particular CMIS MAC interface. The
CMIS MJST create one entry per SAID per MAC interface,
based on the recei pt of a Key Request nessage, and MJST not
delete the entry before the CM aut horization for the SAID
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}

DOCSI S BPI

per manent|y expires."
| NDEX { iflndex,
::= { docsBpi 20t sTEKTabl e 1 }

: = SEQUENCE {
docsBpi 2Cnt sTEKSAI d

docsBpi 2Cnt sTEKSATYpe

docsBpi 20t sTEKDat aEncr ypt Al g
docsBpi 20t sTEKDat aAut hent Al g
docsBpi 2Cnt sTEKLI feti me

docsBpi 2Cnt sTEKKey SequenceNunber
docsBpi 2Cnt sTEKExpi resd d
docsBpi 2Cnt sTEKEXpi r esNew
docsBpi 2Cnt sTEKReset

docsBpi 2Cnt skeyRequest s

docsBpi 2Cnt sKeyRepl i es

docsBpi 2Cnt sKeyRej ect s

docsBpi 2Cnt sTEKI nval i ds

docsBpi 2Cnt skeyRej ect Err or Code
docsBpi 2Cnt sKeyRej ect Error Stri ng
docsBpi 2Cnt sTEKI nval i dEr r or Code
docsBpi 2Cnt sTEKI nval i dError Stri ng

docsBpi 2Cnt sTEKSAI d OBJECT- TYPE

SYNTAX DocsSAI d

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The val ue of this object
Association ID (SAID)."
REFERENCE

Plus MB

Sept ember 2005

docsBpi 2Cmt STEKSAId }

DocsSAl d,
DocsBpknBATy pe,
DocsBpkmDat aEncr ypt Al g,
DocsBpknDat aAut hent Al g,
I nt eger 32,

I nt eger 32,

Dat eAndTi ne,

Dat eAndTi ne,

Tr ut hval ue,

Count er 32,

Count er 32,

Count er 32,

Count er 32,

| NTEGER,

SnnpAdmi nStri ng,

| NTEGER,

SnnpAdmi nStri ng

is the DOCSI S Security

"DOCSI S Baseline Privacy Plus Interface Specification,

Section 4.2.2.12."
::={ docsBpi 2Cm sTEKEntry 1 }

docsBpi 2Cnt sTEKSATYpe OBJECT- TYPE

SYNTAX DocsBpknSATy pe
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of this object
association. ’'dynamc’
BPI node. Unicast BPI
encodi ng, and nulticast BPI
encodi ng. "
REFERENCE

et al.

is the type of security
does not apply to CVs running in
TEKs nust utilize the ’'primary’
TEKs must utilize the ’'static’

"DOCSI S Baseline Privacy Plus Interface Specification,
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Section 2.1.3."
::= { docsBpi 20t sSTEKEntry 2 }

docsBpi 2Cnt sTEKDat aEncrypt Al g OBJECT- TYPE
SYNTAX DocsBpknDat aEncr ypt Al g

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the data encryption
algorithmfor this SAID."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
::= { docsBpi 2Cmt sTEKEntry 3 }

docsBpi 2Cnt sTEKDat aAut hent Al g OBJECT- TYPE
SYNTAX DocsBpknDat aAut hent Al g

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the data authentication
algorithmfor this SAID."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
::= { docsBpi 20t sSTEKEntry 4 }

docsBpi 2Cnt sTEKLi feti me OBJECT- TYPE

SYNTAX I nt eger 32 (1..604800)
UNI TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The value of this object is the lifetime, in
seconds, that the CMIS assigns to keys for this TEK
association.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.5 and Appendix A 2."
::={ docsBpi 2Cm sTEKEntry 5 }

docsBpi 2Cnt sTEKKey SequenceNunber OBJECT- TYPE

SYNTAX I nteger32 (0..15)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the nost recent TEK
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key sequence nunber for this SAID. "
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.2.10 and 4.2.2.13."
::={ docsBpi 2Cm sTEKEntry 6 }

docsBpi 2Cnt sTEKExpi resd d OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine
for expiration of the i medi ate predecessor of the nost
recent TEK for this FSM [If this FSM has only one TEK, then
the value is the time of activation of this FSM"
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.5 and 4.2.2.9."
::= { docsBpi 2Cmt sTEKEntry 7 }

docsBpi 2Cnt sTEKExpi r esNew OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tine
for expiration of the nost recent TEK for this FSM"
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.5 and 4.2.2.9."
::= { docsBpi 2Cm sTEKEntry 8 }

docsBpi 2Cnt sTEKReset OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Setting this object to 'true’ causes the CMIS to
invalidate all currently active TEKs and to generate new
TEKs for the associated SAID, the CMIS MAY al so generate
unsolicited TEK I nvalid nmessages, to optim ze the TEK
synchroni zati on between the CMIS and the CMs). Reading
this object always returns FALSE. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.1.3.3.5."
::={ docsBpi 2Cm sTEKEntry 9 }
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docsBpi 2Cnt skeyRequests OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the
CMTS has received a Key Request nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the nmanagenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.4."
::= { docsBpi 2Cmt sTEKEntry 10 }

docsBpi 2Cnt sKeyRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of times the
CMTS has transmtted a Key Reply nessage.
Discontinuities in the value of this counter can occur at
re-initialization of the nmanagenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.5."
::={ docsBpi 2Cm sTEKEntry 11 }

docsBpi 2Cnt sKeyRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tinmes the
CMTS has transnmitted a Key Reject nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.6."
::={ docsBpi 2Cm sTEKEntry 12 }
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docsBpi 2Cnt sTEKI nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the
CMTS has transmitted a TEK Invalid nessage.
Di scontinuities in the value of this counter can occur at
re-initialization of the nmanagenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.8."
::= { docsBpi 2Cmt sTEKEntry 13 }

docsBpi 2Cnt sKeyRej ect Er r or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2),
unaut hori zedSai d(4)
}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent Key Reject
message sent in response to a Key Request for this SAID
This has the value unknown(2) if the |ast Error-Code val ue
was 0 and none(1l) if no Key Reject nessage has been
recei ved since registration."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.6 and 4.2.2.15."

::={ docsBpi 2Cm sTEKEntry 14 }

docsBpi 2Cnt skeyRej ect Error String OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in
the nost recent Key Reject nessage sent in response to a
Key Request for this SAID. This is a zero length string if
no Key Reject nmessage has been received since
registration."”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
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Sections 4.2.1.6 and 4.2.2.6."
.= { docsBpi 2Cmt sTEKEntry 15 }

docsBpi 2Cnt sTEKI nval i dEr r or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2) ,
i nval i dKeySequence( 6)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent TEK
Invalid nessage sent in association with this SAID. This
has the val ue unknown(2) if the last Error-Code value was 0
and none(1l) if no TEK Invalid nessage has been received
since registration."

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.8 and 4.2.2.15."

::={ docsBpi 2Cm sTEKEntry 16 }

docsBpi 2Cnt sTEKI nval i dError String OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the text string in
the nost recent TEK Invalid nessage sent in association
with this SAID. This is a zero length string if no TEK
I nvalid nessage has been received since registration."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification
Sections 4.2.1.8 and 4.2.2.6."
::= { docsBpi 2Cmt sTEKEntry 17 }

-- The CMIS Mul ticast Objects G oup

docsBpi 2Cnt sMul ti cast Cbj ects OBJECT | DENTI FI ER
::={ docsBpi 2Cmt sObjects 4 }

-- The CMIS I P Multicast Mapping Table, indexed by
-- docsBpi 2Cnt sl pMul ti castl ndex, and by ifl ndex
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docsBpi 2Cnt sl pMul ti cast MapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2Cnt sl pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table nmaps nulticast | P addresses to SAl Ds.
If anulticast |P address is napped by nultiple rows
in the table, the row with the | owest
docsBpi 2Cnt sl pMul ti castl ndex rmust be utilized for the
mappi ng. "
::={ docsBpi 2CmtsMul ti cast bjects 1 }

docsBpi 2Cnt sl pMul ti cast MapEntry OBJECT- TYPE

SYNTAX DocsBpi 2Cnt sl pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains objects describing the nmapping of
a set of multicast |IP address and the nask to one SAID
associated to a CMIS MAC Interface, as well as associ ated
nmessage counters and error information."
| NDEX { iflndex, docsBpi 2Cnt sl pMilticastlndex }
::={ docsBpi 2Cnt sl pMul ti cast MapTable 1 }

DocsBpi 2Cnt sl pMul ti cast MapEntry :: = SEQUENCE {

docsBpi 2Cnt sl pMul ti cast | ndex Unsi gned32,
docsBpi 2Cnt sl pMul ti cast Addr essType | net Addr essType,
docsBpi 2Cnt sl pMul ti cast Addr ess | net Addr ess,
docsBpi 2Cnt sl pMul ti cast Mask | net Addr ess,
docsBpi 2Cnt sl pMul ti cast SAl d DocsSAl dOr Zer o,
docsBpi 2Cnt sl pMul t i cast SAType DocsBpknBATy pe,
docsBpi 20t sl pMul ti cast Dat aEncrypt Al g
DocsBpknDat aEncr ypt Al g,
docsBpi 2Cnt sl pMul ti cast Dat aAut hent Al g
DocsBpknDat aAut hent Al g,
docsBpi 2Cnt sl pMul ti cast SAMapRequest s Count er 32,
docsBpi 2Cnt sl pMul ti cast SAMapRepl i es Count er 32,
docsBpi 2Cnt sl pMul ti cast SAMapRej ect s Count er 32,
docsBpi 2Cnt sl pMul ti cast SAMapRej ect Er r or Code
| NTEGER,
docsBpi 2Cnt sl pMul ti cast SAMapRej ect Error String
SnnpAdmi nStri ng,
docsBpi 2Cnt sl pMul ti cast MapCont r ol RowsSt at us,
docsBpi 2Cnt sl pMul ti cast MapSt or ageType St or ageType

}

docsBpi 2Cnt sl pMul ti cast | ndex OBJECT- TYPE
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index of this row Conceptual rows having the
val ue ' permanent’ need not allow wite-access to any
col ummar objects in the row "
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 1 }

docsBpi 2Cnt sl pMul ti cast Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The type of Internet address for
docsBpi 2Cnt sl pMul ti cast Addr ess
and docsBpi 2Cnt sl pMul ti cast Mask. "
DEFVAL { ipv4 }
;.= { docsBpi 2Cnt sl pMul ti cast MapEntry 2 }

docsBpi 2Cnt sl pMul ti cast Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object represents the IP nulticast address
to be napped, in conjunction with
docsBpi 2Cnt sl pMul ti cast Mask. The type of this address is
determ ned by the val ue of the object
docsBpi 2Cnt sl pMul ti cast Addr essType. "
::= { docsBpi 2Cnt sl pMul ti cast MapEntry 3 }

docsBpi 2Cnt sl pMul ti cast Mask OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object represents the IP nmulticast address nask
for this row
An I P nulticast address nmatches this row if the I ogical
AND of the address with docsBpi 2Cnt sl pMul ti cast Mask is
identical to the |ogical AND of
docsBpi 2Cnt sl pMul ti cast Addr with
docsBpi 2Cnt sl pMul ti cast Mask. The type of this address is
determ ned by the val ue of the object
docsBpi 20t sl pMul ti cast Addr essType.
Note: For IPv6, this object need not represent a
contiguous netnmask; e.g., to associate a SAIDto a
mul ticast group matching 'any’ nulticast scope. The TC

G een, et al. St andards Track [ Page 53]



RFC 4131 DOCSIS BPI Plus M B Sept ember 2005

I net AddressPrefi xLength is not used, as it only
represents contiguous netmask."
::= { docsBpi 2Cnt sl pMul ti cast MapEntry 4 }

docsBpi 2Cnt sl pMul ti cast SAl d OBJECT- TYPE
SYNTAX DocsSAI dOr Zer o
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object represents the nulticast SAID to be
used in this IP nmulticast address mapping entry."
;.= { docsBpi 2Cnt sl pMul ti cast MapEntry 5 }

docsBpi 20t sl pMul ti cast SAType OBJECT- TYPE

SYNTAX DocsBpknSAType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value of this object is the type of security
associ ation. 'dynanmic’ does not apply to CMs running in

BPI node. Unicast BPI TEKs rust utilize the 'primry’
encodi ng, and nulticast BPI TEKs nust utilize the 'static’
encodi ng. By default, SNWP created entries set this object
to 'static’ if not set at row creation."”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 2.1.3."
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 6 }

docsBpi 2Cnt sl pMul ti cast Dat aEncrypt Al g OBJECT- TYPE
SYNTAX DocsBpkmnDat aEncrypt Al g

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is the data encryption
algorithmfor this IP."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
DEFVAL { des56CbhcMode }
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 7 }

docsBpi 2Cnt sl pMul ti cast Dat aAut hent Al g OBJECT- TYPE
SYNTAX DocsBpkmDat aAut hent Al g

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is the data authentication
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algorithmfor this IP.'
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.2.20."
DEFVAL { none }
;.= { docsBpi 2Cnt sl pMul ti cast MapEntry 8 }

docsBpi 2Cnt sl pMul ti cast SAMapRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of tines the
CMTS has received an SA Map Request nessage for this IP
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTine."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.10."
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 9 }

docsBpi 2Cnt sl pMul ti cast SAMapRepl i es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of times the
CMTS has transmitted an SA Map Reply nessage for this IP
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTinme."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.11."
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 10 }

docsBpi 2Cnt sl pMul ti cast SAMapRej ect s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the nunber of times the
CMTS has transmitted an SA Map Reject nessage for this IP
Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
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tinmes as indicated by the val ue of
i f CounterDi scontinuityTime."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 4.2.1.12."
::= { docsBpi 2Cnt sl pMul ti cast MapEntry 11 }

docsBpi 2Cnt sl pMul ti cast SAMapRej ect Error Code OBJECT- TYPE
SYNTAX | NTEGER {
none(1),
unknown( 2) ,
noAut hFor Request edDSFI ow( 9) ,
dsFl owmNot MappedToSA( 10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated
description of the Error-Code in the nost recent SA Map
Rej ect message sent in response to an SA Map Request for
this IP. It has the value unknown(2) if the |ast Error-Code
Val ue was 0 and none(1l) if no SA MAP Rej ect nmessage has
been received since entry creation.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.12 and 4.2.2.15."
::={ docsBpi 2Cnm sl pMul ti cast MapEntry 12 }

docsBpi 2Cnt sl pMul ti cast SAMapRej ect Error String OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..128))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the text string in
the nost recent SA Map Rej ect message sent in response to
an SA Map Request for this IP. It is a zero length string
if no SA Map Reject nessage has been received since entry
creation.”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Sections 4.2.1.12 and 4.2.2.6."
;.= { docsBpi 2Cnt sl pMul ti cast MapEntry 13 }

docsBpi 2Cnt sl pMul ti cast MapControl  OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This object controls and reflects the IP nmulticast
address mapping entry. There is no restriction on the
ability to change values in this rowwhile the rowis
active.

A created row can be set to active only after the
Correspondi ng i nstances of docsBpi 2Cnt sl pMul ti cast Addr ess,
docsBpi 2Cnt sl pMul ti cast Mask, docsBpi 2Cnt sl pMul ti cast SAld,
and docsBpi 2Cnt sl pMul ti cast SAType have all been set.”
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 14 }

docsBpi 2Cnt sl pMul ti cast MapSt or ageType OBJECT- TYPE
SYNTAX St orageType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row

Conceptual rows having the value ’'permanent’ need not all ow

write-access to any columar objects in the row "
::={ docsBpi 2Cnt sl pMul ti cast MapEntry 15 }

-- The CMIS Mul ticast SAID Authorization Tabl e,
-- indexed by iflndex by
-- multicast SAID by CM MAC addr ess

docsBpi 2Cnt sMul ti cast Aut hTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DocsBpi 2Cmt sMul ti cast Aut hEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table describes the nulticast SAI D
aut hori zation for each CM on each CMIS MAC interface."
::={ docsBpi 2Cmt sMul ti cast Obj ects 2 }

docsBpi 2Cnt sMul ti cast Aut hEntry OBJECT- TYPE
SYNTAX DocsBpi 2Cnt sMul ti cast Aut hEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains objects describing the key
aut hori zation of one cable nodem for one multicast SAID
for one CMIS MAC interface.

Row entries persist after re-initialization of

t he managed system"

| NDEX { iflndex, docsBpi 2Crt sMil ti cast Aut hSAI d,
docsBpi 2Cnt sMul ti cast Aut hCmvacAddr ess '}

;.= { docsBpi 2Cnt sMul ti cast Aut hTable 1 }
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DocsBpi 2Cnt sMul ti cast Aut hEntry :: = SEQUENCE
{
docsBpi 2Cnt sMul ti cast Aut hSAI d DocsSAl d,
docsBpi 2Cnt sMul ti cast Aut hCmivacAddr ess MacAddr ess,
docsBpi 2Cnt sMul ti cast Aut hCont r ol RowSt at us

}

docsBpi 2Cnt sMul ti cast Aut hSAl d OBJECT- TYPE
SYNTAX DocsSAl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object represents the nulticast SAID for
aut hori zation."
::={ docsBpi 2Cnt sMul ti cast Aut hEntry 1 }

docsBpi 2Cnt sMul ti cast Aut hCmivacAddr ess OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This object represents the MAC address of the CM
to which the nmulticast SAID authorization applies.”
;.= { docsBpi 2Cnt sMul ti cast Aut hEntry 2 }

docsBpi 2Cnt sMul ti cast Aut hCont r ol OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row for the
aut hori zation of nulticast SAIDs to CMs."
::= { docsBpi 2Cmt sMul ti cast Aut hEntry 3 }

-- CMIS Cert (bjects

docsBpi 2Cnt sCert Cbj ects OBJECT | DENTI FI ER
::={ docsBpi 2Cm sCbjects 5 }

-- CMIS Provi sioned CM Cert Tabl e

docsBpi 2Cnt sProvi si onedCrCert Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
DocsBpi 2Cnt sProvi si onedCnCert Entry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Atable of CMcertificate trust entries provisioned
to the CMIS. The trust object for a certificate in this
table has an overriding effect on the validity object of a
certificate in the authorization table, as long as the
entire contents of the two certificates are identical."
::= { docsBpi 2Cnmt sCert hjects 1 }

docsBpi 2Cnt sProvi si onedCnCert Entry OBJECT- TYPE

SYNTAX DocsBpi 2Cnt sProvi si onedCnCert Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the CMIS' s provisioned CMcertificate
table. Row entries persist after re-initialization of
t he managed system"
REFERENCE
"Dat a- Over-Cabl e Service Interface Specifications:
Operations Support System |Interface Specification
SP- OSSI v2. 0- 1 05- 040407, Section 6.2.14"
I NDEX { docsBpi 2Cnt sProvi si onedCnCer t MacAddr ess }
;.= { docsBpi 2Cnt sProvi si onedCnCert Table 1 }

DocsBpi 2Cnt sProvi si onedCnCert Entry :: = SEQUENCE
{
docsBpi 2Cnt sProvi si onedCrCer t MacAddr ess MacAddr ess,
docsBpi 2Cnt sProvi si onedCnCert Tr ust | NTEGER,
docsBpi 2Cnt sProvi si onedCntCert Sour ce | NTEGER,
docsBpi 2Cnt sProvi si onedCnCert St at us RowsSt at us,

docsBpi 2Cnt sProvi si onedCnCer t
DocsX509ASNLDERENncodedCertificate
}

docsBpi 2Cnt sProvi si onedCnCer t MacAddr ess OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index of this row"
;.= { docsBpi 2Cnt sProvi si onedCnCertEntry 1 }

docsBpi 2Cnt sProvi si onedCntCert Tr ust OBJECT- TYPE
SYNTAX | NTEGER {
trusted(1),
unt rusted(2)
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Trust state for the provisioned CMcertificate entry.
Note: Setting this object need only override the validity
of CMcertificates sent in future authorization requests;
i nst ant aneous effect need not occur."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.1."
DEFVAL { untrusted }
;.= { docsBpi 2Cnt sProvi si onedCnCertEntry 2 }

docsBpi 2Cnt sProvi si onedCntCer t Sour ce OBJECT- TYPE
SYNTAX | NTEGER {
snnp(1),

configurationFile(2),
ext er nal Dat abase(3),
ot her (4)

}

MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"This object indicates how the certificate reached the
CMIS. Oher(4) neans that it originated froma source not
identified above."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.1."
;.= { docsBpi 2Cnt sProvi si onedCnCertEntry 3 }

docsBpi 2Cnt sProvi si onedCCert St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row. Values in this row
cannot be changed while the rowis 'active' ."
::= { docsBpi 2Cnt sProvi si onedCnCertEntry 4 }

docsBpi 2Cnt sProvi si onedCnCert OBJECT- TYPE

SYNTAX DocsX509ASN1DEREncodedCerti fi cate
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An X509 DER-encoded Certificate Authority
certificate.
Not e: The zero-length OCTET STRI NG nust be returned, on
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reads, if the entire certificate is not retained in the
CMTS. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2."
;.= { docsBpi 2Cnt sProvi si onedCnCertEntry 5 }

-- CMIS CA Cert Table

docsBpi 2Cnt sCACer t Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi 2Cmt sCACert Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of known Certificate Authority certificates
acquired by this device."
::={ docsBpi 2Cnt sCert bj ects 2 }

docsBpi 2Cmt sCACert Entry OBJECT- TYPE

SYNTAX DocsBpi 2Cnt sCACert Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arowin the Certificate Authority certificate
table. Row entries with the trust status 'trusted’,
untrusted', or 'root’ persist after re-initialization

of the managed system"
REFERENCE

"Dat a- Over-Cabl e Service Interface Specifications:
Operations Support System |Interface Specification
SP- CSSI v2. 0- 1 05- 040407, Section 6.2.14"

I NDEX { docsBpi 201t sCACert | ndex }
::= {docsBpi 2Cnt sCACert Table 1 }

DocsBpi 2Cnt sCACert Entry :: = SEQUENCE {
docsBpi 20t sCACer t | ndex Unsi gned32,
docsBpi 2Ct sCACer t Subj ect SnnpAdmi nStri ng,
docsBpi 2Cnt sCACer t | ssuer SnnpAdmi nStri ng,
docsBpi 2Cnt sCACert Seri al Nunber OCTET STRI NG
docsBpi 2Cnt sCACer t Tr ust | NTEGER,
docsBpi 2Cnt sCACer t Sour ce | NTEGER,
docsBpi 2Cnt sCACer t St at us RowsSt at us,

docsBpi 2Cnt sCACer t
DocsX509ASNLDEREncodedCerti fi cat e,
docsBpi 2Cnt sCACer t Thunbpr i nt OCTET STRI NG
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docsBpi 2Cnt sCACer t | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1.. 4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The index for this row"
::={ docsBpi 2Cnt sCACertEntry 1 }

docsBpi 2Cnt sCACer t Subj ect OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The subject name exactly as it is encoded in the
X509 certificate.
The organi zati onNanme portion of the certificate’' s subject
nane nust be present. All other fields are optional. Any
optional field present nust be prepended with <CR>
(carriage return, U+000D) <LF> (line feed, W+000A).
Ordering of fields present nust conformto the follow ng:

organi zati onNane <CR> <LF>
count ryNane <CR> <LF>
stat eOr Provi nceName <CR> <LF>
| ocal i tyName <CR> <LF>
organi zati onal Uni t Name <CR> <LF>
or gani zat i onal Uni t Name=<Manuf act uri ng Locati on> <CR> <LF>
commonNanme"
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2.4"
::= { docsBpi 2Cm sCACertEntry 2 }

docsBpi 2Cnt sCACer t | ssuer OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The issuer nane exactly as it is encoded in the
X509 certificate.
The conmonName portion of the certificate s issuer
nane nust be present. Al other fields are optional. Any
optional field present nust be prepended with <CR>
(carriage return, U+000D) <LF> (line feed, W+000A).
Ordering of fields present nust conformto the follow ng:

ConmonNane <CR><LF>
count ryNanme <CR><LF>
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stat eOr Provi nceName <CR><LF>
| ocal i t yName <CR><LF>
organi zati onNane <CR><LF>
organi zat i onal Uni t Name <CR><LF>
or gani zat i onal Uni t Name=<Manuf act uri ng Locati on>"
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2.4"
::= { docsBpi 2Cmt sCACertEntry 3 }

docsBpi 2Cnt sCACert Seri al Nunber OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This CA certificate's serial nunber, represented as
an octet string."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.2.2"
::={ docsBpi 2Cnt sCACertEntry 4 }

docsBpi 2Cnt sCACer t Trust OBJECT- TYPE

SYNTAX | NTEGER {
trusted (1),
untrusted (2),

chai ned (3),
root (4)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object controls the trust status of this
certificate. Root certificates nust be given root(4)
trust; manufacturer certificates nmust not be given root(4)
trust. Trust on root certificates nust not change.

Note: Setting this object need only affect the validity of
CMcertificates sent in future authorization requests;

i nst ant aneous effect need not occur."”

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.1"

DEFVAL { chai ned }
;1= { docsBpi 2Cm sCACertEntry 5 }

docsBpi 2Cnt sCACer t Sour ce OBJECT- TYPE

SYNTAX | NTEGER {
snmp (1),
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configurationFile (2),
ext er nal Dat abase (3),
other (4),

aut hentInfo (5),

conpi | edl nt oCode (6)

}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates how the certificate reached
the CMIS. (Qher(4) nmeans that it originated froma source
not identified above."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section 9.4.1"
::={ docsBpi 2Cnt sCACertEntry 6 }

docsBpi 2Cnt sCACer t St at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. An attenpt

to set witable columar values while this rowis active
behaves as foll ows:
- Sets to the object docsBpi 2Cnt sCACert Trust are al | owed.
- Sets to the object docsBpi 2CntsCACert will return an

error of ’inconsistentValue’.
A newy created entry cannot be set to active until the
val ue of docsBpi 2Cmt sCACert is being set.”
::={ docsBpi 2Cnt sCACertEntry 7 }

docsBpi 2Cnt sCACert  OBJECT- TYPE

SYNTAX DocsX509ASN1DEREncodedCertificate
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An X509 DER-encoded Certificate Authority
certificate.
To help identify certificates, either this object or
docsBpi 2Cnt sCACer t Thunbpri nt nust be returned by a CMIS for
sel f-signed CA certificates.

Note: The zero-length OCTET STRI NG nust be returned, on
reads, if the entire certificate is not retained in the
CMrs.
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
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Section 9.2."
;1= { docsBpi 2Cm sCACertEntry 8 }

docsBpi 2Cnt sCACer t Thunbpri nt OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (20))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The SHA-1 hash of a CA certificate.
To help identify certificates, either this object or
docsBpi 2Cnt sCACert nmust be returned by a CMIS for
sel f-signed CA certificates.

Note: The zero-length OCTET STRI NG nust be returned, on
reads, if the CA certificate thunb print is not retained
in the CMIS. "

REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,

Section 9.4.3"
;1= { docsBpi 2Cm sCACertEntry 9 }

-- Authenticated Software Downl oad Objects

Note: the authenticated software downl oad objects are a
CM requi rement only.

docsBpi 2CodeDownl oadCont rol OBJECT | DENTI FI ER

.= { docsBpi 2M Bbj ects 4 }

docsBpi 2CodeDownl oadSt at usCode OBJECT- TYPE
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SYNTAX | NTEGER {
configFileCvcVerified (1),
configFileCvcRejected (2),
snmpCvcVerified (3),
snmpCvcRej ected (4),
codeFil eVerified (5),
codeFi | eRej ected (6),

other (7)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value indicates the result of the latest config

file CVC verification, SNMP CVC verification, or code file
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verification."
REFERENCE
"DOCSI S Baseline Privacy Plus Interface Specification,
Sections D.3.3.2 and D.3.5.1."
:: = { docsBpi 2CodeDownl oadControl 1 }

docsBpi 2CodeDownl oadSt at usStri ng OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object indicates the additiona
information to the status code. The value will include

the error code and error description, which will be defined
separately."”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D. 3. 7"
.= { docsBpi 2CodeDownl cadControl 2 }

docsBpi 2CodeM gOr gName OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the device manufacturer’s
organi zati onNane. "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.2.2."
.. = { docsBpi 2CodeDownl cadControl 3 }

docsBpi 2CodeM gCodeAccessSt art OBJECT- TYPE
SYNTAX Dat eAndTi me (SI ZE(11))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the device manufacturer’s
current codeAccessStart value. This value will always
refer to Geenwich Mean Tinme (GMI), and the val ue
format nmust contain TimeZone information (fields 8-10)."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D. 3.2.2."

:: = { docsBpi 2CodeDownl cadControl 4 }

docsBpi 2CodeM gCvcAccessStart OBJECT- TYPE

SYNTAX Dat eAndTi me (S| ZE(11))
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G een,

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the device manufacturer’s
current cvcAccessStart value. This value will always
refer to Geenwich Mean Tinme (GMIN, and the val ue
format nust contain TimeZone information (fields 8-10)."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.2.2."

:: = { docsBpi 2CodeDownl oadControl 5 }

docsBpi 2CodeCoSi gner Or gNane OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The value of this object is the co-signer’s
organi zati onNane. The value is a zero length string if
the co-signer is not specified."”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.2.2."
::= { docsBpi 2CodeDownl cadControl 6 }

docsBpi 2CodeCoSi gner CodeAccessSt art OBJECT- TYPE
SYNTAX Dat eAndTi me (Sl ZE(11))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the co-signer’s current
codeAccessStart value. This value will always refer to

Greenwi ch Mean Tine (GMIN, and the value format nust contain

Ti meZone information (fields 8-10).
I f docsBpi 2CodeCoSi gnerOrgNane is a zero
Il ength string, the value of this object is neaningless."”
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.2.2."
:: = { docsBpi 2CodeDownl oadControl 7 }

docsBpi 2CodeCoSi gner CvcAccessStart OBJECT- TYPE

SYNTAX Dat eAndTi ne (Sl ZE(11))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the co-signer’s current
cvcAccessStart value. This value will always refer to
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Greenwi ch Mean Tine (GMIN, and the value format nust contain
Ti meZone information (fields 8-10).
I f docsBpi 2CodeCoSi gnerOrgNane is a zero
I ength string, the value of this object is meaningless."
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.2.2."
.= { docsBpi 2CodeDownl oadControl 8 }

docsBpi 2CodeCvcUpdat e OBJECT- TYPE

SYNTAX DocsX509ASN1DEREncodedCertificate
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Setting a CVC to this object triggers the device
to verify the CVC and update the cvcAccessStart val ues.
The content of this object is then discarded.
If the device is not enabled to upgrade codefiles, or if
the CVC verification fails, the CVC will be rejected.
Readi ng this object always returns the zero-length OCTET
STRI NG "
REFERENCE

"DOCSI S Baseline Privacy Plus Interface Specification,
Section D.3.3.2.2."
.= { docsBpi 2CodeDownl cadControl 9 }

-- The BPI+ M B Conformance Statenents (with a placehol der for
-- notifications)

docsBpi 2Noti fication OBJECT | DENTI FI ER
::={ docsBpi2M B 0 }
docsBpi 2Conf or mance OBJECT | DENTI FI ER
::={ docsBpi2MB 2 }
docsBpi 2Conpl i ances OBJECT | DENTI FI ER
:: = { docsBpi 2Conformance 1 }
docsBpi 2G oups OBJECT | DENTI FI ER
::= { docsBpi 2Conf or mance 2 }

docsBpi 2CnConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"This is the conpliance statenent for CMs that
i npl ement the DOCSI S Baseline Privacy Interface Plus."

MODULE -- docsBpi 2M B
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-- uncondi tionally mandatory group
MANDATORY- GROUPS {

docsBpi 2Cntxr oup,

docsBpi 2CodeDownl oadG oup

}

-- constrain on Encryption algorithns
OBJECT docsBpi 2CniTEKDat aEncr ypt Al g
SYNTAX DocsBpknDat aEncrypt Al g {
none(0),
des56ChchMbde(1),
des40CbhcMode( 2)

}
DESCRI PTI ON
"It is conpliant to support des56CbcMde(1l) and
des40ChcMbde(2) for data encryption algorithns.”

-- constrain on Integrity algorithns
OBJECT docsBpi 2CmTEKDat aAut hent Al g
SYNTAX DocsBpknDat aAut hent Al g {
none( 0)

}
DESCRI PTI ON
"It is conpliant to not support data nessage
aut hentication algorithns."”

-- constrain on | P addressing
OBJECT docsBpi 2Cm pMul ti cast Addr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. Support for other address types may be defined
in future versions of this MB nodul e.”

-- constrain on | P addressing
OBJECT docsBpi 2Cm pMul ti cast Addr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses Ot her address types support may be defined in
future versions of this MB nodule."

-- constrain on Encryption algorithns
OBJECT docsBpi 2CnCr ypt oSui t eDat aEncrypt Al g
SYNTAX DocsBpknDat aEncrypt Al g {
none(0),
des56ChcMbde(1),
des40ChcMode( 2)
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}
DESCRI PTI ON
"It is conpliant to only support des56CbhcMode(1)
and des40CbcMbde(2) for data encryption algorithns.”

-- constrain on Integrity algorithns
OBJECT docsBpi 2CCr ypt oSui t eDat aAut hent Al g
SYNTAX DocsBpknDat aAut hent Al g {
none( 0)

}
DESCRI PTI ON
"It is conpliant to not support data nessage
aut hentication algorithns."

::= { docsBpi 2Conpl i ances 1 }

docsBpi 2Cnt sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"This is the conpliance statement for CMISs that
i npl ement the DOCSI S Baseline Privacy Interface Plus."

MODULE -- docsBpi 2M B

-- uncondi tionally mandatory group

MANDATORY- GROUPS {
docsBpi 2Cnt sGr oup

}
-- unconditionally optional group
GROUP docsBpi 2CodeDownl oadG oup
DESCRI PTI ON

"This group is optional for CMISes. The inplenentation
decision of this group is left to the vendor™

-- constrain on mandatory range

OBJECT docsBpi 2Cnt sDef aul t Aut hLi feti e
SYNTAX I nt eger 32 (86400. . 6048000)
DESCRI PTI ON
"The refined range corresponds to the ni ni mrum and
maxi mum val ues in operational networks."

-- constrain on nmandatory range
OBJECT docsBpi 2Cnt sDef aul t TEKLi feti me

SYNTAX  Integer32 (1800..604800)
DESCRI PTI ON
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"The refined range corresponds to the ninimum and
maxi mum val ues in operational networks."

-- constrain on mandatory range

OBJECT docsBpi 2Cnt sAut hCnli feti e
SYNTAX I nt eger 32 (86400. .6048000)
DESCRI PTI ON
"The refined range corresponds to the mini num and
maxi mum val ues in operational networks."

-- constrain on Encryption algorithns

OBJECT  docsBpi 2Cnt sTEKDat aEncrypt Al g
SYNTAX DocsBpknDat aEncrypt Al g {
none(0),
des56ChchMbde(1),
des40ChcMode( 2)

}
DESCRI PTI ON
"It is conpliant to only support des56CbhcMode(1)
and des40CbcMode(2) for data encryption.”

-- constrain on Integrity algorithns

OBJECT docsBpi 2Cnt sTEKDat aAut hent Al g
SYNTAX DocsBpkmDat aAut hent Al g {
none( 0)

}
DESCRI PTI ON
"It is conpliant to not support data nessage
aut hentication algorithms."

-- constrain on mandatory range

OBJECT docsBpi 2Cnt sTEKLI feti me
SYNTAX I nt eger 32 (1800..604800)
DESCRI PTI ON
"The refined range corresponds to the mi ni num and
maxi mum val ues in operational networks."

-- constrain on access
-- constrain on | P Addressing

OBJECT docsBpi 2Cnt sl pMul ti cast Addr essType

SYNTAX I net Addr essType { ipv4(l) }
M N- ACCESS read-only
DESCRI PTI ON
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"Wite access is not required.
An inplenentation is only required to support |Pv4
addresses. Support for other address types may be defined
in future versions of this MB nodul e.™

OBJECT docsBpi 2Cnt sl pMul ti cast Addr ess
SYNTAX | net Address (Sl ZE(4))
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
An inmplenentation is only required to support |Pv4
addresses. Support for other address types may be defined
in future versions of this MB nodul e."

OBJECT docsBpi 2Cnt sl pMul ti cast Mask
SYNTAX | net Address (Sl ZE(4))
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
An inplenentation is only required to support |Pv4
addresses. Support for other address types may be defined
in future versions of this MB nodule.”

-- constrain on access

OBJECT docsBpi 2Cnt sl pMul ti cast SAl d
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT docsBpi 2Cnt sl pMul t i cast SAType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

-- constrain on access
-- constrain on Encryption algorithns

OBJECT docsBpi 20t sl pMul ti cast Dat aEncrypt Al g
SYNTAX DocsBpknDat aEncrypt Al g {
none(0),
des56ChcMode( 1),
des40ChcMode( 2)

}
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
It is conpliant to only support des56ChcMode(1)
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and des40CbcMode(2) for data encryption”

-- constrain on access
-- constrain on Integrity algorithns

OBJECT docsBpi 2Cnt sl pMul ti cast Dat aAut hent Al g
SYNTAX DocsBpknDat aAut hent Al g {
none( 0)

}
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
It is conpliant to not support data nessage
aut hentication algorithms."

-- constrain on access

OBJECT docsBpi 2Cnt sMul ti cast Aut hCont r ol
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

::={ docsBpi 2Conpl i ances 2 }

docsBpi 2Cntar oup OBJECT- GROUP
OBJECTS {

docsBpi 2CnPri vacyEnabl e,
docsBpi 2CnPubl i cKey,
docsBpi 2CnAut hSt at e,
docsBpi 2CmAut hKey SequenceNunber ,
docsBpi 2CmAut hExpi resd d,
docsBpi 2CmAut hExpi r esNew,
docsBpi 2CnAut hReset ,
docsBpi 2CnAut hGr aceTi ne,
docsBpi 2CnTEKGr aceTi ne,
docsBpi 2CmAut hWai t Ti neout ,
docsBpi 2CnReaut hWai t Ti neout ,
docsBpi 2CnpWai t Ti nmeout
docsBpi 2CnRekeyWai t Ti meout ,
docsBpi 2CnmAut hRej ect Wi t Ti meout ,
docsBpi 2CnSAMapWaiI t Ti meout ,
docsBpi 2CnSAMapMaxRet ri es,
docsBpi 2CnAut hent | nf os,
docsBpi 2CnAut hRequest s,
docsBpi 2CnAut hRepl i es,
docsBpi 2CnAut hRej ect s,
docsBpi 2CnAut hl nval i ds,
docsBpi 2CnmAut hRej ect Er r or Code,

G een, et al. St andards Track [ Page 73]



RFC 4131 DOCSIS BPI Plus M B Sept ember 2005

docsBpi 2CnmAut hRej ect Error Stri ng,
docsBpi 2CnmAut hl nval i dErr or Code,
docsBpi 2CmAut hl nval i dError Stri ng,
docsBpi 2CnTEKSAType,

docsBpi 2CnTEKDat aEncr ypt Al g,

docsBpi 2CnTEKDat aAut hent Al g,

docsBpi 2CnTEKSt at €,

docsBpi 2CnTEKKey SequenceNunber ,
docsBpi 2CnTEKEXpi resd d,

docsBpi 2CnTEKEXpi r esNew,

docsBpi 2CnTEKKeyRequest s,

docsBpi 2CnTEKKeyRepl i es,

docsBpi 2CnTEKKeyRej ect s,

docsBpi 2CnTEKI nval i ds,

docsBpi 2CnTEKAuUt hPends,

docsBpi 2CnTEKKeyRej ect Er r or Code,
docsBpi 2CnTEKKeyRej ect Error Stri ng,
docsBpi 2CnTEKI nval i dEr r or Code,
docsBpi 2CnTEKI nval i dError Stri ng,
docsBpi 2Cm pMul ti cast Addr essType,
docsBpi 2Cm pMul ti cast Addr ess,
docsBpi 2Cm pMul ti cast SAI d,

docsBpi 2Cm pMul ti cast SAMapSt at e,
docsBpi 2Cm pMul ti cast SAMapRequest s,
docsBpi 2Cm pMul ti cast SAMapRepl i es,
docsBpi 2Cm pMul ti cast SAMapRej ect s,
docsBpi 2Cm pMul ti cast SAMapRej ect Er r or Code,
docsBpi 2Cm pMul ti cast SAMapRej ect Error Stri ng,
docsBpi 2CnDevi ceCntCert ,

docsBpi 2CnDevi ceManuf Cert,

docsBpi 2CnCr ypt oSui t eDat aEncrypt Al g,
docsBpi 2CnCr ypt oSui t eDat aAut hent Al g

}
STATUS current
DESCRI PTI ON
"This collection of objects provides CM BPI + st atus
and control ."
::={ docsBpi 2Goups 1 }

docsBpi 2Cnt sG oup OBJECT- GROUP
OBJECTS {

docsBpi 2Cnt sDef aul t Aut hLi f eti ne,
docsBpi 2Cnt sDef aul t TEKLI f eti ne,
docsBpi 2Cnt sDef aul t Sel f Si gnedManuf Cert Tr ust,
docsBpi 2Cnt sCheckCert Val i di t yPeri ods,
docsBpi 2Cnt sAut hent | nf os,
docsBpi 2Cnt sAut hRequest s,
docsBpi 2Cnt sAut hRepl i es,
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docsBpi 2Cnt sAut hRej ect s,

docsBpi 2Cnt sAut hl nval i ds,

docsBpi 2Cnt sSAMapRequest s,

docsBpi 2Cnt sSAMapRepl i es,

docsBpi 2Cnt sSAMapRej ect s,

docsBpi 2Cnt sAut hCnBpi Ver si on,
docsBpi 2Cnt sAut hCnPubl i cKey,
docsBpi 2Cnt sAut hCnKey SequenceNunber ,
docsBpi 2Cnt sAut hCnExpi resd d,
docsBpi 2Cnt sAut hCnExpi r esNew,
docsBpi 2Cnt sAut hCnli f et i ne,

docsBpi 2Cnt sAut hCnReset

docsBpi 2Cnt sAut hCni nf os,

docsBpi 2Cnt sAut hCnRequest s,

docsBpi 2Cnt sAut hCnRepl i es,

docsBpi 2Cnt sAut hCnRej ect s,

docsBpi 2Cnt sAut hCml nval i ds,

docsBpi 2Cnt sAut hRej ect Er r or Code,
docsBpi 2Cnt sAut hRej ect Error Stri ng,
docsBpi 2Cnt sAut hl nval i dEr r or Code,
docsBpi 2Cnt sAut hl nval i dError Stri ng,
docsBpi 2Cnt sAut hPri mar ySAl d,

docsBpi 2Cnt sAut hBpknmCnCer t Val i d,
docsBpi 2Cnt sAut hBpkntCnCert

docsBpi 2Cnt sAut hCACer t I ndexPt r,
docsBpi 20t STEKSAType,

docsBpi 20t sTEKDat aEncr ypt Al g,
docsBpi 2Cnt sTEKDat aAut hent Al g,
docsBpi 2Cnt sTEKLI f et i ne,

docsBpi 2Cnt sTEKKey SequenceNunber ,
docsBpi 2Cnt sTEKEXxpi resd d,

docsBpi 2Cnt sTEKEXpi r esNew,

docsBpi 2Cnt sTEKReset

docsBpi 2Cnt skeyRequest s,

docsBpi 2Cnt sKeyRepl i es,

docsBpi 2Cnt sKeyRej ect s,

docsBpi 2Cnt sTEKI nval i ds,

docsBpi 2Cnt sKeyRej ect Err or Code,
docsBpi 2Cnt sKeyRej ect Error Stri ng,
docsBpi 2Cnt sTEKI nval i dEr r or Code,
docsBpi 2Cnt sTEKI nval i dError Stri ng,
docsBpi 2Cnt sl pMul ti cast Addr essType,
docsBpi 2Cnt sl pMul ti cast Addr ess,
docsBpi 2Cnt sl pMul ti cast Mask,
docsBpi 2Cnt sl pMul ti cast SAl d,
docsBpi 2Cnt sl pMul ti cast SAType,
docsBpi 2Cnt sl pMul ti cast Dat aEncrypt Al g,
docsBpi 2Cnt sl pMul ti cast Dat aAut hent Al g,
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docsBpi 2Cnt sl pMul ti cast SAMapRequest s,
docsBpi 2Cnt sl pMul ti cast SAMapRepl i es,

docsBpi 2Cnt sl pMul ti cast SAMapRej ect s,

docsBpi 2Cnt sl pMul ti cast SAMapRej ect Err or Code,
docsBpi 2Cnt sl pMul ti cast SAMapRej ect Error Stri ng,
docsBpi 2Cnt sl pMul ti cast MapControl ,

docsBpi 2Cnt sl pMul ti cast MapSt or ageType,
docsBpi 2Cnt sMul ti cast Aut hCont r ol ,

docsBpi 2Cnt sProvi si onedCnCer t Tr ust

docsBpi 2Cnt sProvi si onedCnCer t Sour ce,

docsBpi 2Cnt sProvi si onedCnCert St at us,

docsBpi 2Cnt sProvi si onedCnCert

docsBpi 2Cnt sCACer t Subj ect,

docsBpi 2Cnt sCACer t | ssuer,

docsBpi 2Cnt sCACer t Ser i al Nunber ,

docsBpi 2Cnt sCACer t Tr ust

docsBpi 2Cnt sCACer t Sour ce,

docsBpi 2Cnt sCACer t St at us,

docsBpi 2Cnt sCACer t

docsBpi 2Cmt sCACer t Thunmbpr i nt

}
STATUS current
DESCRI PTI ON
"This collection of objects provides CMIS BPI + st at us
and control ."
::={ docsBpi 2Groups 2 }

docsBpi 2CodeDownl oadG oup OBJECT- GROUP
OBJECTS {

docsBpi 2CodeDownl oadSt at usCode,
docsBpi 2CodeDownl oadSt at usStri ng,
docsBpi 2CodeM gOr gNane,
docsBpi 2CodeM gCodeAccessStart,
docsBpi 2CodeM gCvcAccessStart,
docsBpi 2CodeCoSi gner Or gNane,
docsBpi 2CodeCoSi gner CodeAccessStart,
docsBpi 2CodeCoSi gner CvcAccessStart,
docsBpi 2CodeCvcUpdat e

}
STATUS current
DESCRI PTI ON
"This collection of objects provides authenticated
sof tware downl oad support.”
::={ docsBpi 2Goups 3 }

END
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7.

Security Considerations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

- The follow ng objects, if SNMP SET maliciously, could constitute
deni al of service or theft of service attacks or conprom se the
i ntended data privacy of users:

hj ects related to the Baseline Privacy Key Managenent (BPKM

docsBpi 2CnAut hReset ,

docsBpi 2Cnt sAut hCnReset

docsBpi 2Cnt sTEKReset :
These objects are used for initiating a re-key process. A
mal i ci ous massive SET attack may cause CMIS processing
overl oad and rmay conpromi se the service.

docsBpi 2Cnt sDef aul t Aut hLi f eti ne,

docsBpi 2Cnt sDef aul t TEKLI f eti ne,

docsBpi 2Cnt sAut hCnli f et i ne,

docsBpi 2Cnt sTEKLI f et i ne:
To mnimze the risk of malicious or unintended short periods
of time when key updates may | ead to degradati on or denial of
service, inplenenters are encouraged to foll ow these objects’
range constraints, as defined in the docsBpi 2Cnt sConpl i ance
MODULE- COVPLI ANCE cl ause for operational deploynents.

docsBpi 2Cnt sDef aul t Sel f Si gnedManuf Cert Tr ust :
A malicious SET in a self-signed certificate as reject
message, which nmay constitute denial of service. This object
is designed for testing purposes; therefore, it is not
RECOMVENDED for use in comercial deploynments [DOCSI S].
Adnmi ni strators can nmake use of View based Access Control
(VACM introduced in section 7.9 of [RFC3410] to restrict
wite access to this object.

docsBpi 2Cnt sCheckCert Val i di t yPeri ods:
A malicious SET in this object that enables the period
validity and a wong clock tine in the CMIS coul d cause deni al
of service, as CM authorization requests will be rejected.
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oj

G een,

For nore details in the validation of CMcertificates, refer to
section 9 of [DOCCSI ]

ects related to the CMonly:
bj ects in docsBpi 2CnDevi ceCert Tabl e

docsBpi 2CnDevi ceCntert :
This object is not harnful, considering that a CMreceived a
Certificate during the manufacturing process. Therefore, the
obj ect access becones read-only. See the object DESCRI PTI ON
clause in section 3 for details.

hj ects for Secure Software Downl oad in table
docsBpi 2CodeDownl oadCont rol :

docsBpi 2CodeCvcUpdat e:
A nmalicious SET on this object may not constitute a risk,
since the CM holds the DOCSIS root key to verify the CVC
authenticity. The operator, if configured, could receive a
notification for event occurrences, which may lead to
detecting the source of the attack. Mreover, [DOCSI S|
recommends that CvMs CVC be regularly updated to mninmze the
risk of potential code-signing keys being conprom sed (e.g.,
by configuration file).

ojects related to the CMIS only:

Ohj ects in docsBpi 2Cnt sProvi si onedCnCert Tabl e and
docsBpi 2Cnt sCACert Tabl e containing CM Certificates and Certificate
Authority information, respectively:

docsBpi 2Cnt sProvi si onedCnCer t Tr ust

docsBpi 2Cnt sProvi si onedCnCer t St at us,

docsBpi 2Cnt sProvi si onedCnCert

docsBpi 2Cnt sCACer t St at us,

docsBpi 2Cnt sCACer t :
A malicious SET on these objects may constitute a denial of
service attack that will be experienced after the CVs perform
aut hori zation requests. It does not affect CMs in the
aut hori zed state.

hjects in nmulticast tables docsBpi 2Cnt sl pMul ti cast MapTabl e and
docsBpi 2Cnt sMul ti cast Aut hTabl e:

docsBpi 2Cnt sl pMul ti cast Addr essType,

docsBpi 2Cnt sl pMul ti cast Addr ess,
docsBpi 2Cnt sl pMul ti cast MaskType,
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docsBpi 2Cnt sl pMul ti cast Mask

docsBpi 2Cnt sl pMul ti cast SAl d,

docsBpi 20t sl pMul ti cast SAType:
Mal i ci ous SET on these objects may cause m sconfiguration
causing interruption of the users’ active multicast
applications.

docsBpi 20t sl pMul ti cast Dat aEncr ypt Al g,

docsBpi 2Cnt sl pMul ti cast Dat aAut hent Al g:
Mal i ci ous SETs on these objects may create service
m sconfi guration, causing service interruption or theft of
service if encryption algorithns are renoved for the nulticast
groups.

docsBpi 2Cnt sl pMul ti cast MapCont r ol

docsBpi 2Cnt sMul ti cast Aut hCont r ol
Mal i ci ous SETs on these objects may renove and/or disable
custoners and/or nulticast groups, causing service disruption
This may al so constitute theft of service by authorizing non-
subscri bed users to nulticast groups or by adding other
mul ticast groups in the forward path.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWMP. These are the tables and objects and their
sensitivity/vulnerability:

bj ects in docsBpi 2CnBaseTabl e, docsBpi 2CnrEKTabl e,
docsBpi 2Cnt sBaseTabl e, docsBpi 2Cmt sAut hTabl e,
docsBpi 2Cnt sTEKTabl e, docsBpi 2Cnt sProvi si onedCnCert Tabl e, and
docsBpi 2Cnt sCACer t Tabl e:
If this information is accessible, attackers may use it to
di stingui sh users configured to work without data encryption
(e.g., docsBpi 2ChPrivacyEnabl e) and to know current Baseline
Privacy paraneters in the network.

bj ects in docsBpi 2Cm pMul ti cast MapTabl e and

docsBpi 2Cnt sMul ti cast Aut hTabl e:
In addition to the vulnerabilities around BPI plus nulticast
obj ects described in the previous part, the read-only objects
of this table may hel p attackers nmonitor the status of the
i ntrusion.
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bj ects in docsBpi 2CodeDownl oadCont r ol
In addition to the vulnerability of the read-wite object
docsBpi 2CodeCvcUpdat e, attackers nmay be able to nonitor the
status of a denial of service using Secure Software Downl oad.

SNWP versions prior to SNWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynment of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

BPI + Encryption Al gorithns:

The BPI+ Traffic Encryption Keys (TEK) defined in the DOCSI S BPI +
specification [ DOCSI S] use 40-bit or 56-bit DES for encryption (DES
CBC npde). Currently, there is no nechanismor algorithmdefined for
data integrity.

Due to the DES cryptographi c weaknesses, future revisions of the
DOCSI S BPI + speci fication should introduce nore advanced encryption
al gorithnms, as proposed in the DocsBpknDat aEncrypt Al g t extua
convention, to overcone the progress in cheaper and faster hardware
or software decryption tools. Future revisions of the DOCSIS BPI +
specification [ DOCSI S] shoul d al so adopt aut hentication al gorithns,
as described in the DocsBpknDat aAut hent Al g textual convention

It is inmportant to note that frequent key changes do not necessarily
help in mtigating or reducing the risks of a DES attack. Indeed,
the traffic encryption keys, which are configured on a per cable
nodem basi s and per BPlI+ nulticast group, can be utilized to decrypt
old traffic, even when they are no longer in active use.
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Note that, not exenpt to the sane recomendati ons above, the CM BPI +
aut hori zation protocol uses triple DES encryption, which offers

i mproved robustness in conparison to DES for CM authorization and TEK
re-key managenent.

8. | ANA Consi derati ons

The M B nodule in this document uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue, recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER Val ue

docsBpi 2M B { mb-2 126 }
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Aut hors’ Addr esses
Stuart M G een

EMai | : rubber soul 3@ahoo. com

Kaz Ozawa

Aut onot i ve Systens Devel oprment Center
TOSH BA CORPCRATI ON

1-1, Shibaura 1-Chone

M nat o- ku, Tokyo 105-8001

Japan

Phone: +81-3-3457-8569
Fax: +81-3-5444-9325
EMai | : Kazuyoshi . Ozawa@ oshi ba. co. j p

Al exander Kat snel son

Phone: +1-303-680-3924
EMai | : kat snel son6@eopl epc. com

Eduar do Cardona

Cabl e Tel evi si on Laboratories, Inc.
858 Coal Creek Circle

Loui sville, CO 80027- 9750

U S A

Phone: +1 303 661 9100
EMai | : e.cardona@abl el abs. com
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Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property
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