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Abstract

The question often arises of whether a given security systemrequires
some form of autonated key nanagenent, or whether manual keying is
sufficient. This neno provides guidelines for making such deci sions.
When symmetric cryptographic nechanisns are used in a protocol, the
presunption is that automated key managenment is generally but not

al ways needed. |If manual keying is proposed, the burden of proving
that aut omated key nanagenent is not required falls to the proposer

1. Introduction

The question often arises of whether or not a given security system
requires sonme form of automated key managenment, or whether nanua
keying is sufficient.

There is not one answer to that question; circunmstances differ. In
general , automated key managenent SHOULD be used. Cccasionally,
relyi ng on manual key managenent is reasonable; we propose sone

gui del i nes for making that judgment.

On the other hand, relying on nanual key managenent has significant
di sadvant ages, and we outline the security concerns that justify the
preference for autonated key managenent. However, there are
situations in which manual key managenent is acceptabl e.
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1.1. Termnol ogy

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [B].

2. CQuidelines

These guidelines are for use by | ETF worki ng groups and protoco

aut hors who are determ ning whether to mandat e aut omated key
managenent and whet her nmanual key managenent is acceptable. |nforned
j udgnent is needed.

The term "key nmanagenent" refers to the establishnment of
cryptographi c keying material for use with a cryptographic al gorithm
to provide protocol security services, especially integrity,

aut hentication, and confidentiality. Automated key managenent
derives one or nore short-term session keys. The key derivation
function may nmake use of long-termkeys to incorporate authentication
into the process. The nanner in which this long-termkey is
distributed to the peers and the type of key used (pre-shared
symretric secret value, RSA public key, DSA public key, and others)

i s beyond the scope of this docunent. However, it is part of the
overal |l key nanagenent solution. Manual key managenent is used to

di stribute such values. Manual key managenent can al so be used to
distribute | ong-term session keys.

Aut omat ed key managenent and nanual key managenent provide very
different features. |In particular, the protocol associated with an
aut onat ed key managenent technique will confirmthe |iveness of the
peer, protect against replay, authenticate the source of the short-
term session key, associate protocol state infornmation with the
short-term session key, and ensure that a fresh short-term session
key is generated. Further, an automated key managenent protocol can
i nprove interoperability by including negotiation mechani sns for
cryptographic algorithns. These valuable features are inpossible or
extrenely cunbersone to acconplish with nmanual key nanagenent.

For some symmetric cryptographic algorithms, inplenentations nust
prevent overuse of a given key. An inplenentation of such algorithns
can nake use of automated key nanagenment when the usage limits are
nearly exhausted, in order to establish replacenent keys before the
limts are reached, thereby naintaining secure conmuni cations.

Exanpl es of autonmated key nanagenent systens include |Psec | KE and

Kerberos. S/ M ME and TLS al so include automated key nmanagenent
functions.
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Key managenent schemes shoul d not be designed by amateurs; it is

al nost certainly inappropriate for working groups to design their
own. To put it in concrete terms, the very first key nanagenent
protocol in the open literature was published in 1978 [NS]. A flaw
and a fix were published in 1981 [DS], and the fix was cracked in

1994 [AN]. In 1995 [L], a new flaw was found in the original 1978
version, in an area not affected by the 1981/1994 issue. Al of
these flaws were obvi ous once described -- yet no one spotted them

earlier. Note that the original protocol (translated to enploy
certificates, which had not been invented at that tinme) was only
t hree nessages.

Key managenent software is not always large or bloated. Even IKEvl
[HC] can be done in | ess than 200 Kbytes of object code, and TLS [ DA]
in half that space. Note that this TLS estimate includes other
functionality as well

A session key is used to protect a payload. The nature of the
payl oad depends on the | ayer where the synmetric cryptography is
appl i ed.

In general, automated key nmanagenent SHOULD be used to establish
session keys. Strong justification is needed in the security
consi derations section of a proposal that nakes use of nmanual key
managenent .

2.1. Automated Key Managenent

Aut omat ed key management MJST be used if any of these conditions
hol d:

A party will have to manage n"2 static keys, where n nay becone
| ar ge.

Any stream ci pher (such as R4 [TK], AES-CTR [N ST], or AES-CCM
[WHF]) is used.

An initialization vector (IV) nmight be reused, especially an
implicit V. Note that random or pseudo-randomexplicit |IVs are
not a problemunless the probability of repetition is high

Large amounts of data might need to be encrypted in a short tineg,
causi ng frequent change of the short-term session key.

Long-term sessi on keys are used by nore than two parties.
Multicast is a necessary exception, but multicast key managenent
standards are enmerging in order to avoid this in the future.
Sharing |l ong-term session keys should generally be di scouraged.
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The |ikely operational environnment is one where personnel (or
device) turnover is frequent, causing frequent change of the
short-term session key.

2.2. Manual Key Managemnent

Manual key managenent nay be a reasonabl e approach in any of these
situations:

The environnent has very linited avail abl e bandwi dth or very high
round-trip times. Public key systens tend to require |ong
messages and | ots of conputation; symmetric key alternatives, such
as Kerberos, often require several round trips and interaction
with third parties

The i nformati on being protected has | ow val ue.

The total volune of traffic over the entire lifetine of the |ong-
term session key will be very | ow

The scal e of each deploynent is very limted.

Not e that assertions about such things should often be viewed with
skepticism The burden of denonstrating that nmanual key nanagenent
is appropriate falls to the proponents -- and it is a fairly high
hur dl e.

Systens that enpl oy manual key managenent need provisions for key
changes. There MJST be sonme way to indicate which key is in use to
avoid problens during transition. Designs SHOULD sketch pl ausibl e
mechani sns for depl oyi ng new keys and repl aci ng ol d ones that night
have been conpronised. |f done well, such nechanisns can | ater be
used by an add-on key managenent schene.

Lack of clarity about the parties involved in authentication is not a
valid reason for avoiding key managenent. Rather, it tends to
i ndi cate a deeper problemw th the underlying security nodel.

2.3. Key Size and Random Val ues

Cui dance on cryptographic key size for public keys that are used for
exchangi ng symmetric keys can be found in BCP 86 [ CH|

Wien nmanual key managenent is used, |long-term shared secret val ues
SHOULD be at |east 128 bits.

Cui dance on random nunber generation can be found in BCP 106 [ ESC].
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4.

4.

4.

When manual key nmanagenent is used, |long-term shared secrets MJST be
unpredi ctabl e "randont val ues, ensuring that an adversary will have
no greater expectation than 50% of finding the value after searching
hal f the key search space

Security Considerations

Thi s docunent provides gui dance to working groups and protoco
designers. The security of the Internet is inproved when automnated
key managenent is enpl oyed.

The inclusion of automated key managenent does not nean that an
interface for manual key managenent is prohibited. In fact, manual
key managenment is very hel pful for debugging. Therefore,

i mpl enent ati ons ought to provide a manual key managenent interface
for such purposes, even if it is not specified by the protocol
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Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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