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Abstr act
Thi s docunent defines the Alternative Network Address Types (ANAT)
semantics for the Session Description Protocol (SDP) grouping
framewor k. The ANAT semantics allow alternative types of network
addresses to establish a particular nmedia stream
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1. Introduction

A Session Description Protocol (SDP) [2] session description contains
the nmedia paraneters to be used in establishing a nunber of nedia
streanms. For a particular nedia stream an SDP session description
contai ns, anong other paraneters, the network addresses and the codec
to be used in transferring nedia. SDP allows for a set of codecs per
medi a stream but only one network address.

The ability to offer a set of network addresses to establish a nedia
streamis useful in environnents with both IPv4-only hosts and
| Pv6-only hosts, for instance.

This docunent defines the Alternative Network Address Types (ANAT)
semantics for the SDP grouping framework [4]. The ANAT semantics
all ow for the expression of alternative network addresses (e.g.
different I P versions) for a particular nedia stream

1.1. Scope and Relation with Interactive Connectivity Establishnent

The ANAT semantics are intended to address scenarios that involve
different network address types (e.g., different I P versions). They
are not intended to provide alternative transport addresses with the
same network type. Systens that need to provide different transport
addresses with the sane network type should use the SDP fornat
defined in ICE (Interactive Connectivity Establishnment) [6] instead.

ICE is used by systens that cannot determine their own transport
address as seen fromthe renote end, but that can provide severa

possi ble alternatives. |CE encodes the address that is nost likely
to be valid in an 'm line, and the rest of addresses as a= lines
after that 'm line. This way, systenms that do not support |CE
sinmply ignore the a= lines and only use the address in the 'm Iline.

Thi s achi eves good backward compatibility.

We have chosen to group 'm lines with different I P versions at the
"m level (ANAT senantics) rather than at the a= level (ICE fornmat)
in order to keep the IPv6 syntax free from| CE paraneters used for

| egacy (1Pv4) NATs (Network Address Translators). This yields a
syntax much closer to vanilla SDP, where | Pv6 addresses are defined
intheir owmn 'm line, rather than in paraneters belonging to a
different 'm line.

Additionally, ICE only allows us to provide a single primary address
when the peer does not support ICE. The ANAT semantics avoid

rel egating certain types of addresses (e.g., |IPv6 addresses) to only
be a secondary alternate to another address type (e.g., |IPv4

addr esses) .
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Furt hernmore, the separation between ANAT and | CE hel ps systens that
support |IPv4 and | Pv6 but that do not need to support ICE (e.g., a
mul ti cast server).

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT*, "SHOULD', "SHOULD NOT", "RECOWENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
conpliant inpl enentations.

3.  ANAT Senantics

W define a new "semantics" attribute within the SDP groupi ng
framework [4]: ANAT (Alternative Network Address Types).

Medi a |ines grouped using ANAT sermantics provide alternative network
addresses of different types for a single logical nedia stream The
entity creating a session description with an ANAT group MJST be
ready to receive (or send) nedia over any of the grouped 'mi I|ines.
The ANAT senantics MJUST NOT be used to group nedia streanms whose

net wor k addresses are of the sanme type.

4., Preference

The entity generating a session description may have an order of
preference for the alternative network address types offered. The
identifiers of the nmedia streans MJUST be listed in order of
preference in the group line. For exanple, in the session
description in Section 6, the 'm line with md=1 has a hi gher
preference than the 'm line with m d=2.

5. Ofer/Answer and ANAT

An offerer using SIP[3] to send its offer SHOULD pl ace the sdp-anat
option-tag [5] in a Require header field.

An answerer receiving a session description that uses the ANAT
semanti cs SHOULD use the address with the highest priority it
under stands and set the ports of the rest of the 'm lines of the
group to zero.
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6. Exanple

The session description bel ow contains an | Pv4 address and an | Pv6
address grouped using ANAT. The format corresponding to the napping
of ICE into SDP [6] can be used in both 'm lines to provide

addi tional addresses.

v=0

o=bob 280744730 28977631 I N | P4 host. exanpl e. com

S=

t=0 0

a=group: ANAT 1 2

mraudi o 25000 RTP/ AVP 0

c=IN 1P6 2001:DB8::1

a= <l CE-encoded additional |IPv6 addresses (and ports)>
a=md: 1

mraudi 0 22334 RTP/ AVP 0

c=INIP4 192.0.2.1

a= <I CE-encoded additional |Pv4 addresses (and ports)>
a=md: 2

7. Security Considerations

An attacker adding group lines, using the ANAT senantics, to an SDP
session description could nake an end-point use only one out of al
the streans of fered by the renpte end, when the intention of the
renot e-end mi ght have been to establish all the streans.

An attacker renoving group |ines using ANAT semantics coul d make an
end- poi nt establish a higher nunber of nedia streans. |f the

end- poi nt sends nedia over all of them the session bandw dth nmay

i ncrease dramatically.

It is thus strongly RECOMWENDED that integrity protection be applied
to the SDP session descriptions. For session descriptions carried in
SIP[3], SMMe is the natural choice to provide such end-to-end
integrity protection, as described in RFC 3261 [3]. Oher
applications MAY use a different formof integrity protection
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8.

9.

9.

9.

| ANA Consi der ati ons

The | ANA has registered the followi ng new ’'senmantics’ attribute for

the SDP grouping framework [4]:

Semantics Token Ref er ence

Al ternative Network Address Types ANAT [ RFC4091]

ANAT has been registered in the SDP paraneters regi stry under
Semantics for the "group” SDP Attribute.
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
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I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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