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REMOTE JOB ENTRY PROTOCCL
I NTRODUCT! ON

Renote job entry is the mechani sm whereby a user at one | ocation
causes a batch-processing job to be run at sonme other location. This
protocol specifies the Network standard procedures for such a user to
conmmuni cate over the Network with a renote batch-processing server
causing that server to retrieve a job-input file, process the job,
and deliver the job’s output file(s) to a renote |ocation. The
protocol uses a TELNET connection (to a special standardized | ogger
not socket 1) for all control conmmunication between the user and the
server RJE processes. The server-site then uses the File Transfer
Protocol to retrieve the job-input file and to deliver the output
file(s).

There are two types of users: direct users (persons) and user
processes. The direct user comunicates froman interactive term na
attached to a TIP or any host. This user may cause the input and/or
output to be retrieved/sent on a specific socket at the specified
host (such as for card readers or printers on a TIP), or the user nay
have the files transferred by file-id using File Transfer Protocol
The other type of user is a RJE User-process in one renote host
communi cating with the RJE Server-process in another host. This type
of user ultimately receives its instructions froma human user, but

t hrough sone unspecified indirect neans. The conmand and response
streans of this protocol are designed to be readily used and
interpreted by both the hunman user and the user process.

A particular user site may choose to establish the TELNET contro
connection for each logical job or may | eave the control connection
open for extended periods. |If the control connection is left open
then multiple job-files nay be directed to be retrieved or optionally
(to servers that are able to determ ne the end of one |ogical job by
the input stream and form several jobs out of one input file) one
continuous retrieval may be done (as froma TIP card reader). This
then forns a "hot" card reader to a particular server with the TELNET
connection serving as a "job nmonitor". Since the output is always
transferred job at a tinme per connection to the output socket, the
output fromthis "hot" reader would appear when ready as if to a
"hot" printer. Another possibility for nmore conplex hosts is to
attach an RJE User-process to a card reader and take instructions
froma lead control card, causing an RJE control TELNET to be opened
to the appropriate host with appropriate | og-on and input retrieva
commands. This card reader woul d appear to the human user as a
Network "hot" card reader. The details of this RIJE User-process are
beyond the scope of this protocol
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GENERAL SPECI FI CATI ONS

User

A human user at a real terminal or a process that supplies the
command control streamcausing a job to be subnitted renmotely wll
be termed the User. The procedure by which a process user
receives its instructions is beyond the scope of this protocol

User TELNET

The User communicates its comuands over the Network in Network
Virtual Term nal code through a User TELNET process in the User’s
Host. This User TELNET process initiates its activity via ICP to
the standard "RJE Logger" socket (socket 5) at the desired
RJE-server Host.

RIE- Server TELNET

The RIJE-server process receives its command stream from and sends
its response streamto the TELNET channel through an RJE-server
TELNET process in the server host. This process nust listen for
the ICP on the "RJE Logger" socket (and cause appropriate |ICP
socket shifting).

TELNET Connecti on

The conmand and response streans for the RJE nechanismare via a
TELNET-11i ke connection to a special socket with ful
specifications according to the current NWG TELNET pr ot ocol

RIE- Server

The RIJE-Server process resides in the Host which is providing
Renote Batch Job Entry service. This process receives input from
the RIJE-server TELNET, controls access through the "l og-on"
procedure, retrieves input job files, queues jobs for execution by
the batch system responds to status inquiries, and transmits job
output files when avail abl e.

User FTP

Al'l input and output files are transferred under control of the
RIE-server process at its initiative. These files nmay be directly
transferred via Request-for-connection to a specific Host/socket
or they may be transferred via File Transfer Protocol. |If the
latter nethod is used, then the RIE-server acts through its |oca
User FTP process to cause the transfer. This process initiates
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activity by an active Request-for-connection to the "FTP Logger"
in the foreign host.

Server FTP

This process in a renote host (rempte fromthe RIE-server) listens
for an ICP fromthe User FTP and then acts upon the commands from
the User FTP causing the appropriate file transfer

FTP

Wien File Transfer Protocol is used for RIE files, the standard
FTP mechanismis used as fully specified by the current NG
FTPr ot ocol

RJE Conmmand Language

The RJE systemis controlled by a cormmand stream fromthe User
over the TELNET connection specifying the user’'s identity
(log-on), the source of the job input file, the disposition of the
job’s output files, enquiring about job status, altering job
status or output disposition. Additional commands affecting

out put disposition are includable in the job input file. This
command | anguage is explicitly specified in a followi ng section of
this protocol

RJE Conmmand Replies

Every conmmand input fromthe User via TELNET calls for a response
nmessage fromthe RIJE-server to the User over the TELNET
connection. Certain other conditions also require a response
message. These messages are formatted in a standardized nanner to
facilitate interpretation by both human Users and User processes.
A follow ng section of this protocol specifies the response
nessages.
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RIJIE COMVANDS OVER TELNET CONNECTI ON
GENERAL CONVENTI ONS

1. Each of the comands will be contained in one input |ine
term nated by the standard TELNET "crlf". The line may be of any
I ength desired by the user (explicitly, not restricted to a
physical terminal line width). The characters "cr" and "If" will
be ignored by the RIE-server except in the explicit order "crlf"
and nay be used as needed for local terminal control

2. Al conmmands will begin with a recognized command nane and nmay
then contain recognized syntactic elenent strings and free-form
variable strings (for user-id, file-ids, etc.). Recognized words
consi st of al phanuneric strings (letters and digits) or
punctuati on. Recogni zed al phanuneric string el enents nust be
separated from each other and from unrecogni zabl e strings by at
| east one blank or a syntacticly pernitted punctuation. O her
bl anks may be used freely as desired before or after any syntactic
el ement ("blank™ is understood here to nmean ASCI|I SPACE (octa
040); formally: <blank>::= <bl ank><ASCI| SPACE> | <ASCI| SPACE>
thus, a sequence of SPACES is also permissible in place of
<bl ank>, al though there is no syntactic necessity for there to be
nore than one). The "=" after the command name in all comrands
except OUT and CHANGE is optional

3. Recogni zed al phanuneric strings may contain upper case letters or
| ower case letters in any mxture w thout syntactic
differentiation. Unrecognizable strings will be used exactly as
presented with full differentiation of upper and | ower case input,
unl ess the host finally using the string defines otherw se.

4. There are two types of Unrecognizable strings: final and
i mbhedded. Final strings appear as the last syntactic el enent of a
command and are parsed as beginning with the next non-blank
character of the input streamand continuing to the |ast non-bl ank
character before the "crlf".

| thedded strings include "job-id" and "job-file-id" in the OUT
CHANGE, and ALTER conmands. At present these fields will be |eft
undel i mited since they nust only be recogni zabl e by the server host
whi ch hopefully can recognize its own job-ids and fil e-nanes.

SYNTAX
The followi ng command descriptions are given in a BNF syntax. Nanes

within angle brackets are non-terminal syntactic elenments which are
expanded in succeedi ng syntactic equations. Each equation has the



REMOTE Job Entry Protoco
(Cct. 16, 1972)
RFC 407 NI C 12112

defined nane on the left of the ::= and a set of alternative
definitions, separated by vertical lines "|", on the right.
REI NI TI ALI ZE

REINIT

USER

This command puts the user into a state identical to the state
i medi ately after a successful connection to the RIE-server
prior to having sent any comands over the TELNET connection
The effective action taken is that of an ABORT and a fl ushing
of all INPUT, OUTPUT and ID information. Naturally, the user
is still responsible for any usage charges incurred prior to
his REINIT command. The TELNET connection is not affected in
any way.

User = <user-id>

This command nust be the first comand over a new TELNET
connection. As such, it initiates a "logon" sequence. The
response to this conmand is one of the follow ng:

1. User code in error.
2. Enter password (if user code ok).
3. Log-on ok, proceed (if no password requested).

Anot her USER command nmay be sent by the User at any tinme to
change Users. Further input will then be charged to the new
user. A server may refuse to honor a new user command if it is
not able to process it in its current state (during input file
transfer, for exanple), but the protocol pernmits the USER
command at any tine without altering previous activity. An

i ncorrect subsequent USER conmand or its follow ng PASS command
are to be ignored with error response, |eaving the origina

User | ogged-in.

It is pernmissable for a server to close the TELNET connection
if the initial USER/ PASS commands are not conpleted within a
server specified time period. It is not required or inplied
that the "l ogged-on" User’s user-id be the one used for file
transfer or job execution, but only identifies the submtter of
the conmand stream Servers will establish their own rules
relating user-id with the job-execution-user for Job or Cutput
al teration comuands.

Successful "l og-on" always clears any previous |nput or Qutput
default paraneters (INID, etc.).
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PASS
Pass = <passwor d>

This command i nmedi ately follows a USER command and conpl et es
the "l og-on" procedure. Although a particular Server may not
require a password and has already indicated "l og-on ok" after
t he USER conmand, every Server nmust permt a PASS command (and
possibly ignore it) and acknow edge it with a "l og-on ok" if
the | og-on is conpleted.

BYE
BYE

This command term nates a USER and requests the RIE server to
cl ose the TELNET connection. |If input transfer is not in
progress, the TELNET connection nmay be closed i mediately; if
input is in progress, the connection should remain open for
result response and then be closed. During the interim a new
USER comand (and no other conmand) is acceptabl e.
An unexpected cl ose on the TELNET connection will cause the
server to take the effective action of an ABORT and a BYE

I NI D/ | NPASS

INID = <user-id>
| NPASS = <passwor d>

The specified user-id and password will be sent in the File
Transfer request to retrieve the input file. These paraneters
are not used by the Server in any other way. |If this conmand

does not appear, then the USER/ PASS paraneters are used.

| NPATH | NPUT

| NPATH = <file-id>
INPUT = <file-id>
| NPUT

NOTE: The following syntax will be used for output as well.

<file-id> := <host-socket> | <host-file>
<host - socket >: : = <host >, <socket ><attri but es>
<socket ><attri but es>
no <host> part inplies the User-site host
<host >:: = <i nt eger>
<socket>::= <integer>
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<i nteger>:: = D<deci mal -i nteger> | O<octal -i nteger>
H<hexadeci mal -i nt eger >
<host-fil e>::= <host><attributes>/ <pat hname>
<attributes>::= <enpty> | :<transnission><code>
<transmi ssion> := <enpty>| T | A| N
<enmpty> inplies default which is N for Input files
and A for Qutput files

T specifies TELNET-1i ke coding with enbedded
"crlf" for newline, "ff" for new page

N specifies FTP bl ocked transfer with record
mar ks but without other carriage-contro

A specifies FTP bl ocked records with ASA

carriage-control
(colum 1 of inmage is forns control)
<code>::= <enpty> | E
<enpty> specifies NVT ASCI| code
E specifies EBCD C
<pat hnane>:: = <any string recogni zed by the FTP Server at
the site of the file>

The <file-id> syntax is the general RJE nechani sm for
specifying a particular file source or destination for input or

output. If the <host-socket> formis used then direct transfer
will be nade by the RIE-Server to the naned socket using the
specified <attributes> If the <host-file> formis used then

the RIJE-server will call upon its |local FTP-user process to do
the actual transfer. The data streamin this node is either
TELNET-1i ke ASCI|I or blocked records (which may use columm 1
for ASA carriage-control). Although A node is pernmitted on
input (colum 1 is deleted) the usual node is the default N
The out put supplies carriage-control in the first character of
each record ("blank" = single-space, "1" = new page, etc.),
while the optional N nbde transfers the data only (as to a card
punch, etc.).

The <pathname> is an arbitrary Unrecogni zed string which is
saved by RIE-server and sent back over FTP to the FTP-server to
retrieve or store the appropriate files.

I NPATH or | NPUT commands first store the specified <file-id> if
one is supplied, and then the I NPUT conmand initiates input.
The | NPATH nane nay be used to specify a file-id for later

i nput and the I NPUT comand without file-id will cause input to
initiate over a previously specified file-id. An INPUT "crlf"
command with no previous <file-id> specified is illegal
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ABCORT

This command aborts any input retrieval in progress, discards
al ready received records, and closes the retrieval connection
Note: ABORT with paraneters is an Qutput Transni ssion contro
(see bel ow).

OUTUSER/ OUTPASS

aur

OUTUSER
QUTPASS

<user-id>
<passwor d>

The specified user-id and password will be sent in the File
Transfer request to send the output file(s). These paraneters
are not used by the Server in any other way. |If this conmand
does not appear, then the USER/ PASS paraneters are used.

QUT <out-file> = <di sp>

<out-file> := <enpty> | <job-file-id>
<enpty> inplies the primary print file of the job
<job-file-id> := <string representing a specific output file

fromthe job as recogni zed by the Server>
<di sp>::= <enpty><file-id>| (H | (S <file-id>| (D)
<enpty> specifies Transmt then discard
(H specifies Hold-only, do not transmt
(S) specifies Transnmit and Save
(D) specifies discard without transmitting
Note: Parentheses are part of the above el enents.

<file-id>:= (same as for | NPUT conmand)

This command specifies the disposition of output file(s)
produced by the job. Unspecified files will be Hold-only by
default. The OUTUSER, QOUTPASS, and OUT commands nust be
specified before the I NPUT command to be effective. These
commands will affect any followi ng jobs submtted by this USER
over this RIJE-TELNET connection. A particular job nmay override
t hese commands by NET control cards on the front of the input
file.

Once out put disposition is specified by this OUT conmand or by
a NET OQUT card, the information is kept with the job unti

final output disposition, and is nodifiable by the CHANGE
command.
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On occasion, the server may find that the destination for the
output is "busy" (i.e., RFC to either Server-FTP or specified
socket is refused), or that the host which should receive the
output is dead. In these cases, the server should wait severa
nmnutes and then try to transmt again.

QUTPUT RE- ROUTE
CHANGE <j ob-i d><bl ank><out-file> = <di sp>

This command changes the out put disposition supplied with the
job at submission. The <job-id> is assunmed recogni zable by the
RIE-server, who may verify if this USER is authorized to nodify
the specified job. After the job is identified, the other

i nformati on has the sanme syntax and senmantics as the origina
QUT command. CHANGE conmand rmay be specified for a job-file-id
whi ch was not nentioned at subnission time and has the sane
effect as an original OQUT command.

OQUTPUT CONTROLS DURI NG TRANSM SSI ON
<command><bl ank><count ><bl ank><what >

<command>: : = RESTART | RECOVER | BACK | SKIP |
ABORT | HOLD

These commands specify (respectively):

Restart the transmnission (new RFC, etc.)
Recover restarts transmi ssion fromlast FTP
Restart-nmarker-reply

(see FTP).

Back up the output "count" bl ocks

Skip the output forward "count" bl ocks
Abort the output, discarding it

Abort the output, but Hold it

<count>::= <enpty> | <integer>
<enpty> inplies 1 where defined
<what>::= @file-id> | <job-id><job-file-id>

<di sp>::= (sane as for QUT comand)

<file-id>:= (same as for |INPUT conmand)

<integer>::= (same as for | NPUT comand)

<job-id>::= <server recogni zed job identifier which was supplied

at I NP conpletion by the server>

<job-file-id> := <server recognized file identifier or if mssing
then the prime printer output of the specified
j ob>
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This collection of commands will nodify the transm ssion of output
in progress or recently aborted. |If output transmission is
cut-off before conpletion, then the RJE-server will either try to
resend the entire file if the file' s <disp> was
Transmit-and-discard or will Hold the file for further User
control if the <disp> was (S) transnmt-and-Save. Either during
transm ssion, during the Save part of a transnit-and-Save, or for
a Hold-only file, the above conmands may be used to control the
transm ssion. The @file-id> formof <what> is permtted only if
transmission is actually in progress.

If the file's state is inconsistent with the command, then the
command is illegal and ignored with reply.

STATUS

STATUS <j ob-i d>
STATUS <j ob-i d><bl ank><j ob-file-id>

These conmmands request the status of the RIJE-server, a
particular job, or the transm ssion of an output or input file,
respectively. The information content of the Status reply is
site dependent.

CANCEL/ ALTER

CANCEL <j ob-i d>
ALTER <j ob-i d><bl ank><si te dependent options>

These commands change the course of a subnmitted job. CANCEL
specifies that the job is to be imedi ately term nated and any
out put di scarded. ALTER provides for system dependent options
such as changing job priority, process limts, Tem nate w thout
Cancel , etc.

OP (any string)

The specified string is to be displayed to the Server site
operator when any following job is initiated fromthe batch
queue of the Server. This command usually appears in the input
file as a NET OP control card, but may be a TELNET conmand. It
is cancelled as an all-jobs command by an OP "crlf" conmand (no
text supplied).

10
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RIJIE CONTROL CARDS IN THE | NPUT FI LE

Certain RJE commands nmay be specified by control cards in the front
of the input file. |If these controls appear, they take precedence
over the same command given thru the RIE- TELNET connection and affect
only this specific job. Al these RIE control cards nust appear as
the first records of the job’s input-file. They all contain the
control word NET in colums 1 through 3. Scanning for these controls
stops when the first card without NET in col 1-3 is encountered.

The control conmands appear in individual records and are termnated
by the end-of-record (usually an 80 colum card-inage). Continuation
is permtted onto the next record by the appearance of NET+ in
columms 1-4 of the next record. Colum 5 of the next record

i mMmediately follows the |ast character of the previous record.

NET OUTUSER = <user-id>

NET QUTPASS = <passwor d>
NET OUT <out-file> = <disp>
NET OP <any string>

See the correspondi ng TELNET command for details. One option
pernmitted by the NET OQUTUSER and NET OUT controls not possible from
the TELNET connection is specification of different OUTUSERs for
different OQUTS, since the TELNET stored and supplies only an initia
QUTUSER, but the controls may change OUTUSERs before each OUT contro
i s encount er ed.

RIJE USE OF FI LE TRANSFER PROTOCOL

Most non-TIP files will be transferred to or fromthe RIE-server
through the FTP process. RIE-server will call upon its | ocal
FTP-user supplying the Host, File-pathnanme, User-id, Password, and
Mode of the desired transfer. FTP-user will then connect to its
FTP-server counterpart in the specified host and set up a transfer
path. Data will then flow through the RIE-FTP interface in the
Server, over the Network, fromto the foreign FTP-server and then
fromto the specified File-pathname in the foreign host’s file
storage space. On output files, the file-pathnane nay be recogni zed
by the foreign host as directions to a printer or the file my sinply
be stored; a User-RJE-process can supply an output <file-id> by
default which is recognized by its own Server-FTP as routing to a
printer.

Al t hough many specifics of the RIE-Server/User-FTP interface are

going to be site dependent, there are several FTP options which will
be used in a standard way by RIJE-Servers:

11
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1. A new FTP connection will be initiated for each file to be
transferred. The connection will be opened with the RIE User
supplied User-id (OUTUSER or | NUSER) and Password.

2. The data bytesize will be 8 bits.

3. The FTP Type, Structure, and Mbde paraneters are determ ned by
the RJE transfer direction (1/0, and the <transm ssion> and
<code> options supplied by the User:

I/O <TRANS> <CODE> FTP- TYPE FTP- STRUCTURE FTP- MODE

| * N - A R B
I N E E R B
I T - A F S
I T E E F S
I A - P R B
| A E F R B
o A - P R B
(0] A E F R B
(0] N - A R B
(0] N E E R B
o T - A F S
(0] T E E F S
(*indicates default)
4. The service commands used will be Retrieve for input and Append

(wWith create) for output. The FTP pathnanme will be the
<pat hnanme> supplied by the RIE User.

5. On output in B form the User-FTP at the RIJE-Server site wll
send Restart-nmarkers at periodic intervals (like every 100
lines, or so), and will renenber the | atest
Restart-nmarker-reply with the file. If the file transfer is
not conpleted and the <disp>is (S) then the file will be held
pendi ng User intervention. The User may then use the RECOVER
command to cause a FTP restart at the |ast renenbered
Restart-narker-reply.

6. The FTP Abort command will be used for the RIE ABORT and CANCEL
conmands.

7. For transfers where the FTP-MODE is defined as B, the user FTP
may optionally attenpt to use H node.

The specific formof the FTP comrands used by an RJE-Server site, and

the order in which they are used will not be specified in this
pr ot ocol .

12
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Errors encountered by FTP fall into three categories: a) access
errors or no storage space error; b) command format errors; and c)
transfer failure errors. Since the conmands are created by the

RIE- Server process, an error is a progranm ng problem and shoul d be

| ogged for attention and the situation handled as safely as possible.
Transm ssion failure or access failure on input cause an effective
ABORT and user notification. Transm ssion failure on output causes
RESTART or Save dependi ng on <di sp> (see OUT conmmand). Access
failure on output is a problemsince the User may not be accessible.
A status response should be queued for him should he happen to
inquire; a <disp> = (S) file should be Held; and a <disp> = <enpty>
transmit-and-discard file should be tenporarily held and then

di scarded if not clainmed. "Tenporarily" is understood here to nean
at |l east several days, since particularly in the case of jobs which
generate vol um nous output at great expense to the User, he should be
given every chance to retrieve his rightful output. Servers may

el ect, however, to charge the User for the file-storage space
occupi ed by the held output.

13
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REPLI ES OVER THE TELNET CONNECTI ON

Each action of the RJE-server, including entry of each TELNET
comand, is noted over the TELNET connection to the User. These
RIE-server replies are formatted for Human or Process interpretation
They consist of a leading 3-digit nunmeric code followed by a bl ank
foll owed by a text explanation of the message. The nuneric codes are
assigned by groups for future expansion to hopefully cover other
protocol s besides RIE (like FTP). The nuneric code is designed for
ease of interpretation by processes. The three digits of the code
are interpreted as foll ows:

The first digit specified the "type" of response indicated:

000

These "replies" are purely informative, and are issued
voluntarily by the Server to informa User of sonme state of the
server’s system

100

Replies to a specific status inquiry. These replies serve as
both informati on and as acknow edgrment of the status request.

200

Positi ve acknow edgnment of sone previous command/ request. The
reply 200 is a generalized "ok" for commands which require no
other comrent. Oher 2xx replies are specified for specific
successful actions.

300

I nconpl ete infornmation supplied so far. No major problem but
activity cannot proceed with the input specified.

400

Unsuccessful reply. A request was correctly specified, but
could not be correctly conpleted. Further attenpts wll
requi re User conmands

500
Incorrect or illegal comand. The conmand or its paraneters
were invalid or inconplete froma syntactic view, or the

command is inconsistent with a previous command. The conmand
i n question has been totally ignored.

14
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600- 900

Reserved for expansion

The second digit specifies the general subject to which the response
refers:

x00- x29
Ceneral purpose replies, not assignable to other subjects.
x30

Primary access. These replies refer to the attenpt to "l og-on"
to a Server service (RIE, FTP, etc.).

x40
Secondary access. The primary Server is comenting on its
ability to access a secondary service (RJE nust log-on to a
renote FTP service).
x50
FTP results.
x60
RJE resul ts.
x70- x99
Reserved for expansion
The final digit specifies a particular nessage type. Since the code
is designed for an autonmaton process to interpret, it is not
necessary for every variation of a reply to have a uni que nunber,
only that the basic neaning have a uni que nunber. The text of a
reply can explain the specific reason for the reply to a human User.
Each TELNET line (ended by "crlf") fromthe Server is intended to be
a conplete reply nessage. |If it is necessary to continue the text of

areply onto following lines, then those continuation replies contain
the special reply code of three bl anks.

15
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030
050
060
100
150
151
160
161
200
201
202
203
204
230
231
232
240
250
251

252
253
254
260
261
262
263
264
300
301

330
360
400
401
430
431
432
434
435
436
440
441
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assigned reply codes relating to RJE are:

CGeneral infornmation nessage (tine of day, etc.)
Server availability infornation

FTP comrentary or user information

RIJE or Batch system commentary or information
System status reply

File status reply

Directory listing reply

RIE system general status reply

RJE job status reply

Last command recei ved ok

An ABORT has term nated activity, as requested
ABORT request ignored, no activity in progress
The requested Transni ssion Control has taken effect
A REINIT command has been executed, as requested
Log-on conpl et ed

Log-of f conpl et ed, goodbye.

Log-of f noted, will conplete when transfer done
File transfer has started

FTP File transfer started ok

FTP Restart-marker-reply

Text is: MARK yyyy = nmm

where yyyy is data stream marker val ue (yours)
and nmmmis receiver’'s equivalent mark (mne)
FTP transfer conpleted ok
Renane conpl et ed
Del ete conpl et ed
Job <job-id> accepted for processing
Job <job-id> conpleted, awaiting output transfer
Job <job-id> Cancell ed as requested
Job <job-id> Altered as requested to state <status>
Job <job-id> <job-file-id> transm ssion in progress
Connection greeting nessage, awaiting input
Current command not conpleted (may be sent after

suitable delay, if not "crlf")

Enter password (may be sent with hide-your-input node)
I NPUT has never specified an | NPATH

This service is not inplenented

This service is not accepting | og-on now, goodbye.
Log-on tinme or tries exceeded, goodbye.

Log-on unsuccessful, user and/or password invalid

User not valid for this service

Log-out forced by operator action, please phone site
Log-out forced by system probl em

Service shutting down, goodbye

RJE could not log-on to renote FTP for input transfer
RIJE could not access the specified input file thru FTP
RJE coul d not establish <host-socket> input connection
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443 RJE could not log-on to remote FTP for output delivery

444 RJE coul d not access file space given for output

445 RIJE coul d not establish <host-socket> output connection

450 FTP: The naned file does not exist (or access denied)

451 FTP: The naned fil e space not accessable by YOQU

452 FTP: Transfer not conpleted, data connection cl osed

453 FTP: Transfer not conpleted, insufficient storage space

460 Job input not conpl eted, ABORT perforned

461 Job format not acceptable for processing, Cancelled

462 Job previously accepted has nysteriously been | ost

463 Job previously accepted did not conplete

464 Job-id referenced by STATUS, CANCEL, ALTER, CHANGE, or
Transm ssion Control is not known (or access deni ed)

465 Request Alteration is not permtted for the specified job

466 Un-deliverable, un-clained output for <job-id> discarded

467 Requested REINIT not acconplished

500 Last conmand line conpletely unrecognized

501 Syntax of the last command is incorrect

502 Last command inconpl ete, paranmeters m ssing

503 Last command invalid, illegal paraneter conbination
504 Last command invalid, action not possible at this tine
505 Last comand conflicts illegally with previous command(s)

506 Requested action not inplenented by this Server

507 Job <job-id> last comrand |ine conpletely unrecognized

508 Job <job-id> syntax of the last conmand is incorrect

509 Job <job-id> |l ast commuand i nconpl ete, paraneters m ssing

510 Job <job-id> last command invalid, illegal paraneter
conbi nati on

511 Job <job-id> last comrand invalid, action inpossible at
this tine

512 Job <job-id> last command conflicts illegally with previous
command( s)

SEQUENCI NG OF COMVANDS AND REPLI ES

The conmuni cation between the User and Server is intended to be an
alternating dialogue. As such, the User issues an RIJE command and
the Server responds with a pronpt primary reply. The User should
wait for this initial success or failure response before sending
further conmands.

A second type of reply is sent by Server asynchronously with respect
to User commands. These replies report on the progress of a job
submi ssi on caused by the I NPUT conmand and as such are secondary
replies to that conmand.

The final class of Server "replies" are strictly informational and

may arrive at any tine. These "replies" are listed bel ow as
spont aneous.
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COMVAND- REPLY CORRESPONDENCE TABLE

COMVAND

REINI'T

USER

PASS

BYE

I NI D

| NPASS

| NPATH

I NPUT
sec. input retrieva
sec. job execution

SUCCESS

204
230, 330
230
231, 232
200
200
200
240
260
261

sec. output transnission -

ABORT (i nput)
QUTUSER

QUTPASS

out

CHANGE

RESTART/ RECOVER/ BACK
/ SKI P/ ABORT (out put)/HOLD
STATUS

CANCEL

ALTER

oP

Spont aneous

Note: For conmands appearing on cards,

201, 202
200
200
200
200

203

1xx, 264

262

263

200

Oxx, 300, 301

REMOTE Job Entry Protoco
(Cct. 16, 1972)
RFC 407 NI C 12112

FAI LURE

467, 500- 505
430- 432, 500- 505
430- 432, 500- 505
500- 505

500- 505

500- 505

500- 505

360, 440- 442, 500- 505
460, 461

462, 463

443- 445, 466
500- 505

500- 505

500- 505

500- 505

500- 505

464, 500- 506
460- 465, 500- 505
464, 500- 506
464, 465, 500- 506
500- 505

434- 436

a separate set of error codes

is provided (507-512). Since these error replies are
"asynchronousl y" sent, and thus could cause sone confusion if the
user is in the process of submtting a new job after the present one,
the error replies nmust identify which job has the faulty card(s).
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TYPI CAL RJE SCENARI OS
TI P USER WANTI NG HOT CARD READER TO HOSTX
1. TIP user opens TELNET connection to HOSTX socket 5
2. Commands sent over TELNET to RIE
USER=nysel f
PASS=dor wssap
QUT=H70002
| NPUT=H50003
3. RIJE-server connects to the TIP s device 5 and begi ns
readi ng. Wen end-of-job card is recognized, the job is
queued to run. The connection to the card reader is stil
open for nore input as another job.
4. The first job finishes. A connection to the TIP' s device 7
is established by RIE-server and the output is sent as an
NVT stream
5. Continue at any time with another deck at step 3.
TIP WTH JOB- AT- A- TI ME CARD READER
1. thru 4) the sane but User closes Reader after the deck

2. The output finishes and the printer connection closes.

3. INPUT may be typed any time after step 3 finishes and
another job will be entered starting at 3.
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HOSTA USER RUNS JOB AT HOSTC, | NPUT FROM HOSTB

1.

User TELNET connects to HOSTC socket 5 for RIE

USER=r oundabout

PASS=aaabbbc

OUTUSER=r oundab1

QUT=: E/ . sysprinter

QUT puncher = (S)HOSTB: NE/ ny. savepunch
I NUSER=r ounder

I NPASS=x. X. X

| NPUT=HOSTB: E/ ny. j obi nput

The RIJE-server has FTP retrieve the input from HOSTB usi ng
User-id of "rounder" and Password of "x.x.x" for file naned
"ny. j obi nput".

The job finishes. RIE-server uses FTP to send two files:
the print output is sent to HOSTA in EBCDI C with ASA
carriage control to file ".sysprinter” while the file known
as "puncher" is sent to HOSTB in EBCDI C wi t hout
carriage-control to file "nmy.savepunch".

when the outputs finish, RIE-server at HOSTC di scards the
print file but retains the "puncher" file.

The User who has signed out after job subnission has gotten
his output and checked his file "ny.savepunch" at HOSTB. He
del etes the saved copy at HOSTC by re-calling RIE at HOSTC.

USER=r oundabout
PASS=aaabbbcc
ABORT job 123 puncher
or
CHANGE job 123 puncher = (D)

20






