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Abstract

It is expected that future I P devices will have a variety of access
technol ogies to gain network connectivity. Currently there are
access-specific mechani sms for providing client information to the
network for authentication and authorization purposes. In addition
to being limted to specific access nedia (e.g., 802.1X for | EEE 802
links), sone of these protocols are limted to specific network
topol ogies (e.g., PPP for point-to-point links). The goal of this
document is to identify the requirenents for a |link-1ayer agnostic
protocol that allows a host and a network to authenticate each other
for network access. This protocol will run between a client’s device
and an agent in the network where the agent mght be a client of the
AAA infrastructure
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1

I ntroduction

Secure network access service requires access control based on the
aut hentication and authorization of the clients and the access
networks. Initial and subsequent client-to-network authentication
provi des paranmeters that are needed to police the traffic fl ow

t hrough the enforcenent points. A protocol is needed to carry

aut henti cation paraneters between the client and the access networKk.
See Appendi x A for the associated probl em statenent.

The protocol design will be limted to defining a nessaging protoco
(i.e., acarrier) that will allow authentication payload to be
carried between the host/client and an agent/server in the access
network for authentication and authorization purposes regardl ess of
the AAA infrastructure that may (or nmay not) reside on the network.
As a network-layer protocol, it will be independent of the underlying
access technol ogi es and applicable to any network topol ogy.

The intent is not to invent new security protocols and nechani sns but
to reuse existing nmechani sms such as EAP [RFC3748]. In particular
the requirements do not mandate the need to define new authentication
protocols (e.g., EAP-TLS [ RFC2716]), key distribution or key
agreement protocols, or key derivation methods. The desired protoco
can be viewed as the front-end of the AAA protocol or any other

prot ocol / mechani sns the network is running at the background to
authenticate its clients. It will act as a carrier for an already
defined security protocol or mechani sm

An exanpl e of a protocol being extended for use in authenticating a
host for network access is Mbile IPv4. A Mbile IPvd registration
request message is used as a carrier for authentication extensions
(M\-FA [ RFC3344] or M\ AAA [RFC3012]) that allows a foreign agent to
aut henti cate nobil e nodes before providing forwarding service. The
goal of PANA is simlar in that it aims to define a network-Iayer
transport for authentication information. However, PANA will be
decoupl ed fromnobility managenent and will rely on other
specifications for the definition of authentication payl oads.

Thi s docunent defines conmon terninology and identifies requirenents
of a protocol for PANA that will be used to define and limt the
scope of the work to be done in this group

Requi rements Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.

4,

4.

4.

Ter m nol ogy
PANA dient (PaC

The client side of the protocol that resides in the host device
which is responsible for providing the credentials to prove its
identity for network access authorization

PANA Cient ldentifier (PaCl)

The identifier that is presented by the PaC to the PAA for network
access authentication. A sinple usernane and NAI [ RFC2794] are
exanpl es of PANA client identifiers.

Device ldentifier (D)

The identifier used by the network as a handle to control and
police the network access of a client. Depending on the access
technol ogy, this identifier might contain an I P address, a |ink-
| ayer address, or a switch port number, etc. of a connected

devi ce.

PANA Aut henti cati on Agent (PAA)

The access network side entity of the protocol whose
responsibility is to verify the credentials provided by a PANA
client and grant network access service to the device associated
with the client and identified by a DI.

Enf or cement Poi nt (EP)

A node on the access network where per-packet enforcenent policies
(i.e., filters) are applied on the inbound and outbound traffic of
client devices. Information such as DI and (optionally)
cryptographi c keys are provided by PAA per client for constructing
filters on the EP.

Requi renment s
Aut henti cati on
.1. Authentication of dient
PANA MUST enabl e authentication of PaCs for network access. A PaC s
identity can be authenticated by verifying the credentials (e.g.
identifier, authenticator) supplied by one of the users of the device

or the device itself. PANA MJST only grant network access service to
the device identified by the DI, rather than separate access to
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mul ti ple sinmultaneous users of the device. Once network access is
granted to the device, methods used by the device on arbitrating
whi ch user can access the network is outside the scope of PANA

PANA MUST NOT define new security protocols or nechanisns. |Instead,
it MUST be defined as a "carrier" for such protocols. PANA MJST
identify which specific security protocol (s) or nmechanisn(s) it can
carry (the "payload"). EAP is a candidate protocol that satisfies
many requirenments for authentication. PANA would be a carrier
protocol for EAP. |f the PANA Wrking G oup decides that extensions
to EAP are needed, it will define requirenents for the EAP WG i nst ead
of desi gning such extensions.

Provi ding authentication, integrity and replay protection for data
traffic after a successful PANA exchange is outside the scope of this
protocol. In networks where physical |ayer security is not present,
Iink-1ayer or network-layer ciphering (e.g., |IPsec) can be used to
provi de such security. These nmechanisns require the presence of
cryptographic keying material at PaC and EP. Al though PANA does not
deal with key derivation or distribution, it enables this by carrying
EAP and al | owi ng appropriate EAP nethod sel ection. Various EAP

nmet hods are capabl e of generating basic keying material that cannot
be directly used with | Psec because it |acks the properties of an

| Psec SA (security association) including secure cipher suite
negoti ati on, nmutual proof of possession of keying material, freshness
of transient session keys, key nanming, etc. These basic (initial)
EAP keys can be used with an | Psec key nmanagenent protocol, |ike IKE,
to generate the required security associations. A separate protocol
cal l ed secure association protocol, is required to generate |Psec SAs
based on the basic EAP keys. This protocol MJST be capabl e of
enabl i ng | Psec-based access control on the EPs. |Psec SAs MJST
enabl e authentication, integrity and replay protection of data
packets as they are sent between the EP and PaC

Providing a conpl ete secure network access solution by securing
router discovery [RFC1256], neighbor discovery [RFC2461], and
address resolution protocols [RFC826] is outside the scope as well.

Some access networks might require or allowtheir clients to get

aut henti cated and aut horized by the network access provider (NAP) and
| SP before the clients gain network access. NAP is the owner of the
access network who provides physical and |ink-layer connectivity to
the clients. PANA MUST be capabl e of enabling two i ndependent

aut henti cation operations (i.e., execution of two separate EAP

nmet hods) for the sane client. Deternining the authorization
paraneters as a result of two separate authentications is an
operational issue and therefore outside the scope of PANA
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Both the PaC and the PAA MJUST be able to perform nutual

aut hentication for network access. Providing only the capability of
a PAA authenticating the PaC is not sufficient. Mitua

aut hentication capability is required in sone environnents but not in
all of them For exanple, clients m ght not need to authenticate the
access network when physical security is available (e.g., dial-up
net wor ks) .

PANA MUST be capabl e of carrying out both periodic and on-denand re-
aut hentication. Both the PaC and the PAA MJST be able to initiate
both the initial authentication and the re-authentication process.

Certain types of service theft are possible when the D is not
protected during or after the PANA exchange [ RFC4016]. PANA MJUST
have the capability to exchange DI securely between the PaC and PAA
where the network is vulnerable to man-in-the-niddle attacks. Wile
PANA MUST provide such a capability, its utility relies on the use of
an aut hentication nethod that can generate keys for cryptographic
conput ati ons on PaC and PAA.

4.1.2. Authorization, Accounting, and Access Contro

After a device is authenticated by using PANA, it MJST be authorized
for "network access." That is, the core requirenent of PANAis to
verify the authorization of a PaC so that PaC s device may send and
receive any | P packets. It nmay also be possible to provide finer
granul arity authorization, such as authorization for QoS or

i ndi vi dual services (e.g., http vs. ssh). However, while a backend
aut hori zation infrastructure (e.g., RADIUS or D aneter based AAA
infra) m ght provide such indications to the PAA, explicit support
for themis outside the scope of PANA. For instance, PANA is not
required to carry any indication of the services authorized for the
aut henti cat ed devi ce.

Provi di ng access control functionality in the network is outside the
scope of PANA. dient access authentication SHOULD be foll owed by
access control to nmake sure only authenticated and authorized clients
can send and receive | P packets via the access network. Access

control can involve setting access control lists on the EPs. PANA
prot ocol exchange identifies clients that are authorized to access
the network. |If |IPsec-based access control is deployed in an access

net wor k, PaC and EPs shoul d have the required | Psec SA in place.
Cenerating the I Psec SAs based on EAP keys is outside the scope of
PANA protocol. This transfornmati on MJUST be handl ed by a separate
secure associ ation protocol (see section 4.1.1).

Carrying accounting data is outside the scope of PANA
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4.1.3. Authentication Backend

PANA protocol MJST NOT nake any assunptions on the backend

aut henti cation protocol or nechanisns. A PAA MAY interact with
backend AAA infrastructures such as RADIUS or Dianeter, but it is not
a requirenent. Wien the access network does not rely on an | ETF-
defined AAA protocol (e.g., RADIUS, Dianeter), it can still use a
proprietary backend system or rely on the information locally stored
on the authentication agents.

The interaction between the PAA and the backend authentication
entities is outside the scope of PANA

4.1.4. Identifiers

PANA SHOULD al | ow various types of identifiers to be used as the PaCl
(e.g., username, Network Access ldentifier (NAI), Fully Qualified
Domain Nane (FQDN), etc.). This requirenment generally relies on the
client identifiers supported by various EAP net hods.

PANA SHOULD al | ow various types of identifiers to be used as the D
(e.g., I P address, link-1layer address, port nunber of a switch,
etc.).

A PAA MUST be able to create a binding between the PaCl and the
associ ated DI upon successful PANA exchange. This can be achi eved by
PANA comuni cating the PaCl and DI to the PAA during the protocol
exchange. The DI can be carried either explicitly as part of the
PANA payl oad, or inplicitly as the source of the PANA nessage, or
both. Milti-access networks al so require use of a cryptographic
protection along with DI filtering to prevent unauthorized access

[ RFC4016]. The keying naterial required by the cryptographi c nethods
needs to be indexed by the DI. As described in section 4.1.2, the

bi ndi ng between DI and PaCl is used for access control and accounting
in the network.

4.2. | P Address Assi gnnent

Assigning an | P address to the client is outside the scope of PANA
PaC MUST configure an | P address before runni ng PANA.

4.3. EAP Lower Layer Requirenents
The EAP protocol inposes various requirements on its transport
protocol s that are based on the nature of the EAP protocol, and need

to be satisfied for correct operation. Please see [ RFC3748] for the
generic transport requirenents that MJST be satisfied by PANA
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4.4, PAA-to-EP Protoco

PANA does not assune that the PAA is always co-located with the
EP(s). Network access enforcement can be provided by one or nore
nodes on the sane |IP subnet as the client (e.g., nultiple routers),

or on another subnet in the access domain (e.g., gateway to the

I nternet, depending on the network architecture). Wen the PAA and
the EP(s) are separated, another transport for client provisioning is
necessary. This transport is needed to create access control lists
in order to allow authenticated and authorized clients’ traffic
through the EPs. PANA Working Group will preferably identify an

exi sting protocol solution that allows the PAA to deliver the

aut hori zation information to one or nore EPs when the PAA is
separated from EPs. Possible candidates include, but are not linited
to COPS, SNWP, Diameter, etc

The conmuni cati on between PAA and EP(s) MJST be secure. The

obj ective of using a PAA-to-EP protocol is to provide filtering rules
to EP(s) for allow ng network access of a recently authenticated and
aut hori zed PaC. The chosen protocol MJST be capable of carrying D
and cryptographic keys for a given PaC from PAA to EP. Depending on
t he PANA protocol design, support for either of the pull nodel (i.e.
EP initiating the PAA-to-EP protocol exchange per PaC) or the push
nodel (i.e., PAAinitiating the PAA-to-EP protocol exchange per PaC)
or both may be required. For exanple, if the design is such that the
EP allows the PANA traffic to pass through even for unauthenticated
PaCs, the EP should also all ow and expect the PAA to send the
filtering information at the end of a successful PANA exchange

wi t hout the EP ever sending a request.

4.5, Network
4.5.1. Milti-access

PANA MUST support PaCs with multiple interfaces, and networks with
multiple routers on nulti-access links. In other words, PANA MJST
NOT assune that the PaC has only one network interface, that the
access network has only one first hop router, or that the PaCis
using a point-to-point |ink.

4.5, 2. D sconnect I ndication

PANA MUST NOT assune that the link is connection-oriented. Links nmay
or may not provide disconnect indication. Such notificationis
desirable in order for the PAA to clean up resources when a client
moves away fromthe network (e.g., informthe enforcenment points that
the client is no | onger connected). PANA SHOULD have a nechanismto
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provi de di sconnect indication. PANA MJST be capabl e of securing
di sconnect nessages in order to prevent nalicious nodes from
| everaging this extension for DoS attacks.

Thi s mechani sm MUST all ow the PAA to be notified about the departure
of a PaC fromthe network. This nmechanism MJUST also allow a PaC to
be notified about the discontinuation of the network access service.
Access di scontinuation can occur due to various reasons such as
networ k systens goi ng down or a change in the access policy.

In case the clients cannot send explicit disconnect nessages to the
PAA, it can still detect their departure by relying on periodic
aut henti cation requests.

4.5, 3. Locati on of PAA

The PAA and PaC MJUST be exactly one I P hop away from each ot her

That is, there nust be no IP routers between the two. Note that this
does not nean they are on the sane physical link. Bridging and
tunneling (e.g., IP-in-1P, GRE, L2TP, etc.) techniques can place two
nodes just exactly one I P hop away from each ot her although they

m ght be connected to separate physical links. A PAA can be on the
net wor k access server (NAS) or W.AN access point or first hop router
The use of PANA when the PAAis nultiple I P hops away fromthe PaC is
out si de the scope of PANA

A PaC nay or may not be pre-configured with the | P address of PAA
Theref ore the PANA protocol MJST define a dynam c di scovery method.
G ven that the PAAis one hop away fromthe PaC, there are a nunber
of discovery techniques that could be used (e.g., multicast or
anycast) by the PaC to find out the address of the PAA

4.5.4. Secure Channel

PANA MUST NOT assune the presence of a secure channel between the PaC
and the PAA. PANA MUST be able to provide authentication especially
in networks which are not protected agai nst eavesdroppi ng and
spoofing. PANA MJST enabl e protection against replay attacks on both
PaCs and PAAs.

This requirement partially relies on the EAP protocol and the EAP

nmet hods carried over PANA. Use of EAP nethods that provide nutua

aut henti cation and key derivation/distribution is essential for
satisfying this requirenment. EAP does not nake a secure channe
assunption, and supports various authentication nethods that can be
used in such environnents. Additionally, PANA MJST ensure that its
design does not contain vulnerabilities that can be exploited when it
is used over insecure channels. PANA MAY provide a secure channel by
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depl oyi ng a two-phase authentication. The first phase can be used
for creation of the secure channel, and the second phase for client
and network authentication.

4. 6. Interaction with O her Protocols

Mobi lity managenent is outside the scope of PANA. However, PANA MJUST
be able to co-exist and MUST NOT unintentionally interfere with
various nobility managenent protocols, such as Mbile | Pv4 [ RFC3344],
Mobil e | Pv6 [ RFC3775], fast handover protocols [FM Pv6] [FM Pv4], and
ot her standard protocols |ike | Pv6 statel ess address auto-
configuration [ RFC2461] (including privacy extensions [ RFC3041]), and
DHCP [ RFC2131] [RFC3315]. PANA MJST NOT nmake any assunptions on the
protocol s or mechani snms used for | P address configuration of the PaC

4. 7. Per f or mance

PANA design SHOULD efficiently handl e the authentication process in
order to gain network access with mininumlatency. For exanple, it
may mnimze the protocol signaling by creating |local security
associ ations.

4.8. Congestion Contro

PANA MUST provi de congestion control for the protocol nessaging.
Under certain conditions PaCs might unintentionally get synchronized
when sending their requests to the PAA (e.g., upon recovering froma
power outage on the access network). The network congestion
generated from such events can be avoided by using techniques Iike
del ayed initialization and exponential back off.

4.9. | P Version |Independence
PANA MUST work with both | Pv4 and | Pv6.

4.10. Denial of Service Attacks
PANA MUST be robust against a class of DoS attacks such as blind
masquer ade attacks through | P spoofing. These attacks woul d swanp
the PAA, causing it to spend resources and prevent network access by
legitimate clients.

4.11. dient ldentity Privacy
Some clients might prefer hiding their identity fromvisited access

networ ks for privacy reasons. Providing identity protection for
clients is outside the scope of PANA. Note that sone authentication
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met hods may al ready have this capability. Where necessary, identity
protection can be achieved by letting PANA carry such authentication
nmet hods.

5. Security Considerations

This docunent identifies requirenents for the PANA protocol design.
Due to the nature of this protocol, nost of the requirements are
security related. The actual protocol design is not specified in
this docunent. A thorough di scussion on PANA security threats can be
found in PANA Threat Analysis and Security Requirenents [ RFC4016].
Security threats identified in that docunent are already included in
this general PANA requirenments docunent.
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Appendi x A, Probl em St at enent

Access networks in npst cases require sone form of authentication in
order to prevent unauthorized usage. In the absence of physica
security (and sonetinmes in addition to it) a higher layer (L2+)
access authentication nechanismis needed. Depending on the

depl oynent scenarios, a nunber of features are expected fromthe

aut henti cati on mechanism For exanple, support for various

aut henti cation nethods (e.g., MD5, TLS, SIM etc.), network roaning
networ k service provider discovery and sel ection, separate

aut hentication for access (L1+L2) service provider and ISP (L3), etc.
In the absence of a link-layer authentication nmechanismthat can
satisfy these needs, operators are forced to either use non-standard
ad-hoc solutions at layers above the link, insert additional shim

| ayers for authentication, or msuse sone of the existing protocols

in ways that were not intended by design. PANA will be devel oped to
fill this gap by defining a standard network-|ayer access
aut hentication protocol. As a network-layer access authentication

protocol, PANA can be used over any |ink-layer that supports IP

DSL networks are a specific exanpl e where PANA has the potential for
addr essi ng sone of the deployment scenarios. Sone DSL depl oynents do
not use PPP [ RFC1661] as the access link-layer (1P is carried over
ATM and the subscriber device is either statically or DHCP-
configured). The operators of these networks are |eft either using
an application-layer web-based login (captive portal) schene for
subscri ber authentication, or providing a best-effort service only as
t hey cannot perform subscriber authentication required for the
differentiated services. The captive portal scheme is a non-standard
solution that has various limtations and security flaws.

PPP- based aut hentication can provide sonme of the required
functionality. But using PPP only for authentication is not a good
choice, as it incurs additional nessaging during the connection setup
and extra per-packet processing. It also forces the network topol ogy
to a point-to-point nodel. Aside fromresistance to incorporating
PPP into an architecture unless it is absolutely necessary, there is
even interest in the conmmunity in renoving PPP from sone of the

exi sting architectures and depl oynents (e.g., 3GPP2, DSL).

Usi ng Mobile I Pv4d authentication with a foreign agent instead of
proper network access authentication is an exanple of protoco

m suse. The Registration Required flag allows a foreign agent to
force authentication even when the agent is not involved in any
Mobil e | Pv4 signalling (co-l1ocated care-of address case). This
enabl es the use of a nobility-specific protocol for an unrel ated
functionality.
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PANA wi || carry EAP above IP in order to enabl e any authentication
nmet hod on any link-layer. EAP can already be carried by [|EEE-
802.1X] and PPP. | EEE 802.1X can only be used on unbridged | EEE 802
links, hence it only applies to limted link types. Inserting PPP
between I P and a |ink-layer can be perceived as a way to enabl e EAP
over that particular link-layer, but using PPP for this reason has
the af orenenti oned drawbacks and is not a good choice. Wile | EEE
802. 1X and PPP can continue to be used in their own donains, they do
not take away the need to have a protocol |ike PANA

Appendi x B. Usage Scenari os

PANA wi || be applicable to various types of networks. Based on the
presence of |ower-layer security prior to running PANA, the foll ow ng
types cover all possibilities:

a) Physically secured networks (e.g., DSL networks). Although data
traffic is always carried over a physically secured link, the
client mght need to be authenticated and authorized when
accessing the | P services.

b) Networks where L1-L2 is already cryptographically secured before
enabling IP (e.g., cdma2000 networks). Although the client is
authenticated on the radio |ink before enabling ciphering, it
additionally needs to get authenticated and aut horized for
accessing the | P services.

c) No lower-layer security present before enabling IP. PANA is run
in an insecure network. PANA-based access authentication is used
to bootstrap cryptographic per-packet authentication and integrity
protection.

PANA is applicable to not only |arge-scal e operator deploynents wth
full AAA infrastructure, but also to small disconnected depl oynents
i ke hone networks and personal area networKks.

Si nce PANA enabl es decoupling AAA fromthe |ink-layer procedures,

net work access authenticati on does not have to take place during the
link establishment. This allows deferring client authentication
until the client attenpts to access differentiated services (e.g.
hi gh bandwi dth, unlimted access, etc.) in sone depl oynents.
Additionally, nultiple sinmultaneous network access sessions over the
same |ink-1ayer connection can occur as well.
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The following five scenarios capture the PANA usage nodel in
different network architectures with reference to its placenent of

| ogi cal elenents such as the PANA dient (PaC) and the PANA

Aut henti cati on Agent (PAA) with respect to the Enforcenment Point (EP)
and the Access Router (AR). Note that PAA may or may not use AAA
infrastructure to verify the credentials of PaC in order to authorize
net wor k access.

Scenario 1: PAA co-located with EP but separated from AR

In this scenario (Figure 1), PAA is co-located with the enforcenent
poi nt on which access control is performed. This nmight be the case
where PAA is co-located with the L2 access device (e.g., an |P-
capabl e switch).

PaC --- - - EP/ PAA- - +

|

- AR ----- ( AAA)
PaC ----- EP/ PAA- - +

Figure 1: PAA co-located with EP but separated from AR
Scenario 2: PAA co-located with AR but separated from EP

In this scenario, PAA is not co-located with EPs but is placed on the
AR Although we have shown only one AR here, there could be nultiple
ARs, one of which is co-located with the PAA. Access control
paraneters have to be distributed to the respective enforcenent
points so that the correspondi ng device on which PaC is authenticated
can access the network. A separate protocol is needed between PAA
and EP to carry access control paraneters.

PaC ----- EP --+
I
ommm - AR/ PAA --- (AAA)
I

pPaC ----- EP --+

Figure 2: PAA co-located with AR but separated from EP
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Scenario 3. PAA co-located with EP and AR

In this scenario (Figure 3), PAAis co-located with the EP and AR on
whi ch access control and routing are perforned.

PaC ----- EP/ PAA/ AR - +

|

e (AAA)
PaC ----- EP/ PAA/ AR - +

Figure 3: PAA co-located with EP and AR
Scenario 4. Separated PAA, EP, and AR

In this scenario, PAA is neither co-located with EPs nor with ARs.
It still resides on the sane IP link as ARs. After successfu

aut hentication, access control paraneters will be distributed to
respective enforcenent points via a separate protocol and PANA does
not play any explicit role in this.

PaC - - - - - EP ----- +--- AR ---+

PaC ---- - EP --- |+ I

PaC ----- EP ----- |+ AR - - |+----(AAA)
L P

Fi gure 4: PAA, EP and AR separated.
Scenario 5: PAA separated fromco-located EP and AR

In this scenario, EP and AR are co-located with each other but
separated from PAA. PAA still resides on the sane IP |ink as ARs.
After successful authentication, access control paraneters wll be
distributed to respective enforcenent points via a separate protoco
and PANA does not play any explicit role in this.

PaC ------mmmmn - +--- ARIEP ---+

PaC --------cnnm--- L I

PaC -------------- |+ ARV EP -- + ----(AAA)
L.

Fi gure 5: PAA separated from EP and AR
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