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Abst ract

Thi s docunent specifies howto use Elliptic Curve Digital Signature
Al gorithm (ECDSA) with XM. Signatures. The mechani sm specified
provides integrity, nessage authentication, and/or signer

aut hentication services for data of any type, whether |ocated within
the XML that includes the signature or included by reference.
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1. Introduction

Thi s docunent specifies howto use the Elliptic Curve Digita
Signature Al gorithm (ECDSA) with XM. signatures, as specified in

[ XMLDSI G . [XM.DSIG defines only two digital signature nethods: RSA
and DSA (DSS) signatures. This document introduces ECDSA signhatures
as an additional method.

Thi s docunment uses both XML Schemas [ XML-schema] (normative) and DIDs
[ XM.] (informational) to specify the corresponding XM. structures.

2. ECDSA

The Elliptic Curve Digital Signature Al gorithm (ECDSA) is the
elliptic curve anal ogue of the DSA (DSS) signature nethod
[FIPS-186-2]. It is defined in the ANSI X9.62 standard [ X9.62].

O her conpatible specifications include FIPS 186-2 [FI PS-186-2], |EEE
1363 [| EEE1363], | EEE 1363a [| EEE1363a], and SEC1 [ SEC1]. [ RFC3279]
describes ways to carry ECDSA keys in X 509 certificates.

[ FI PS-186-2], [SEC2], and [ X9.62] provide reconmended elliptic curve
domai n paraneters for use with ECDSA.
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Li ke DSA, ECDSA incorporates the use of a hash function. Currently,
the only hash function defined for use with ECDSA is the SHA-1
nmessage di gest al gorithm][FIPS-180-1].

ECDSA signatures are smaller than RSA signatures of simlar
cryptographic strength. ECDSA public keys (and certificates) are
smal l er than simlar strength DSA keys and result in inproved

communi cati on efficiency. On nany platforms, ECDSA operations can be
computed faster than simlar strength RSA or DSA operations (see

[ KEYS] for a security analysis of key sizes across public key

al gorithnms). These advantages of signature size, bandw dth, and
conput ational efficiency nay make ECDSA an attractive choice for
XMLDSI G i npl enent ati ons.

3. Specifying ECDSA within XM.DSIG

This section specifies howto use ECDSA with XML Signature Syntax and
Processing [ XMLDSIG. It relies heavily on the syntax and nanespace
defined in [ XML.DSI G .

3.1. Version, Nanespaces, and ldentifiers

This specification nakes no provision for an explicit version nunber
in the syntax. |If a future version is needed, it will use a
di fferent nanespace

The XML nanespace [ XM.-ns] URI that MJST be used by inpl enmentations
of this (dated) specification is:

htt p: // ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#
El enents in the nanespace of the [ XMLDSI G specification are marked
by using the nanespace prefix "dsig" in the renmaining sections of

this docunent.

The identifier for the ECDSA signature algorithmas defined in
[ Eastl ake] is:

htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- shal
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3.2. XM. Schema Preanbl e and DID Repl acenent
3.2.1. XM Schera Preanbl e

The subsequent preanble is to be used with the XM_ Schema definitions
given in the remaining sections of this docunent.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schem
t ar get Nanespace="htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#"
xm ns: ecdsa="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified"
versi on="0.2">

3.2.2. DTD Repl acenent

To include ECDSA in XM.-signature syntax, the follow ng definition of
the entity Key. ANY SHOULD repl ace the one in [ XM.DSI G :

<IENTITY % KeyVal ue. ANY ' | ecdsa: ECDSAKeyVal ue’ >
3.3. ECDSA Signatures

The input to the ECDSA algorithmis the canonicalized representation
of the dsig: Signedlnfo elenent as specified in Section 3 of
[ XMLDSI G .

The out put of the ECDSA al gorithm consists of a pair of integers
usually referred by the pair (r, s). The signature value (text val ue
of el enent dsig: SignatureValue - see section 4.2 of [XM.DSI Q)

consi sts of the base64 encodi ng of the concatenation of two octet-
streanms that respectively result fromthe octet-encoding of the
values r and s. This concatenation is described in section E3.1 of

[ 1 EEE1363] .

3.4. ECDSA Key Val ues

The syntax used for ECDSA key val ues closely follows the ASN 1 syntax
defined in ANSI X9.62 [X9.62].

3.4.1. Key Val ue Root El enent
The el ement ECDSAKeyVal ue is used for encodi ng ECDSA public keys.
For use with XMLDSI G sinply use this el enent inside dsig: KeyVal ue

(such as the predefined el ements dsig: RSAKeyVal ue or
dsi g: DSAKeyVal ue) .
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The el enent consists of an optional subel enent Donmi nParaneters and
t he mandatory subel ement PublicKey. |f Domai nparameters is m ssing,
the application inplicitly knows about it from other neans.

Schenma Definition

<xs: el enent nane="ECDSAKeyVal ue" type="ecdsa: ECDSAKeyVal ueType"/ >
<xs: conpl exType nane="ECDSAKeyVal ueType" >
<Xs:sequence>
<xs: el ement nane="Domai nPar anet ers" type="ecdsa: Dormai nPar ansType"
m nOccur s="0"/ >
<xs: el ement nane="PublicKey" type="ecdsa: ECPoi nt Type"/>
</ xs: sequence>
</ xs: conpl exType>

DTD Definition

<! ELEMENT ECDSAKeyVal ue (Donai nParanet ers?, PublicKey)>
<! ELEMENT PublicKey (X, Y)?>

<! ELEMENT X EMPTY>

<! ATTLI ST X Val ue CDATA #REQUI RED>

<! ELEMENT Y EMPTY>

<! ATTLI ST Y Val ue CDATA #REQUI RED>

3.4.2. EC Donmin Paraneters

Domai n paraneters can be encoded either explicitly using el enent
ExplicitParans, or by reference using el ement NamedCurve. The latter
simply consists of an attribute named URN, which bears a uniform
resource name as its value. For the naned curves of standards |ike

[ X9.62], [FIPS-186-2], or [SEC2], the O Ds of these curves SHOULD be
used in this attribute, e.g., URN="urn:oid:1.2.840.10045.3.1.1". The
mechani smfor encoding O Ds in URNs is shown in [ RFC3061].

Schenma Definition

<xs: conpl exType nane="Domai nPar ansType" >
<xs: choi ce>
<xs: el enent nane="ExplicitParans"
type="ecdsa: Explicit ParansType"/>
<xs: el ement nane="NanmedCurve">
<xs: conpl exType>
<xs:attribute name="URN' type="xs:anyURl" use="required"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>

Bl ake- W son, et al. I nf or mat i onal [ Page 5]



RFC 4050 ECDSA for XM. Digital Signatures April 2005

DTD Definition

<! ELEMENT Donai nParaneters (ExplicitParans | NamedCurve)>
<! ELEMENT NanedCurve EMPTY>
<! ATTLI ST NanedCurve URN CDATA #REQUI RED>

The el enent ExplicitParans is used for explicit encoding of donain
paraneters. |t contains three subel ements: FieldParans describes the
underlying field, CurveParans describes the elliptic curve, and
BasePoi nt Par ans descri bes the base point of the elliptic curve.

Schema Definition

<xs: conpl exType nane="ExplicitParansType">
<Xs:sequence>
<xs: el ement nane="Fi el dParans" type="ecdsa: Fi el dParanmsType"/ >
<xs: el ement nane="CurveParans" type="ecdsa: CurveParansType"/>
<xs: el enent nane="BasePoi nt Par ans"
t ype="ecdsa: BasePoi nt Par ansType"/ >
</ xs: sequence>
</ xs: conpl exType>

DTD Definition
<! ELEMENT ExplicitParans (Fiel dParans, CurveParans, BasePoi ntParans) >
3.4.2.1. Field Paraneters

The el ement FieldParans is used for encoding field paraneters. The
correspondi ng XML Schema type Fi el dParansType is decl ared abstract
and will be extended by specialized types for prinme field,
characteristic two field, and odd characteristic extension fields
paraneters

The XML Schema type PrineFi el dParansType is derived fromthe

Fi el dParansType and is used for encoding prine field paraneters. The
type contains the order of the prinme field as its single subel enent

P

The XML Schema type Char TwoFi el dParansType is derived from

Fi el dParansType and is used for encoding parameters of a
characteristic two field. It is again an abstract type and will be
ext ended by specialized types for trinonial and pentanom al base
fields. F2m Gaussian Normal Base fields are not supported by this
specification to relieve interoperability. Conmon to both
specialized types is the element M the extension degree of the
field.
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The XML Schenma type TnBFi el dParansType is derived fromthe

Char TwoFi el dPar ansType and is used for encoding trinom al base
fields. It adds the single element K, which represents the integer
k, where x"m+ x"k + 1 is the reduction pol ynom al

The XML Schenmm type PnBFi el dParansType is derived fromthe

Char TwoFi el dPar ansType and is used for encodi ng pentanom al base
fields. It adds the three elenents K1, K2 and K3, which represent
the integers k1, k2 and k3 respectively, where x"m+ x"k3 + x"k2 +
X"kl + 1 is the reduction polynoni al

The XML Schema type QddChar Ext ensi onFi el dParansType is derived from
the Fi el dParansType and is used for encodi ng paraneters of an odd
characteristic extension field. This type contains two elements: M
whi ch represents the extension degree of the field m and W which
represents the integer w, where xm- wis the reduction pol ynom al

Schena Definition
<xs: conpl exType nane="Fi el dParansType" abstract="true"/>

<xs: conpl exType nane="Pri neFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dPar ansType" >
<XS:sequence>
<xs: el enent nane="P" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="Char TwoFi el dPar ansType" abstract="true">
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dPar ansType" >
<Xs:sequence>
<xs: el ement nane="M type="xs: positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="CddChar Ext ensi onFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ecdsa: Fi el dPar ansType" >
<Xs:sequence>
<xs: el ement nane="M type="xs:positivelnteger"/>
<xs: el ement nane="W type="xs:positivelnteger"/>
</ xs: sequence>
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</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="TnBFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ecdsa: Char TwoFi el dPar ansType" >
<Xs:sequence>
<xs: el enent nane="K" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="PnBFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Char TwoFi el dPar ansType" >
<XS:sequence>
<xs: el enent nane="K1" type="xs:positivelnteger"/>
<xs: el enent nane="K2" type="xs:positivelnteger"/>
<xs: el enent nane="K3" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

DTD Definition

<! ELEMENT FieldParams (P | (M K) | (M Ki, K2, K3) | (M W)>
<! ELEMENT P (#PCDATA) >
<! ELEMENT M (#PCDATA) >
<! ELEMENT K (#PCDATA) >
<! ELEMENT K1 (#PCDATA) >
< ELEMENT K2 (#PCDATA) >
<! ELEMENT K3 (#PCDATA) >
<! ELEMENT W (#PCDATA) >

3.4.2. 2. Curve Paraneters

The el ement CurveParans is used for encodi ng paraneters of the
elliptic curve. The corresponding XM. Schenma type CurveParansType
bears the elenents A and B representing the coefficients a and b of
the elliptic curve. According to the algorithm specified in annex
A3.3 of [X9.62], the optional elenent Seed contains the value used to
derive the coefficients of a randonmly generated elliptic curve.
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Schenma Definition

<xs: conpl exType
<XSs: sequence>
<xs: el ement
<xs: el enent
<xs: el enent
</ xs: sequence>
</ xs: conpl exType>

nane="A" type="ecdsa
nane="B" type="ecdsa
nane="Seed" type="Xxs

DTD Definition

<! ELEMENT CurveParans (A, B, Seed?)>
<! ELEMENT A EMPTY>
<I ATTLI ST A Val ue CDATA #REQUI RED>
<! ELEMENT B EMPTY>
<I ATTLI ST B Val ue CDATA #REQUI RED>
<! ELEMENT Seed (#PCDATA) >
3.4.2.3. Base Point Paraneters
The el ement BasePoi nt Parans is used for
the base point of the elliptic curve.
point itself,

Order provides the order of the base point,

Si gnat ur es 2005

Apri

name="Cur vePar ansType" >

: Fi el dEl enType" />
: Fi el dEl eniType"/ >
: hexBi nary" m nCccurs="0"/>

encodi ng paraneters regardi ng
BasePoi nt represents the base
and

Cof actor optionally provides the cofactor of the base point.

Schena Definition

<xs: conpl exType
<XS:sequence>
<xs: el enent
<xs: el enent
<xs: el enent
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

DTD Definition

<! ELEMENT BasePoi nt Par ans ( BasePoi nt
<! ELEMENT BasePoi nt (X, Y)?>

<! ELEMENT Order (#PCDATA) >

<! ELEMENT Cof act or (#PCDATA) >

Bl ake- W1 son, et al. I nf or mat i ona

nane="BasePoi nt Par ansType" >

name="BasePoi nt" type="ecdsa: ECPoi nt Type"/>
nane="Order" type="xs:positivelnteger"/>
name="Cof actor" type="xs: positivelnteger"

, Order, Cofactor?)>
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3.4.3. EC Points

The XML Schema type ECPoi nt Type is used for encoding a point on the
elliptic curve. It consists of the subelenents X and Y, providing
the x and y coordinates of the point. Point conpression
representation is not supported by this specification for the sake of
si mpl e desi gn.

The point at infinity is encoded by onmtting both el enents X and Y.

The subel enents X and Y are of type FieldEl emlype. This is an
abstract type for encoding elenents of the elliptic curves underlying
field and is extended by specialized types for prine field el enents
and characteristic two field el ements.

The XML Schema type PrineFi el dEl enifype is used for encoding prine
field elements. It contains a single attribute naned Val ue whose
val ue represents the field el enent as an integer

The XML Schema type Char TwoFi el dEI eniType is used for encodi ng
characteristic two field elenments. It contains a single attribute
naned Val ue whose val ue represents the field el ement as an octet
string. The octet string nust be conmposed as shown in paragraph 2 of
section 4.3.3 of [X9.62].

The XML Scherma type OddChar Ext ensi onFi el dEl eniType is used for
encodi ng odd characteristic extension field elenments. It contains a
single attribute naned Val ue whose val ue represents the field el ement
as an integer. The integer nust be conposed as shown in section
5.3.3 of [I|EEE1363a].

Schena Definition

<xs: conpl exType name="ECPoi nt Type" >
<xs: sequence m nCccurs="0">
<xs: el enent nane="X"' type="ecdsa: Fi el dEl enfType"/ >
<xs: el enent nane="Y" type="ecdsa: Fi el dEl enfType"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="Fi el dEl enType" abstract="true"/>
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<xs: conpl exType nanme="Pri neFi el dEl enType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute name="Val ue" type="xs:nonNegativel nteger"
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="Char TwoFi el dEl enType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute nanme="Val ue" type="xs: hexBi nary"
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="CGddChar Ext ensi onFi el dEl enilype" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute name="Val ue" type="xs:nonNegativel nteger'
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

4. Security Considerations

| mpl enenters should ensure that appropriate security nmeasures are in
pl ace when they depl oy ECDSA within XM.DSIG In particular, the
security of ECDSA requires careful selection of both key sizes and
elliptic curve domain paraneters. Selection guidelines for these
paraneters and sone specific reconmrended curves that are considered
safe are provided in [X9.62], [FIPS 186-2], and [SEC2]. For further
security discussion, see [ XM.DSI G .
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Appendi x A,  Aggregate XM. Schenma

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schenma
t ar get Nanespace="htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#"
xm ns: ecdsa="http://ww. w3. or g/ 2001/ 04/ xnl dsi g- nor e#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el ement For mDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed"
versi on="0.2">

<! --ECDSA key val ue root el enent-->

<xs: el enent nane="ECDSAKeyVal ue" type="ecdsa: ECDSAKeyVal ueType"/ >
<xs: conpl exType nane="ECDSAKeyVal ueType" >
<XSs: sequence>
<xs: el ement nane="Domai nPar anet er s"
t ype="ecdsa: Donai nPar ansType" ni nCccurs="0"/>
<xs: el enent nane="PublicKey" type="ecdsa: ECPoi nt Type"/>
</ xs: sequence>
</ xs: conpl exType>

<l --EC donmi n paraneters-->

<xs: conpl exType nane="Domai nPar ansType" >
<xs: choi ce>
<xs: el enent nane="ExplicitParans"
type="ecdsa: Explicit ParansType"/>
<xs: el ement nane="NanmedCurve">
<xs: conpl exType>
<xs:attribute name="URN' type="xs:anyURl" use="required"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nanme="Fi el dParansType" abstract="true"/>

<xs: conpl exType nane="Pri meFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dPar ansType" >
<Xs:sequence>
<xs: el ement nane="P" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="Char TwoFi el dPar ansType" abstract="true">
<xs: conpl exCont ent >
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<xs: extensi on base="ecdsa: Fi el dPar ansType" >
<Xs:sequence>
<xs: el enment nane="M type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="(CddChar Ext ensi onFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dPar ansType" >
<XS: sequence>
<xs: el enent nane="M type="xs: positivelnteger"/>
<xs: el enent nane="W type="xs: positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="TnBFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ecdsa: Char TwoFi el dPar ansType" >
<Xs:sequence>
<xs: el ement nane="K" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="PnBFi el dPar ansType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Char TwoFi el dPar ansType" >
<XS:sequence>
<xs: el enent nane="K1" type="xs:positivelnteger"/>
<xs: el enent nane="K2" type="xs:positivelnteger"/>
<xs: el enent nane="K3" type="xs:positivelnteger"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="ExplicitParansType">
<Xs:sequence>
<xs: el ement nane="Fi el dParans" type="ecdsa: Fi el dParansType"/ >
<xs: el ement nane="CurveParans" type="ecdsa: CurveParansType"/ >
<xs: el enment nane="BasePoi nt Par ans"
t ype="ecdsa: BasePoi nt Par ansType"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="CurveParansType" >
<XS: sequence>
<xs: el enent nane="A" type="ecdsa: Fi el dEl enfType"/ >

Bl ake- W son, et al. I nf or mat i onal [ Page 15]



RFC 4050 ECDSA for XM. Digital Signatures April 2005

<xs: el enent nane="B" type="ecdsa: Fi el dEl enfType"/ >
<xs: el enent nane="Seed" type="xs:hexBinary" mi nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="BasePoi nt Par ansType" >
<XS:sequence>
<xs: el enent nane="BasePoi nt" type="ecdsa: ECPoi nt Type"/>
<xs: el enment nane="Order" type="xs:positivelnteger"/>
<xs: el enent nane="Cofactor" type="xs:positivelnteger"
m nOccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>

<!--EC point-->

<xs: conpl exType name="ECPoi nt Type" >
<xs: sequence m nCccurs="0">
<xs: el enent nane="X"' type="ecdsa: Fi el dEl enfType"/ >
<xs: el enent nane="Y" type="ecdsa: Fi el dEl enfType"/ >
</ xs: sequence>
</ xs: conpl exType>

<I--Field elenment-->

<xs: conpl exType nane="Fi el dEl enType" abstract="true"/>
<xs: conpl exType nane="Pri nmeFi el dEl enirype" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute name="Val ue" type="xs:nonNegativel nteger"
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Char TwoFi el dEl enType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute nanme="Val ue" type="xs: hexBi nary"
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="CddChar Ext ensi onFi el dEl eniType" >
<xs: conpl exCont ent >
<xs: extensi on base="ecdsa: Fi el dEl eniType" >
<xs:attribute name="Val ue" type="xs:nonNegativel nteger"
use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
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</ xs: conpl exType>
</ xs: schena>

Appendi x B.

<! ELEMENT
<! ELEMENT
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<I ATTLI ST
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

Bl ake- W | son,

Aggregate DID

ECDSAKeyVal ue (Donmi nPar anet ers?,
PublicKey (X, Y)?>

X EMPTY>

X Val ue CDATA #REQUI RED>

Y EMPTY>

Y Val ue CDATA #REQUI RED>

Donai nPar anet ers (ExplicitParans |
NamedCurve EMPTY>

NamedCurve URN CDATA #REQUI RED>
ExplicitParans (FieldParanms, CurveParans, BasePointParans)>
FieldParams (P | (M K | (M K1, K2, K3) | (M W)>

P (#PCDATA) >

M (#PCDATA) >

W ( #PCDATA) >

K (#PCDATA) >

K1 (#PCDATA) >

K2 (#PCDATA) >

K3 (#PCDATA) >

Publ i cKey) >

NanmedCur ve) >

CurveParans (A, B, Seed?)>
A EMPTY>

A Val ue CDATA #REQUI RED>

B EMPTY>

B Val ue CDATA #REQUI RED>
Seed (#PCDATA) >

BasePoi nt Par ans ( BasePoi nt,
BasePoint (X, Y)?>

O der (#PCDATA) >

Cof act or (#PCDATA) >

Order, Cofactor?)>
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Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
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