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1. Introduction

Mobile | Pv4 [MOBILEIP] allows a Mobile Node (MN) to change its point
of attachnent to the Internet while maintaining its fixed home
address. Packets directed to the home address are intercepted by a
Hone Agent (HA), encapsulated in a tunnel, and forwarded to the M\ at
its current point of attachment. Optionally, a Foreign Agent (FA)
may be deployed at this point of attachment, which can serve as the
tunnel endpoint and may al so provi de access control for the visited
network link. In this role, the FA has to authenticate each MN t hat
may attach to it, whether the MNis fromthe sane or a different
adm nistrative donain. The FA has to verify that the MNis

aut horized to attach and use resources in the foreign donmain. Also,
the FA nust provide information to the hone adninistrative donain
about the resources used by the MN while it is attached in the
forei gn domain.

The Aut hentication, Authorization, and Accounting (AAA) requirenents
for Mobile IPv4 are described in detail in other docunents [ M PREQ
CDMA2000]. This docunent specifies a Dianeter application to neet
these requirenments. This application is not applicable to the Mbile
| Pv6 protocol
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Message formats (e.g., as in section 5.1) are specified as lists of
Attribute-Value Pairs (AVPs) using the syntax as described in RFC
2234 [ABNF]. This includes the use of the "*" synbol to denote zero
or nore occurrences of an AVP

Conventions Used in This Docunent

1

1

1

2.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

Entities and Rel ati onshi ps

The Di aneter Mbile | Pv4 Application supports the HA and FA in
providing Mbile I Pv4 service to M\s. Both the HA and FA act as

D aneter clients. The M\Ns interact with the HA and FA by using only
Mobile I Pv4 and therefore do not inplenent Dianeter.

The FA, when present, is always assunmed to exist in the visited
admi ni strative domain. The HA may be statically or dynanically

all ocated to the MN in the home administrative domain or may be
dynanmically allocated to the MNin a visited adm ni strative domai n.
The hone donmai n contains a hone AAA server (AAAH), and the visited
domai n contains a foreign AAA server (AAAF). Wen the MNis "at
hone" (present on its hone network), the AAAH and AAAF may be the
sane.

Mobility Security Associ ations

The base Mobile | Pv4 protocol [MOBILEIP] assunes the existence of a
Mobility Security Association (MSA) between the MN and HA (M- HA
MBA). The MN-HA MSA is used to authenticate, by using a keyed hash-
style algorithm the Mbile IP Registration Request that is sent from
the MNto the HA. It is inportant to authenticate Registration
Requests, as they informthe HA about the MN's current Care-of-
Address, which is the destination for tunnel ed packets fromthe hone
network. Wthout authentication, malicious attackers would be able
to redirect packets to anywhere on the Internet. The MSA conprises
an agreement on a Security Paraneters Index (SPlI, a 32-bit nunber)
that will be used to refer to the MSA, an algorithmthat will be used
to conmpute keyed hashes over nessages, and a shared secret key. To
enabl e authentication of a nessage, the sender appends a Mbile IP
Aut henti cati on Extension that contains the SPI and the result of
runni ng the keyed hash over the entire previous contents of the
nmessage. The recipient checks the Authentication Extension by

| ooki ng up the MSA based on the SPI, re-conmputing the keyed hash, and
verifying that the result is equal to the contents of the received
Aut henti cati on Extension

Cal houn, et al. St andards Track [ Page 4]
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The base Mobile | Pv4 protocol also supports an optional NMSA between
the MN and FA (MN-FA MSA). |f available, the MN-FA MSA is used by
the FA to authenticate each Registration Request passing through it
on the way to the HA. Although not critical to the operation of the
base protocol, the M\FA MSA is useful when the FA has to know the
authenticity of a Registration Request; e.g., when it wll be
generating accounting records for a session. The M\FA MSA nmay al so
be useful in future work related to handoff optinization

Simlarly, Mbile |Pv4d supports an optional MSA between the FA and HA
(FA-HA M5A). The FA-HA MSA is useful for authenticating nessages

bet ween the FA and HA, such as when the HA seeks to informthe FA
that it has revoked a Mobile I P registration

Note that configuration of MSAs that involve FAs is substantially
more difficult than configuring the one between the MN and HA
because the MN and HA are often in the sane adm nistrative donmain and
the MN will retain the same HA for long periods of tine. In
contrast, the MNis likely to encounter many FAs over tine and nay
often find itself in foreign adm nistrative donains.

The base Mobile | Pv4 protocol assunes that M\s are identified by
their static honme |IP addresses and that all MSAs are statically
preconfigured. The Di aneter Mobile I Pv4 application, together with
extensions [M PNAI, M PCHAL, M PKEYS, AAANAI] to the base Mbile | Pv4
protocol, allows an MN to be dynam cally assigned a hone address
and/ or hone agent when it attaches to the Internet. This set of

speci fications al so supports the dynam ¢ configuration of the M\-HA
MN- FA, and FA-HA MSAs. The dynamic configuration of these
relationships is inportant to support deploynents in which the MN can
attach to a visited network wi thout having a pre-established
relationship with it.

Initially, the MNis assunmed to have a | ong-term AAA security
association only with the AAAH. This security association is indexed
by the MN's NAlI, and, |like the MSAs, conprises an agreenent on a SPI,
an algorithm and a shared secret key. The MN enters a visited
network and requests service fromsone FA by sending a Mbile | Pv4d
Regi stration Request. The FA contacts an AAAF in its own

adm ni strative donmain to authenticate and authorize the request for
service. The AAAF and AAAH may establish a Dianeter session directly
with each other, such as via a Dianeter Redirect, or nmay pass
messages via a network of Diameter proxies. Wiere the AAAF and AAAH
route nessages to each other through proxies, rather than a direct
connection, transitive trust is assumed. M\s can include their

Net wor k Access ldentifier (NAI) in a Mbile |Pv4 Registration Request
[MPNAlI], which serves in place of the hone address to identify the
MN. The NAI is used to route Dianmeter nessages toward the correct
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AAAH.  This use of the NAlI is consistent with the roani ng nodel
defined by the ROAMOPS Worki ng G oup [ EVALROAM RFC2607] .

The AAAH can authenticate the Registration Request with the use of
the M\-AAA security association [MPCHAL]. |If authentication is
successful, the AAAH then generates and distributes MSAs to the MW\,
HA, and FA. For each of the MSA pairs that involve the MN (i.e.

M\ HA/ HA- MN MSAs and MN- FA/ FA- MN MBAs), the AAAH generates a nonce
and then hashes it together with the M\-AAA shared key to derive the
session key for the MSA pair. The nonces are sent to the HA that
includes themin the Registration Reply, which enables the MN to
derive the sane keys [MPKEYS]. At the sane tine, the AAAH nust
distribute the MN-HA/ HA- MN MSAs and the FA-HA/ HA-FA MSAs to the HA
and must distribute the M\-FA/ FA-MN MSAs and the FA-HA/ HA-FA MBAs to
the FA. These are sent in Dianeter AVPs and nust be independently
secured by using | PSec or TLS between the AAAH and t he FA and between
the AAAH and the HA. See section 8 for nore information on key
derivation and distribution.

Note that MSAs in Mobile IP are unidirectional in that, for exanple,
the M\-HA MSA (used to protect traffic fromthe MNto the HA) and the
HA- MN MSA (used to protect traffic fromthe HA to the M) can use
different SPls, algorithms, and shared secrets. This is true of the
base Mobile I P protocol despite conmon existing practice during
manual configuration of MSAs in which all paraneters are set to the
sane value in both directions. This docunent supports the use of
different SPIs in each direction; however, it only supports the
distribution of a single session key for each pair of MSAs between
two nodes. The security inplications of this are discussed in
section 13. This docunent sonetinmes nanes only one of the two

uni directional MSAs when referring to the distribution of the single
shared secret and the pair of SPIs for the pair of MSAs between two
entities.

1. 3. Handof f

In addition to supporting the derivation and transport of the M\ HA
M\- FA, and FA-HA MSAs, this application also supports M Pv4 handof f.
Wien an MN noves from one point of attachnent to another, the M can
continue the sanme Mobile | Pv4 session by using its existing HA and
hone address.

The MN acconplishes this by sending a Mbile I Pv4 Registration
Request fromits new point of attachment. To enable a single set of
accounting records to be maintained for the entire session, including
handoffs, it is necessary to allow the AAAH to bind the new
registration to the pre-existing session. To enable the Mbile |Pv4
Regi strati on Request to be routed to the sane AAAH, the MN SHOULD
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i nclude the AAAH NAI [AAANAI] in such re-registrations. Also, to
assist the AAAH in routing the nmessages to the MN' s existing HA the
nobi | e node SHOULD include the HA NAI [AAANAI] in such re-
registrations. |f the nobile node does not support the Mbile | Pv4
AAA NAI extension [AAANAI], this functionality is not avail able.

1.4. Structure of the Docunent

The remai nder of this document is structured as follows. Section 2
provi des acronymdefinitions. Section 3 provides sone exanpl es and
message flows illustrating both the Mobile | Pv4 and Di aneter nessages
that occur when a nobile node attaches to the Internet. Section 4
defines the relationship of this application to the D aneter Base
Protocol. Section 5 defines the new command codes. Section 6
defines the new result codes used by this application. Section 7
defines the set of mandatory Attribute-Value-Pairs (AVPs). Section 8
gi ves an overvi ew of the key distribution capability, and Section 9
defines the key distribution AVPs. Section 10 defines the accounting
AVPs, and section 11 contains a listing of all AVPs and their
occurrence in Dianmeter comands. Finally, sections 12 and 13 give

| ANA and security considerations, respectively.

2. Acronyns

AAAH Aut henti cation, Authorization, and Accounting Home
AAAF Aut henti cati on, Authorization, and Accounting Foreign
ANVA AA- Mobi | e- Node- Answer

AVR AA- Mbbi | e- Node- Request

ASR Abort - Sessi on- Request

AVP Attribute Val ue Pair

CoA Car e- of - Addr ess

FA For ei gn Agent

FQDN Fully Qualified Donmai n Name

HA Home Agent

HAA Home- Agent - M P- Answer

HAR Hone- Agent - M P- Request

VN Mobi | e Node

VBA Mobility Security Association

NA| Net wor k Access ldentifier

RRQ Regi strati on Request

SPI Security Parameters | ndex

STR Sessi on- Ter m nati on- Request

3. Scenarios and Message Fl ows

This section presents four scenarios illustrating D aneter Mobile
| Pv4 application and describes the operation of key distribution
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In this docunent, the role of the "attendant” [MPREQ is perforned
by either the FA (when it is present in a visited network) or the HA
(for co-located nobile nodes not registering via an FA), and these
terns will be used interchangeably in the follow ng scenari os.

3.1. Inter-Realm Mbile |IPv4

When a nobil e node requests service by issuing a Registration Request
to the foreign agent, the foreign agent creates the AA-NMbbil e-Node-
Request (AMR) nessage, which includes the AVPs defined in section 7.
The Hone Address, Home Agent, Modbile Node NAlI, and other inportant
fields are extracted fromthe registrati on nessages for possible
inclusion as Dianeter AVPs. The AMR nessage is then forwarded to the
| ocal Dianmeter server, known as the AAA-Foreign, or AAAF.

Visited Real m Home Real m
S + S +
| exanpl e. net | AVR/ AVA | exanpl e. or g|
| AAAF R >| AAAH |
+->| server | server-server | server |
I + conmuni cati on L +
| N N
| AVR/ AVA | client-server | HAR/ HAA
| | communi cati on |
% % %
T + T + T +
| Foreign | | Foreign | | Honme |
| Agent | | Agent | | Agent |
Fomm e e o + Fomm e e o + Fomm e e o +
N
| Mobile IP
|
%
Fomm e o - +
| Mobile |
| Node | m@xanpl e. org
. +

Figure 1. Inter-realmMbility

Upon receiving the AMR the AAAF follows the procedures outlined in
[ DI AVBASE] to deternine whether the AMR shoul d be processed locally
or forwarded to another Dianmeter server known as the AAA-Hone, or
AAAH.  Figure 1 shows an exanple in which a nobile node

(m@xanpl e. org) requests service froma foreign provider
(exanple.net). The request received by the AAAF is forwarded to
exanpl e.org’ s AAAH server.
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Fi gure 2 shows the nmessage flows involved when the foreign agent

i nvokes the AAA infrastructure to request that a nobile node be

aut henticated and authorized. Note that it is not required that the
forei gn agent invoke AAA services every tinme a Registration Request
is received fromthe nobile, but rather only when the prior

aut hori zation fromthe AAAH expires. The expiration tinme of the

aut hori zation is comuni cated through the Authorization-Lifetine AVP
in the AA-Mobil e- Node- Answer (AMA; see section 5.2) fromthe AAAH

Mobi | e Node For ei gn Agent AAAF AAAH Horre
Agent
Adverti senent &
S Chal | enge
Reg- Reg&MN- AAA - - --->
AVR- - - --------- >
Session-1d = foo
AVR- - - - - oo oo - >
Session-1d = foo
HAR- - - - - ------ >
Session-1d = bar
S HAA
Session-1d = bar

Session-1d = foo

Session-1d = foo
<-mmm--- Reg- Repl y
Figure 2. Modbile I Pv4/Di aneter Message Exchange

The foreign agent (as shown in Figure 2) MAY provide a chall enge,
which would give it direct control over the replay protection in the
Mobil e | Pv4 registration process, as described in [MPCHAL]. The
nmobi | e node includes the Chall enge and M\- AAA aut henti cati on
extension to enable authorization by the AAAH. If the authentication
data supplied in the M\AAA extension is invalid, the AAAH returns

Cal houn, et al. St andards Track [ Page 9]
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the response (AMA) with the Result-Code AVP set to
DI AVETER_AUTHENTI CATI ON_REJECTED.

The above scenario causes the MN-FA and M\-HA keys to be exposed to
D aneter agents all along the Dianeter route. |If this is a concern
a nore secure approach is to elimnate the AAAF and ot her Di aneter
agents, as shown in Figure 3.

Redi r ect
FA AAAF Agent AAAH
AMR
________________ >
AMR
................ >
AVA (Redirect)
=
AVA (Redirect)
=
Setup Security Association
Qo m e e e e e e e e e e e e e e e e e e e e e e e e e e m o >
AMR
__________________________________________________ >
AVA (MN- FA key)
Cmmmm e e e e e e e e e e e e e e e e e mm e mmm e m— - —— e — - =

Figure 3. Use of a Redirect Server with AVR AVA

In Figure 3, the FA sets up a TLS [TLS] or | PSec [I|PSEC] -based
security association with the AAAH directly and runs the AVR AMVA
exchange over it. This provides end-to-end security for secret keys
that may have to be distributed

Fi gure 4 shows the interaction between the AAAH and HA with the help
of a redirect agent. Wen the AAAH and HA are in the sane network,
it is likely that the AAAH knows the | P address of the HA, so the
redirect server would therefore not be needed; however, it is shown
anyway for conpleteness. The redirect server will nost |ikely be
used in the case where the HAis allocated in a foreign network (see
section 3.2 for nore details of HA allocation in foreign networks).

Cal houn, et al. St andards Track [ Page 10]



RFC 4004 D aneter M P August 2005

Redi r ect
HA Agent AAAH

Figure 4. Use of a Redirect Server with HAR HAA

As in Figure 2, the FA of Figure 3 would still provide the challenge
and the nobile sends the RRQ etc.; however, these steps were
elimnated fromFigure 3 to reduce clutter. The redirect server
elimnates the AAAF and any other Dianmeter agents from seeing the
keys as they are transported to the FA and HA. Note that the nessage
flows in Figures 3 and 4 apply only to the initial authentication and
key exchange. Accounting nessages would still be sent via Dianeter
agents, not via the direct connection, unless network policies

di ctate ot herwi se

A nobil e node that supports the AAA NAlI extension [AAANAI], which has
been previously authenticated and aut horized, MJST al ways incl ude the
assigned home agent in the HA Identity subtype of the AAA NAl

ext ensi on, and the authorizing Home AAA server in the AAAH ldentity
subtype of the AAA NAl extension, when re-authenticating. Therefore,
in the event that the AVR generated by the FAis for a session that
was previously authorized, it MJST include the Destination-Host AVP
with the identity of the AAAH found in the AAAH NAI, and the M P-
Home- Agent - Host AVP with the identity and real mof the assigned HA
found in the HA-NAI. If, on the other hand, the nobile node does not
support the AAA NAl extension, the FA may not have the identity of
the AAAH and the identity and real mof the assigned HA. This nmeans
that without support of the AAA NAl extension, the FA may not be able
to guarantee that the AMR will be destined to the same AAAH, which
previously aut henticated and aut horized the nobile node, as the FA
may not know the identity of the AAAH

If the nobile node was successfully authenticated, the AAAH t hen

det erm nes which Honme Agent to use for the session. First, the AAAH
checks whether an HA has been requested by the MN by checking the

M P- Homre- Agent - Address AVP and the M P-Home- Agent - Host AVP.  The

adm ni strative domain owning the HA may be determ ned fromthe real m
portion of the M P-Hone-Agent-Host AVP, or by checking the
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Honme- Agent - | n- For ei gn- Network flag of the M P-Feature-Vector AVP and
the val ue of the MP-Originating-Foreign-AAA AVP. | f the requested
HA belongs to a permitted adnministrative domain, the AAAH SHOULD use
the given HA for the session. QOherw se, the AAAH returns the
response (AMA) with the Result-Code AVP set to either

DI AVETER_ERROR_NO_FOREI GN_HA_SERVI CE or

DI AVETER_ERROR_HA_NOT_AVAI LABLE.

If the MN has not requested any particular HA then an HA MJUST be
dynanmically allocated. |In this case the M P-Feature-Vector will have
t he Hone- Agent - Requested flag set. |If the Hone- Address-All ocatabl e-
Oly-in-Home-Real mflag is not set, and if the Foreign-Hone- Agent -
Avail able flag is set, then the AAAH SHOULD all ow the foreign realm
to allocate the HA (see section 3.2) but MAY allocate one itself in
the hone realmif dictated by local policy. |If the Home-Address-
Al'l ocat abl e-Only-in-Honme-Real mflag is set, then the AAAH MUST

all ocate an HA in the honme real mon behalf of the MN. Allocation of
the HA can be done in a variety of ways, including by using a | oad-
bal ancing algorithmto keep the load on all hone agents equal. The
actual algorithmused and the nethod of discovering the hone agents
are outside the scope of this specification.

The AAAH t hen sends a Hone- Agent - M P- Request (HAR), which contains
the Mobile | Pv4 Registrati on Request nessage data encapsulated in the
M P- Reg- Request AVP, to the assigned or requested Hone Agent. Refer
to Figure 4 if the AAAH does not have a direct path to the HA. The
AAAH MAY al |l ocate a hone address for the nobile node, and the Home
Agent MUST support hone address allocation. In the event that the
AAAH handl es address allocation, it includes the honme address in a

M P- Mbbi | e- Node- Address AVP within the HAR  The absence of this AVP
inforns the Home Agent that it nust performthe hone address

al | ocati on.

Upon recei pt of the HAR, the hone agent first processes the D aneter
message. The home agent processes the M P-Reg- Request AVP and
creates the Registration Reply, encapsulating it within the M P-Reg-
Reply AVP. |In the creation of the Registration Reply, the Honme Agent
MJUST include the HA NAl and the AAAH NAI, which will be created from
the Origin-Host AVP and Origin-Real m AVP of the HAR If a hone
address is needed, the hone agent MJST al so assign one and i ncl ude
the address in both the Registration Reply and the M P-Mbbil e- Node-
Address AVP.

Upon recei pt of the HAA, the AAAH creates the AA-Mobil e- Node- Answer

(AMA) nmessage, which includes the same Acct-Milti-Session-Id
contained in the HAA and t he M P-Hone- Agent - Address and M P- Mobi | e-
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Node- Address AVPs in the AMA nessage. See Figures 3 and 4 for the
use of the redirect agent for the secure transport of the HAA and AMA
nessages.

See section 4.1 for information on the managenent of sessions and
session identifiers by the Dianeter Mbile IPv4 entities.

3.2. Allocation of Hone Agent in Foreign Network

The Dianmeter Mobile I Pv4 application allows a hone agent to be

all ocated in a foreign network, as required in [MPREQ CDVA2000] .
When a foreign agent detects that the nobile node has a hone agent
address equal to 0.0.0.0 or 255.255.255.255 in the Registration
Request nessage, it MJST add a M P-Feature-Vector AVP with the Hone-

Agent - Requested flag set to one. |If the hone agent address is set to
255. 255. 255. 255, the foreign agent MUST set the Home- Address-
Al'l ocat abl e-Onl y-i n-Honme- Real mflag equal to one. |If the hone agent

address is set to 0.0.0.0, the foreign agent MJST set the Hone-
Addr ess- Al | ocat abl e-Onl y-i n- Home- Real m fl ag equal to zero.

When t he AAAF receives an AVR nessage with the Home- Agent - Request ed
flag set to one and with the Home- Address- Al |l ocat abl e- Onl y-i n- Hone-
Real m fl ag equal to zero, the AAAF MAY set the Foreign-Hone- Agent -
Avail able flag in the M P-Feature-Vector AVP in order to informthe
AAAH that it is willing and able to assign a Home Agent for the
nmobi | e node. \When doi ng so, the AAAF MUST include the M P-

Candi dat e- Hone- Agent - Host AVP and the M P-Ori gi nati ng- For ei gn- AAA-
AVP. The M P-Candi dat e- Home- Agent - Host AVP contains the identity
(i.e., a Dianeterldentity, which is an FQDN) of the hone agent that
woul d be assigned to the nobile node, and the M P-Origi nati ng-

Forei gn- AAA AVP contains the identity of the AAAF. The AAAF now
sends the AMR to the AAAH.  However, as discussed above, the use of
Di anet er agents between the FA and AAAH woul d expose the M\-FA key.
If this is deemed undesirable, a redirect server approach SHOULD be
utilized to comunicate the AMR to the AAAH. This causes the FAto
conmuni cate the AVMR directly to the AAAH via a security associ ation.

If the nobile node with AAA NAl extension support [AAANAI] has been
previously authorized by the AAAH, now has to be re-authenticated,
and requests to keep the assigned home agent in the foreign network,
the nmobil e node MUST include the HA NAI and the AAAH NAl in the
registration request to the FA. Upon receipt, the FAwill create the
AVR, including the M P-Home- Agent - Address AVP and the Destinati on-
Host AVP based on the AAAH NAI, and include the M P-Home- Agent - Host
AVP based on the home agent NAI. |f the AAAF authorizes the use of
the requested hone agent, the AAAF MJST set the Hone- Agent-I n-

Forei gn-Network bit in the M P-Feature-Vector AVP.
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If the nobile node has to be re-authenticated but does not support
the AAA NAlI extension, it sends a registration request w thout the
AAA NAI and the HA NAI, even though it has previously been authorized
by the AAAH and requests to keep the assigned home agent in the
foreign network. Upon receipt, the FAwll create the AMR including
the M P-Hone- Agent - Address AVP. |f the AAAF authorizes the use of
the requested hone agent, and if it knows that the agent is inits
own donai n, the AAAF MJST set the Home- Agent-In-Foreign-Network bit
in the M P-Feature-Vector AVP.

When the AAAH receives an AVR nmessage, it first checks the

aut henti cation data supplied by the nobile node, according to the

M P- Reg- Request AVP and M P- M\- AAA- Aut h AVP, and det er m nes whet her
to authorize the nobile node. |If the AVMR indicates that the AAAF has
offered to allocate a Home Agent for the nobile node (i.e., the

For ei gn- Hone- Agent - Avai l able is set in the M P-Feature-Vector AVP)

or if the AMR indicates that the AAAF has offered a previously

al | ocated Hone Agent for the nobile node (i.e., the Hone-Agent-In-
Foreign-Network is set in the MP-Feature-Vector AVP), then the AAAH
must deci de whether its local policy would allow the user to have or
keep a home agent in the foreign network. Assunming that the nobile
node is pernmitted to do so, the AAAH determnines the I P address of the
HA based upon the FQDN of the HA by using DNS or learns it via an

M P- Home- Agent - Address AVP in a redirect response to an HAR (i.e., if
the redirect server adds this AVP to the HAA). Then it sends an HAR
message to Honme Agent by including the Destination-Host AVP set to
the value found in the AMR s M P-Candi dat e- Hone- Agent - Host AVP or

M P- Homre- Agent - Host AVP. |If DNS is used to determine the HA IP
address, it is assuned that the HA has a public address and that it
can be resol ved by DNS

Security considerations may require that the HAR be sent directly
fromthe AAAH to the HA without the use of internediary D aneter
agents. This requires that a security association between the AAAH
and HA be established, as in Figure 4. [If no security association
can be established, the AAAH MUST return an AMA with the Result-Code
AVP set to DI AVETER ERROR_END TO END M P_KEY_ENCRYPTI ON

If Diameter agents are being used (e.g., if there is no redirect
server) the AAAH sends the HAR to the originating AAAF. In this HAR
the Destination-Host AVP is set to the value found in the AMR s M P-
Ori gi nati ng- Forei gn- AAA AVP, and t he M P-Hone- Agent - Host AVP or the
M P- Candi dat e- Hone- Agent - Host AVP found in the AMR is copied into the
HAR.

Therefore, the AAAH MJST al ways copy the M P-Origi nati ng- Forei gn- AAA

AVP fromthe AVR nmessage to the HAR nessage. |n cases when anot her
AAAF receives the HAR this new AAAF will send the HAR to the HA
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Visited Home
Real m Real m
Fommmma + oemmmm - AVR ------- D +
| AAAF | <------ HAR -------- | AAAH
| | | |
+--->| server | ------- HAA ------- > | server
| Fommemm e + <ammmm- AVA -------- Fommemm e +
| L
HAR/ HAA | AMR | | AMA
Y | v
Fomm e e o + Fomm e e o +
| Hore | | Foreign |
| Agent | | Agent |
e + e +
N
[ S + |
| Mbile |[<---------- +
| Node | Mobile IP
Fome e +

Figure 5. Hone Agent Allocated in Visited Real m

Upon recei pt of an HAA fromthe Hone Agent in the visited realm the
AAAF forwards the HAA to the AAAH in the home realm The AMA is then
constructed and issued to the AAAF and, finally, to the FA. If the
Resul t - Code i ndi cates success, the HAA and AMA MUST include the M P-
Home- Agent - Addr ess and t he M P- Mobi | e- Node- Addr ess AVPs.

I f exposing keys to the Dianeter Agents along the way represents an
unacceptabl e security risk, then the redirect approach depicted in
Fi gures 3 and 4 MJUST be used instead.
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Mobi | e Node Forei gn Agent Hone Agent AAAF AAAH

<---Chal l enge----
Reg- Req (Response)->

------------- P\ =S ———
------ AVR- - - - >
<----- HAR- - - - -

<----- HAR- - - - - -

------ HAA- - - - - >
------ HAA- - - - >
<----- AVA- - - - -

Cemmmmmeeo AMA- - - - c oo o

<---Reg-Reply----

Figure 6. M P/Di aneter Exchange for HA Is Allocated in
Visited Real m

If the nobile node noves to another foreign Network, it MAY either
request to keep the same Home Agent within the old foreign network or
request to get a newone in the new foreign network. If the AAAH is
willing to provide the requested service, the AAAH will have to

provi de services for both visited networks; e.g., key refresh.

3.3. Co-located Mbile Node

If a nobile node registers with the Home Agent as a co-located nobile
node, no foreign agent is involved. Therefore, when the Hone Agent
recei ves the Registration Request, an AVR nmessage is sent to the

| ocal AAAH server, with the Co-Located-Mbile-Node bit set in the

M P- Feat ure- Vector AVP. The Hone Agent al so includes the Acct-

Mul ti-Session-l1d AVP (see sections 4.1.1 and 4.1.2) in the AWR sent
to the AAAH, as the AAAH may find this piece of session-state or |og
entry information useful.
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| Mobile | Registration | Hone |
| Node [-------------- >l Agent

Figure 7. Co-located Mbile Node

If the M\N-HA-Key-RRequested bit was set in the AVR nessage fromthe
Home Agent, the hone agent and nobil e node's session keys would be
present in the AVA nessage

Figure 8 shows a signaling diagramthat indicates a secure way to set
up the necessary security associati ons when using redirect servers.
The Proxy AAA represents any AAA server or servers that the HA may
use. This applies to the visited or hone network.
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Local redirect

HA Proxy AAA Agent AAAH
AMR
_______________ >
AVR (Redirect)
____________________ >
AVA (Redirect)
Ko e e e e e e e — . — -
AVA (Redirect)
Cmm e e e ——— .- - -
Setup Security Association
B IS >
AMR
....................................................... >

Figure 8. Use of Redirect Server for Co-located CoA and AMR/ ANVA
3.4. Key Distribution

To allow the scaling of wireless data access across adninistrative
domains, it is necessary to mnimze the nunber of pre-existing
Mobility Security Associations (MSAs) required. This nmeans that each
Forei gn Agent should not be required to have a pre-configured MSA

wi th each Home Agent on the Internet, nor should the nobile node be
required to have a pre-configured MSA (as defined in [MOBILEIP]) wth
any specific foreign agent. Furthernore, when the nobil e node
requests a dynanically allocated hone agent, it is likely to receive
the address of a hone agent for which it has no available nobility
security association.

The Dianmeter Mbile | Pv4 application solves this by including key
distribution functionality, which neans that after a Mbile Node is
aut henticated the authorization phase includes the generation of
session keys and nonces. Specifically, three session keys and two
nonces are generat ed:

- Kl: The M\-HA Session Key, which will be part of the MSA between
the Mobil e Node and the Hone Agent. The M\-HA Sessi on Key
is derived froma nonce generated by AAA. The nobil e node
obtains that nonce in the Registration Reply and generates
this key using the sane fornula that AAA uses.
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- K2: The MN-FA Key, which will be part of the MSA between the
Mobi | e Node and the Foreign Agent. The M\-FA Key is derived
froma nonce generated by AAA. The nobil e node obtains that
nonce in the Registration Reply and generates the M\ FA key
using the sane fornul a that AAA uses.

- K3: The FA-HA Key, which will be part of the MSA between the
Forei gn Agent and the Honme Agent.

The sane session key is used in both directions between two entities;
e.g., the Mobile Node and the Foreign Agent use the same session key
for the MN\-FA and the FA-MN aut hentication extensions. The security
implications of this are exam ned in section 13. However, the SPIs
may be different for the MN-FA and the FA-MN authenti cation
extensions. The SPI for the M\M-FA MSA is used on nessages sent from
the MNto the FA, and the SPI for the FA-MN MSA is used on nessages
sent fromthe FA to the M\

Al'l keys and nonces are generated by the AAAH, even if a Honme Agent
is dynamically allocated in the foreign network.

Figure 9 depicts the MSAs used for Mbile-1Pv4d nessage integrity
using the keys created by the DI AMETER server.

S + S +
| Foreign | K3 | Hore |
| Agent SR >| Agent |
I I I I
Fom e e e - + Fom e e e - +
N N
| K2 K1 |
| EEETEEE + |
| | Mobile | |
R >| Node | <------ +
I I
Fom e oo - +

Figure 9. Mbility Security Associations after Session
Key and Nonce Distribution

The keys destined for the foreign and hone agent are propagated to
the nobility agents via the Dianmeter protocol. |f exposing keys to
the D aneter Agents along the way represents an unacceptable security
ri sk, then the keys MJST be protected either by |PSec or TLS security
associ ations that exist directly between the HA and AAAH or the FA
and AAAF, as expl ai ned above.
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The keys destined for the nobile node MIST al so be propagated via the
Mobi |l e | Pv4 protocol and therefore MJUST foll ow the mechani sms
described in [MPKEYS] instead. In [MPKEYS], the nobile node

recei ves a nonce for each key it needs, and the nobile node will use
the nonce and the long-termshared secret to create the keys (see
section 8).

Once the session keys have been established and propagated, the
nobi l ity devices can exchange registration information directly, as
defined in [ MOBILEIP], without the need of the D aneter
infrastructure. However, the session keys have a lifetinme, after
which the Dianeter infrastructure MUST be invoked again if new
session keys and nonces are to be acquired.

4. Dianeter Protocol Considerations

This section details the relationship of the D anmeter Mbile |IPv4
application to the Di aneter base protocol

This docunent specifies Dianeter Application-ID 2. Dianeter nodes
conforming to this specification MAY advertise support by including
the value of two (2) in the Auth-Application-Id or the Acct-
Application-1d AVP of the Capabilities-Exchange- Request and

Capabi | i ti es- Exchange- Answer conmands [ DI AMBASE]. The val ue of two
(2) MUST be used as the Application-1d in all AVMR AMA and HAR/ HAA
conmmands. The value of two (2) MJST be used as the Application-1d in
all ACR/ ACA conmmands, as this application defines new, mandatory AVPs
for accounting. The value of zero (0) SHOULD be used as the
Application-1d in all STR/ STA and ASR/ ASA comands, as these are
defined in the D aneter base protocol and no additional nmandatory
AVPs for those commands are defined in this docunent.

G ven the nature of Mobile IPv4, re-authentication can only be
initiated by a nobile node, which does not participate in the

D aneter nessage exchanges. Therefore, Dianeter server initiated
re-auth does not apply to this application, and RAR RAA conmmands MUST
NOT be sent for Dianmeter Mbile | Pv4 sessions.

4.1. Dianeter Session Managenent

The AAAH and AAAF MAY nmi ntain session-state or MAY be session-
statel ess. AAA redirect agents and AAA rel ay agents MJUST NOT

mai ntai n session-state. The AAAH, AAAF, proxies and rel ays agents
MUST nai ntain transaction state.

A nobile node’s session is identified via its identity in the User-

Name AVP and the M P-Mbil e- Node- Address, and the M P-Homne- Agent -
Address AVPs. This is necessary in order to allow the session state
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machi ne, defined in the base protocol [D AMBASE], to be used without
nodi fication for this application. However, as the M nay interact
with nore than one FA during the Iife of its session, it is inportant
for the Dianeter Mbile IPv4 application to distinguish the two

pi eces of the session (sone state at the FA, some state at the HA)
and to nanage them i ndependently. The follow ng sub-sections give
further details.

4.1.1. Session ldentifiers
During creation of the AMR, the FA will choose a session identifier

During the creation of the HAR, the AAAH MJUST use a different session
identifier than that used in the AMR/ AMA.  |f the AAAH i s session-

stateful, it MJST send the same session identifier for all HARs
initiated on behalf of a given nobile node’s session. Oherwise, if
the AAAH is session-stateless, it will manufacture a uni que session-

id for every HAR

Wien the HA is first allocated, it MJST create and include an Acct-
Mul ti-Session-1d AVP in the HAA returned to the AAAH.  This
identifier will be kept constant for the life of the Mbile |IPv4d
session, as detailed in the next subsection

4.1.2. WManagi ng Sessions during Mbile | Pv4 Handof fs

G ven the nature of Mobile IPv4, a nobile node MAY receive service
frommany foreign agents during a period of time. However, the hone
real m shoul d not view these handoffs as different sessions, as this
could affect billing systens. Furthernore, foreign agents usually do
not communi cate between each other, which inplies that AAA

i nformati on cannot be exchanged between these entities.

A handoff registration request froma nobile node will cause the FA
to send an AMR to its AAAF. The AMR will include a new session
identifier and MAY be sent to a new AAAF (i.e., a AAAF different from
that used by the previous FA). However, the AMR shall be received by
the AAAH to which the user is currently registered (possibly via the
redi rect mechanismdepicted in Figure 3).

As the AAAH may be session-stateless, it is necessary for the
resulting HAR received by the HA to be identified as a continuation
of an existing session. |If the HA receives an HAR for a nobil e node
with a new session identifier and the HA can guarantee that this
request is to extend an existing service, then the HA MUST be able to
nodify its internal session state information to reflect the new
session identifier.
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For correlation to occur, accounting records nust have sone

comonal ity across handoffs. Therefore, the hone agent MJST send the
sane Acct-Milti-Session-1d AVP value in all HAAs for the nobile's
session. That is, the HA generates a uni que Acct-Milti-Session-Id
when receiving an HAR for a new session and returns this sanme val ue
in every HAA for the session. This Acct-Milti-Session-1d AVP will be
returned to the foreign agent by the AAAH in the AMA. Both the
foreign and honme agents MJST include the Acct-Milti-Session-Id in the
accounting nmessages, as depicted in Figure 10.

4.1. 3. D aneter Session Term nation

A foreign and hone agent followi ng this specification MAY expect
their respective Dianeter servers to naintain session state
information for each nobile node in their networks. For a Dianeter
Server to release any resources allocated to a specific nobile node,
that server has to receive a Session-Tern nation-Request (STR) froma
mobility agent. The nobility agents MJST issue the Session-

Term nati on- Request (STR) if the Authorization Lifetine has expired
and no subsequent M P registration request has been received.

The AAAH SHOULD only deal l ocate all resources after the STRis
received fromthe hone agent. This ensures that a nobile node that
noves fromone foreign agent to another (for exanple, as a result of
a handover) does not cause the Hone D aneter Server to free al
resources for the nmobile node. Therefore, an STR froma foreign
agent would free the session fromthe foreign agent, but not the
session state associated with the home agent (see Figure 10).

STR, Session-1d = foo STR, Session-l1d = bar
_____________________ > K e e e e e e e e e e e ==
+----+ Hom oo + Hom oo + +----+
| FA | | AAAF | | AAAH | | HA
F--- -+ [ + [ + F--- -+
L >
STA, Session-1d = foo STA, Session-Id = bar

Fi gure 10. Session Termination and Session ldentifiers

When deal l ocating all of the nobile node's resources, the hone

D aneter server (and the foreign Dianeter server in the case of an HA
all ocated in foreign network) MUST destroy all session keys that nay
still be valid.

In the event that the AAAF wishes to termnate a session, its Abort-

Sessi on- Request (ASR) [ DI AMBASE] nessage SHOULD be sent to the FA
Simlarly, the AAAH SHOULD send its nmessage to the Hone Agent.
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5. Command- Code Val ues

This section defines Command- Code [ DI AMBASE] val ues that MJST be
supported by all Dianmeter inplenmentations conforming to this
specification. The foll owing Command Codes are defined in this
speci fication:

Command- Name Abbr evi ati on Code Section
AA- Mbbi | e- Node- Request AVR 260 5.1
AA- Mobi | e- Node- Answer AMA 260 5.2
Hone- Agent - M P- Request HAR 262 5.3
Hone- Agent - M P- Answer HAA 262 5.4

5.1. AA- MWbbi |l e- Node- Request

The AA- Mobi | e- Node- Request (AMR), indicated by the Conmand- Code field
set to 260 and the 'R bit set in the Command Flags field, is sent by
an attendant (i.e., the Foreign Agent), acting as a Dianmeter client,
to an AAAF in order to request the authentication and authorization
of a nobile node. The foreign agent (or hone agent in the case of a
co-located Mobile Node) uses information found in the Registration
Request to construct the follow ng AVPs, to be included as part of

t he AVR

Home Address (M P-Mobil e- Node- Address AVP)

Home Agent Address (M P-Hone- Agent - Address AVP)

Mobi | e Node NAI (User-Nane AVP [ DI AVBASE])

MN- HA Key Request (M P-Feature-Vector AVP)

MN\- FA Key Request (M P-Feature-Vector AVP)

M\ AAA Aut henti cation Extension (M P-MN-AAA- Auth AVP)
For ei gn Agent Chal |l enge Extension (M P-FA-Chal |l enge AVP)
Home Agent NAI (M P-Home- Agent - Host AVP)

Home AAA server NAI (Destination-Host AVP [ DI AVMBASE])
Honme Agent to Foreign Agent SPI (M P-HA-t o- FA- SPI AVP)

If the nobile node’s hone address is zero, the foreign or hone agent
MJUST NOT include a M P-Mbil e-Node- Address AVP in the AMR |If the
hone agent address is zero or all ones, the M P-Home- Agent - Addr ess
AVP MUST NOT be present in the AVR

If a home agent is used in a visited network, the AAAF MAY set the
For ei gn- Hone- Agent - Avai l able flag in the MP-Feature-Vector AVP in
the AMR nessage to indicate that it is willing to assign a Hone Agent
inthe visited realm
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If the nobile node’s hone address is all ones, the foreign or hone
agent MJST include a M P-Mbil e-Node- Address AVP, set to all ones.

If the nobile node includes the hone agent NAI and the hone AAA
server NAI [AAANAI], the foreign agent MJST include the M P-Hone-
Agent - Host AVP and t he Destination-Host AVP in the AMR

Message For mat

<AA- Mbbi | e- Node- Request> :: = D aneter Header: 260, REQ PXY >

Session-1D >
Aut h- Application-1d }
User - Nane }
Desti nati on- Real m}
Ori gi n- Host '}
Oigin-Realm}
M P- Reg- Request }
M P- MN- AAA- Aut h }
Acct-Milti-Session-1d ]
Desti nati on- Host ]
Oigin-State-1d ]
M P- Mobi | e- Node- Addr ess ]
M P- Homre- Agent - Addr ess ]
M P- Feat ur e- Vect or ]
M P-Ori gi nat i ng- For ei gn- AAA ]
Aut hori zation-Lifetinme ]
Aut h- Sessi on-State |
M P- FA- Chal | enge ]
M P- Candi dat e- Hone- Agent - Host ]
M P- Home- Agent - Host ]
M P- HA-t 0- FA- SPI ]
Proxy-1Info ]
Rout e- Record ]
AVP ]

Lo s L L e L e L Lo L Lo Lo L Lo Lo o W Y e e e Yo P N N

*  F *

Cal houn, et al. St andards Track [ Page 24]



RFC 4004 D aneter M P August 2005

5.2.

Cal

AA- Mobi | e- Node- Answer

The AA-Mobil e- Node- Answer (AMA), indicated by the Command- Code field
set to 260 and the 'R bit cleared in the Command Fl ags field, is
sent by the AAAH in response to the AA-Mbil e- Node- Request nessage.
The User-Nane MAY be included in the AMA if it is present in the AVR
The Resul t-Code AVP MAY contain one of the values defined in section
6, in addition to the values defined in [ DI AMBASE].

An AMA nessage with the Result-Code AVP set to DI AMETER SUCCESS MUST
i ncl ude the M P-Hone- Agent - Address AVP, MJST include the M P-Mbbil e-
Node- Address AVP, and includes the MP-Reg-Reply AVP if and only if
t he Co-Locat ed- Mobi |l e-Node bit was not set in the M P-Feature-Vector
AVP. The M P-Hone- Agent - Address AVP contains the Hone Agent assigned
to the nobile node, while the M P-Mbil e-Node- Address AVP contai ns
the hone address that was assigned. The AMA nessage MUST contain the
M P- FA-t o- HA- MSA and M P-FA-to-MN-MBA if they were requested in the
AVR and were present in the HAR  The M P-M\-to- HA- MSA and M P- HA-
to- MN- MBA AVPs MUST be present if the session keys were requested in
the AMR and the Co-Locat ed-Mobil e-Node bit was set in the MP-
Feat ur e- Vect or AVP.
Message For mat

<AA- Mobi | e- Node- Answer> :: = Di amet er Header: 260, PXY >
Session-1d >
Aut h- Application-1d }
Resul t - Code }
Origi n-Host '}
Oigin-Realm}
Acct-Milti-Session-1d ]
User - Nane ]
Aut hori zation-Lifetinme ]
Aut h- Sessi on-State |
Error- Message |
Error- Reporting- Host ]
Re- Aut h- Request - Type ]
M P- Feat ur e- Vect or ]
M P- Reg- Reply ]
M P- MN-t 0- FA- MBA ]
M P- MN-t 0- HA- MSA ]
M P- FA-t 0- M\- MBA ]
M P- FA-t 0- HA- MSA ]
M P- HA- t o- M\ MBA ]
M P- MSA-Lifetinme ]
M P- Homre- Agent - Addr ess ]
M P- Mobi | e- Node- Addr ess ]
MP-Filter-Rule ]
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5.

3.

Oigin-State-1d ]
Proxy-1Info ]
AVP ]

*

———

Home- Agent - M P- Request

The AAA sends the Hone- Agent-M P- Request (HAR), indicated by the
Command- Code field set to 262 and the 'R bit set in the Comrand
Flags field, to the Home Agent. |f the Hone Agent is to be assigned
in a foreign network, the HAR is issued by the AAAH and forwarded by
the AAAF to the HAif no redirect servers are involved. |If any are,
the HAR is sent directly to the HA via a security association. |If

t he HAR nessage does not include a M P-NMbbil e- Node- Address AVP, the
Regi stration Request has 0.0.0.0 for the home address, and the HAR i s
successfully processed, the Hone Agent MJST allocate the nobil e nodes
address. If, on the other hand, the honme agent’s |ocal AAA server

al | ocates the nobile node’s hone address, the | ocal AAA server MJST

i nclude the assigned address in a M P-Mbbil e- Node- Address AVP

When session keys are requested for use by the nobile node, the AAAH
MJUST create them and include themin the HAR message. When a FA-HA
session key is requested, it will be created and distributed by the
AAAH server.

Message For mat

D ameter Header: 262, REQ PXY >
Session-1d >

Aut h- Application-1d }

Aut hori zation-Lifetine }
Aut h- Sessi on-State }

M P- Reg- Request }

Ori gi n- Host '}
Oigin-Realm}

User - Nane }
Destination-Real m}

M P- Feat ur e- Vector }
Desti nati on- Host ]

M P- M\- t 0- HA- MBA ]

M P- MN-t 0- FA- MBA ]

M P- HA- t 0- M\- MBA ]

M P- HA- t 0- FA- MSA ]

M P- MBA-Lifetinme ]

M P-Ori gi nat i ng- For ei gn- AAA ]
M P- Mobi | e- Node- Addr ess ]
M P- Homre- Agent - Addr ess ]
MP-Filter-Rule ]
Oigin-State-1d ]

<Home- Agent - M P- Request> :: =

L L L L L e L L L B e Y e Y e e Y e T Pa o NN
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* [ Proxy-lInfo ]
* [ Route-Record ]
* [ AVP ]

5.4. Hone- Agent - M P- Answer

In response to a Hone- Agent-M P-Request, the Hone Agent sends the
Home- Agent - M P- Answer (HAA), indicated by the Command- Code field set
to 262 and the 'R bit cleared in the Conmand Flags field, to its

| ocal AAA server. The User-Nane MAY be included in the HAA if it is
present in the HAR If the hone agent allocated a honme address for
the nmobil e node, the address MUST be included in the M P-Mbile-
Node- Address AVP. The Resul t-Code AVP MAY contain one of the val ues
defined in section 6 instead of the values defined in [ D AVBASE].

Message For mat

Di anet er Header: 262, PXY >
Session-1d >

Aut h- Application-1d }
Resul t - Code }

Ori gi n-Host '}
Oigin-Realm}
Acct-Milti-Session-1d ]
User - Nane ]

Error- Reporting- Host ]
Error- Message |

M P- Reg- Repl y ]

M P- Hore- Agent - Addr ess ]
M P- Mobi | e- Node- Addr ess ]
M P- FA-t o- HA- SPI ]

M P- FA-t o- M\ SPI ]
Oigin-State-1d ]
Proxy-1nfo ]

AVP ]

<Hone- Agent - M P- Answer> ;. =

* %

e L L L L e L L L et Tt T N Y

6. Result-Code AVP Val ues
This section defines new Result-Code [ DI AMBASE] val ues that MJST be

supported by all D aneter inplenmentations that conformto this
speci fication.
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6.1. Transient Failures

Errors in the transient failures category are used to informa peer
that the request could not be satisfied at the time it was received,
but that it may be able to satisfy the request in the future.

DI AVETER_ERROR_M P_REPLY_FAI LURE 4005
This error code is used by the home agent when processing of
the Registration Request has fail ed.

DI AVETER_ERROR HA NOT_AVAI LABLE 4006
This error code is used to informthe foreign agent that the
requested Hone Agent cannot be assigned to the nobile node
at this tine. The foreign agent MJST return a Mbile | Pv4
Regi stration Reply to the nobile node with an appropriate
error code.

DI AVETER_ERROR_BAD_KEY 4007
This error code is used by the hone agent to indicate to the
| ocal Dianmeter server that the key generated is invalid.

DI AVETER_ERROR M P_FI LTER_NOT_SUPPORTED 4008
This error code is used by a nobility agent to indicate to
the hone Dianeter server that the requested packet filter
Rul es cannot be support ed.

6.2. Permanent Fail ures

Errors that fall within the permanent failures category are used to
informthe peer that the request failed and SHOULD NOT be attenpted
agai n.

DI AMETER_ERROR _NO_FORElI GN_HA_SERVI CE 5024
This error is used by the AAAF to informthe AAAH t hat
al l ocation of a home agent in the foreign domain is not
permtted at this tine.

DI AVETER_ERROR_END TO END M P_KEY_ENCRYPTI ON 5025
This error is used by the AAAF/ AAAH to informthe peer that
the requested Mobile I Pv4 session keys could not be
delivered via a security association.

7. Mandatory AVPs

The followi ng table describes the Dianeter AVPs defined in the Mbile
| Pv4 application; their AVP Code val ues, types, and possible flag
val ues; and whet her the AVP MAY be encrypt ed.
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7.

1.

2.

Due to space constraints,

represent | PFilterRule,

Di aneterldentity.

AVP Section

D aneter MP

Attribute Name Code Defined Value Type | MUST|

M P- Reg- Request 320

M P- Reg- Repl y 321

M P- M\ AAA- Aut h 322

M P- Mobi | e- Node- 333
Addr ess

M P- Honme- Agent - 334
Addr ess

M P- Candi dat e- 336
Home- Agent - Host

M P- Feat ur e- 337
Vect or

M P- Aut h- 1 nput - 338
Dat a- Lengt h

M P- 339
Aut hent i cator-Length

M P- 340

Aut henticator-O f set

M P- M\- AAA- SPI 341
MP-Filter-Rule 342
M P- FA- Chal | enge 344

M P-Origi nating- 347

For ei gn- AAA

M P- Honme- Agent - 348
Host

The M P- Reg- Request AVP (AVP Code 320)

7

7.

M P- Reg- Request AVP

1 Cctet String|
2 Cctet String
6 G ouped |
3 Addr ess |
.4 Addr ess |
.9 Di am dent |
.5 Unsi gned32 |

.6.2 Unsi gned32 |

.6.3 Unsi gned32 |

6.4 Unsi gned32 |

7.6.1 Unsi gned32 |
7.
7.7 Cctet String

8 | PFi | trRul e]

.10 G ouped |

.11 D am dent |

< £ L £ £ £ £ £ £ £

TTUVT Rv) T Bv) Rv)

Rv)

| SHLD|

MAY |

NOT|

August 2005

the short formIPFiltrRule is used to
and Diam dent is used to represent

< < <<< < < < < < < <<x<<
Z < <<< < < < < zZ =< =<=<=<<

is of type CctetString and

contains the Mbile I Pv4d Registration Request [MOBILEIP] sent by the
nmobi | e node to the foreign agent.

M P- Reg- Repl y AVP

The M P-Reg-Reply AVP (AVP Code 321)

is of type CctetString and

contains the Mbile IPv4 Registration Reply [ MOBILEIP] sent by the
hone agent to the foreign agent.
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7.3. M P-Mobi | e- Node- Addr ess AVP

The M P- Mbbi | e- Node- Address AVP (AVP Code 333) is of type Address and
contains the nobile node’'s hone | P address.

7.4. M P-Hone- Agent - Addr ess AVP

The M P- Horre- Agent - Address AVP (AVP Code 334) is of type Address and
contains the nobile node’s home agent |P address.

7.5. M P- Feat ur e- Vect or AVP

The M P- Feature-Vector AVP (AVP Code 337) is of type Unsigned32 and
is added with flag values set by the foreign agent or by the AAAF
owned by the same admninistrative domain as the foreign agent. The
forei gn agent SHOULD i ncl ude M P-Feature-Vector AVP within the AVR
message it sends to the AAAF.

Fl ag val ues currently defined include the foll ow ng:

Mobi | e- Node- Hore- Addr ess- Request ed

Home- Addr ess- Al | ocat abl e- Onl y-i n- Home- Real m
Honme- Agent - Request ed

For ei gn- Hone- Agent - Avai | abl e

16 M\ HA- Key- Request

32 MN- FA- Key- Request

64 FA- HA- Key- Request

128 Home- Agent - | n- For ei gn- Net wor k

256 Co- Locat ed- Mobi | e- Node

NP

The flags are set according to the follow ng rules.

If the nobile node includes a valid horme address (i.e., one not equal
to 0.0.0.0 or 255.255.255.255) in its Registration Request, the

forei gn agent sets the Mobil e- Node- Hone- Addr ess- Requested flag in the
M P- Feat ure- Vector AVP to zero.

If the nobile node sets the hone agent field equal to 255.255. 255, 255
inits Registration Request, the foreign agent sets both the Home-
Agent - Requested flag and the Home- Address- Al |l ocat abl e- Onl y-i n- Hone-
Realmflag to one in the M P-Feature-Vector AVP.

Cal houn, et al. St andards Track [ Page 30]



RFC 4004 D aneter M P August 2005

If the nobile node sets the hone agent field equal to 0.0.0.0 inits
Regi strati on Request, the foreign agent sets the Home- Agent - Request ed
flag to one and zeroes the Hone- Address- Al | ocat abl e- Onl y-i n- Hone-
Real mflag in the M P-Feature-Vector AVP.

Whenever the foreign agent sets either the

Mobi | e- Node- Honme- Addr ess- Request ed flag or the Hone- Agent - Request ed

flag to one, it MJST set the M\ HA- Key- Request flag to one. The M\
HA- Key- Request flag is also set to one if the nobile node includes a
"Ceneralized M\HA Key Generation Nonce Request” [M PKEYS] extension
with the subtype set to AAA

If the nobile node includes a "CGeneralized M\FA Key Generation Nonce
Request" [M PKEYS] extension with the AAA subtype (1) inits

Regi strati on Request, the foreign agent sets the M\ FA-Key- Request
flag to one in the M P-Feature-Vector AVP.

If the nobile node requests a hone agent in the foreign network
either by setting the honme address field to all ones, or by
specifying a home agent in the foreign network, and the AAAF

aut hori zes the request, the AAAF MJUST set the Home- Agent- | n-Foreign-
Network bit to one.

If the AAAF is willing and able to assign a hone agent in the foreign
networ k, the AAAF sets the Foreign-Hone-Agent-Available flag to one.

If the Home Agent receives a Registration Request fromthe nobile
node indicating that the MNis acting as a co-located nobil e node,
the hone agent sets the Co-Located-Mbil e-Node bit to one.

If the foreign agent’s local policy allows it to receive AAA session
keys and it does not have any existing FA-HA key with the honme agent,
the foreign agent MAY set the FA-HA- Key- Request fl ag

The foreign agent MUST NOT set the Foreign-Hone-Agent - Avail abl e and
Hone- Agent - | n- For ei gn- Network flag both to one.

Wien the AAAF receives the AMR nessage, it MJST first verify that the
sender was an authorized foreign agent. The AAAF then takes any
actions indicated by the settings of the M P-Feature-Vector AVP
flags. The AAAF then MAY set additional flags. Only the AAAF may
set the Foreign-Hone- Agent - Avai | abl e and Hone- Agent - | n- For ei gn-
Network flags to one. This is done according to |local administrative
policy. Wen the AAAF has finished setting additional flags
according to its local policy, then the AAAF transmits the AMR with
the possibly nodified M P-Feature-Vector AVP to the AAAH
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7.6. M P-M\- AAA- Auth AVP

The M\- AAA- Auth AVP (AVP Code 322) is of type G ouped and contains
some ancillary data to sinplify processing of the authentication data
in the Mbbile | Pv4 Registrati on Request [MOBILEIP, MPCHAL] by the
target AAA server. Its value has the foll owing ABNF granmar:

M P- M\ AAA- Auth :: = < AVP Header: 322 >
{ M P-M\ AAA-SPI 1}
{ M P-Auth-Input-Data-Length }
{ P- Aut hent i cator-Length }
{ P- Aut henticator-Ofset }
[ AVP ]

=L

*

7.6.1. M P-MWN AAA- SPI AVP

The M P- MN- AAA- SPI AVP (AVP Code 341) is of type Unsigned32 and

i ndi cates the MSA by which the targeted AAA server (AAAH) shoul d
attenpt to validate the Authenticator conputed by the nobile node
over the Registration Request data.

7.6.2. M P-Auth-Input-Data-Length AVP

The M P- Aut h- | nput - Dat a- Length AVP (AVP Code 338) is of type

Unsi gned32 and contains the length, in bytes, of the Registration
Request data (data portion of M P-Reg-Request AVP) that should be
used as input to the algorithm as indicated by the M\- AAA- SPI AVP,
used to determ ne whether the Authenticator Data supplied by the
nmobi | e node is valid.

7.6.3. MP-Authenticator-Length AVP
The M P- Aut henti cator-Length AVP (AVP Code 339) is of type Unsigned32
and contains the length of the authenticator to be validated by the
targeted AAA server (i.e., AAAH).

7.6.4. MP-Authenticator-Ofset AVP
The M P-Aut henticator-Ofset AVP (AVP Code 340) is of type Unsigned32
and contains the offset into the Registration Request Data, of the

aut henticator to be validated by the targeted AAA server (i.e.,
AAAH) .
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7.7. MP-FA-Chall enge AVP

The M P- FA-Chal | enge AVP (AVP Code 344) is of type OctetString and
contains the chall enge advertised by the foreign agent to the nobile
node. This AVP MJST be present in the AMRif the nobile node used
the RADI US-style M\-AAA conputation algorithm[M PCHAL].

7. 8. MP-Filter-Rule AVP

The MP-Filter-Rule AVP (AVP Code 342) is of type IPFilterRule and
provides filter rules that have to be configured on the foreign or
hone agent for the user. The packet filtering rules are set by the
AAAH by adding one or nore MP-Filter-Rule AVPs in the HAR i f
destined for the hone agent and/or in the AMA if destined for the
foreign agent.

7.9. M P-Candi dat e- Hone- Agent - Host

The M P- Candi dat e- Honme- Agent - Host AVP (AVP Code 336) is of type

Di aneterldentity and contains the identity of a honme agent in the
forei gn network that the AAAF proposes to be dynanically assigned to
t he nobil e node.

7.10. M P-Oiginating-Forei gn- AAA AVP

The M P-Origi nati ng- For ei gn- AAA AVP (AVP Code 347) is of type G ouped
and contains the identity of the AAAF, which issues the AMR to the
AAAH. The M P-Ori gi nati ng- Forei gn- AAA AVP MJST only be used in cases
when the home agent is or nay be allocated in a foreign domain. |If
the M P-Originating-Foreign-AAA AVP is present in the AMR the AAAH
MUST copy it into the HAR

M P-Ori gi nati ng- Forei gn- AAA ::= < AVP Header: 347 >
{ Oigin-Realm}
{ Oigin-Host }
* [ AVP ]

7.11. M P-Hone- Agent - Host  AVP

The M P- Horre- Agent - Host AVP (AVP Code 348) is of type G ouped and
contains the identity of the assigned Hone Agent. |If the M P-Hone-
Agent -Host AVP is present in the AMR the AAAH MJUST copy it into the
HAR.

M P- Homre- Agent - Host ::= < AVP Header: 348 >
{ Destination-Realm}
{ Destination-Host }
* [ AVP ]
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8. Key Distribution

The nobile node and nobility agents use session keys (i.e.

the MN-FA, FA-HA, and M\-HA session keys) to conmpute authentication
extensions applied to MP registration nessages, as defined in
[MOBILEIP]. |If session keys are requested, the AAAH MJUST return the
keys and nonces after the nobile node is successfully authenticated
and aut hori zed.

The SPI val ues are used as key identifiers, and each session key has
its own SPI val ue; nodes that share a key can have multiple different
SPIs all referring to the sane key. 1In all cases, the entity that
recei ves an authentication extension (i.e., that verifies the

aut hentication extension) is providing the entity that sends the

aut hentication extension (i.e., that conmputes the authentication
extension) the value of the SPI to use for that conputation. Note
that the keys in this nodel are symetric in that they are used in
both directions, even though the SPIs do not have to be symetric.

The nmobile node allocates SPIs for use in the FA-MN and HA- MWN
nmobility security associations, via the Mbile | Pv4 AAA Key Request
extensions [ M PKEYS]. The home agent allocates SPIs for the M\-HA
and FA-HA mobility security association. The foreign agent chooses
SPIs for the MVFA and HA-FA nobility security associations.

Once the session keys and nonces have been distributed, subsequent
Mobil e | Pv4 registrations need not invoke the AAA infrastructure
until the keys expire. As mandated by Mbile | Pv4, these

regi strations MJST include the M\-HA aut hentication extension

Li kewi se, subsequent registrations MJST al so include M\-FA

aut hentication extension if the M\-FA session key was generated and
distributed by AAA. The sane hold true for subsequent use of the
FA- HA aut henti cati on extensions.

8.1. Authorization Lifetime vs. MP Key Lifetine

The Dianeter Mbile | Pv4d application nakes use of two tinmers: the
Aut hori zation-Lifetime AVP [ DI AMBASE] and the M P-MSA-Lifetime AVP.

The Aut horization-Lifetine contains the nunber of seconds before the
nmobi | e node nust issue a subsequent MP registration request. The
content of the Authorization-Lifetine AVP corresponds to the Lifetine
field in the MP header [MOBILEIP].

The M P-MBA-Lifetime AVP contains the nunber of seconds before

session keys destined for the nobility agents and the nobil e node
expire. A value of zero indicates infinity (no tinmeout). |If not
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zero, the value of the MP-MsA-Lifetinme AVP MUST be at |east equal to
the value in the Authorization Lifetine AVP.

8.2. Nonce vs. Session Key

As described in section 3.4, the AAAH generates session keys and
transmits themto the hone agent and foreign agent. The AAAH
generates nonces that correspond to the same keys and transnits them
to the nobile node. When it is necessary to protect the session keys
and SPIs fromun-trusted D aneter agents, end-to-end security
mechani sms such as TLS or I PSec are required to elimnate all

D aneter Agents between the FA or HA and the AAAH, as outlined above.

In [MPKEYS], the nobility security associations are established via
nonces transnmitted to the nobile node via Mbile IPv4. To provide

t he nonces, the AAAH nust generate a random [ RANDOM val ue of at

| east 128 bits [ M PKEYS]. The nobile node then uses the nonce to
derive the M\-HA and M\ FA session keys.

More details of the MNHHA and the M\ FA session key creation
procedures are found in [ M PKEYS].

The hashing al gorithm used by the nobile node to construct the
session key has to be the same as that used by the AAAH in the
session key generation procedure. The AAAH therefore indicates the
al gorithmused along with the nonce.

The FA-HA and HA- FA session key is shared between the FA and HA. The
AAAH generates a random [ RANDOM val ue of at |east 128 bits for use
as this session key.

See sections 9 for details about the format of the AVPs used to
transport the session keys.

8.3. Distributing the Mbil e-Honme Session Key

If the nobil e node does not have an M\-HA session key, then the AAAH
is likely to be the only trusted entity that is available to the
nobi | e node. Thus, the AAAH has to generate the M\-HA session key.

The distribution of the HA-MN (session) key to the HA is specified in
sections 1.2 and 3.4. The HA and AAAH establish a security
association (IPSec or TLS) and transport the key over it. If no
security association exists between the AAAH and the home agent and a
security association cannot be established, the AAAH MUST return a
Resul t - Code AVP with DI AVMETER ERROR END TO END M P_KEY_ENCRYPTI ON
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The AAAH al so has to arrange for the key to be delivered to the

nobi |l e node. Unfortunately, the AAAH only knows about Di aneter
nmessages and AVPs, and the nobile node only knows about Mbile |Pv4
nmessages and extensions [MOBILEIP]. For this purpose, AAAH incl udes
the MN-HA M P-nonce AVP into a M P-MN-t o- HA- MSA AVP, which is added
to the HAR (for FA COA style Mbile IPv4) or to the AVA (for

coll ocated COA-style Mbile I Pv4 nessages) and delivered either to a
| ocal home agent or a honme agent in the visited network. Note that
the nmobile node will use the nonce to create the M\-HA session key by
using the MN-AAA key it shares with the AAAH [ M PKEYS]. The AAAH has
to rely on the home agent (which al so understands Di aneter) to
transfer the nonce into a Mobile I Pv4d "CGeneralized M\- HA Key
Ceneration Nonce Reply" extension [MPKEYS] in the Registration Reply
message. The HA includes the SPIs proposed by the nobile node and
the home agent in the "Generalized M\-HA Key Generation Nonce
Request" extension. The home agent can format the Reply nessage and
extensions correctly for eventual delivery to the nobile node. The
resulting Registration Reply is added to the HAA's M P-Reg- Reply AVP.

The AAAH parses the HAA nessage, transforns it into an AMA nessage
contai ning an M P-Reg-Reply AVP, and sends the AMA nessage to the
foreign agent. The foreign agent then uses that AVP to recreate a
Regi stration Reply message containing the "CGeneralized M\- HA Key

CGeneration Nonce Reply" extension for delivery to the nobile node.

In sunmary, the AAAH generates the MN-HA nonce, which is added to the
M P- M\-t 0- HA- MSA AVP, and a session key, which is added to the

M P- HA-t o- M- MBA AVP. These AVPs are delivered to the hone agent in
HAR or AMA nessages. The hone agent retains the session key for its
own use and copies the nonce fromthe MP-MN\-to-HA-MSA AVP into a
"CGeneralized MVHA Key Generation Nonce Reply" extension, which is
appended to the Mbile I Pv4 Registration Reply message. This

Regi stration Reply nmessage MJST al so include the HA-MN aut hentication
extension, which is created by using the newy allocated HA- MN
session key. The hone agent then includes the Registration Reply
message and extensions into a MP-Reg-Reply AVP as part of the HAA
nmessage to be sent back to the AAA server.

The key derived by the MN fromthe M\-HA session nonce is identical
to the HA-MN session key provided to the HA

8.4. Distributing the Mbil e-Foreign Session Key

The MN\-FA session nonce is also generated by AAAH (upon request) and
added to the M P-M\-to- FA- MSA AVP, which is added to the HAR and
copi ed by the honme agent into a "Generalized M\FA Key CGeneration
Nonce Reply" extension [ M PKEYS] of the Mobile |1 Pv4 Registration
Reply message. The HA also includes the SPIs proposed by the nobile
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node and foreign agent in the "Generalized M\FA Key CGeneration Nonce
Request" extension. The AAAH includes the FA-MN session key in the
M P-FA-to- MN- MSA AVP in the AMA, to be used by the foreign agent in
the conputation of the FA-MN authentication extension.

The key derived by the MN fromthe M\-FA session nonce is identica
to the FA-MN session key provided to the FA

8.5. Distributing the Foreign-Honme Session Key

If the foreign agent requests an FA-HA session key, it also includes
a MP-HA-to-FA-SPI AVP in the AMR to convey the SPI to be used by the
hone agent for this purpose. The AAAH generates the FA-HA session
key, which is identical to the HA-FA session key, and distributes
that to both the HA and the FA over respective security associations
by using the M P-HA-to-FA- MSA and M P- FA-to- HA- MSA AVPs. The HA
conveys the SPI that the FA MJUST use in the HAA, this is sinmilar to
the way in which the FA conveys that the SPI that the HA MJST use in
the AMR.  The AAAH | ater includes these SPIs in the M P-FA-HA- MSA and
M P- HA- FA- MSA AVPs, respectively, along with the session key.

Refer to Figures 2, 3, 4, and 6 for the messages invol ved.

Note that if nultiple MNs are registered on the sane FA and HA pair,
then multiple nobility security associations would be distributed.
However, only one is required to protect the Mbile IP contro

traffic between FA and HA. This creates an unacceptable | evel of
state (i.e., to store the two SPIs and shared key for each FA-HA
mobility security association). To inprove scalability, the FA and
HA may discard FA-HA nobility security associations prior to the tine
when they actually expire. However, if a proper discard policy is
not chosen, this could cause Mbile I P nessages in transit or waiting
in queues for transmi ssion to fail authentication

The FA MJST al ways use the FA-HA security association with the | atest
expiry tinme when conputing authentication extensions on outgoing
messages. The FA MAY discard HA-FA nobility security associations 10
seconds after a new HA-FA nobility security association arrives with
a later expiry tine.

The HA SHOULD use the HA-FA nobility security association that has
the latest expiry tinme when conputing authentication extensions in
out goi ng nessages. However, when the HA receives a new HA-FA
nmobility security association with a later expiry time, the HA SHOULD
wait 4 seconds for the AMA to propagate to the FA before using the
new associ ation. Note that the HA always uses the nobility security
associ ation fromthe HAR when constructing the Mbile I P Registration
Reply in the corresponding HAA.  The HA MAY discard an FA-HA nobility
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security association once it receives a nessage authenticated by a
FA-HA nmobility security association with a later expiry tine.

9. Key Distribution AVPs

The Mobile-1P protocol defines a set of nobility security
associ ati ons shared between the nobil e node, foreign agent, and hone
agent. These three nobility security associations (M\HA M\-FA and
FA-HA) are dynamically created by the AAAH and have previously been
described in sections 3.4 and 8. AAA servers supporting the Di aneter
Mobile I P Application MJST inplenent the key distribution AVPs
defined in this docunent.

The names of the key distribution AVPs indicate the two entities
sharing the nobility security association. The first naned entity in
the AVP nane will use the nobility security association to create

aut henti cati on extensions using the given SPI and key. The second
naned entity in the AVP nane will use the nobility security
association to verify the authentication extensions of received

Mobil e | P nmessages.

For instance, the M P-M\-to-HA- MSA AVP contains the M\-HA nonce,

whi ch the nobile node will use to derive the MN-HA Key, and the

M P- HA-t o- MN- MBA AVP contains the MN-HA key for the hone agent. Note
that nmobility security associations are unidirectional; however, this
application delivers only one key that is shared between both

uni directional security associations that exist between two peers.
The security considerations of using the sanme key in each direction
are given in section 13. The SPIs are, however, unique to each
unidirectional security association and are chosen by the peer that
will receive the Mobile I P nessages authenticated with that security
associ ati on.

The follow ng table describes the Dianeter AVPs defined in the Mbile

| P application and their AVP Code val ues, types, and possible flag
val ues.
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o m e e e e e e +
| AVP Fl ag Rul es |

[----+----- [ R - ----+

AVP Section | | | SHLD] MUST| MAY |

Attribute Name Code Defined Value Type | MUST| MAY | NOT| NOT| Encr |
----------------------------------------- I e R IR
M P- FA-to- HA- SPI 318 9. 11 Unsigned32 | M | P | | V | Y |
M P-FA-to-M\-SPI 319 9.10 Unsigned32 | M | P | | V | Y |
M P- HA-t o- FA-SPI 323 9.14 Unsigned32 | M | P | | V | Y |
M P- M\-t 0o- FA- MSA 325 9.5 G ouped | M | P | | V | Y |
M P-FA-to- MN-MSA 326 9.1 G ouped | M | P | | V | Y |
M P- FA-t o- HA- MSA 328 9.2 G ouped | M | P | | V | Y |
M P- HA- t o- FA- MBA 329 9.3 G ouped | M | P | | V | Y |
M P-M\-to-HA-MSA 331 9.6 G ouped | M | P | | V | Y |
M P- HA-t o- M\- MSA 332 9.4 G ouped | M | P | | V | Y |
M P- Nonce 335 9.12 CctetStringl M | P | | V | Y |
M P- Session-Key 343 9.7 CctetStringl M | P | | V | Y |
M P- Al gorithm 345 9.8 Enunerated | M | P | | V | Y |

Type

M P- Repl ay- Mode 346 9.9 Enunerated | M | P | | V | Y |
M P- MSA- Lifetinme 367 9.13 Unsigned32 | M | P | | V | Y |

9.1. MP-FA-to- M\ MBA AVP

The M P-FA-to- M\- MSA AVP (AVP Code 326) is of type Grouped and
contains the FA-MN session key. This AVP is conveyed to the FA in an
AMA nmessage. The MN allocates the MP-FA-to-MN-SPI.  The FA creates
an FA-MN aut hentication extension by using the session key and
algorithm and the MN verifies that extension by using the sane
session key and algorithm The data field of this AVP has the
foll owi ng ABNF gramar :

M P-FA-to- MN-MBA @ := < AVP Header: 326 >
M P- FA-t o- M\ SPI }
M P- Al gorithm Type }
M P- Sessi on- Key }
P

<
{
{
{
[ ]

*

2

9.2. M P-FA-to-HA- MSA AVP

The M P- FA-to- HA- MSA AVP (AVP Code 328) is of type G ouped and
contains the FA-HA session key. This AVP is conveyed to the FA in an
AMA nmessage. The HA allocates the M P-FA-to-HA-SPI. The FA creates
the FA-HA aut hentication extension by using the session key and
algorithm and the HA verifies that extension by using the sane key
and algorithm The AVP's data field has the foll owi ng ABNF gramar:
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AVP Header: 328 >

P- FA-t 0- HA- SPI }
P- Al gorithm Type }
P-

P

M P-FA-to- HA- MBA @ =
M
M
M P- Sessi on- Key }

]

*

2

<
{
{
{
[

9.3. M P-HA-to-FA- MSA AVP

The M P- HA-t o- FA- MSA AVP (AVP Code 329) is of type G ouped and
contains the Home Agent’s session key, which it shares with the
foreign agent. This AVP is conveyed to the HA in an HAR nessage.
The FA allocates the MP-HA-to-FA-SPI. The HA creates the HA-FA

aut henti cati on extension by using the session key and al gorithm and
the FA verifies that extension by using the sanme session key and
algorithm The AVP's data field has the foll owi ng ABNF granmar:

M P- HA-t o- FA-MBA ;= < AVP Header: 329 >

{ M P-HA-to- FA- SPI }
{ MP-AlgorithmType }
{ M P-Session-Key }

[ AVP ]

*

9.4. M P-HA-to- M\- MSA AVP

The M P-HA-to- M\- MSA AVP (AVP Code 332) is of type Grouped, and
contains the HA- MN session key. This AVP is conveyed to the HA in an
HAR for FA COA Mbile IPv4 and in an AVMA for coll ocated COA Mbile

I Pv4. The MN allocates the MP-HA-to-M\-SPI.  The HA creates the

HA- MN aut henti cati on extensi on by using the session key and
algorithm and the MN verifies that extension by using the sane key
and algorithm The AVP's field has the foll owi ng ABNF gramar:

M P-HA-t o- M- MBA ::= < AVP Header: 332 >

{ M P-HA-to- M\ SPI }
{ MP-AlgorithmType }
{ M P-Repl ay- Mbde }
{ M P-Session-Key }
[ AVP ]

2

9.5. M P-M\-t o- FA- MBA AVP

The M P- MN-t o- FA- MSA AVP (AVP Code 325) is of type Grouped, and
contains the M\ FA session nonce, which the nobile node uses to
derive the M\-FA session key. This AVP is conveyed to the HA in an
HAR nessage. The FA allocates the MP-M\-to-FA-SPI. The MN creates
the MN\-FA aut henti cation extension by using the session key and
algorithm and the FA verifies that extension using the sane key and
al gorithm
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The hone agent uses this AVP in the construction of the Mbile IP
"Ceneralized M\-FA Key Generation Nonce Reply" extension [ M PKEYS].

M P-WMN-to- FA-MBA ::= < AVP Header: 325 >

{ MP-M\FA-SPI }

{ MP-AlgorithmType }
{ M P-nonce }

[ AVP ]

*

9.6. M P-M\-t o- HA- MSA AVP

The M P- MN-t o- HA- MSA AVP (AVP Code 331) is of type Grouped and
contains the M\HA session nonce, which the nobile node uses to
derive the M\-HA session key. This AVP is conveyed to the HA in an
HAR nessage for FA COA Mbile IPv4 and in an AMR for coll ocated
Mobile I Pv4. The HA allocates the MP-M\-to-HA-SPI.  The MN creates
the M\-FA aut hentication extension using the session key and
algorithm and the HA verifies that extension using the sane session
key and al gorithm

The Hone Agent uses this AVP in the construction of the Mbile IP
"Ceneralized M\HA Key Generation Nonce Reply" extension [M PKEYS].

M P- MN-t o- HA- MSA @ : = < AVP Header: 331 >

{ MP-MHA-SPI }

{ MP-Algorithm Type }
{ M P-Repl ay- Mbde }

{ M P-nonce }

[ AVP ]

*

9.7. M P-Session-Key AVP
The M P- Sessi on-Key AVP (AVP Code 343) is of type CctetString and
contains the Session Key for the associated Mbile | Pv4
aut henti cation extension. The HAAA selects the session key.

9.8. MP-Agorithm Type AVP
The M P-Al gorithm Type AVP (AVP Code 345) is of type Enunerated and
contains the Algorithmidentifier for the associated Mbile | Pv4

aut hentication extension. The HAAA selects the algorithmtype. The
followi ng values are currently defined:

2 HVAGC SHA-1 [ HVAC]
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9.9. M P-Repl ay- Mbde AVP

The M P- Repl ay- Mode AVP (AVP Code 346) is of type Enunerated and
contains the replay node the Home Agent for authenticating the nobile
node. The HAAA selects the replay node.

The follow ng val ues are supported (see [ MOBILEIP] for nore
i nformation):

1 None
2 Ti mest anps
3 Nonces

9.10. M P-FA-to-MN-SPI AVP

The M P-FA-to-MN-SPI AVP (AVP Code 319) is of type Unsigned32, and it
contains the Security Parameter Index the FA that and WMN use to refer
to the FA-MN nobility security association. The MN allocates the
SPI, and it MJUST NOT have a val ue between zero (0) and 255, which is
the reserved namespace defined in [ MOBILEIP].

9.11. M P-FA-to-HA-SPI AVP

The M P-FA-to-HA-SPI AVP (AVP Code 318) is of type Unsigned32 and
contains the Security Paraneter Index the FA and HA use to refer to
the FA-HA nobility security association. The HA allocates the SPI,
and it MJUST NOT have a val ue between zero (0) and 255, which is the
reserved nanespace defined in [ MOBILEIP].

9.12. M P-Nonce AVP

The M P-Nonce AVP (AVP Code 335) is of type CctetString and contains
the nonce sent to the nobile node for the associated authentication
extension. The nobile node follows the procedures in [MPKEYS] to
generate the session key used to authenticate Mbile | Pv4

regi stration nmessages. The HAAA sel ects the nonce.

9.13. MP-MSA-Lifetine AVP

The M P- MBA-Lifetime AVP (AVP Code 367) is of type Unsigned32 and
represents the period of time (in seconds) for which the session key
or nonce is valid. The associated session key or nonce, as the case
may be, MJST NOT be used if the lifetine has expired; if the session
key or nonce lifetine expires while the session to which it applies
is still active, either the session key or nonce MJIST be changed or
the associ ati on Mbile | Pv4 session MIST be term nated.
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9.

10.

10.

10.

10.

10.

10.

14. M P-HA-to- FA-SPI AVP

The M P-HA-to-FA-SPI AVP (AVP Code 323) is of type Unsigned32 and
contains the Security Paranmeter Index the HA and FA use to refer to
the HA-FA nobility security association. The FA allocates the SPI,
and it MJUST NOT have a val ue between zero (0) and 255, which is the
reserved nanespace defined in [ MOBILEIP].

Accounti ng AVPs
1. Accounting-Input-Cctets AVP

The Accounting-I|nput-Cctets AVP (AVP Code 363) is of type Unsigned64,
and contains the nunber of octets in | P packets received fromthe
user. This AVP MJST be included in all Accounting-Request nessages
and MAY be present in the correspondi ng Accounting- Answer nmessages as
wel | .

2. Accounting-Qutput-Cctets AVP

The Accounting-Qut put-Cctets AVP (AVP Code 364) is of type Unsigned64
and contains the nunber of octets in |P packets sent to the user.
This AVP MIUST be included in all Accounting-Request nmessages and NAY
be present in the correspondi ng Accounti ng- Answer nessages as wel |l .

3. Acct-Session-Ti ne AVP

The Acct-Tine AVP (AVP Code 46) is of type Unsigned32 and indicates
the I ength of the current session in seconds. This AVP MJST be
included in all Accounting-Request nmessages and NMAY be present in the
correspondi ng Accounti ng- Answer nessages as well.

4. Accounting- | nput - Packets AVP

The Accounti ng- 1 nput - Packets (AVP Code 365) is of type Unsigned64 and
contains the nunber of | P packets received fromthe user. This AVP
MUST be included in all Accounting-Request nessages and MAY be
present in the correspondi ng Accounting- Answer nessages as well.

5. Accounti ng- Qut put - Packet s AVP

The Accounti ng- Qut put - Packets (AVP Code 366) is of type Unsigned64
and contains the nunber of IP packets sent to the user. This AVP
MUST be included in all Accounting-Request nessages and MAY be
present in the correspondi ng Accounting- Answer nessages as wel | .
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10. 6. Event-Ti nestanp AVP

The Event-Timestanp (AVP Code 55) is of type Tine and MAY be incl uded
in an Accounti ng- Request nessage to record the tine at which this
event occurred on the nobility agent, in seconds since January 1,
1970, 00:00 UTC.

11. AVP Cccurrence Tabl es
The follow ng tables present the AVPs defined in this docunent and
their occurrences in Dianeter messages. Note that AVPs that can only
be present within a G ouped AVP are not represented in this table.

The table uses the follow ng synbol s:

0 The AVP MUST NOT be present in the nmessage.

0+ Zero or nore instances of the AVP MAY be present in the
nessage.

0 - 1 Zero or one instance of the AVP MAY be present in the
nessage.

1 One instance of the AVP MUST be present in the nessage.

11. 1. Mobil e | P Conmand AVP Tabl e

The table in this sectionis limted to the Command Codes defined in
this specification.

Attribute Name | AWR

Aut hori zation-Lifetinme |
Aut h- Appl i cation-1d |
Aut h- Sessi on- St at e |
Acct-Mil ti-Session-1d |
Dest i nati on- Host |
Desti nati on- Real m |
Error- Message |
Error- Reporting- Host |
M P- Candi dat e- Hone- Agent - Host |
|
|
|
|
|
|
|

1
1
[ERN
1
[ERN

1 1
=
1 1
=

M P- Home- Agent - Host

M P-Ori gi nat i ng- For ei gn- AAA
M P- FA- Chal | enge

M P- FA-t o- M\- VBA

M P- FA- t o- HA- MBA

M P- HA- t 0- FA- MBA

M P- HA- t 0- M\- VBA

1
1
[

1
N A

1 1
=

(R
0O000D00000O0OO0OO0O0ORO

OOOOOOOIOOOI—‘OOOHO
[cNolololololololololololoNal )
OOOOOOOIOOOI—‘OOI—‘HH

1
-
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11.

12.

12.

12.

12.

2. Accounting AVP Tabl e

The table in this section is used to represent which AVPs defined in
this docunent are to be present in the Accounting nessages, as
defined in [ DI AMBASE] .

T +

| Command- Code|

[------ R e +
Attribute Name | ACR | ACA
------------------------------------- [------*+------+
Accounting- |l nput-Cctets | 1 | O-1
Account i ng- | nput - Packet s | 1 | O0-1
Account i ng- Qut put-Cctets | 1 | O0-1
Account i ng- Qut put - Packet s | 1 | O0-1
Acct-Mil ti-Session-Id | 1 | O0-1
Acct - Sessi on-Ti e | 1 | O0-1
M P- Feat ur e- Vect or | 1 | 0-1 |
M P- Home- Agent - Addr ess | 1 | 0-1 |
M P- Mobi | e- Node- Addr ess | 1 | O0-1

| | |

Event - Ti nest anp

| ANA Consi der ati ons

This section contains the nanespaces that have either been created in
this specification or had their val ues assigned to existing
nanespaces nmanaged by | ANA

1. Command Codes

Thi s specification assigns the values 260 and 262 fromthe Conmand
Code nanespace defined in [D AMBASE]. See section 5 for the
assi gnnent of the namespace in this specification

2. AVP Codes

Thi s specification assigns the values 318 - 348 and 363 - 367 from
the AVP Code nanespace defined in [ DI AMBASE]. See sections 7, 9, and
10 for the assignnent of the namespace in this specification

3. Result-Code AVP Val ues

Thi s specification assigns the values 4005 - 4008 and 5024 - 5025
fromthe Result-Code AVP (AVP Code 268) val ue nanespace defined in
[ DI AMBASE] . See section 6 for the assignnent of the namespace in
this specification.

Cal houn, et al. St andards Track [ Page 46]



RFC 4004 D aneter M P August 2005

12. 4. M P- Feat ur e- Vect or AVP Val ues

There are 32 bits in the M P-Feature-Vector AVP (AVP Code 337) that
are available for assignment. This docunent assigns bits 1 - 9, as
listed in section 7.5. The remaining bits should only be assigned
via Standards Action [|ANA].

12.5. MP-Algorithm Type AVP Val ues

As defined in section 9.8, the MP-Algorithm Type AVP (AVP Code 345)
defines the value 2. Al remaining val ues, except zero, are
avai l abl e for assignnent via Designated Expert [|ANA].

12. 6. M P-Repl ay- Mode AVP Val ues

As defined in section 9.9, the M P-Repl ay- Mbde AVP (AVP Code 346)
defines the values 1 - 3. Al remaining val ues, except zero, are
avai |l abl e for assignnent via Designated Expert [|ANA].

12.7. Application Identifier

This specification uses the value two (2) to the Application
I dentifier nanespace defined in [D AMBASE]. See section 4 for nore
i nformation.

13. Security Considerations

This specification describes a Mbile IPv4 D anmeter Application for
aut henti cating and authorizing a Mbile |IPv4 nobile node. The

aut hentication algorithmused is dependent on the transfornms used
within the Mobile | Pv4 protocol, and [MPCHAL]. This specification
in conjunction with [ M PKEYS], also defines a nmethod by which the
hone Di ameter server can create and distribute session keys and
nonces for use in authenticating and integrity-protecting Mbile |IPv4d
regi stration nmessages [ MOBILEIP]. The key distribution is
asymetric, as conmnunication with the nobile node occurs via the
Mobil e | Pv4 protocol [M PKEYS, MOBILEIP], where as conmunication to

t he Hone Agent and Foreign Agent occurs via the Dianmeter protocol
Where untrusted Di aneter agents are present, end-to-end security MJIST
be used. The end-to-end security takes the formof TLS or |PSec
security associ ations between the AAAH and the FA and between the
AAAH and the HA. These connections will be authenticated with the
use of public keys and certificates; however, the identities that
appear in the certificates nust be authorized and bound to a
particul ar Mobile | Pv4 Di aneter session before the AAAH can safely
begi n distribution of keys.
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Note that the direct connections are established as a result of

D aneter redirect nessages. For exanple, in Figure 3, the FA gets a
redi rect response containing the Redirect-Host AVP of the AAAH. This
is the identity that should be matched agai nst the certificate
presented by the AAAH when the secure connection is established. In
this case, the network of Dianeter proxies and redirect agents is
trusted with the task of returning the correct AAAH identity to the
FA.

The AAAH nust al so nake an authorization deci sion when the FA

est abli shes the connection. |If the AAAH and the redirect server are
one and the sane, then the AAAH may have observed and noted the
original AMR nessage that contained the identity of the FA and so may
aut hori ze the establishment of a TLS or | PSec connection fromthe
sanme entity. Oherwi se, the AAAH would need to maintain a |ist of

all authorized visited domains (roam ng partners) and authorize TLS
or | PSec connections based on this list. Note that establishnent of
the connection is only the first step, and the AAAH has anot her
opportunity to deny service upon recei pt of the AVR nessage itself.

At this step, the AAAH can check the internal AVPs of the AMR to
ensure that the FAis valid; for exanple, it can check that the
Mobile IP COA is equal to the I P address used as the endpoint of the
TLS or | PSec connection. However, such a policy would prevent the FA
fromusing different interfaces for AAA and Mbbile I P tunnel packets
and nay not be desirable in every deploynent situation

A simlar set of considerations applies to the connection between
AAAH and HA when those entities are in different adnministrative

domai ns. However, here the roles are reversed because it is the AAAH
that contacts the HA via the HAR  The identity of the candi date HA
is given to the AAAH in the AMR and the AAAH shoul d expect to
receive the same identity in the public key certificates during TLS
or | PSec negotiation. The HA nay authorize individual connections by
acting as its own redirect server, or it may maintain a list of
trusted roam ng partners

This application creates and distributes a single session key for
each pair of MSAs between two entities; e.g., the sanme session key is
used for the M\-HA MSA and the HA-MN MSA. This is safe to do froma
security perspective, as the session keys are only used with keyed
hash functions to generate authenticator values that protect the
integrity of each Mobile IP control nessage. Mbbile |P nessages have
built-in replay protection with the use of tinestanps or nonces

[ MBI LEI P], and, due to the nature of the protocol, requests are

al ways different bitwi se fromresponses, at least in the nessage type
code. This avoids problens that nmight arise in other situations
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where an attacker could nount a replay or reflection attack if the
same key were used (for exanple) to encrypt otherw se unprotected
traffic on nore than one connection leg in the network.

Nonces are sent to the nobile node, which are used to generate the
session keys via the HVAC-SHA-1 one-way function. Because the nonces
and aut hentication extensions nay be observed by anyone with access
to a clear-text copy of the Registration Reply, the pre-shared key
bet ween the nobil e node and the honme Dianeter server would be

vul nerable to an offline dictionary attack if it did not contain
enough entropy. To prevent this, the pre-shared key between the
nobi | e node and the hone Di aneter server SHOULD be a randonmly chosen
quantity of at |east 96 bits.

Because the session key is determned by the Iong-termsecret and the
nonce, the nonce SHOULD be tenporally and globally unique; if the
nonce were to repeat, then so would the session key. To prevent

this, a nonce is strongly reconmended to be a random [ RANDOM val ue
of at least 128 bits. The long-termsecret between the MN and AAAH
MUST be refreshed periodically, to guard agai nst recovery of the

| ong-term secret due to nonce reuse or other factors. This is
acconpl i shed by usi ng out-of-band nmechani sms, which are not specified
in this docunent.

Note that it is not recommended to set the M P-MSA-Lifetime AVP val ue
to zero, as keeping session keys for a long tine (no refresh)
i ncreases the level of vulnerability.
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