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i mpl enent ati on and depl oynent .

Abst ract

For the purposes of this docunent, lawful intercept is the lawfully
aut hori zed interception and nonitoring of conmunications. Service
providers are being asked to neet |egal and regul atory requirenents
for the interception of voice as well as data conmunications in IP
networks in a variety of countries worldw de. Although requirenments
vary fromcountry to country, some requirenents remai n conmobn even

t hough details such as delivery formats may differ. This docunent
describes Cisco’'s Architecture for supporting lawful intercept in IP
networks. |t provides a general solution that has a mni num set of
comon interfaces. This document does not attenpt to address any of
the specific legal requirements or obligations that may exist in a
particul ar country.
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1. Introduction
For the purposes of this docunent, lawful intercept is the lawfully
aut hori zed interception and nonitoring of communications of an
intercept subject. The term"intercept subject", "subject", "target

subscriber” or "target” in this docunment refers to the subscriber of

a tel ecommuni cations service whose comuni cations and/ or intercept
related information (IR) has been lawfully authorized to be
intercepted and delivered to sone agency. Note that although the

term "Law Enforcement Agency" (LEA) is used throughout this documnent,

this may refer to any agency that is able to request lawfully
aut hori zed interception.

By intercept related information (IRI) we nean information related to

the IP traffic of interest. There is currently no standardi zed

definition for IR for IP traffic. IRl has been defined for a few

services that mght run over IP (e.g., Voice over IP) or that IP runs
on top of (e.g., GPRS). For exanple, IRl for voice over |IP could be

the called and calling phone nunbers. The definition of IR from
[14] is shown bel ow
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Intercept Related Information: collection of
information or data associated with

t el econmuni cati on services involving the target
identity, specifically comrunication associ ated
information or data (e.g., unsuccessfu

conmmuni cati on attenpts), service associated
information or data and | ocation

i nformation.

Service providers are being asked to nmeet |egal and regul atory
requirenents for the interception of voice as well as data

conmmuni cations in IP networks in a variety of countries worl dwi de.

Al t hough requirenents vary fromcountry to country, sone requirenments
remai n common even though details such as delivery formats nmay
differ. This docunent describes Cisco's Architecture for supporting
lawful intercept in IP networks. It provides a general solution that
has a m ni num set of conmon interfaces. This docunment does not dea
with | egal requirenents or obligations.

Thi s docunent describes one nethod for supporting |awful intercept.
O her nethods may be avail abl e.

The 1 ESG wi shes to draw the reader’s attention to RFC 2804 [15] for a
description of why architectures such as these are vendor-specific,
rather than a topic of standardization for the | ETF.

1.1. Requirements Mtivating the Architecture

The purpose of the following list of requirenents is to provide an
under standi ng of the notivation behind the architecture and sone of
the requirenents inposed on conponents and interfaces that are
described in the later sections of the docunent. This does not inply
any |l egal requirements on service providers or equipnent vendors

al t hough such requirenments may coinci de

Note that there are a variety of requirenments that have been defined
for lawfully authorized intercept throughout the world. Sone of

t hese have been defined by standards bodies (e.g., [13]), while
others are country specific. The following itenmized list is a
distillation of some of these, although a given itemnmay or may not
apply to a specific country:

*  Lawful Intercept (LI) should be undetectable by the intercept
subj ect .
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* Mechani sns should be in place to linit unauthorized personnel from
perform ng or knowi ng about [awfully authorized intercepts.

* There is often a requirenent (especially for tel ecommunications
services) to provide intercept related information (IRl)
separately fromthe actual Internet Protocol (IP) traffic (or
content) of interest (Note: sone authorizations may be restricted
to IRl).

* |If IRl is delivered separately fromcontent, there should be sone
means to correlate the IRl and the content with each other

* |f the infornmation being intercepted is encrypted by the service
provi der and the service provider has access to the keys, then the
i nformati on shoul d be decrypted before delivery to the Law
Enf or cement Agency (LEA) or the encryption keys shoul d be passed
to the Law Enforcenment Agency to allow themto decrypt the
i nformation.

* |f the information being intercepted is encrypted by the intercept
subject and its associate and the service provider has access to
the keys, then the service provider may deliver the keys to the
LEA.

* There is often a requirenent for a service provider to be able to
do multiple sinultaneous intercepts on a single subject. The fact
that there are multiple intercepts should be transparent to the
LEAs.

* There is often a requirenent that the service provider should not
deliver any unauthorized infornation to the LEA

The architecture and interfaces described in this docunent attenpts
to address these requirenents.

1.2. Docunent Organization

Section 1 of this docunent lists requirements notivating the
architecture. Section 2 of this document describes a reference nodel
al ong with sonme operation considerations. Section 3 provides nore
detailed requirenents on the interfaces related to content
interception. Section 4 applies the reference nodel to voice over IP
and data intercepts and Section 5 exam nes security considerations.

Baker, et al. I nf or mat i onal [ Page 4]



RFC 3924 Architecture for Lawful Intercept Cct ober 2004
2. Reference Model
This section describes a generic reference nodel (Figure 1) for

| awful intercept.

| LI Adninistration | H 1(a) |
| Functi on [<---ommmaee-- |

MD Provi si oni ng

|
|
I nterface(b) | LEA
|
e + e T I U ey +
| | <---(c)---- o | |
| IR TAP |--IRI(e)-->| Medi ati on |----H2(g)--->
| | | Device (MD) | |
Fommee - + | [----H3(h)--->
. + Fommnn +
| AN
I ntercept | | Intercepted
Request (d) | | Content(f)
| |
v |
Fememmeianeenaieanas +
User | Cont ent | User
------- >| | AP [-------->
Content +-------------------- + Cont ent

Figure 1: Intercept Architecture

A brief description of the interfaces is included in table 1 bel ow
For a nore detailed description of the interfaces refer to section 3.
For a description of the conmponents refer to section 2. 1.

Table 1 LI Interfaces

Interface Description
(a) H1 Handover Interface 1 - Administration
Interface: The LEA provides intercept
information to the service provider
admi ni stration function.

(b) MD Provisioning Medi ati on Devi ce provisioning interface
Paraneters include: target identifier,
duration of intercept, type of intercept,
et c.
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(c) IRl 1 AP Provisioning Specifies Target identifier, duration
etc. for provisioning of delivery of
Intercept Related Information (IRl).

(d) Content Intercept Provi si oni ng of the Content |AP.
Provi si oni ng

(e) IR to MD Internal interface between IR Intercept
Access Point (1 AP) and Medi ati on device
(MD) for delivery of IRI.

(f) Content to MD Internal interface between content
| AP and MD for delivery of Content.

(g) H2 Handover Interface 2: Interface between
the MD and LEA for delivering IRI. This
interface may vary fromcountry to
country.

(h) H'3 Handover Interface 3: Interface between
the MD and LEA for delivering Content.
This interface may vary fromcountry to
country.

2.1. Reference Mddel Conponents

A brief description of the key conponents in the reference nodel is
as follows:

Lawful Intercept (LI) Administration Function
This function provides the (typically manual) provisioning
interface for the intercept as a result of a court order or
warrant delivered by the Law Enforcenent Agency (LEA). It could
i nvol ve separate provisioning interfaces for several conponents,
but nore typically is a single interface to the Medi ati on Device
(MD), which then takes care of provisioning of other conponents in
the network. Because of the requirenent in some laws to limt
accessibility to authorized personnel, the provisioning interface
has to be strictly controlled. |In many cases, the identity of the
subj ect received fromthe LEA has to be translated into an
identity that can be used by the network to enable the intercept.

I ntercept Access Point (1AP)
An | AP is a device within the network that is used for
intercepting lawfully authorized intercept information. It may be
an existing device that has intercept capability or it could be a
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special device that is provided for that purpose. Two types of
| APs are discussed here: |AP's that provide content; and | AP s
that provide intercept related information (IRI).

Content | AP:
A content AP is an |AP that is used to intercept the IP traffic
of interest.

IRl 1AP: This is an | AP that is used to provide intercept rel ated
information (IRl).

Law Enforcenent Agency (LEA):
This is the agency that has requested the intercept and to which
the service provider delivers the information.

Medi ati on Device (MD):

The MD requests intercepts from|APs through interfaces (c) and
(d) in Figure 1. The Mediation Device receives the data fromthe
| AP, packages it in the correct format (which may vary from
country to country) and delivers it to the LEA. In the case where
mul tiple | aw enforcenent agencies are intercepting the sane

subj ect, the nediation device nay replicate the information
multiple times. The assunption is that the service provider
operates the MD (via specially authorized personnel) and that the
LEA only has access to interfaces (a), (g) and (h) in Figure 1

Oper ati onal Consi derations

In a typical operation, a |lawfully authorized surveillance request
arrives for a specified intercept subject. Authorized personnel
provision the intercept using interface (b) in Figure 1, which nmay be
for content only, IRl only or both. Once the intercept is

provi sioned, the AP s send the IR and/or content to the MD, which
formats the information into the appropriate format for delivery to
the LEA. Some operational issues that need to be consi dered:

* Location and Address Information for Content Intercepts: In sone
cases where the location and/ or addressing information for the
intercept is not known until the subject registers (or nmakes a
call in the case of voice), the IRl may provide needed information
in order to do the content tap (e.g., the I P address and port for
the content streans).

*  Content Encryption: |If the intercept content is encrypted and the
service provider has access to the encryption keys (e.g., receives
keys in Session Description Protocol for Voice over IP), then the
keys can be sent via IRI. It is, however, possible for end-users
to exchange keys by sone ot her nmeans without any know edge of the
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Baker ,

service provider in which case the service provider will not be
able to provide the keys. Content transformations could make
decryption at the LEA inpossible. This is why the origina
packets are provided on interface (f) rather than attenpting to
convert themto sonme other format.

Detection by the Intercept Subject: One requirenent is to ensure
that the intercept subject is unable to detect that they are being
intercepted. This docunent assumes a sophisticated subject:

- Able to check | P addresses, use traceroute, etc.

- Able to check if any unusual signaling is occurring on their
customer preni ses equi pment ( CPE)

- Able to detect degradation or interruptions in service.

This is why the intercept nmechani sm descri bed here does not

i nvol ve special requests to the CPE, re-routing of packets or
end-to-end changes in | P addresses. |Instead, content intercept is
done on a device along the nornal content path (i.e., no re-
routing has occurred) that is within the service provider’s
network. A convenient content IAP is a router or switch at the
edge of the service provider’'s network to which the intercept

subj ect connects. This is illustrated in Figure 2.
_ | _ _
Customer Prenmises | Service Provider’s Network
|

F - +
oot | |

| CPE |------------- | Router|----------

oo - + | (1AP)

|
Fomm - +

Figure 2 Content | AP - Router

Anot her possibility of course is to provide a special device al ong
the path to provide the content | AP capabilities.

Note that in the case where there is nulti-homng (two or nore
routers connected to provide access for the CPE), intercept taps

may have to be installed on nore than one access router. |f the
CPE is nmulti-homed to nultiple service providers, then the
intercept will have to be installed on each service provider

separately and the LEA will have to correlate the data.
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3.

3.

* Unaut horized Creation and Detection: Another concern is the
prevention of unauthorized creation and detection of intercepts.
This is particularly inportant when a network el enent such as a
router is used as a content | AP. Those routers that have the
capability should be carefully controlled with access to intercept
capability and information only via authorized personnel. 1In one
approach using the reference nodel in Figure 1, the MDis in a
controll ed environnment and the MD does the intercept request to
the content | AP over an encrypted link. Logging and auditing are
used to detect unauthorized attenpts to access the intercept
capability.

* Capacity: Support for lawful intercept on a network el enent
supporting customers consumes resources on that equi pment.
Therefore, support for lawful intercept requires capacity planning
and engi neering to ensure that revenue-produci ng services are not
adversely affected.

I nterfaces

This section provides a brief description of the interfaces in the
reference nodel (Figure 1). A list of these interfaces is included
in Table 1 in Section 2.

One of the objectives in defining these interfaces is to keep the
internal interfaces (b to f) the same regardl ess of country-specific
requi renents. The MD then formats the IRl and the content to neet
the country specific requirements for interfaces (g) and (h).

1. Content Intercept Request Interface

This section describes sonme of the requirenents for the content
intercept request interface (d) in Figure 1. It nakes use of a
common request protocol (SNWPv3) regardl ess of the type of
application (e.g., voice, data) and suggests the usage of a TAP-M B,
which is defined in a separate docunent [1]. Some of the
considerations that lead to the use of SNMPv3 and to the definition
of the specific Managenent Information Base (MB) defined in [1] are
provi ded here.

In order to provide a generic interface for intercepting,
replicating, encapsulating and transporting content packets to the
MD, the content intercept interface ((d) in Figure 1) should specify:

* A Filter specification for classifying the packets to be
i nt er cept ed.

* The destination address of the MD (where to send the packets).
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* Encapsul ation and Transport paraneters.

In addition, a tinmeout value for the intercept should also be
specified. This defines alimted lifetime for the intercept so that
failures will not result in intercepts remnaining beyond their
authorized lifetime. |If a failure of the MD occurs such that it is
not able to supply the refresh to the timeout, then the intercept

will cease to exist after the tineout expires. Simlarly, if the | AP
re-boots, then the intercept will not survive the re-boot unless the
| AP is capable of ascertaining that the intercept lifetinme
requirenents will continue to be net.

In order for this to work, it nust be possible for the nediation
device to realize that there is a failure in the I AP such that it
must re-establish the intercept. This nmay be in the formof an audit
(fromthe MDto the AP), or in the formof a heartbeat mechanismin
the content stream or both.

3.2. Intercept Content Interface (f)

The encapsul ati on method should retain all of the information in the
ori gi nal packets (source and destination addresses as well as

payl oad) and provide an identifier for correlating the packets with
the IRI. One encapsul ation that neets those requirenents is
described in Section 4 of [2]. For non-voice intercepts, the
"Intercepted Information" field in Table 1 of [2] contains the
original intercepted |IP packet.

Not e, however, that the interface defined in [2] is based on UDP
which is an unreliable and unordered transport protocol (i.e.

provi des neither retransni ssion on detection of errors nor ordering
of data). |If this transport is used, the underlying network (Layers
1 - - 3) should be engineered to neet the overall reliability
requirenents for delivery of content.

If a nore reliable transport protocol is required, then a nmechani sm
that provides tinely delivery as well as limts the burden (both
processing and buffering) on the Content | AP should be used. One
nmechani smthat neets these requirenents is a NACK-oriented
retransm ssi on schene based on [12].

If [12] is used, the call content channel identifier may be placed in
the SSRC field of the encapsul ati ng RTP packet. The payl oad type nay
be used to identify the type of packet encapsulated in RTP (e.g., |IP,
PPP, Ethernet MAC). Note that usage of [12] is still under

i nvestigation and may need further specification. Usage of [12] in
the content | AP pl aces nore processing burden on the content | AP than
a UDP-based intercept and can affect the capacity of the content |AP.
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4. Applying the Reference Mde

This section applies the reference nodel to sone exanple
applications.

4.1. Voice over |P networks

This section will look at sonme of the issues surrounding interception
of voice over IP calls, taking | ocal voice services as a specific
service exanple. The reference nodel fromFigure 1 will be applied

with the use of a common set of interfaces that are independent of
the call signaling protocols in use

4.1.1. Interception of Voice over |P Services

There are a variety of architectures in use for voice over IP (e.g.
centralized versus distributed) as well as various protocols (SIP

[6], H 323 [9], MECP [7], H 248 [8]). There are also a variety of
services that may be offered

* Local Voice Services (i.e., service to a user that has an |IP phone
or a phone connected to a gateway)

* Transit services
* Long distance access services (e.g., calling/debit card).

Thi s docunent does not address any obligations that a service
provi der mght or mght not have to support intercepts. It sinply
descri bes how i ntercept m ght be done using the reference nodel in
Fi gure 1.

Note that in the case of services where the intercept subject
accesses the network via a non-1P endpoint (e.g., TDM, the
detectability issue is |less acute (e.g., re-routing of packets to
intercept themin a special device is a possible option), since the
i ntercept subject does not have access to the | P addresses or to
traceroute.

However, in the case of local services, this is a nuch nore difficult
problem The intercept for a call originating and term nating on-net
(i.e., acall that is voice over IP end-to-end) has to be intercepted
along its nornmal route in order to be undetectable. In addition, the
call-forwarding feature that is often provided as a |ocal service
feature makes interception even nore difficult: If call forwarding is
i nvoked, a call that was intended to term nate on the intercept

subj ect nmay be forwarded anywhere in the network resulting in the
medi a stream bypassing the original content IAP (since in voice over
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I P, the nedia stream goes directly fromend-to-end). Al so, since
call forwarding can often be set up on a call-by-call basis, the

| ocation of the content 1AP will often not be known until the call is
set up.

4,.1.2. Local Voice Services

This sub-section will ook at the specific case in which the

i ntercept subject under surveillance is being provided with a |oca
voi ce service by the sanme provider that also provides the network
access (e.g., controls the edge router or switch). This is an

i mportant assunption, since in VolP the entity providing call contro
(e.g., SIP server) can be totally separate fromthe entity providing
network access (e.g., operates edge routers).

Suppose that a subscriber that subscribes to a local (e.g.
residential) voice service is a target for a lawfully authorized
surveillance. Part of the system providing these services is a
subscri ber database that includes addressing information about the
subscri ber as well information on what features are in effect (e.g.
call forwarding). Sone call control entity (CCE) accesses that

dat abase in order to provide |local services. For exanple, if the
subj ect has call forwarding i nvoked, that fact (and where to forward
the call) is indicated in the subscriber database. A call arriving
at the CCE that "owns" that subscriber can then take the appropriate
action (e.g., forward the call)

The CCE that "owns" the target subscriber (which could be an H. 323
gat ekeeper, a SIP proxy or a Media Gateway Controller) is provisioned
with the intercept paraneters (e.g., subject identification

i nformati on such as the tel ephone nunber and where to deliver the
IRI). The provisioning of this CCE could be through interface (c) in
Figure 1. The CCE in question is the IR | AP and once provi si oned,

it passes the IRl to the MD. |In the scenario being discussed, the
CCE typically remains in the signaling path throughout the call, even
in the call-forwarding case. Part of the IR it passes to the MDis
the nmedia signaling information (i.e., SDP [11] or H. 245 [10]), which
i ncl udes endpoint | P address and port information for the nmedia
(content) streans. Armed with this nedia address information, the M
can determ ne the content I AP (e.g., [5]) and make the request via
interface (d). The request identifies the voice streamto be

i ntercepted based on information received in the call signaling
(i.e., IP addresses and UDP port numnbers).

Note that the content |AP in the case of voice over IP could be an
edge router or a PSTN gateway (e.g., a call fromthe PSTN forwarded
to the PSTN). SIP, H 323, M3CP or H 248 call signaling protocols
could be used. However, the protocol (SNWPv3 [1]) used for interface
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(d), is not dependent on the type of call signaling protocol used;
nor is the encapsul ation format and transport protocol (interface
"f"). The sanme reference nodel (Figure 1) with the sanme interfaces
can be used for lawfully authorized surveill ance, regardl ess of the
signaling protocol and regardl ess of the type of service being
provi ded (Note: even though a |local voice service was used in this
exanpl e, other voice services could use the sane nodel and

i nterfaces).

4. 2. Dat a Services

The sane nodel (Figure 1) can al so be used for data services. In
this case the IRl AP could be a server that acts as registration
aut henti cation and authorization point for the data service (e.g., a
RADI US server). |If a potential IR |AP does not have the avail able
interfaces (c) and (e), the MD may have to do a content tap on
registration signaling in order to obtain the IRl.

The IRl in the case of a data service could include

* The time that the user registered or de-registered for the
service.

* Addressing information (i.e., given the user identity, what IP
address or other information is available that could be used in
interface (d) to do the content tap).

Once suitable addressing infornation is available in order to do
content tapping the MD can invoke the tap via interface (d).

Clearly the IRl interfaces (c, e, g) are different for data than they
are for voice services. However, the content 1AP is typically the
same (an edge router). Interfaces (d, f, and h) may al so be the
sarne.

5. Security Considerations

G ven the sensitive nature of lawful intercept (LI) -- both fromthe
standpoi nt of the need to protect sensitive data, as well as concea
the identities of the intercept subjects, the LI solution should have
the ability to provide stringent security neasures to conmbat threats
such as inpersonation of MD s, privacy and confidentiality breaches,
as well as nessage forgery and replay attacks.

Wil e this docunent doesn’t discuss issues of physical security,
operating system or application hardening within the principals of
the LI solution, they are clearly inportant. |In particular, the M
server would be considered a prine target for attacks
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In general, all interfaces should have the capability of providing
strong cryptographi c authentication to establish the identity of the
principals, and be able to correlate the identity of the principal
with the action they are attenpting to perform Al interfaces

shoul d be capabl e of perform ng sonme sort of cryptographic nessage
integrity checking such as, for exanple, HVAC-MD5. Message integrity
checki ng can al so be used to counter replay attacks. Privacy and
confidentiality considerations, may al so require the use of
encryption.

The content and IRl |1 APs al so should al so provide protection of the
identity of the intercept subject and the existence of an intercept.

5.1. Content Request Interface (d) - SNMPv3 Control

For interface (d,) native SNWPv3 security nodul e mechanismis used.
The additional requirement is that the | AP should support the ability
to protect the TAP MB s [1] fromdisclosure or control by

unaut hori zed USM [ 3] users. VACM [4] provides the necessary tools to
limt the views to particular USM users, but there are al so special
consi derati ons:

* The ability to limt access to the appropriate TAP MB' s by only
those SNWMPv3 USM users whi ch have keys established and the proper
VACM vi ews defi ned.

* Segregation of the TAP M B such that only operators of sufficient
privilege | evel can create VACM views that include the TAP MB

[1].
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