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Abst r act

This docunent defines a |list of operational security requirenments for
the infrastructure of large Internet Service Provider (ISP) IP
networks (routers and switches). A franework is defined for
specifying "profiles", which are collections of requirenments
applicable to certain network topol ogy contexts (all, core-only,
edge-only...). The goal is to provide network operators a clear,
conci se way of conmunicating their security requirenents to vendors
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1. Introduction
1.1. CGoals

This docunent defines a |list of operational security requirenments for
the infrastructure of large I P networks (routers and switches). The
goal is to provide network operators a clear, concise way of

communi cating their security requirements to equi pment vendors

1.2. Mdtivation
Net wor k operators need tools to ensure that they are able to nanage
their networks securely and to insure that they naintain the ability
to provide service to their custonmers. Sone of the threats are
outlined in section 3.2 of [RFC2196]. This docunent enunerates
features which are required to inplenment many of the policies and
procedures suggested by [RFC2196] in the context of the
infrastructure of large | P-based networks. Also see [ RFC3013].

1.3. Scope
The scope of these requirenments is intended to cover the managed
infrastructure of large ISP IP networks (e.g., routers and sw tches).
Certain groups (or "profiles", see below) apply only in specific
situations (e.g., edge-only).
The following are explicitly out of scope:

0 general purpose hosts that do not transit traffic including
infrastructure hosts such as nane/tine/l og/ AAA servers, etc.

0 unmanaged devi ces,

0 customer nmanaged devices (e.g., firewalls, Intrusion Detection
System dedi cated VPN devices, etc.),

0 SOHO (Small O fice, Hone O fice) devices (e.g., persona
firewalls, Wreless Access Points, Cable Mdens, etc.),

o confidentiality of custoner data,

0 integrity of custoner data,

o physical security.

This means that while the requirenments in the mninumprofile (and

others) may apply, additional requirenents have not be added to
account for their unique needs.

Jones I nf or mat i onal [ Page 5]



RFC 3871 Operational Security Requirenments Sept ember 2004
Wil e the exanples given are witten with IPv4 in mnd, nost of the
requi renents are general enough to apply to | Pv6.

1.4. Definition of a Secure Network
For the purposes of this docunent, a secure network is one in which

0 The network keeps passing legitimte custonmer traffic
(availability).

o Traffic goes where it is supposed to go, and only where it is
supposed to go (availability, confidentiality).

0 The network el enents remai n manageabl e (avail ability).
0 Only authorized users can manage network el ements (authorization).
0o There is a record of all security related events (accountability).

0 The network operator has the necessary tools to detect and respond
toillegitimate traffic.

1.5. Intended Audience
There are two intended audi ences: the network operator who sel ects,
purchases, and operates |P network equi prent, and the vendors who
create them

1.6. Format
The individual requirenents are listed in the three sections bel ow.
0 Section 2 lists functional requirenments.
0 Section 3 lists docunentation requirenents.

0 Section 4 lists assurance requirenents.

Wthin these areas, requirenents are grouped in nmajor functiona
areas (e.g., logging, authentication, filtering, etc.)

Each requirenent has the foll ow ng subsections:
0 Requirenment (what)
o Justification (why)

0 Exanples (how)
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1.7.

Jon

o Warnings (if applicable)

The requirenent describes a policy to be supported by the device.

The justification tells why and in what context the requirenment is
important. The exanples section is intended to give exanpl es of

i npl enentations that may neet the requirenent. Exanples cite
technol ogy and standards current at the tine of this witing. See
[RFC3631]. It is expected that the choice of inplenentations to neet
the requirements will change over time. The warnings |ist
operational concerns, deviation from standards, caveats, etc.

Security requirenents will vary across different device types and
di fferent organi zati ons, depending on policy and other factors. A
desired feature in one environnent may be a requirenent in another.
O assifications nmust be made according to | ocal need.

In order to assist in classification, Appendix A defines severa
requirenent "profiles" for different types of devices. Profiles are
concise lists of requirenents that apply to certain classes of
devices. The profiles in this docunent should be reviewed to
determine if they are appropriate to the local environnent.

I nt ended Use

It is anticipated that the requirenents in this docunent will be used
for the foll owi ng purposes:

0 as a checklist when eval uating networked products,
0o to create profiles of different subsets of the requirenents which
descri be the needs of different devices, organizations, and

operating environments,

0 to assist operators in clearly communicating their security
requirenents,

o as high level guidance for the creation of detailed test plans.
Definitions
RFC 2119 Keywords

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL

NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL"
in this docunent are to be interpreted as described in [RFC2119].
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The use of the RFC 2119 keywords is an attenpt, by the editor, to
assign the correct requirenent levels ("MJST', "SHOULD'

"MAY"...). It nust be noted that different organizations
operational environnents, policies and | egal environments will
generate different requirenent |levels. Operators and vendors
shoul d carefully consider the individual requirenents |listed here
in their own context. One size does not fit all

Bogon.

A "Bogon" (plural: "bogons") is a packet with an |IP source address
in an address block not yet allocated by | ANA or the Regiona
Internet Registries (ARIN, RIPE, APNIC...) as well as al

addresses reserved for private or special use by RFCs. See

[ RFC3330] and [ RFC1918].

Several requirements refer to a Cormand Line Interface (CLI).
Wiile this refers at present to a classic text oriented conmand
interface, it is not intended to preclude other mechani sms which
may neet all the requirenments that reference "CLI"

Consol e.

Several requirenents refer to a "Console". The nodel for this is
the classic RS232 serial port which has, for the past 30 or nore
years, provided a sinple, stable, reliable, well-understood and
near |y ubi quitous managenent interface to network devices. Again,
these requirenents are intended primarily to codify the benefits
provi ded by that venerable interface, not to preclude other
nmechani sns that neet all the sane requirements.

Filter.

In this docunent, a "filter" is defined as a group of one or nore
rul es where each rule specifies one or nore natch criteria as
specified in Section 2.8.

I n- Band nanagenent .

Jones

"I n-Band nmanagenent” is defined as any nanagenent done over the
sane channels and interfaces used for user/custoner data.
Exanpl es woul d i nclude using SSH for nanagenent via custoner or
Internet facing network interfaces.
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H gh Resol ution Tine.

"Hi gh resolution time" is defined in this docunent as "time having
a resolution greater than one second" (e.g., mlliseconds).

| P.
Unl ess otherwi se indicated, "IP" refers to | Pv4.
Managenent .

This docunent uses a broad definition of the term "nmanagenent".

In this docunent, "managenent" refers to any authorized
interaction with the device intended to change its operationa
state or configuration. Datal/Forwarding plane functions (e.g.

the transit of customer traffic) are not considered managenent.
Control plane functions such as routing, signaling and |ink
managenent protocols and managenent plane functions such as renote
access, configuration and authentication are considered to be
nmanagenent .

Marti an.

Per [RFC1208] "Martian: Hunorous term applied to packets that turn
up unexpectedly on the wrong network because of bogus routing
entries. Also used as a nane for a packet which has an al together
bogus (non-registered or ill-formed) Internet address."” For the
pur poses of this docunment Martians are defined as "packets having
a source address that, by application of the current forwarding
tables, would not have its return traffic routed back to the
sender." "Spoofed packets" are a common source of nartians.

Note that in some cases, the traffic nay be asymetric, and a
sinmple forwarding table check m ght produce false positives. See
[ RFC3704]

Qut - of - Band (QoB) nmnagenent .

"Qut - of - Band rmanagenent" is defined as any nanagenent done over
channel s and interfaces that are separate fromthose used for
user/custoner data. Exanples would include a serial console
interface or a network interface connected to a dedicated
managenent network that is not used to carry custoner traffic.
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Open Revi ew.

"Open review' refers to processes designed to generate public

di scussion and revi ew of proposed technical solutions such as data
commruni cati ons protocols and cryptographic algorithnms with the
goal s of inproving and building confidence in the final solutions.

For the purposes of this docunent "open review' is defined by
[ RFC2026]. All standards track documents are considered to have
been t hrough an open revi ew process.

It should be noted that organi zations nmay have |ocal requirenents
that define what they view as acceptable "open review'. For
exanpl e, they may be required to adhere to certain national or

i nternational standards. Such nodifications of the definition of
the term"open review', while inportant, are considered | oca

i ssues that shoul d be discussed between the organization and the
vendor .

It should also be noted that section 7 of [RFC2026] pernits
standards track docunents to incorporate other "external standards
and specifications"

Servi ce.

A nunber of requirenents refer to "services". For the purposes of
this docunent a "service" is defined as "any process or protoco
running in the control or managenent planes to which non-transit
packets may be delivered". Exanples mght include an SSH server,
a BGP process or an NTP server. It would also include the
transport, network and link |layer protocols since, for exanple, a
TCP packet addressed to a port on which no service is listening
will be "delivered" to the IP stack, and possibly result in an

| CMP nessage bei ng sent back

Secur e Channel
A "secure channel" is a mechanismthat ensures end-to-end
integrity and confidentiality of conmunications. Exanples include
TLS [ RFC2246] and | Psec [ RFC2401]. Connecting a terminal to a
consol e port using physically secure, shielded cable would provide
confidentiality but possibly not integrity.

Si ngl e- Honed Net wor k.

A "single-homed network" is defined as one for which

* There is only one upstream connection
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* Routing is symretric.

See [ RFC3704] for a discussion of related i ssues and nechani sns
for nultihomed networks.

Spoof ed Packet .

A "spoofed packet" is defined as a packet that has a source
address that does not correspond to any address assigned to the
system whi ch sent the packet. Spoofed packets are often "bogons"
or "martians".

2. Functional Requirenents

The requirements in this section are intended to list testable,
functional requirenments that are needed to operate devices securely.

2. 1.

2.1.1.

Devi ce Managenent Requirenents

Support Secure Channels For Managenent

Requi rerment .

The devi ce MUST provi de nechanisns to ensure end-to-end integrity
and confidentiality for all network traffic and protocols used to
support managenent functions. This MJST include at |east
protocol s used for configuration, nmonitoring, configuration backup
and restore, logging, time synchronization, authentication, and
routing.

Justification.

Integrity protection is required to ensure that unauthorized users
cannot manage the device or alter log data or the results of
managenent conmands. Confidentiality is required so that

unaut hori zed users cannot view sensitive information, such as
keys, passwords, or the identity of users.

Exanpl es.

Jones

See [ RFC3631] for a current list of mechanisnms that can be used to
support secure nanagenent.

Later sections list requirements for supporting in-band nanagenent
(Section 2.2) and out-of-band nmanagenent (Section 2.3) as well as
trade-offs that nust be weighed in considering which is
appropriate to a given situation.
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Wr ni ngs.
None.
2.2. In-Band Managenent Requirenents

This section lists security requirenents that support secure in-band
managenent. |n-band managenent has the advantage of |ower cost (no
extra interfaces or lines), but has significant security

di sadvant ages:

0 Saturation of custoner lines or interfaces can make the device
unnanageabl e unl ess out - of - band nmanagenent resources have been
reserved.

0 Since public interfaces/channels are used, it is possible for
attackers to directly address and reach the device and to attenpt
managenent functions.

0 |In-band managenent traffic on public interfaces nay be
i ntercepted, however this would typically require a significant
conprom se in the routing system

0 Public interfaces used for in-band nanagenent nmay becone
unavail abl e due to bugs (e.g., buffer overflows being exploited)
whil e out-of-band interfaces (such as a serial consol e device)
remai n avail abl e.

There are many situations where in-band nanagenment makes sense, is
used, and/or is the only option. The follow ng requirenments are
meant to provide neans of securing in-band managenent traffic.

2.2.1. Use Cryptographic Al gorithns Subject To Open Review
Requi renment .

If cryptography is used to provide secure nanagenent functions,
then there MUST be an option to use algorithms that are subject to
"open review' as defined in Section 1.8 to provide these
functions. These SHOULD be used by default. The device NMAY
optionally support algorithns that are not open to review

Justification.
Cryptographic al gorithns that have not been subjected to
wi despread, extended public/peer review are nore likely to have

undi scover ed weaknesses or flaws than open standards and publicly
reviewed algorithnms. Network operators nmay have need or desire to
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use non-open cryptographic algorithms. They should be allowed to
eval uate the trade-offs and nmake an infornmed choi ce between open
and non-open cryptography. See [Schneier] for further discussion.

Exanpl es.

The following are sone algorithnms that satisfy the requirenent at
the time of witing: AES [FIPS.197], and 3DES [ ANSI. X9-52. 1998]
for applications requiring synmetric encryption; RSA [ RFC3447] and
Diffie-Hell man [ PKCS. 3.1993], [RFC2631] for applications requiring
key exchange; HMAC [ RFC2401] with SHA-1 [RFC3174] for applications
requiring nessage verification

War ni ngs.

2.2.2.

This list is not exhaustive. Oher strong, well-revi ewed

al gorithnms may nmeet the requirement. The dynamic nature of the
field neans that what is good enough today nmay not be in the
future.

Open review i s necessary but not sufficient. The strength of the
al gorithm and key | ength nust al so be considered. For exanple,
56-bit DES neets the open review requirenent, but is today

consi dered too weak and is therefore not recomended.

Use Strong Cryptography

Requi rerment .

If cryptography is used to neet the secure nmanagenent channe
requi renents, then the key lengths and al gorithns SHOULD be
"strong".

Justification.

Short keys and weak algorithns threaten the confidentiality and
integrity of conmunications.

Exanpl es.

Jones

The following algorithnms satisfy the requirenment at the tine of
witing: AES [FIPS.197], and 3DES [ ANSI. X9-52.1998] for
applications requiring synmetric encryption; RSA [ RFC3447] and
Diffie-Hellman [ PKCS. 3.1993], [RFC2631] for applications requiring
key exchange; HVAC [ RFC2401] with SHA-1 [RFC3174] for applications
requi ring nessage verification
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Note that for *new protocol s* [RFC3631] says the foll ow ng:

"Si mpl e keyed hashes based on MD5 [ RFC1321], such as that used in
the BGP session security mechani sm [ RFC2385], are especially to be
avoi ded in new protocols, given the hints of weakness in M5."
Whi |l e use of such hashes in deployed products and protocols is
preferable to a conplete lack of integrity and authentication
checks, this document concurs with the recomendation that new
products and protocols strongly consider alternatives.

War ni ngs.

This list is not exhaustive. Oher strong, well-revi ened

al gorithnms may neet the requirenent. The dynanmic nature of the
field neans that what is good enough today may not be in the
future.

Strength is relative. Long keys and strong algorithnms are

i ntended to increase the work factor required to conproni se the
security of the data protected. Over tine, as processing power
i ncreases, the security provided by a given al gorithm and key
length will degrade. The definition of "Strong" nust be
constantly reeval uated.

There nay be | egal issues governing the use of cryptography and
the strength of cryptography used.

This docunent explicitly does not attenpt to nake any

aut horitative statenent about what key |engths constitute "strong"
cryptography. See [RFC3562] and [RFC3766] for help in

determ ning appropriate key lengths. Also see [Schneier] chapter
7 for a discussion of key |engths.

2.2.3. Use Protocols Subject To Open Review For Managenent
Requi renment .
If cryptography is used to provide secure nanagenent channels,
then its use MJUST be supported in protocols that are subject to
"open review' as defined in Section 1.8  These SHOULD be used by

default. The device MAY optionally support the use of
cryptography in protocols that are not open to review
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Justification.

Protocol s that have not been subjected to wi despread, extended
public/peer review are nore |likely to have undi scovered weaknesses
or flaws than open standards and publicly reviewed protocols

Net wor k operators may have need or desire to use non-open
protocol s They should be allowed to evaluate the trade-offs and
make an i nformed choi ce between open and non-open protocols.

Exanpl es.
See TLS [RFC2246] and | Psec [ RFC2401].
War ni ngs.
Note that open review is necessary but nmay not be sufficient. It
is perfectly possible for an openly reviewed protocol to msuse
(or not use) cryptography.
2.2.4. Alow Selection of Cryptographic Paraneters

Requi rerment .

The device SHOULD all ow the operator to sel ect cryptographic
paraneters. This SHOULD i nclude key | engths and al gorithns.

Justification.

Crypt ography using certain algorithns and key | engths may be
considered "strong" at one point in tinme, but "weak" at another
The constant increase in conpute power continually reduces the
time needed to break cryptography of a certain strength.
Weaknesses nay be discovered in algorithns. The ability to sel ect
a different algorithmis a useful tool for maintaining security in
the face of such di scoveries.

Exanpl es.
56-bit DES was once considered secure. In 1998 it was cracked by
custom built machine in under 3 days. The ability to select
al gorithnms and key | engths would give the operator options
(different algorithns, |onger keys) in the face of such
devel opnent s.

War ni ngs.

None.
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2.2.5. Managenent Functions Should Have Increased Priority
Requi rerment .

Managenment functions SHOULD be processed at higher priority than
non- managenent traffic. This SHOULD i nclude ingress, egress,

i nternal transm ssion, and processing. This SHOULD i ncl ude at

| east protocols used for configuration, nonitoring, configuration
backup, |ogging, tinme synchronization, authentication, and
routing.

Justification.

Certain attacks (and normal operation) can cause resource
saturation such as link congestion, menory exhaustion or CPU
overload. |In these cases it is inportant that nmanagenent
functions be prioritized to ensure that operators have the tools
needed to recover fromthe attack

Exanpl es.

I magi ne a service provider with 1,000,000 DSL subscribers, nost of
whom have no firewall protection. |Imagine that a |arge portion of
t hese subscribers machines were infected with a new worm t hat
enabl ed themto be used in coordinated fashion as part of |arge
deni al of service attack that involved flooding. It is entirely
possi ble that without prioritization such an attack woul d cause
link congestion resulting in routing adjacencies being lost. A
DoS attack agai nst hosts has just beconme a DoS attack agai nst the
net wor K.

Wr ni ngs.

Prioritization is not a panacea. Routing update packets nmay not
make it across a saturated link. This requirenent sinply says
that the device should prioritize managenent functions within its
scope of control (e.g., ingress, egress, internal transit,
processing). To the extent that this is done across an entire
network, the overall effect will be to ensure that the network
remai ns manageabl e.

2.3. CQut-of-Band (OoB) Managenent Requirenents

See Section 2.2 for a discussion of the advantages and di sadvant ages
of I n-band vs. Qut-of-Band managenent.
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These requirenments assune two different possible Qut-of-Band
t opol ogi es:

o serial line (or equivalent) consol e connections using a CLI

o network interfaces connected to a separate network dedicated to
nmanagenent .

The followi ng assunptions are nmade about out-of -band nanagenent:
o The out-of-band managenent network is secure.

o Communi cations beyond t he managenent interface (e.g., console
port, managenent network interface) is secure.

o There is no need for encryption of comruni cati on on out - of - band
managenent interfaces, (e.g., on a serial connection between a
term nal server and a device' s console port).

0 Security neasures are in place to prevent unauthorized physica
access.

Even if these assunptions hold it would be wi se, as an application of
defense-in-depth, to apply the in-band requirenents (e.g.
encryption) to out-of-band interfaces.

2.3.1. Support a 'Console’ Interface
Requi renment .

The devi ce MUST support conplete configuration and nanagenent via
a 'console’ interface that functions independently fromthe
forwarding and | P control planes.

Justification.

There are tinmes when it is operationally necessary to be able to

i medi ately and easily access a device for nmanagenent or
configuration, even when the network is unavailable, routing and
network interfaces are incorrectly configured, the I P stack and/or
operating system nmay not be working (or may be vulnerable to
recently discovered exploits that nmake their use inpossible/

i nadvi sabl e), or when high bandwi dth paths to the device are
unavai l able. |In such situations, a console interface can provide
a way to nanage and configure the device
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Exanpl es.

Jones

An RS232 (ElI A232) interface that provides the capability to | oad
new versi ons of the systemsoftware and to perform configuration
via a command line interface. RS232 interfaces are ubiquitous and
wel | under st ood.

A sinpl e enbedded device that provi des managenent and
configuration access via an Ethernet or USB interface.

As of this witing, RS232 is still strongly reconmended as it
provi des the follow ng benefits:

* Sinplicity. RS232 is far sinpler than the alternatives. It is
sinply a hardware specification. By contrast an Ethernet based
solution mght require an ethernet interface, an operating
system an |IP stack and an HTTP server all to be functioning
and properly configured.

*  Proven. RS232 has nore than 30 years of use

* Wl l-Understood. Operators have a great deal of experience
with RS232.

* Availability. It works even in the presence of network
failure.

* Ubiquity. 1t is very widely deployed in nmd to high end
network infrastructure.

*  Low Cost. The cost of adding a RS232 port to a device is
smal | .

* CLI-Friendly. An RS232 interface and a CLI are sufficient in
nost cases to nmanage a device. No additional software is
required.

* |Integrated. Operators have many solutions (terminal servers
etc.) currently deployed to support managenment via RS232

VWil e other interfaces nmay be supplied, the properties listed
above shoul d be considered. Interfaces not having these
properties may present challenges in terns of ease of use,
integration or adoption. Problens in any of these areas could
have negative security inpacts, particularly in situations
where the consol e nust be used to quickly respond to incidents.
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Wr ni ngs.

It is conmon practice is to connect RS232 ports to ternina

servers that permt networked access for convenience. This

i ncreases the potential security exposure of mechani sns avail abl e
only via RS232 ports. For exanple, a password recovery nechani sm
that is available only via RS232 might give a renote hacker to
completely reconfigure a router. Wile operational procedures are
beyond the scope of this docunment, it is inmportant to note here
that strong attention should be given to policies, procedures,
access nechani sms and physical security governing access to
consol e ports.

2.3.2. ’'Console’ Conmunication Profile Mist Support Reset
Requi rerment .
There MUST be a nethod defined and published for returning the
consol e communi cati on paraneters to their default settings. This
nmet hod nust not require the current settings to be known.
Justification.
Havi ng to guess at conmuni cations settings can waste tine. In a

crisis situation, the operator nmay need to get on the console of a
devi ce quickly.

Exanpl es.
One nethod might be to send a break on a serial line.
Wr ni ngs.
None.
2.3.3. 'Console’ Requires Mninmal Functionality of Attached Devices

Requi renment .

The use of the 'console’ interface MJUST NOT require proprietary
devi ces, protocol extensions or specific client software.
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Justification.

The purpose of having the console interface is to have a
managenent interface that can be nade to work quickly at al

times. Requiring conplex or nonstandard behavior on the part of
attached devi ces reduces the likelihood that the console will work
Wi t hout hassl es.

Exanpl es.

If the console is supplied via an RS232 interface, then it should
function with an attached device that only inplenents a "dunb"
termnal. Support of "advanced" terminal features/types should be

optional
War ni ngs.
None.
2.3.4. 'Console Supports Fall-back Authentication

Requi rerment .

The ' consol e’ SHOULD support an authenticati on nechani sm which
does not require functional |IP or depend on external services.
Thi s authentication nmechani sm MAY be disabled until a failure of
ot her preferred mechani snms is detected

Justification.

It does little good to have a console interface on a device if you
cannot get into the device with it when the network is not
wor Ki ng.

Exanpl es.

Sone devi ces whi ch use TACACS or RADI US for authentication wll
fall back to a |ocal account if the TACACS or RADI US server does
not reply to an authentication request.

War ni ngs.

This requirenment represents a trade-off between being able to
manage the device (functionality) and security. There are nany
ways to inplenent this which would provide reduced security for
the device, (e.g., a back door for unauthorized access). Loca
policy should be consulted to deternmine if "fail open"” or "fai
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2.3.5.

closed" is the correct stance. The inplications of "fail closed"
(e.g., not being able to manage a device) should be fully
consi der ed.

If the fall-back nmechanismis disabled, it is inportant that the
failure of | P based authentication nmechanismbe reliably detected
and the fall-back nmechani sm autonmatically enabl ed...otherw se the
operator may be left with no neans to authenticate.

Support Separate Managenment Plane |P Interfaces

Requi renent .

The devi ce MAY provi de designated network interface(s) that are
used for managenent plane traffic.

Justification.

A separate nanagenent plane interface allows nanagenent traffic to
be segregated fromother traffic (data/forwarding plane, contro

pl ane). This reduces the risk that unauthorized individuals wll
be able to observe managenent traffic and/or conprom se the

devi ce.

This requirenent applies in situations where a separate CoB
managenent network exists.

Exanpl es.

Et hernet port dedi cated to managenent and isol ated from custoner
traffic satisfies this requirenent.

War ni ngs.

2.3.6.

The use of this type of interface depends on proper functioning of
both the operating systemand the I P stack, as well as good, known
configuration at |east on the portions of the device dedicated to
nmanagenent .

No Forwardi ng Bet ween Managenment Plane And Other Interfaces

Requi renent .

Jones

If the device inplenments separate network interface(s) for the
managenment plane per Section 2.3.5 then the device MJST NOT
forward traffic between the managenent plane and non- managenent
pl ane interfaces.
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Justification.

This prevents the flow, intentional or unintentional, of
managenent traffic to/fromplaces that it should not be
originating/termnating (e.g., anything beyond the custoner-facing
i nterfaces).

Exanpl es.

| mpl enenting separate forwarding tables for nanagenent plane and
non- managenent plane interfaces that do not propagate routes to
each other satisfies this requirenent.

War ni ngs.
None.
2.4. Configuration and Managenent Interface Requirenents

This section lists requirenents that support secure device
configurati on and managenment methods. |n nost cases, this currently
i nvol ves sone sort of command line interface (CLI) and configuration
files. It may be possible to neet these requirenents with other
mechani sns, for instance SNWP or a script-able HTM. interface that
provides full access to nmanagenent and configuration functions. In
the future, there may be others (e.g., XM based configuration).

2.4.1. CLI'" Provides Access to All Configuration and Managenent
Functi ons

Requi renent .

The Conmand Line Interface (CLI) or equivalent MJST all ow conplete
access to all configuration and managenent functions. The CLI
MUST be supported on the console (see Section 2.3.1) and SHOULD be
supported on all other interfaces used for nanagenent.

Justification.

The CLI (or equivalent) is needed to provide the ability to do
reliable, fast, direct, |ocal managenent and nonitoring of a
device. It is particularly useful in situations where it is not
possi bl e to manage and nonitor the device in-band via "nornal"
nmeans (e.g., SSH or SNWP [ RFC3410], [RFC3411]) that depend on
functional networking. Such situations often occur during
security incidents such as bandw dt h- based denial of service

at t acks.
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Exanpl es.

Exanpl es of configuration include setting interface addresses,
defining and applying filters, configuring |ogging and

aut hentication, etc. Exanples of managenent functions include
di spl ayi ng dynam c state infornmation such as CPU | oad, nenory
utilization, packet processing statistics, etc.

War ni ngs.

2.4.2.

None.

"CLI' Supports Scripting of Configuration

Requi rerment .

The CLI or equival ent MJUST support external scripting of
configuration functions. This CLI SHOULD support the sane comand
set and syntax as that in Section 2.4.1.

Justification.

During the handling of security incidents, it is often necessary
to quickly nmake configuration changes on | arge nunbers of devices.
Doi ng so nmanual ly is error prone and slow. Vendor supplied
managenment sol utions do not always foresee or address the type or
scale of solutions that are required. The ability to script
provides a solution to these problens.

Exanpl es.

Exanpl e uses of scripting include: tracking an attack across a
| arge network, updating authentication paraneters, updating

| oggi ng paraneters, updating filters, configuration fetching/
auditing, etc. Some |anguages that are currently used for
scripting include expect, Perl and TCL.

Wr ni ngs.

Jones

Some properties of the conmand | anguage that enhance the ability
to script are: sinplicity, regularity and consistency. Sone

i npl enentations that woul d nmake scripting difficult or inpossible
i nclude: "text nenu" style interfaces (e.g., "curses" on UN X) or
a hard-coded GU interfaces (e.g., a native Wndows or Macintosh
QU application) that comruni cate using a proprietary or
undocurnent ed protocol not based on a CLI
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2.4.3. 'CLI' Supports Managenent Over 'Slow Links
Requi rerment .

The devi ce MUST support a command line interface (CLI) or
equi val ent nmechani sm that works over |ow bandw dth connecti ons.

Justi fication.
There are situations where high bandwi dth for managenment is not

avai |l abl e, for exanple when in-band connections are overl oaded during
an attack or when | ow bandwi dth, out-of-band connecti ons such as

nodens nust be used. It is often under these conditions that it is
nost crucial to be able to perform nanagenment and confi guration
functions.

Exanpl es.

The network is down. The network engi neer just disabled routing
by nmi stake on the sole gateway router in a renote unnanned data
center. The only access to the device is over a nodem connected
to a console port. The data center customers are starting to cal
the support line. The GU managenent interface is redrawi ng the
screen nultiple tinmes...slowy... at 9600bps.

One nechani smthat supports operation over slowlinks is the
ability to apply filters to the output of CLI comrmands whi ch have
potentially large output. This may be inplenented with sonething
simlar to the UNIX pipe facility and "grep"” command.
For exanpl e,

cat largefile.txt | grep interesting-string

Another is the ability to "page" through | arge comuand out put,
e.g., the UNI X "nore" comand

For exanpl e,
cat largefile.txt | nore
Wr ni ngs.
One consequence of this requirement nmay be that requiring a GU

interface for managenent is unacceptable unless it can be shown to
wor k acceptably over slow |inks.
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2.4.4. CLI'" Supports ldle Session Tineout
Requi rerment .

The conmand line interface (CLI) or equival ent mechani sm MJST
support a configurable idle tineout val ue.

Justification.

Net wor k admi nistrators go to lunch. They |eave thensel ves | ogged
inwith adm nistrative privileges. They forget to use screen-
savers with password protection. They do this while at
conferences and in other public places. This behavior presents
opportunity for unauthorized access. Idle tineouts reduce the

wi ndow of exposure.

Exanpl es.

The CLI may provide a configuration conmand that allows an idle
timeout to be set. |If the operator does not enter conmands for
that anmount of tine, the login session will be automatically
term nat ed

Wr ni ngs.
None.
2.4.5. Support Software Installation
Requi renent .

The device MUST provide a neans to install new software versions.
It MUST be possible to install new software while the device is
di sconnected fromall public IP networks. This MJST NOT rely on
previous installation and/or configuration. Wile new software
MAY be | oaded fromwitable nedia (disk, flash, etc.), the
capability to | oad new software MJST depend only on non-witable
media (ROM etc.). The installation procedures SHOULD support
nmechani snms to ensure reliability and integrity of data transfers.

Justification.
* Vulnerabilities are often discovered in the base software
(operating systens, etc.) shipped by vendors. Oten mitigation of

the risk presented by these vulnerabilities can only be
acconpl i shed by updates to the vendor supplied software (e.g., bug
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fixes, new versions of code, etc.). Wthout a nechanismto |oad
new vendor supplied code, it may not be possible to nitigate the
ri sk posed by these vulnerabilities.

* |t is also conceivable that malicious behavior on the part of
hackers or unintentional behaviors on the part of operators could
cause software on devices to be corrupted or erased. 1In these
situations, it is necessary to have a neans to (re)load software
onto the device to restore correct functioning.

* It is inportant to be able to | oad new software while disconnected
fromall public IP networks because the device may be vul nerable
to old attacks before the update is conplete.

*  One has to assunme that hackers, operators, etc. may erase or
corrupt all witable nmedia (disks, flash, etc.). In such
situations, it is necessary to be able to recover starting with
only non-witable nedia (e.g., CO-ROM a true ROW based nonitor).

* Systeminages may be corrupted in transit (fromvendor to
customer, or during the |oading process) or in storage (bit rot,
defective nmedia, etc.). Failure to reliably load a new image, for
exanpl e after a hacker deletes or corrupts the installed image
could result in extended | oss of availability.

Exanpl es.

The device could support booting into a sinple ROV based nonitor
that supported a set of commands sufficient to | oad new operating
system code and configuration data from ot her devices. The
operating system and configuration m ght be | oaded from

RS232. The devi ce coul d support upl oadi ng new code via an RS232
consol e port.

CD- ROM The devi ce could support installing new code froma
| ocally attached CD- ROM dri ve.

NETWORK. The device could support installing new code via a
network interface, assuming that (a) it is disconnected from al
public networks and (b) the device can boot an OS and I P stack
fromsone read-only nedia with sufficient capabilities to | oad new
code fromthe network
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FLASH. The devi ce coul d support booting fromflash nmenory cards.

Si mpl e mechani snms currently in use to protect the integrity of
system i mages and data transfer include i mage checksuns and sinple
serial file transfer protocols such as XMODEM and Kermt.

Wr ni ngs.

None.
2.4.6. Support Renote Configuration Backup

Requi renent .
The device MUST provide a means to store the system configuration
to a renote server. The stored configuration MJST have sufficient
information to restore the device to its operational state at the
tinme the configuration is saved. Stored versions of the
configurati on MAY be conpressed using an algorithmwhich is
subject to open review, as long as the fact is clearly identified
and the conpression can be disabled. Sensitive informtion such
as passwords that could be used to conpronise the security of the
devi ce MAY be excluded fromthe saved configuration

Justification.

Archived configurations are essential to enable auditing and
recovery.

Exanpl es.
Possi bl e i npl ementations include SCP, SFTP or FTP over a secure
channel. See Section 2.1.1 for requirenents related to secure
communi cati on channel s for managenent protocols and data.

Wr ni ngs.

The security of the renpbte server is assunmed, with appropriate
nmeasures being outside the scope of this docunent.

2.4.7. Support Renote Configuration Restore
Requi renent .
The device MJST provide a neans to restore a configuration that
was saved as described in Section 2.4.6. The system MJST be

restored to its operational state at the time the configuration
was saved.
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Justification.

Restoration of archived configurations allows quick restoration of

service followi ng an outage (security related as well as from
ot her causes).

Exanpl es.

Configurations may be restored using SCP, SFTP or FTP over a
secure channel. See Section 2.1.1 for requirenents related to
secure conmuni cation channel s for managenent protocols and data.

Wr ni ngs.

The security of the renpote server is assunmed, with appropriate
nmeasures being outside the scope of this docunent.

Note that if passwords or other sensitive infornmation are excluded
fromthe saved copy of the configuration, as allowed by Section
2.4.6, then the restore may not be conplete. The operator nay

have to set new passwords or supply other information that was not
saved.

2.4.8. Support Text Configuration Files

Requi renment .

The devi ce MUST support display, backup and restore of system
configuration in a sinple well defined textual format. The
configuration MIST al so be viewable as text on the device itself.
It MUST NOT be necessary to use a proprietary programto view the
configuration.

Justification.

Sinmple, well-defined textual configurations facilitate human
under standi ng of the operational state of the device, enable off-
line audits, and facilitate automation. Requiring the use of a

proprietary programto access the configuration inhibits these
goal s.

Exanpl es.

A 7-bit ASCII configuration file that shows the current settings
of the various configuration options would satisfy the

requi renent, as would a Unicode configuration or any other
"textual" representation. A structured binary format intended
only for consunption by prograns woul d not be acceptable.
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Wr ni ngs.

Ofline copies of configurations should be well protected as they
often contain sensitive information such as SNVP conmunity
strings, passwords, network bl ocks, customer information, etc.

"Wel | defined" and "textual" are open to interpretation. Cdearly
an ASCI| configuration file with a regular, documented comuand
oriented-syntax would neet the definition. These are currently in
wi de use. Future options, such as XM. based configuration may
meet the requirement. Determining this will require evaluation
against the justifications |isted above.

2.5. | P Stack Requirenents

2.5.1. Ability to Identify Al Listening Services

Requi renent .

The vendor MJST:

* Provide a nmeans to display all services that are listening for
network traffic directed at the device from any externa
source.

* Display the addresses to which each service is bound.

* Display the addresses assigned to each interface.

* Display any and all port(s) on which the service is listing.

* Include both open standard and vendor proprietary services.

Justification.

This information is necessary to enable a thorough assessnent of
the security risks associated with the operation of the device
(e.g., "does this protocol allow conplete managenent of the device
wi t hout al so requiring authentication, authorization, or
accounting?"). The information also assists in determ ning what
steps should be taken to nmitigate risk (e.g., "should |I turn this
service off ?")
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Exanpl es.

If the device is listening for SNWP traffic fromany source
directed to the | P addresses of any of its local interfaces, then
this requirement could be nmet by the provision of a command which
di spl ays that fact.

War ni ngs.
None.

2.5.2. Ability to Disable Any and Al Services

Requi renment .

The device MUST provide a nmeans to turn off any "services" (see
Section 1.8).

Justification.

The ability to disable services for which there is no operationa

need will allow adninistrators to reduce the overall risk posed to
t he device

Exanpl es.

Processes that listen on TCP and UDP ports woul d be prime exanpl es
of services that it nust be possible to disable.

Wr ni ngs.
None.

2.5.3. Ability to Control Service Bindings for Listening Services

Requi renent .

The device MJST provide a neans for the user to specify the

bi ndi ngs used for all listening services. It MJST support binding
to any address or net-block associated with any interface local to
the device. This nust include addresses bound to physical or
non- physi cal (e.g., |oopback) interfaces.

Justi fication.
It is a comon practice anong operators to configure "l oopback”

pseudo-interfaces to use as the source and destination of
managenent traffic. These are preferred to physical interfaces
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because they provide a stable, routable address. Services bound
to the addresses of physical interface addresses ni ght becone
unreachable if the associ ated hardware goes down, is renoved, etc.

This requirement makes it possible to restrict access to
managenent services using routing. Mnagenent services may be
bound only to the addresses of |oopback interfaces. The |oopback
interfaces nmay be addressed out of net-blocks that are only routed
bet ween t he managed devi ces and the authorized nanagenent

net wor ks/ hosts. This has the effect of making it inpossible for
anyone to connect to (or attenpt to DoS) managenent services from
anywhere but the authorized nmanagenent networks/ hosts.

It also greatly reduces the need for conplex filters. It reduces
the nunber of ports listening, and thus the nunber of potential
avenues of attack. It ensures that only traffic arriving from

| egitimat e addresses and/or on designated interfaces can access
servi ces on the device

Exanpl es.

If the device listens for inbound SSH connections, this

requi renent neans that it should be possible to specify that the
device will only listen to connections destined to specific
addresses (e.g., the address of the | oopback interface) or
received on certain interfaces (e.g., an Ethernet interface
designated as the "managenent" interface). It should be possible
in this exanple to configure the device such that the SSH is NOT
listening to every address configured on the device. Simlar
effects may be achieved with the use of global filters, sonetines
called "receive" or "loopback" ACLs, that filter traffic destined

for the device itself on all interfaces.
War ni ngs.
None.
2.5.4. Ability to Control Service Source Addresses

Requi rerment .

Jones

The device MUST provide a neans that allows the user to specify

t he source addresses used for all outbound connections or

transm ssions originating fromthe device. It SHOULD be possible
to specify source addresses i ndependently for each type of

out bound connection or transni ssion. Source addresses MJST be
limted to addresses that are assigned to interfaces (including

| oopbacks) |l ocal to the device.
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Justification.

This allows renote devices receiving connections or transm ssions
to use source filtering as one nmeans of authentication. For
exanple, if SNWP traps were configured to use a known | oopback
address as their source, the SNMP workstation receiving the traps
(or a firewall in front of it) could be configured to recei ve SNW
packets only fromthat address

Exanpl es.

The operator may allocate a distinct bl ock of addresses from which
al | | oopbacks are nunber ed. NTP and sysl og can be configured to
use those | oopback addresses as source, while SNWP and BGP may be
configured to use specific physical interface addresses. This
would facilitate filtering based on source address as one way of
rejecting unauthorized attenpts to connect to peers/servers.

Wr ni ngs.

2.5.5.

Care should be taken to assure that the addresses chosen are

rout abl e between the sending and receiving devices, (e.g., setting
SSH to use a | oopback address of 10.1.1.1 which is not routed
between a router and all intended destinations could cause

probl ens) .

Not e that sonme protocols, such as SCTP [ RFC3309], can use nore
than one | P address as the endpoint of a single connection

Al'so note that [RFC3631] |ists address-based authentication as an
"insecurity nmechani snf. Address based authentication should be
repl aced or augnented by ot her nechani sns wherever possible.

Support Automatic Anti-spoofing for Single-Homed Networks

Requi renent .

Jones

The device MUST provide a nmeans to designate particular interfaces
as servicing "single-homed networks" (see Section 1.8) and MJST
provide an option to automatically drop "spoofed packets" (Section
1.8) received on such interfaces where application of the current
forwardi ng table would not route return traffic back through the
sanme interface. This option MJUST work in the presence of dynanic
routing and dynanical ly assigned addresses.

I nf or mat i onal [ Page 32]



RFC 3871 Operational Security Requirenments Sept ember 2004

Justification.

See sections 3 of [RFC1918], sections 5.3.7 and 5. 3.8 of
[ RFC1812], and [ RFC2827].

Exanpl es.

This requirement could be satisfied in several ways. It could be
satisfied by the provision of a single conmand that automatically
generates and applies filters to an interface that inplenents
anti-spoofing. It could be satisfied by the provision of a
command that causes the return path for packets received to be
checked agai nst the current forwarding tables and dropped if they
woul d not be forwarded back through the interface on which they
were received.

See [RFC3704].

Wr ni ngs.

2.5.6.

This requirement only holds for single-honed networks. Note that
a sinple forwarding table check is not sufficient in the nore
compl ex scenarios of multi-homed or nmulti-attached networks, i.e.
where the traffic may be asymetric. |In these cases, a nore

ext ensi ve check such as Feasible Path RPF could be very useful

Support Autonmatic D scarding O Bogons and Martians

Requi renment .

The device MUST provide a neans to automatically drop all "bogons"
(Section 1.8) and "nmartians" (Section 1.8). This option MJST work
in the presence of dynanic routing and dynami cally assigned

addr esses.

Justification.

Jones

These sorts of packets have little (no?) legitimte use and are
used primarily to allow individuals and organi zation to avoid
identification (and thus accountability) and appear to be nost
often used for DoS attacks, enail abuse, hacking, etc. In
addition, transiting these packets needl essly consunes resources
and nay lead to capacity and perfornmance problens for custoners.

See sections 3 of [RFC1918], sections 5.3.7 and 5. 3.8 of
[ RFC1812], and [ RFC2827].

I nf or mat i onal [ Page 33]



RFC 3871 Operational Security Requirenments Sept ember 2004

Exanpl es.

This requirenment could be satisfied by the provision of a comand
that causes the return path for packets received to be checked
agai nst the current forwarding tables and dropped if no viable
return path exists. This assunes that steps are taken to assure
that no bogon entries are present in the forwarding tables (for
exanple filtering routing updates per Section 2.7.5 to reject
advertisements of unassigned addresses).

See [ RFC3704].
Wr ni ngs.

This requirement only holds for single-honed networks. Note that
a sinple forwarding table check is not sufficient in the nore
conmpl ex scenarios of multi-honmed or nulti-attached networks, i.e.
where the traffic may be asymetric. |In these cases, a nore

ext ensi ve check such as Feasible Path RPF could be very useful

2.5.7. Support Counters For Dropped Packets

Requi renment .
The devi ce MUST provide accurate, per-interface counts of spoofed
packets dropped in accordance with Section 2.5.5 and Section
2.5.6.

Justification.
Counters can help in identifying the source of spoofed traffic.

Exanpl es.
An edge router may have several single-honmed custoners attached
When an attack using spoofed packets is detected, a quick check of
counters nay be able to identify which custoner is attenpting to
send spoofed traffic.

War ni ngs.

None.
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2.6. Rate Linmiting Requirenents
2.6.1. Support Rate Limting
Requi r erment .

The device MUST provide the capability to limt the rate at which
it will pass traffic based on protocol, source and destination IP
address or ClI DR bl ock, source and destination port, and interface.
Protocols MIUST include at least IP, ICMP, UDP, and TCP and SHOULD
i ncl ude any protocol

Justification.

Thi s requirenment provides a means of reducing or eliminating the

i npact of certain types of attacks. Also, rate limting has the
advantage that in sone cases it can be turned on a priori, thereby
offering sone ability to nitigate the effect of future attacks
prior to any explicit operator reaction to the attacks.

Exanpl es.

Assume that a web hosting conpany provides space in its data-
center to a conpany that becones unpopular with a certain el enent
of network users, who then decide to flood the web server with

i nbound 1CWP traffic. It would be useful in such a situation to
be able to rate-filter inbound ICWP traffic at the data-center’s
border routers. On the other side, assune that a new wormis

rel eased that infects vul nerabl e database servers such that they
then start spewing traffic on TCP port 1433 ained at random
destination addresses as fast as the system and network interface
of the infected server is capable. Further assune that a data
center has many vul nerable servers that are infected and

si mul t aneously sending | arge anpbunts of traffic with the result
that all outbound links are saturated. Inplenentation of this
requirenent, would allow the network operator to rate limt

i nbound and/ or outbound TCP 1433 traffic (possibly to a rate of 0
packet s/ bytes per second) to respond to the attack and maintain
service levels for other legitinmte customers/traffic.

War ni ngs.

None.
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2.6.2. Support Directional Application O Rate Limting Per Interface

Requi rerment .

The device MUST provide support to rate-limt input and/or output
separately on each interface.

Justification.

This level of granular control allows appropriately targeted
controls that mnimze the inpact on third parties

Exanpl es.

If an 1CVWP flood is directed a single customer on an edge router
it may be appropriate to rate-limt outbound I CVP only on that
custoners interface.
Wr ni ngs.
None.
2.6.3. Support Rate Limting Based on State

Requi renent .

The device MJUST be able to rate linit based on all TCP contro
flag bits. The device SHOULD support rate liniting of other
stateful protocols where the normal processing of the protoco
gi ves the device access to protocol state.

Justi fication.
This allows appropriate response to certain classes of attack

Exanpl es.

For exanple, for TCP sessions, it should be possible to rate limt
based on the SYN, SYN-ACK, RST, or other bit state.

War ni ngs.

None.
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2.7. Basic Filtering Capabilities
2.7.1. Ability to Filter Traffic
Requi r erment .

The device MUST provide a neans to filter |IP packets on any
interface inplenenting IP

Justification.

Packet filtering is inportant because it provides a basic neans of
i mpl enenting policies that specify which traffic is all owed and
which is not. It also provides a basic tool for responding to
mal i cious traffic.

Exanpl es.

Access control lists that allow filtering based on protocol and/or
source/ destinati on address and or source/destination port would be

one exanpl e.
War ni ngs.
None.

2.7.2. Ability to Filter Traffic TO the Device

Requi renment .

It MUST be possible to apply the filtering nmechanismto traffic
that is addressed directly to the device via any of its interfaces
- including | oopback interfaces.

Justification.

This allows the operator to apply filters that protect the device
itself fromattacks and unauthorized access.

Exanpl es.

Exanpl es of this might include filters that pernit only BGP from
peers and SNWP and SSH from an aut hori zed managenent segnment and
directed to the device itself, while dropping all other traffic
addressed to the device.
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Wr ni ngs.
None.

2.7.3. Ability to Filter Traffic THROUGH t he Devi ce

Requi renent .

It MIUST be possible to apply the filtering mechanismto traffic
that is being routed (switched) through the device.

Justification.

This permits inplenentation of basic policies on devices that
carry transit traffic (routers, switches, etc.).

Exanpl es.

One sinple and conmon way to neet this requirenent is to provide
the ability to filter traffic inbound to each interface and/or
out bound fromeach interface. Ingress filtering as described in
[ RFC2827] provides one exanple of the use of this capability.

Wr ni ngs.
None.

2.7.4. Ability to Filter Wthout Significant Performance Degradation

Requi renent .

The device MJST provide a neans to filter packets w thout
significant performance degradation. This specifically applies to
statel ess packet filtering operating on layer 3 (I1P) and |layer 4
(TCP or UDP) headers, as well as nornal packet forwarding

i nformati on such as inconing and outgoing interfaces.

The device MJUST be able to apply statel ess packet filters on ALL
interfaces (up to the maxi num nunber possible) sinultaneously and
with nultiple filters per interface (e.g., inbound and outbound).

Justification.

This enables the inplenentation of filtering wherever and whenever
needed. To the extent that filtering causes degradation, it may

not be possible to apply filters that inplenment the appropriate
poli ci es.
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Exanpl es.

Anot her way of stating the requirenment is that filter performance
should not be the linmting factor in device throughput. If a
device is capable of forwarding 30My/ sec without filtering, then
it should be able to forward the same anount with filtering in

pl ace.

War ni ngs.
The definition of "significant"” is subjective. At one end of the
spectrumit night nean "the application of filters nay cause the
box to crash". At the other end would be a throughput | oss of
| ess than one percent with tens of thousands of filters applied.
The | evel of perfornmance degradation that is acceptable will have
to be determ ned by the operator.
Repeat abl e test data showing filter perfornance inpact would be
very useful in evaluating confornmance with this requirenent.
Tests should include such informati on as packet size, packet rate,
nunber of interfaces tested (source/destination), types of
interfaces, routing table size, routing protocols in use,
frequency of routing updates, etc. See [bmwg-acc-bench].
This requi renment does not address stateful filtering, filtering
above | ayer 4 headers or other nore advanced types of filtering
that may be inportant in certain operational environments.

2.7.5. Support Route Filtering
Requi renent .

The device MJST provide a neans to filter routing updates for al
protocol s used to exchange external routing information

Justification.
See [RFC3013] and section 3.2 of [RFC2196].
Exanpl es.

Qperators may wi sh to ignore advertisenents for routes to
addresses allocated for private internets. See eBGP

War ni ngs.

None.
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2.7.6. Ability to Specify Filter Actions
Requi rerment .

The device MUST provide a mechanismto allow the specification of
the action to be taken when a filter rule matches. Actions MJST
include "permt" (allowthe traffic), "reject" (drop with
appropriate notification to sender), and "drop" (drop with no
notification to sender). Al so see Section 2.7.7 and Section 2.9

Justification.

This capability is essential to the use of filters to enforce
policy.

Exanpl es.

Assunme that you have a snall DMZ network connected to the
Internet. You want to all ow nanagenent using SSH comi ng from your
corporate office. In this case, you mght "pernit" all traffic to
port 22 in the DMZ fromyour corporate network, "rejecting” all
others. Port 22 traffic fromthe corporate network is all owed
through. Port 22 traffic fromall other addresses results in an

| CMP nessage to the sender. For those who are slightly nore
paranoi d, you m ght choose to "drop" instead of "reject"” traffic
from unaut hori zed addresses, with the result being that *nothing*
is sent back to the source

War ni ngs.
While silently dropping traffic without sending notification nmay
be the correct action in security terns, consideration should be
given to operational inplications. See [RFC3360] for
consi deration of potential problens caused by sending
i nappropri ate TCP Resets.

2.7.7. Ability to Log Filter Actions
Requi renment .

It MIUST be possible to log all filter actions. The |ogging
capability MJST be able to capture at |east the follow ng data:

* pernit/deny/drop status,
* source and destination | P address,

* source and destination ports (if applicable to the protocol),
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* which network el enment received the packet (interface, MAC
address or other layer 2 infornmation that identifies the
previous hop source of the packet).

Logging of filter actions is subject to the requirenents of
Section 2.11.

Justification.
Logging is essential for auditing, incident response, and
operati ons.
Exanpl es.
A desktop network may not provide any services that should be
accessible from"outside." |In such cases, all inbound connection
attenpts should be | ogged as possible intrusion attenpts.
Wr ni ngs.
None.
2.8. Packet Filtering Criteria
2.8.1. Ability to Filter on Protocols

Requi renment .

The device MUST provide a neans to filter traffic based on the
val ue of the protocol field in the I P header

Justification.
Being able to filter on protocol is necessary to allow
i npl enent ati on of policy, secure operations and for support of
i nci dent response.

Exanpl es.
Some deni al of service attacks are based on the ability to flood
the victimwith ICW traffic. One quick way (adnmittedly with some
negative side effects) to mtigate the effects of such attacks is
to drop all 1CWP traffic headed toward the victim

Wr ni ngs.

None.
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2.8.2. Ability to Filter on Addresses

Requi rerment .
The function MJST be able to control the flow of traffic based on
source and/or destination |IP address or bl ocks of addresses such
as C assless Inter-Domain Routing (ClDR) bl ocks.

Justification.
The capability to filter on addresses and address bl ocks is a
fundamental tool for establishing boundaries between different
net wor ks.

Exanpl es.

One exanpl e of the use of address based filtering is to inplenent
ingress filtering per [RFC2827].

War ni ngs.
None.
2.8.3. Ability to Filter on Protocol Header Fields
Requi renment .

The filtering mechani sm MUST support filtering based on the

val ue(s) of any portion of the protocol headers for IP, |1CWP, UDP
and TCP. It SHOULD support filtering of all other protocols
supported at layer 3 and 4. |t NMAY support filtering based on the
headers of higher level protocols. It SHOULD be possible to
specify fields by nanme (e.g., "protocol |CVMP') rather than bit-
of fset/l engt h/ nuneric value (e.g., 72:8 1).

Justification.

Being able to filter on portions of the header is necessary to
all ow i npl ementation of policy, secure operations, and support
i nci dent response.

Exanpl es.

This requirement inplies that it is possible to filter based on
TCP or UDP port numbers, TCP flags such as SYN, ACK and RST bits,
and | CWP type and code fields. One conmon exanple is to reject
"i nbound" TCP connection attenpts (TCP, SYN bit set+ACK bit cl ear
or SYN bit set+ACK, FIN and RST bits clear). Another common
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exanple is the ability to control what services are allowed in/out
of a network. It may be desirable to only allow inbound
connections on port 80 (HTTP) and 443 (HTTPS) to a network hosting

web servers
Wr ni ngs.
None.

2.8.4. Ability to Filter I nbound and Qut bound

Requi renent .

It MJUST be possible to filter both incoming and outgoing traffic
on any interface.

Justification.
This requirenment allows flexibility in applying filters at the

pl ace that nakes the nost sense. It allows invalid or nalicious
traffic to be dropped as close to the source as possible.

Exanpl es.
It might be desirable on a border router, for exanple, to apply an
egress filter outbound on the interface that connects a site to
its external ISP to drop outbound traffic that does not have a
valid internal source address. |Inbound, it might be desirable to
apply a filter that blocks all traffic froma site that is known
to forward or originate lots of junk nail

Wr ni ngs.
None.
2.9. Packet Filtering Counter Requirenents
2.9.1. Ability to Accurately Count Filter Hits
Requi rerment .

The device MUST supply a facility for accurately counting all
filter hits.
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Justification.

Accurate counting of filter rule matches is inportant because it
shows the frequency of attenpts to violate policy. This enables
resources to be focused on areas of greatest need.

Exanpl es.

Assume, for exanple, that a | SP network inplenents anti-spoofing
egress filters (see [RFC2827]) on interfaces of its edge routers
that support single-honmed stub networks. Counters could enable
the ISP to detect cases where | arge nunbers of spoofed packets are
being sent. This nmay indicate that the custoner is perfornng
potentially malicious actions (possibly in violation of the | SPs
Acceptabl e Use Policy), or that systen(s) on the customers network
have been "owned" by hackers and are being (nmis)used to | aunch
attacks.

Wr ni ngs.
None.
2.9.2. Ability to Display Filter Counters
Requi renent .
The device MUST provide a nmechanismto display filter counters.
Justification.

Information that is collected is not useful unless it can be
di spl ayed in a useful nanner.

Exanpl es.

Assunme there is a router with four interfaces. One is an up-link
to an ISP providing routes to the Internet. The other three
connect to separate internal networks. Assune that a host on one
of the internal networks has been conprom sed by a hacker and is
sending traffic with bogus source addresses. In such a situation
it might be desirable to apply ingress filters to each of the
internal interfaces. Once the filters are in place, the counters
can be exam ned to determne the source (inbound interface) of the
bogus packets.

War ni ngs.

None.
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2.9.3. Ability to Display Filter Counters per Rule
Requi rerment .

The device MJST provide a mechanismto display filter counters per
rule.

Justification.

This makes it possible to see which rules are matching and how
frequently.

Exanpl es.

Assume that a filter has been defined that has two rules, one
permtting all SSH traffic (tcp/22) and the second dropping all
remaining traffic. |If three packets are directed toward/through
the point at which the filter is applied, one to port 22, the
others to different ports, then the counter display should show 1
packet matching the pernmit tcp/22 rule and 2 packets matching the
deny all others rule.

War ni ngs.

None.
2.9.4. Ability to Display Filter Counters per Filter Application

Requi renment .
If it is possible for a filter to be applied nore than once at the
sane tinme, then the device MJST provide a nechanismto display
filter counters per filter application

Justification.
It may make sense to apply the sanme filter definition
simul taneously nore than one tinme (to different interfaces, etc.).
If so, it would be rmuch nore useful to know which instance of a
filter is matching than to know that sone instance was natchi ng
somewher e

Exanpl es.
One way to inplement this requirenent would be to have the counter
di spl ay mechani sm show the interface (or other entity) to which

the filter has been applied, along with the name (or other
designator) for the filter. For exanple if a filter naned
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"deskt op_out bound" applied two different interfaces, say,
"ethernet0" and "ethernetl", the display should indicate sonething
like "matches of filter ’'desktop_outbound’ on ethernetO ..." and
"matches of filter ’desktop_outbound on ethernetl ..."

Wr ni ngs.
None.
2.9.5. Ability to Reset Filter Counters
Requi renent .

It MJUST be possible to reset counters to zero on a per filter
basi s.

For the purposes of this requirement it would be acceptable for
the systemto nmaintain two counters: an "absolute counter"”

Cnow, and a "reset" counter, C/reset]. The absolute counter
woul d mai ntain counts that increase nmonotonically until they wap
or overflow the counter. The reset counter would receive a copy
of the current value of the absolute counter when the reset
function was issued for that counter. Functions that display or
retrieve the counter could then display the delta ([ now -

Creset]).

Justification.

This allows operators to get a current picture of the traffic
mat chi ng particular rules/filters.

Exanpl es.
Assume that filter counters are being used to detect interna
hosts that are infected with a new worm Once it is believed that
all infected hosts have been cleaned up and the worm renoved, the
next step would be to verify that. One way of doing so would be
to reset the filter counters to zero and see if traffic indicative
of the worm has ceased

War ni ngs.

None.
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2.9.6. Filter Counters Must Be Accurate

Requi rerment .
Filter counters MJST be accurate. They MIST reflect the actua
nunber of nmatching packets since the |last counter reset. Filter
counters MUST be capable of holding up to 2732 - 1 val ues without
overfl owi ng and SHOULD be capable of holding up to 2764 - 1
val ues.

Justification.

I naccurate data can not be relied on as the basis for action
Underreported data can conceal the magnitude of a problem

Exanpl es.

If N packets matching a filter are sent to/through a device, then
the counter should show N mat ches.

War ni ngs.
None.
2.10. Oher Packet Filtering Requirenments
2.10.1. Ability to Specify Filter Log Granularity
Requi renment .
It MUST be possible to enabl e/ di sabl e | ogging on a per rule basis.
Justification.
The ability to tune the granularity of |ogging allows the operator
to log only the information that is desired. Wthout this
capability, it is possible that extra data (or none at all) would
be |1 ogged, nmaking it nore difficult to find relevant information.
Exanpl es.
If a filter is defined that has several rules, and one of the
rules denies telnet (tcp/23) connections, then it should be

possible to specify that only matches on the rule that denies
tel net should generate a | og nessage.
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Wr ni ngs.
None.
2.11. Event Loggi ng Requirements
2.11.1. Logging Facility Uses Protocols Subject To Open Revi ew

Requi rerment .

The device MJST provide a logging facility that is based on
protocol s subject to open review. See Section 1.8. Custom or
proprietary |ogging protocols NMAY be inplenented provided the sane
information i s nade avail abl e.

Justification.

The use of |ogging based on protocols subject to open review
pernmits the operator to performarchival and anal ysis of |ogs
wi t hout relying on vendor-supplied software and servers.

Exanpl es.

This requirenent may be satisfied by the use of one or nore of
syslog [ RFC3164], syslog with reliable delivery [ RFC3195], TACACS+
[ RFC1492] or RADI US [ RFC2865] .

War ni ngs.

Wil e [ RFC3164] neets this requirenent, it has many security

i ssues and by itself does not neet the requirenents of Section
2.1.1. See the security considerations section of [RFC3164] for
a list of issues. [RFC3195] provides solutions to nost/all of
these issues....however at the tinme of this witing there are few
i npl ementati ons. O her possible solutions mght be to tunne
sysl og over a secure transport...but this often raises difficult
key managenent and scal ability issues.

The current best solution seens to be the follow ng:
* Inplenent [ RFC3164].

* Consider inplenmenting [RFC3195].
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2.11.2. Logs Sent To Renbte Servers

Requi rerment .
The devi ce MUST support transm ssion of records of security
related events to one or nore renote devices. There MJST be
configuration settings on the device that allow sel ection of
servers.

Justification.
This is inportant because it supports individual accountability.
It is inmportant to store themon a separate server to preserve
themin case of failure or conproni se of the nanaged devi ce.

Exanpl es.
This requirenent may be satisfied by the use of one or nore of:
syslog [ RFC3164], syslog with reliable delivery [ RFC3195], TACACS+
[ RFC1492] or RADI US [ RFC2865] .

War ni ngs.

Note that there nmay be privacy or |egal considerations when
| oggi ng/ noni toring user activity.

Hi gh vol unmes of |ogging nay generate excessive network traffic
and/ or conpete for scarce nenory and CPU resources on the device

2.11.3. Ability to Select Reliable Delivery
Requi renment .
It SHOULD be possible to select reliable delivery of |og nessages.
Justification.
Reliable delivery is inportant to the extent that log data is
depended upon to nake operational decisions and forensic anal ysis.
Wthout reliable delivery, log data becones a collection of hints.
Exanpl es.
One exanple of reliable syslog delivery is defined in [ RFC3195].

Sysl og- ng provi des anot her exanpl e, although the protocol has not
been standardi zed.
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Wr ni ngs.
None.
2.11.4. Ability to Log Locally
Requi renent .

It SHOULD be possible to log locally on the device itself. Loca
| oggi ng SHOULD be written to non-vol atile storage.

Justification.

Local 1 ogging of failed authentication attenpts to non-volatile
storage is critical. It provides a nmeans of detecting attacks
where the device is isolated fromits authentication interfaces
and attacked at the console.

Local logging is inportant for view ng information when connected
to the device. It provides sonme backup of log data in case renote
logging fails. It provides a way to view |l ogs relevant to one
device wi thout having to sort through a possibly large set of |ogs
from ot her devices

Exanpl es.
One exanpl e of local |ogging would be a nenory buffer that
recei ves copi es of nessages sent to the renpote | og server.

Anot her exanple m ght be a local syslog server (assum ng the
device is capabl e of running syslog and has sone | ocal storage).

Wr ni ngs.
Storage on the device may be limted. Hi gh volunes of |ogging may
quickly fill available storage, in which case there are two
options: new |l ogs overwite old |logs (possibly via the use of a
circular nenory buffer or log file rotation), or |ogging stops.
2.11.5. Ability to Maintain Accurate System Ti nme

Requi renment .

The device MUST naintain accurate, "high resolution" (see
definition in Section 1.8) systemtine.
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Justification.

Accurate tine is inportant to the generation of reliable |og data.
Accurate tine is also inportant to the correct operation of sone
aut henti cati on nmechani sns.

Exanpl es.

This requirement may be satisfied by supporting Network Tine
Protocol (NTP), Sinple Network Time Protocol (SNTP), or via direct
connection to an accurate tinme source.

Wr ni ngs.

System cl ock chips are inaccurate to varying degrees. Systemtine
shoul d not be relied upon unless it is regularly checked and
synchroni zed with a known, accurate external time source (such as
an NTP stratum 1l server). Also note that if network tine
synchroni zation is used, an attacker may be able to nmani pul ate the
cl ock unl ess cryptographic authentication is used.

2.11.6. Display Tinezone And UTC O f set
Requi renent .

Al displays and | ogs of systemtine MJST include a tinezone or
of fset from UTC

Justification.

Knowi ng the tinmezone or UTC offset nakes correlation of data and
coordination with data in other tinezones possible.

Exanpl es.

Bob is in Newfoundl and, Canada which is UTC -3:30. Alice is
somewhere in Indiana, USA. Sone parts of |Indiana switch to
dayl i ght savings tine while others do not. A user on Bob's
network attacks a user on Alice’'s network. Both are using |ogs
with local tinezones and no indication of UTC offset. Correlating
these logs will be difficult and error prone. |Including tinmezone
or better, UTC offset, elimnates these difficulties.

Wr ni ngs.

None.
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2.11.7. Default Tinmezone Should Be UTC

Requi rerment .

The default tinmezone for display and | oggi ng SHOULD be UTC. The

devi ce MAY support a nechanismto allow the operator to specify

the display and logging of tines in a tinmezone other than UTC
Justification.

Knowi ng the timezone or UTC offset nmakes correlation of data and

coordination with data in other tinezones possible.

Exanpl es.

Bob i n Newfoundl and (UTC -3:30) and Alice in Indiana (UTC -5 or
UTC -6 depending on the tine of year and exact county in Indiana)
are working an incident together using their logs. Both left the
default settings, which was UTC, so there was no transl ation of

time necessary to correlate the |ogs.
War ni ngs.
None.
2.11.8. Logs Must Be Ti mest anped

Requi rerment .

By default, the device MJST tinestanp all |og nessages. The
ti mestanp MJUST be accurate to within a second or less. The
timestanp MJUST include a tinezone. There MAY be a nechanismto

di sabl e the generation of tinestanps.

Justification.

Accurate tinestanps are necessary for correlating events,
particularly across nultiple devices or with other organizations.

This applies when it is necessary to anal yze | ogs.
Exanpl es.

This requirenment MAY be satisfied by witing tinestanps into
sysl og nessages.
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Wr ni ngs.

It is difficult to correlate logs fromdifferent tinme zones.
Security events on the Internet often involve nmachi nes and | ogs
froma variety of physical locations. For that reason, UCis
preferred, all other things being equal

2.11.9. Logs Contain Untranslated | P Addresses

Requi rerment .

Log nessages MUST NOT list translated addresses (DNS nanes)
associated with the address without listing the untranslated IP
address where the I P address is available to the device generating
the | og nessage.

Justification.

Including | P address of access list violations authentication
attenpts, address | ease assignnents and sinmilar events in |ogs
enabl es a |l evel of individual and organizational accountability
and is necessary to enable anal ysis of network events, incidents,
policy violations, etc.

DNS entries tend to change nore quickly than I P bl ock assignnents.
This makes the address nore reliable for data forensics.

DNS | ookups can be sl ow and consume resources.

Exanpl es.

A failed network | ogin should generate a record with the source
address of the login attenpt.

War ni ngs.

* Source addresses nmay be spoofed. Network-based attacks often
use spoofed source addresses. Source addresses should not be
completely trusted unless verified by other neans.

* Addresses may be reassigned to different individual, for
exanple, in a desktop environment using DHCP. |n such cases
the individual accountability afforded by this requirenent is
weak. Having accurate tine in the |logs increases the chances
that the use of an address can be correlated to an individual
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*  Network topol ogies nmay change. Even in the absence of dynanic
address assignnent, network topol ogi es and address bl ock
assi gnnents do change. Logs of an attack one nonth ago nay not
gi ve an accurate indication of which host, network or
organi zati on owned the systen(s) in question at the tine.
2.11.10. Logs Contain Records O Security Events
Requi rerment .

The device MJST be able to send a record of at |east the foll ow ng
events:

* authentication successes,
* authentication failures,
* session Ternination,

* aut hori zati on changes,

* configuration changes,

* device status changes

The device SHOULD be able to send a record of all other security
rel ated events.

Justification.

This is inportant because it supports individual accountability.
See section 4.5.4.4 of [RFC2196].

Exanpl es.
Exanpl es of events for which there nust be a record include: user
| ogins, bad login attenpts, |ogouts, user privilege |evel changes,
i ndi vi dual configurati on commands i ssued by users and system
startup/ shut down events.

War ni ngs.

This list is far fromconpl ete.

Note that there may be privacy or |egal considerations when
| oggi ng/ moni toring user activity.
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2.11.11. Logs Do Not Contain Passwords
Requi rerment .

Passwor ds SHOULD be excluded fromall audit records, including
records of successful or failed authentication attenpts.

Justification.
Access control and authorization requirenents differ for
accounting records (logs) and authorizati on dat abases (passwords).
Loggi ng passwords may grant unauthorized access to individuals
with access to the logs. Logging failed passwords nmay give hints
about actual passwords. See section 4.5.4.4 of [RFC2196].

Exanpl es.

A user nmay nake small mistakes in entering a password such as
using incorrect capitalization ("ny password" vs. "My Password").

War ni ngs.

There may be situations where it is appropriate/required to | og
passwor ds.

2.12. Authentication, Authorization, and Accounting (AAA) Requirenents
2.12. 1. Authenticate Al User Access
Requi renent .

The device MJST provide a facility to perform authentication of
all user access to the system

Justification.

This functionality is required so that access to the system can be
restricted to authorized personnel

Exanpl es.
This requi renent MAY be satisfied by inplenenting a centralized
aut hentication system See Section 2.12.5. It MY also be
satisfied using local authentication. See Section 2.12.6.
War ni ngs.

None.
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2.12.2. Support Authentication of Individual Users

Requi rerment .

Mechani sns used to authenticate interactive access for
configuration and managenent MJST support the authentication of
di stinct, individual users. This requirenment MAY be rel axed to
support systeminstallation Section 2.4.5 or recovery of

aut hori zed access Section 2.12.15.

Justification.

The use of individual accounts, in conjunction with |ogging,
pronotes accountability. The use of group or default accounts
under m nes individual accountability.

Exanpl es.

A user may need to log in to the device to access CLI functions
for managenent. [Individual user authentication could be provided
by a centralized authentication server or a usernane/password

dat abase stored on the device. It would be a violation of this
rule for the device to only support a single "account” (with or
wi t hout a usernane) and a single password shared by all users to
gain adm nistrative access.

War ni ngs.

This sinply requires that the mechanismto support individua
users be present. Policy (e.g., forbidding shared group accounts)
and enforcenent are al so needed but beyond the scope of this
docunent .

2.12.3. Support Sinultaneous Connections

Requi renent .

The devi ce MUST support nultiple sinultaneous connections by
di stinct users, possibly at different authorization |evels.

Justification.

Jones

This allows nmultiple people to perform authorized nanagenent
functions sinmultaneously. This also neans that attenpted
connections by unauthorized users do not automatically |ock out
aut hori zed users.
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Exanpl es.
None.
War ni ngs.
None.
2.12.4. Ability to Disable Al Local Accounts
Requi r erment .

The device MUST provide a neans of disabling all |ocal accounts
i ncl udi ng:

* | ocal users,
* default accounts (vendor, naintenance, guest, etc.),
* privileged and unprivileged accounts.

A local account defined as one where all information necessary for
user authentication is stored on the device.

Justification.
Default accounts, well-known accounts, and ol d accounts provide
easy targets for soneone attenpting to gain access to a device
It nmust be possible to disable themto reduce the potentia
vul nerability.

Exanpl es.

The i npl enent ati on depends on the types of authentication
supported by the device.

Wr ni ngs.
None.
2.12.5. Support Centralized User Authentication Methods
Requi renent .

The devi ce MUST support a nmethod of centralized authentication of
all user access via standard authentication protocols.
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Justification.

Support for centralized authentication is particularly inportant
in large environments where the network devices are widely

di stributed and where nany people have access to them This
reduces the effort needed to effectively restrict and track access
to the system by authorized personnel

Exanpl es.
This requirement can be satisfied through the use of DI AMETER
[ RFC3588], TACACS+ [ RFC1492], RADI US [ RFC2865], or Kerberos
[ RFC1510] .
The secure managenent requirenents (Section 2.1.1) apply to AAA
See [ RFC3579] for a discussion security issues related to RADIUS

Wr ni ngs.
None.

2.12.6. Support Local User Authentication Method

Requi renent .
The devi ce SHOULD support a | ocal authentication nmethod. |If
i mpl enment ed, the nmethod MJUST NOT require interaction with anything
external to the device (such as renote AAA servers), and MJST
work in conjunction with Section 2.3.1 (Support a ' Consol e’
Interface) and Section 2.12.7 (Support Configuration of Oder of
Aut henti cati on Met hods).

Justification.
Support for local authentication nmay be required in snaller
environnents where there nay be only a few devices and a linited
nunber of people with access. The overhead of naintaining
centralized authentication servers may not be justified.

Exanpl es.

The use of |ocal, per-device usernanmes and passwords provi des one
way to inplement this requirenent.
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Wr ni ngs.

Aut hentication information nust be protected wherever it resides.
Havi ng, for instance, |ocal usernanes and passwords stored on 100
net wor k devi ces means that there are 100 potential points of
failure where the information could be conpronised vs. storing
aut hentication data centralized server(s), which would reduce the
potential points of failure to the nunber of servers and all ow
protection efforts (system hardening, audits, etc.) to be focused
on, at nost, a few servers

2.12.7. Support Configuration of Order of Authentication Methods
Requi renment .
The devi ce MUST support the ability to configure the order in
whi ch supported authenticati on nethods are attenpted.
Aut henti cation SHOULD "fail closed", i.e., access should be denied
if none of the listed authentication nmethods succeeds.

Justification.

This allows the operator flexibility in inplenenting appropriate
security policies that bal ance operational and security needs.

Exanpl es.
If, for exanple, a device supports RADI US authentication and | oca
user names and passwords, it should be possible to specify that
RADI US aut henti cation should be attenpted if the servers are
avai l abl e, and that |ocal usernanes and passwords shoul d be used
for authentication only if the RADIUS servers are not avail abl e.
Simlarly, it should be possible to specify that only RAD US or
only local authentication be used.

Wr ni ngs.
None.

2.12.8. Ability To Authenticate Wthout Plaintext Passwords

Requi renent .

The devi ce MUST support nechani sns that do not require the

transm ssion of plaintext passwords in all cases that require the
transm ssion of authentication information across networks.
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Justification.
Pl ai nt ext passwords can be easily observed using packet sniffers
on shared networks. See [RFC1704] and [RFC3631] for a through
di scussi on.

Exanpl es.
Remote login requires the transm ssion of authentication
i nformati on across networks. Telnet transmts plaintext
passwords. SSH does not. Telnet fails this requirement. SSH
passes.

War ni ngs.
None.

2.12.9. No Default Passwords

Requi renment .

The initial configuration of the device MJUST NOT contain any
default passwords or other authentication tokens.

Justification.

Def aul t passwords provide an easy way for attackers to gain
unaut hori zed access to the device.

Exanpl es.
Passwor ds such as the nanme of the vendor, device, "default", etc.
are easily guessed. The SNWP comunity strings "public" and
"private" are well known defaults that provide read and wite
access to devices.

Wr ni ngs.

Li sts of default passwords for various devices are readily
avail abl e at nunerous websites.

2.12.10. Passwords Must Be Explicitly Configured Prior To Use
Requi renment .

The device MUST require the operator to explicitly configure
"passwords" prior to use.
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Justification.

This requirenment is intended to prevent unauthorized nanagenent
access. Requiring the operator to explicitly configure passwords
will tend to have the effect of ensuring a diversity of passwords.
It also shifts the responsibility for password selection to the
user.

Exanpl es.

Assume that a device cones with console port for nmanagenent and a
default admi nistrative account. This requirenment together with No
Def aul t Passwords says that the adninistrative account should cone
with no password configured. One way of neeting this requirenent
woul d be to have the device require the operator to choose a
password for the administrative account as part of a dialog the
first tine the device is configured

Wr ni ngs.

While this device requires operators to set passwords, it does not
prevent them from doi ng things such as using scripts to configure
hundreds of devices with the sanme easily guessed passwords.

2.12.11. Ability to Define Privilege Levels
Requi rerment .

It MIUST be possible to define arbitrary subsets of all managenent
and configuration functions and assign themto groups or
"privilege |levels", which can be assigned to users per Section
2.12.12. There MJST be at |east three possible privilege |evels.

Justification.

This requirenment supports the inplenentation of the principal of
"l east privilege", which states that an individual should only
have the privil eges necessary to execute the operations he/she is
required to perform

Exanpl es.

Exanpl es of privilege |levels night include "user" which only
allows the initiation of a PPP or telnet session, "read only",
which allows read-only access to device configuration and
operational statistics, "root/superuser/administrator" which
al l ows update access to all configurable paraneters, and
"operator" which allows updates to a linmted, user defined set of
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paraneters. Note that privilege levels nmay be defined locally on
the device or on centralized authentication servers.

War ni ngs.
None.

2.12.12. Ability to Assign Privilege Levels to Users

Requi rerment .

The device MUST be able to assign a defined set of authorized
functions, or "privilege level", to each user once they have

aut henticated thenmselves to the device. Privilege |evel

determi nes which functions a user is allowed to execute. Also see
Section 2.12.11.

Justification.

Thi s requirement supports the inplenmentation of the principal of
"l east privilege", which states that an individual should only
have the privil eges necessary to execute the operations he/she is
required to perform

Exanpl es.

The inplenentation of this requirenent will obviously be closely
coupled with the authentication mechanism |If RADIUS is used, an
attribute could be set in the user’s RADIUS profile that can be
used to map the IDto a certain privilege |evel

Wr ni ngs.
None.
2.12.13. Default Privilege Level Miust Be ' None
Requi renment .

The default privilege | evel SHOULD NOT all ow any access to
managenent or configuration functions. |t MAY allow access to
user-level functions (e.g., starting PPP or telnet). It SHOULD be
possible to assign a different privilege |level as the default.
This requi rement MAY be rel axed to support systeminstallation per
Section 2.4.5 or recovery of authorized access per Section
2.12.15.
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Justification.

Thi s requirement supports the inplenmentation of the principal of
"l east privilege", which states that an individual should only
have the privil eges necessary to execute the operations he/she is
required to perform

Exanpl es.

Exanpl es of privilege |levels night include "user"” which only
allows the initiation of a PPP or tel net session, "read-only",
which allows read-only access to device configuration and
operational statistics, "root/superuser/adninistrator" which
al | ows update access to all configurable paraneters, and
"operator" which allows updates to a linmited, user defined set of
paraneters. Note that privilege |levels nmay be defined locally on
the device or on centralized authentication servers.

Wr ni ngs.

It may be required to provide exceptions to support the
requi renents to support recovery of privileged access (Section
2.12.15) and to support OS installation and configuration (Section
2.4.5). For exanple, if the OS and/or configuration has sonehow
becone corrupt an authorized individual with physical access nay
need to have "root" |evel access to performan install

2.12.14. Change in Privilege Levels Requires Re-Authentication

Requi renent .

The device MJST re-authenticate a user prior to granting any
change in user authorizations.

Justification.

This requirenment ensures that users are able to performonly
aut hori zed acti ons.

Exanpl es.
This requirenent mght be inplenmented by assigning base privil ege
levels to all users and allowi ng the user to request additiona
privileges, with the requests validated by the AAA server

War ni ngs.

None.
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2.12.15. Support Recovery O Privileged Access

Requi rerment .

The devi ce MUST support a mechanismto all ow authorized

i ndividuals to recover full privileged adm nistrative access in
the event that access is lost. Use of the mechani sm MUST require
physi cal access to the device. There MAY be a nechanismfor

di sabling the recovery feature.

Justification.

There are tinmes when | ocal administrative passwords are forgotten
when the only person who knows them | eaves the conpany, or when
hackers set or change the password. 1In all these cases
legitimate administrative access to the device is lost. There
shoul d be a way to recover access. Requiring physical access to
i nvoke the procedure nmakes it less likely that it will be abused
Sonme organi zati ons may want an even hi gher |evel of security and
be willing to risk total |oss of authorized access by disabling
the recovery feature, even for those with physical access.

Exanpl es.

Sonme exanpl es of ways to satisfy this requirenent are to have the
device give the user the chance to set a new adninistrative
password when:

* The user sets a junper on the system board to a particul ar
posi tion.

* The user sends a special sequence to the RS232 consol e port
during the initial boot sequence.

* The user sets a "boot register” to a particul ar val ue.

Wr ni ngs.

Jones

Thi s nechani sm by design, provides a "back door" to conplete
adm ni strative control of the device and may not be appropriate
for environnents where those with physical access to the device
can not be trusted.

Al so see the warnings in Section 2.3.1 (Support a ’'Consol e’
Interface).
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2.13. Layer 2 Devices Must Meet Higher Layer Requirenents
Requi rerment .
If a device provides |ayer 2 services that are dependent on | ayer
3 or greater services, then the portions that operate at or above
| ayer 3 MUST conformto the requirenents listed in this docunent.

Justification.

Al'l layer 3 devices have sinilar security needs and shoul d be
subject to sinmlar requirenents.

Exanpl es.
Signaling protocols required for layer 2 switching may exchange
information with other devices using |ayer 3 conmunications. In
such cases, the device nust provide a secure layer 3 facility.
Al'so, if higher |ayer capabilities (say, SSH or SNMP) are used to
manage a |layer 2 device, then the rest of the requirenents in this
docunent apply to those capabilities.

War ni ngs.
None.

2.14. Security Features Must Not Cause Operational Problens
Requi renment .

The use of security features specified by the requirenents in this
document SHOULD NOT cause severe operational problens.

Justification.
Security features which cause operational problens are not usefu
and nay | eave the operator with no nechani smfor enforcing
appropriate policy.

Exanpl es.
Sonme exanpl es of severe operational problens include:
* The device crashes.

* The devi ce beconmes unnanageabl e.

* Data is |ost.
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* Use of the security feature consunes excessive resources (CPU
nmenory, bandw dth).

War ni ngs.

2.15.

Determ nation of conpliance with this requirenent involves a |l eve
of judgenent. What is "severe"? Certainly crashing is severe
but what about a % |oss in throughput when | ogging is enabl ed?
It should al so be noted that there may be unavoi dabl e physica
limtations such as the total capacity of a link

Security Features Should Have M ninal Perfornmance | npact

Requi renment .

Security features specified by the requirenents in this docunent
SHOULD be inplemented with m nimal inpact on performance. O her
sections of this docunent nmay specify different perfornance
requirenents (e.g., "MJST"s).

Justification.

Security features which significantly inmpact perfornmance may | eave
the operator with no nechanismfor enforcing appropriate policy.

Exanpl es.

If the application of filters is known to have the potential to
significantly reduce throughput for non-filtered traffic, there
will be a tendency, or in sone cases a policy, not to use filters.

Assume, for exanple, that a new wormis rel eased that scans random
| P addresses | ooking for services listening on TCP port 1433. An
operator mght want to investigate to see if any of the hosts on
their networks were infected and trying to spread the worm One
way to do this would be to put up non-blocking filters counting
and | oggi ng the nunber of outbound connection 1433, and then to

bl ock the requests that are deternined to be frominfected hosts.
If any of these capabilities (filtering, counting, |ogging) have
the potential to inpose severe perfornance penalties, then this
otherw se rational course of action m ght not be possible.

Wr ni ngs.

Jones

Requirements for which perfornmance is a particular concern
include: filtering, rate-limting, counters, |ogging and anti -
spoof i ng.
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3. Docunentation Requirenents

The requirenents in this section are intended to list information
that will assist operators in evaluating and securely operating a
devi ce.

3.1. ldentify Services That May Be Listening
Requi rerment .
The vendor MUST provide a list of all services that may be active
on the device. The list MJUST identify the protocols and default
ports (if applicable) on which the services listen. |t SHOULD
provi de references to conpl ete docunentation describing the
service.

Justification.

This information is necessary to enable a thorough assessnent of
the potential security risks associated with the operation of each

service.
Exanpl es.
The list will likely contain network and transport protocols such

as |P, 1CWP, TCP, UDP, routing protocols such as BGP and OSPF,
application protocols such as SSH and SNVWP al ong with references
to the RFCs or other documentation describing the versions of the
prot ocol s i npl enent ed.

Web servers "usually" listen on port 80. |In the default
configuration of the device, it may have a web server |istening on
port 8080. In the context of this requirenment "identify ..
default port" would nean "port 8080"

Wr ni ngs.
There may be valid, non-technical reasons for not disclosing the
specifications of proprietary protocols. |In such cases, all that
needs to be disclosed is the existence of the service and the
default ports (if applicable).

3.2. Docunent Service Defaults
Requi renment .

The vendor MUST provide a list of the default state of all
services
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Justification.
Under st andi ng ri sk requires understandi ng exposure. Each service
that is enabled presents a certain |evel of exposure. Having a
list of the services that is enabled by default nmakes it possible
to perform neani ngful risk analysis.

Exanpl es.

The list may be no nore than the output of a comrmand that
i mpl ements Section 2.5.1.

Wr ni ngs.
None.
3.3. Document Service Activation Process
Requi renent .

The vendor MUST conci sely docunent which features enabl e and
di sabl e servi ces.

Justification.
Once ri sk has been assessed, this |list provides the operator a
qui ck neans of understandi ng how to di sable (or enable) undesired
(or desired) services.

Exanpl es.
This may be a Iist of commands to enabl e/ di sabl e servi ces one by
one or a single command whi ch enabl es/ di sabl es "standard" groups
of commands.

Wr ni ngs.
None.

3.4. Document Conmand Line Interface

Requi renent .
The vendor MJST provide conpl ete docunentation of the comuand |ine
interface with each software rel ease. The docunentati on SHOULD

i ncl ude highlights of changes from previous versions. The
docunent ati on SHOULD |ist potential output for each command.
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Justification.

Under st andi ng of inputs and outputs is necessary to support
scripting. See Section 2.4.2.

Exanpl es.
Separ at e docunentati on should be provided for each comand |isting
the syntax, paraneters, options, etc. as well as expected output
(status, tables, etc.).
Wr ni ngs.
None.
3.5. 'Consol e’ Default Conmunication Profile Docunented

Requi renent .

The consol e default profile of comunications paraneters MJST be
published in the system docunentation

Justification.
Publication in the system docunentati on nmakes the settings
accessible. Failure to publish themcould | eave the operator
havi ng to guess.

Exanpl es.
None.

War ni ngs.
None.

4. Assurance Requirenents

The requirenments in this section are intended to

o identify behaviors and information that will increase confidence
that the device will neet the security functional requirenents.

0 Provide information that will assist in the perfornmance of
security eval uations.
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4.1. ldentify Oigin of IP Stack

Requi rerment .

The vendor SHOULD disclose the origin or basis of the I P stack
used on the system

Justification.

This information is required to better understand the possible
security vulnerabilities that may be inherent in the |IP stack

Exanpl es.

"The | P stack was derived fromBSD 4.4", or "The | P stack was

i mpl emented from scratch.”

Wr ni ngs.

Many | P stacks make sinplifying assunptions about how an | P packet
shoul d be fornmed. A nalforned packet can cause unexpected
behavior in the device, such as a systemcrash or buffer overfl ow
which could result in unauthorized access to the system

4.2. ldentify Oigin of Qperating System

Requi rerment .

The vendor SHOULD disclose the origin or basis of the operating
system (CS).

Justification.

This information is required to better understand the security
vul nerabilities that may be inherent to the OS based on its

origin.

Exanpl es.

"The operating systemis based on Linux kernel 2.4.18."

Wr ni ngs.
None.
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5. Security Considerations

CGener a

Security is the subject matter of this entire meno. The
justification section of each individual requirenent lists the
security inplications of neeting or not neeting the requirenent.

SNWVP

SNWP versions prior to SNVWPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | PSec),
even then, there is no control as to who on the secure network is
all owed to access and GET/ SET (read/change/create/del ete) the
objects in the MB.

It is reconmmended that inplenmentors consider the security features
as provided by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns
(for authentication and privacy).

Furt hernmore, deploynment of SNWP versions prior to SNVWPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to MB
objects is properly configured to give access to the objects only
to those principals (users) that have legitimate rights to indeed
CET or SET (change/create/del ete) them

6. References

6. 1.

Nor mat i ve Ref erences

[ ANSI . X9-52.1998] Anerican National Standards Institute, "Triple Data

Encryption Al gorithm Modes of Operation”, ANS
X9.52, 1998.

[ FI PS. 197] National Institute of Standards and Technol ogy,

"Advanced Encryption Standard", FIPS PUB 197,
Novenber 2001
<http://csrc.nist.gov/publications/fips/fips197/
fips-197. ps>.

[ PKCS. 3. 1993] RSA Laboratories, "Diffie-Hell man Key- Agreenent

St andard, Version 1.4", PKCS 3, Novenber 1993.

[ RFC1208] Jacobsen, O and D. Lynch, "d ossary of networking

Jones

terns", RFC 1208, March 1991

I nf or mat i onal [ Page 71]



RFC 3871

[ RFC1321]

[ RFC1492]

[ RFC1510]

[ RFC1704]

[ RFC1812]

[ RFC1918]

[ RFC2026]

[ RFC2119]

[ RFC2196]

[ RFC2246]

[ RFC2385]

[ RFC2401]

[ RFC2631]

[ RFC2827]

Jones

Operational Security Requirenments Sept ember 2004

Rivest, R, "The MD5 Message-Di gest Al gorithni, RFC
1321, April 1992,

Finseth, C., "An Access Control Protocol, Sonetines
Cal | ed TACACS', RFC 1492, July 1993.

Kohl, J. and C. Neuman, "The Kerberos Network
Aut henti cation Service (V5)", RFC 1510, Septenber
1993.

Haller, N. and R Atkinson, "On Internet
Aut hentication", RFC 1704, Cctober 1994.

Baker, F., Ed., "Requirenments for |IP Version 4
Rout ers", RFC 1812, June 1995.

Rekhter, Y., Mskowitz, B., Karrenberg, D., de
Goot, G, and E. Lear, "Address Allocation for
Private Internets", BCP 5, RFC 1918, February 1996.

Bradner, S., "The Internet Standards Process --
Revi sion 3", BCP 9, RFC 2026, Cctober 1996.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

Fraser, B., "Site Security Handbook", FYl 8, RFC
2196, Septenber 1997.

Dierks, T. and C. Allen, "The TLS Protocol Version
1.0", RFC 2246, January 1999.

Heffernan, A., "Protection of BG Sessions via the
TCP MD5 Signature Option", RFC 2385, August 1998.

Kent, S. and R Atkinson, "Security Architecture
for the Internet Protocol", RFC 2401, Novenber
1998.

Rescorla, E., "Diffie-Hellman Key Agreenent
Met hod", RFC 2631, June 1999.

Ferguson, P. and D. Senie, "Network Ingress
Filtering: Defeating Denial of Service Attacks
whi ch enpl oy | P Source Address Spoofing", BCP 38,
RFC 2827, May 2000.

I nf or mat i onal [ Page 72]



RFC 3871

[ RFC2865]

[ RFC3013]

[ RFC3164]

[ RFC3174]

[ RFC3195]

[ RFC3309]

[ RFC3330]

[ RFC3360]

[ RFC3410]

[ RFC3411]

[ RFC3447]

[ RFC3562]

Jones

Operational Security Requirenments Sept ember 2004

Rigney, C., Wllens, S., Rubens, A, and W
Si npson, "Renote Authentication Dial In User
Service (RADIUS)", RFC 2865, June 2000.

Killalea, T., "Recommended | nternet Service
Provi der Security Services and Procedures", BCP 46,
RFC 3013, Novenber 2000.

Lonvick, C., "The BSD Syslog Protocol", RFC 3164,
August 2001

East| ake, D. and P. Jones, "US Secure Hash
Algorithm1 (SHA1)", RFC 3174, Septenber 2001.

New, D. and M Rose, "Reliable Delivery for
sysl og", RFC 3195, Novenber 2001

Stone, J., Stewart, R and D. Gis, "Stream Contro
Transm ssi on Protocol (SCTP) Checksum Change", RFC
3309, Septenber 2002.

| ANA, "Speci al -Use | Pv4 Addresses”, RFC 3330,
Sept ember 2002.

Fl oyd, S., "lnappropriate TCP Resets Consi dered
Harnful ", BCP 60, RFC 3360, August 2002.

Case, J., Mundy, R, Partain, D. and B. Stewart,
"Introduction and Applicability Statenments for

I nt ernet - Standard Managenent Franmework", RFC 3410,
Decenber 2002.

Harrington, D., Presuhn, R, and B. Wjnen, "An
Architecture for Describing Sinple Network
Managenment Protocol (SNWP) Managenent Franmewor ks",
STD 62, RFC 3411, Decenber 2002.

Jonsson, J. and B. Kaliski, "Public-Key

Crypt ography Standards (PKCS) #1: RSA Cryptography
Specifications Version 2.1", RFC 3447, February
2003.

Leech, M, "Key Managenent Considerations for the
TCP MD5 Signhature Option", RFC 3562, July 2003.

I nf or mat i onal [ Page 73]



RFC 3871 Operational Security Requirenments Sept ember 2004
[ RFC3579] Aboba, B. and P. Cal houn, "RADI US (Renote
Aut hentication Dial In User Service) Support For
Ext ensi bl e Aut hentication Protocol (EAP)", RFC
3579, Septenber 2003.
[ RFC3588] Cal houn, P., Loughney, J., Quttman, E., Zorn, G,
and J. Arkko, "Dianeter Base Protocol", RFC 3588,
Sept enber 2003.
[ RFC3631] Bellovin, S., Schiller, J., and C. Kaufnman, Eds.
"Security Mechanisnms for the Internet”, RFC 3631,
Decenber 2003.
6.2. Informative References
[ RFC3766] Oman, H and P. Hoffrman, "Determ ning Strengths
For Public Keys Used For Exchanging Symmetric
Keys", BCP 86, RFC 3766, April 2004.
[ RFC3704] Baker, F. and P. Savola, "Ingress Filtering for

[ bmng- acc- bench]

[ Schnei er]

Jones

Mul ti honed Networ ks", BCP 84, RFC 3704, March 2004.

Poretsky, S., "Franmework for Accelerated Stress
Benchmar ki ng", Work in Progress, Cctober 2003.

Schneier, B., "Applied Cryptography, 2nd Ed.
Publ i sher John Wley & Sons, Inc.", 1996.

I nf or mati onal [ Page 74]



RFC 3871 Operational Security Requirenments Sept ember 2004

Appendi x A.  Requirenment Profiles
This Appendix lists different profiles. A profile is a list of list
of requirements that apply to a particular class of devices. The
m ni mum requi renents profile applies to all devices.

A.1. M ninmm Requirenents Profile
The functionality listed here represents a m ni mrum set of
requi renents to which managed infrastructure of |large |IP networks
shoul d adhere.
The m nimal requirenents profil e addresses functionality which wll
provi de reasonabl e capabilities to manage the devices in the event of
attacks, sinplify troubl eshooting, keep track of events which affect
systemintegrity, help analyze causes of attacks, as well as provide
adm nistrators control over |IP addresses and protocols to help
mtigate the nost common attacks and exploits.
0 Support Secure Channel s For Managenent
0 Use Protocols Subject To Open Revi ew For Managenent
0 Use Cryptographic Al gorithns Subject To Open Review
0 Use Strong Cryptography
o Allow Selection of Cryptographic Paraneters
o Managenent Functions Shoul d Have Increased Priority
0 Support a 'Console’ Interface
0 ’'Console’ Communication Profile Mist Support Reset
0 ’'Console’ Default Conmunication Profile Docunented
0 ’'Console’ Requires Mninmal Functionality of Attached Devi ces.
0 Support Separate Managenent Plane |P Interfaces

0 No Forwardi ng Bet ween Managenent Plane And OQther |nterfaces

o ’'CLI' Provides Access to All Configuration and Managenent
Functi ons

0 ’'CLI' Supports Scripting of Configuration
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o ’'CLI'" Supports Managenent Over 'Sl ow Links
o Docunent Conmand Line Interface

0 Support Software Installation

0 Support Renote Configuration Backup

0 Support Renote Configuration Restore

0 Support Text Configuration Files

0o Ability to Identify Al Listening Services
0o Ability to Disable Any and Al Services

o0 Ability to Control Service Bindings for Listening Services
0 Ability to Control Service Source Addresses
o Ability to Filter Traffic

o Ability to Filter Traffic TO the Device

0 Support Route Filtering

0 Ability to Specify Filter Actions

0 Ability to Log Filter Actions

o Ability to Filter Wthout Significant Perfornmance Degradation
0 Ability to Specify Filter Log Granularity

0 Ability to Filter on Protocols

0o Ability to Filter on Addresses

0 Ability to Filter on Protocol Header Fields
0o Ability to Filter Inbound and Qut bound

o Packet Filtering Counter Requirenents

0 Ability to Display Filter Counters

0o Ability to Display Filter Counters per Rule
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0 Ability to Display Filter Counters per Filter Application
0 Ability to Reset Filter Counters

o Filter Counters Must Be Accurate

0 Logging Facility Uses Protocols Subject To Open Revi ew
0 Logs Sent To Renote Servers

0 Ability to Log Locally

0o Ability to Maintain Accurate System Tinme

o Display Tinmezone And UTC O f set

o Default Tinmezone Should Be UTC

0 Logs Must Be Ti nest anped

0 Logs Contain Untranslated | P Addresses

0 Logs Contain Records O Security Events

0o Authenticate Al User Access

0 Support Authentication of |Individual Users

0 Support Sinmultaneous Connections

0 Ability to Disable Al Local Accounts

0 Support Centralized User Authentication Methods

0 Support Local User Authentication Method

0 Support Configuration of Order of Authentication Methods
o Ability To Authenticate Wthout Plaintext Passwords

0 Passwords Must Be Explicitly Configured Prior To Use

0 No Default Passwords

0 Ability to Define Privilege Levels

0o Ability to Assign Privilege Levels to Users
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o Default Privilege Level Must Be ' None

0 Change in Privilege Levels Requires Re-Authentication
0 Support Recovery O Privileged Access

0 Logs Do Not Contain Passwords

0 Security Features Miust Not Cause Qperational Problens

0 Security Features Should Have M ninmal Performance | npact

o ldentify Services That May Be Listening

o Docunent Service Defaults

o Docunent Service Activation Process

0 ldentify Origin of IP Stack

0o ldentify Origin of Operating System

o0 ldentify Origin of IP Stack

o0 ldentify Origin of Operating System

0 Layer 2 Devices Must Meet Higher Layer Requirenents

A. 2. Layer 3 Network Edge Profile

This section builds on the ninimal requirenents listed in A1 and
adds nore stringent security functionality specific to layer 3
devi ces which are part of the network edge. The network edge is
typically where nuch of the filtering and traffic control policies

are inmpl enent ed.

An edge device is defined as a device that nmakes up the network

i nfrastructure and connects directly to custoners or peers.

woul d include routers connected to peering points, swtches

connecting custoner hosts, etc.

0 Support Automatic Anti-spoofing for Single-Honed Networks

0 Support Automatic Discarding OF Bogons and Marti ans
0 Support Counters For Dropped Packets

0 Support Rate Limting
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(o]

(o]

(o]

Support Directional Application OfF Rate Limiting Per Interface
Support Rate Limting Based on State

Ability to Filter Traffic THROUGH the Device

Appendi x B. Acknow edgrent s

Thi s docunent grew out of an internal security requirenments docunent
used by UUNET for testing devices that were being proposed for
connection to the backbone.

The editor gratefully acknow edges the contributions of:

(o]

(0]

(0]

Jones

Greg Sayadi an, author of a predecessor of this docunent.
Eric Brandwi ne, a major source of ideas/critiques.

The M TRE Corporation for supporting continued devel opnent of this
docunment. NOTE: The editor’s affiliation with The M TRE
Corporation is provided for identification purposes only, and is
not intended to convey or inply MTRE s concurrence with, or
support for, the positions, opinions or viewpoints expressed by
the editor.

The fornmer UUNET network security team Jared Allison, Eric
Brandwi ne, C arissa Cook, Dave Garn, Tae Kim Kent King, Neil
Kirr, Mark Krause, M chael Lanoureux, Maureen Lee, Todd MacDer nid,
Chris Morrow, Alan Pitts, Greg Sayadi an, Bruce Snow, Robert Stone,
Anne WIllians, Pete Wite.

O hers who have provided significant feedback at various stages of
the life of this docunent are: Ran Atkinson, Fred Baker, Steve
Bellovin, David L. Black, Mchael H Behringer, Matt Bishop, Scott
Bl ake, Randy Bush, Pat Cain, Ross Callon, Steven Christey, Owen
Del ong, Sean Donel an, Robert Elnore, Barbara Fraser, Barry G eene,
Jeffrey Haas, David Harrington, Dan Hollis, Jeffrey Hutzel nan,
Meri ke Kaeo, James Ko, John Kristoff, Chris Lonvick, Chris
Liljenstol pe, Janes W Laferriere, Jared Mauch, Perry E. Metzger,
M ke O Connor, Alan Paller, Rob Pickering, Pekka Savola, G egg
Schudel , Juergen Schoenwael der, Don Smith, Rodney Thayer, David
Walters, Joel N Weber 11, Russ Wite, Anthony WIIlians, Neal
Ziring.

Madge B. Harrison and Patricia L. Jones, technical witing review
This listing is intended to acknow edge contributions, not to

i nply that the individual or organizations approve the content of
thi s docunent.

I nf or mat i onal [ Page 79]



RFC 3871 Operational Security Requirenments Sept ember 2004

0 Apol ogies to those who commented on/contributed to the docunent
and were not |isted.

Aut hor’' s Address

George M Jones, Editor

The M TRE Cor poration

7515 Col shire Drive, MS WEST
McLean, Virginia 22102-7508
U S A

Phone: +1 703 488 9740
EMai | : gnj 3871@obox. com

Jones I nf or mat i onal [ Page 80]



RFC 3871 Operational Security Requirenments Sept ember 2004

Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Jones I nf or mat i onal [ Page 81]



