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Abstr act
There are a nunber of contexts in which tel ephone nunbers are
enpl oyed by Session Initiation Protocol (SIP) applications, many of
whi ch can be addressed by ENUM Al though SIP was one of the primary

applications for which ENUM was created, there is neverthel ess a need
to define procedures for integrating ENUMwi th SIP inpl enentati ons.

This docunent illustrates how the two protocols night work in
concert, and clarifies the authoring and processing of ENUM records
for SIP applications. It also provides guidelines for instances in

whi ch ENUM for whatever reason, cannot be used to resolve a
t el ephone number.
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1. Introduction

ENUM ( E. 164 Nunber Mapping, RFC 3761 [1]) is a systemthat uses DNS
(Domai n Nane Service, RFC 1034 [4]) in order to translate certain

t el ephone nunbers, |ike '+12025332600°, into URI's (Uniform Resource
Identifiers, RFC 2396 [9]), like ’'sip:user@ipcarrier.com. ENUM
exists primarily to facilitate the interconnection of systens that
rely on tel ephone nunbers with those that use URIs to route
transactions. E. 164 [10] is the ITU- T standard internationa
nunmbering plan, under which all globally-reachabl e tel ephone nunbers
are organi zed.

SIP (Session Initiation Protocol, RFC 3261 [2]) is a text-based
application protocol that allows two endpoints in the Internet to

di scover one another in order to exchange context infornation about a
session they would Iike to share. Comon applications for SIP

i nclude Internet telephony, instant messagi ng, video, Internet

gam ng, and other forns of real-tinme comunications. SIPis a

mul ti-service protocol capable of initiating sessions involving
different forns of real-tine conmmunications sinultaneously.

The nost wi despread application for SIP today is Voice-over-IP
(VolP). As such, there are a nunber of cases in which SIP
applications are forced to contend with tel ephone nunbers.
Unfortunately, tel ephone nunmbers cannot be routing in accordance with
the traditional DNS resolution procedures standardi zed for SIP (see
[14]), which rely on SIP URIs. ENUM provides a nethod for
translating E. 164 nunbers into URI's, including potentially SIP URs.
Thi s docunent therefore provides an account of how SIP can handl e

t el ephone numbers by maki ng use of ENUM  Cuidelines are proposed for
the authoring of the DNS records used by ENUM and for client-side
processi ng once these DNS records have been received.

The guidelines in this docunent are oriented towards authoring and
processi ng ENUM records specifically for SIP applications. These

gui del i nes assume that the reader is famliar with Nam ng Authority
Poi nter (NAPTR) records (RFC 3403 [6]) and ENUM (RFC 3761 [1]). Only
t hose aspects of NAPTR record aut horing and processing that have
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special bearing on SIP, or that require general clarification, are
covered in this docunent; these procedures do not update or override
t he NAPTR or ENUM core docunents.

Note that the ENUM specification has undergone a revision shortly
before the publication of this docunent, driven by the update of the
NAPTR system described in RFC 2915 [12] to the Dynamic Del egation

Di scovery System (DDDS) fanily of specifications (including RFC
3403). This docunment therefore provides sonme gui dance for handling
records designed for the original RFC 2916 [ 16].

The renai nder of this docunent is organized as follows: Section 3
suggests general behavior for SIP user agents that encounter

t el ephone nunbers; Section 4 provides an overview of the intersection
of SIP and ENUM proposed normative guidelines for ENUM record

aut horing and processing in the context of SIP are described in
Section 5, and Section 6 respectively; some considerations rel evant
to the revision of RFC 2916 are given in Section 7.

2. Ternmninol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', "NOT
RECOMVENDED', "NAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [3] and indicate requirenent |evels for
conpliant SIP inplenentations.

3. Handling Tel ephone Nunbers in SIP

There are a nunber of reasons why a user might want to initiate a SIP
request that targets an E. 164 nunber. One compn reason is that the
user is calling fromthe PSTN through a PSTN-SI P gateway; such

gat eways usually map routing information fromthe PSTN directly on to
SIP signaling. O a native SIP user might intentionally initiate a
session addressed to an E. 164 nunber - perhaps because the target
user is canonically known by that nunber, or the originator’s SIP
user agent only supports a traditional nuneric tel ephone keypad. A
request initially targeting a conventional SIP URl night also be
redirected to an E. 164 nunber. |In nost cases, these are requests for
a tel ephony session (voice comunication), though numnerous other
services are al so reached through tel ephone nunbers (incl uding

i nstant messagi ng services).

Unlike a URI, a tel ephone nunber does not contain a host name, or any
hints as to where one mght deliver a request targeting a tel ephone
nunber on the Internet. While SIP user agents or proxy servers could
be statically provisioned with a mappi ng of destinations
corresponding to particul ar tel ephone nunbers or tel ephone nunber
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ranges, considering the size and conplexity of a conplete mapping, it
woul d be preferable for SIP user agents to be able to query as needed
for a destination appropriate for a particular tel ephone nunber

In such cases a user agent mght use ENUMto di scover a UR
associated with the E 164 nunber - including a SIP URI. URIs

di scovered through ENUM can then be used nornally to route SIP
requests to their destination. Note that support for the NAPTR DNS
resource record format is specified for ordinary SIP URl processing
in [14], and thus support for ENUMis not a significant departure
from baseline SIP DNS routing.

Most of the renmmi nder of this docunent provides procedures for the
use of ENUM but a few guidelines are given in the remainder of this
section for cases in which ENUMis not used, for whatever reason

If a user agent is unable to translate an E. 164 nunber with ENUM it
can create a type of SIP Request-URlI that contains a tel ephone
nunber. Since one of the nbst common applications of SIP is

tel ephony, a great deal of attention has already been devoted to the
representation of tel ephone nunbers in SIP. |In particular, the tel
URL RFC 2806 [8] has been identified as a way of carrying tel ephone
routing information within SIP. A tel URL usually consists of the
nunber in E 164 format preceded by a plus sign, e.g.,
tel:+12025332600. This format is so useful that it has been

i ncorporated into the baseline SIP specification; the user portion of
a SIP URI can contain a tel URL (without the schenme string, |ike

si p: +12025332600@arri er. conm user=phone). A SIP proxy server m ght
therefore receive a request froma user agent with a tel URL in the
Request-URI; one way in which the proxy server could handle this sort
of request is by launching an ENUM query itself, and proxying the SIP
request in accordance with the returned ENUM records.

In the absence of support for ENUM or if ENUMrequests return no
records corresponding to a tel ephone nunber, |ocal policy can be used
to determine howto forward SIP requests with an E. 164 nunber in the
Request-URI. Frequently, such calls are routed to gateways that

i nterconnect SIP networks with the PSTN. These proxy server policies
nm ght be provisioned dynanmically with routing information for

t el ephone nunbers by TRIP [15]. As a matter of precedence, SIP user
agents should attenpt to translate tel ephone nunbers to URIs with
ENUM if inplenmented, before creating a tel URL, and deferring the
routing of this request to a SIP proxy server
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4.

Desi gn Principles

Al t hough the applicability of ENUMto SIP has al ways been clear, the
exact way in which the two shoul d cooperate has been a subject of
some controversy. How many SIP URI's shoul d appear in ENUM what kind
of URIs they are, whether or not the "service" field of NAPTR records
shoul d contain capability information - numerous questions have
arisen around the authoring, and interpretati on of ENUM records for
SI P consunmers. The following, then, is a statenent of the particular
phil osophy that has notivated the recomendations in this docunent:

Address-of-record SIP URI's appear in ENUM not contact address
URI's. Roughly speaking, an address-of-record is the canonica
identity of a SIP user - it usually appears in the Fromfield of
SIP requests sent by that user; a contact address is the URI of a
device. The process of registration in SIP (using the REG STER
met hod), for exanple, tenporarily binds the contact address of a
device to the address-of-record of a user. A DNS record has a
long tine-to-live when conpared with the tinmeframe of SIP
registrations. The availability of an address-of-record al so
transcends the availability of any single device. ENUMis nore
suitable for representing an long-termidentity than the UR of
any device with which a user is tenporarily associated. |f ENUM
were purposed to map to specific devices, it would be better to
transl ate tel ephone nunbers to | Pv4 addresses than to URI's (which
express sonething richer).

SIP URIs in ENUM do not convey capability information. SIP has
its own methods for negotiating capability information between
user agents (see SDP [13], the use of Require/ Supported to

negoti ate extensions in RFC 3261, and callee capabilities [11]);
providing nore limted capability information within ENUMis at
best redundant and at worst potentially misleading to SIP' s
negoti ati on system Al so, addresses-of-record do not have
capabilities (only devices registered under an address-of-record
have actual capabilities), and putting contact addresses in ENUM
i s not recomended.

Only one SIP URI, ideally, appears in an ENUMrecord set for a

tel ephone nunber. Wile it may initially seemattractive to
provide multiple SIP URIs that reach the same user within ENUM i f
there are multiple addresses at which a user can be contacted,
considerably greater flexibility is afforded if nultiple URIs are
managed by a SIP location service that is identified by a single
record in ENUM Behavior for parallel and sequential forking in
SIP, for exanple, is better managed in SIP than in a set of ENUM
records.

Peterson, et al. I nf or mat i onal [ Page 5]



RFC 3824 SI PPI NG E. 164 June 2004

User agents, rather than proxy servers, should process ENUM
records. The assunptions underlying the processing of NAPTR
records dictate that the ENUM client knows the set of enunservices
supported by the entity that is attenpting to communi cate. A SIP
proxy server is unlikely to know the enunservices supported by the
originator of a SIP request.

5. Authoring NAPTR Records for SIP

Thi s docunent nakes no assunptions about who authors NAPTR records
(service providers or end users), nor about any nmechani sns by which a
record, once it is authored, nmay be upl oaded to the appropriate DNS
servers. Authorship in the context of this docunent concerns only

t he processes by which the NAPTR records thensel ves are constructed.

There are a few general guidelines which are applicable to the

aut horing of DNS records that should be considered by the authors of
ENUM NAPTR record sets. The nobst inportant is that authors SHOULD
keep record sets relatively small - DNS is not optimzed for the
transference of large files. Having five or six NAPTR records is

qui te reasonabl e, but policies that encourage records sets of
hundreds of NAPTR records are not appropriate. Al so, DNS records are
relatively permanent; authors SHOULD NOT use ENUM NAPTR records to
express rel ationshi ps between E. 164 nunbers and URIs that potentially
exist for only a short tine. DNS is nost scalable when it can assune
records will be valid for a reasonable Iength of time (at |east
several hours).

5.1. The Service Field

The Service field of a NAPTR record (per RFC 3403) contains a string
token that designates the protocol or service associated with a
particul ar record (and which inparts sone inkling of the sort of UR
that will result fromthe use of the record). ENUMJ[1] requires the
| ANA registration of service fields known as "enunservices"”

An enunservice for SIP has been devel oped in the ENUM wor ki ng group
(see [7]) which uses the format 'E2U+sip’ to designate that a SIP
address-of -record appears in the URI field of a NAPTR record. It is
strongly RECOMVENDED t hat aut hors of NAPTR records use the 'E2U+sip
service field whenever the regexp contains a SIP address-of-record
URI .

5.2. Creating the Regul ar Expression: Matching
The aut horship of the regul ar expression (henceforth regexp) in a

NAPTR record intended for use by ENUMis vastly sinplified by the
absence of an antecedent in the substitution (i.e., the section
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between the first two delimters). It is RECOVMENDED t hat
i mpl enent ati ons use an exclanmation point as a delinmiter, since this
is the only delimter used throughout the ENUM core specification

When a NAPTR record is processed, the expression in the antecedent is
mat ched agai nst the starting string (for ENUM the tel ephone nunber)
to assist in locating the proper record in a set; however, in ENUM
applications, since the desired record set is located through a
reverse resolution in the el64.arpa domain that is based on the
starting string, further analysis of the starting string on the
client side will usually be unnecessary. |In such cases, the

ant ecedent of the regular expression is comonly "greedy’ - it uses
the regexp '~.*$’, which matches any starting string. Sone authors
of ENUM record sets nay want to use the full power of regexps, and
create non-greedy antecedents; the DDDS standard requires that ENUM
resol vers support these regexps when they are present. For providing
a trivial mapping froma tel ephone nunber to a SIP URI, the use of a
greedy regexp usually suffices.

Exanpl e: "!~. *$!si p: user @xanpl e. com "

Not e that when the antecedent of the regexp is greedy, this does not
mean that the replacenment field in NAPTR records provides a viable
alternative to authoring with a regexp. Authors of NAPTR records for
ENUM MUST NOT use the replacenent field in records with an ' E2U+sip
service field.

5.3. Creating the Regul ar Expression: The UR

The consequent side of a regexp contains a URI; NAPTR records that
are intended to be used for session initiation (including SIP

t el ephony) SHOULD use a SIP URI. While this may not sound especially
controversial at first hearing, there are other sorts of URIs that

m ght be considered appropriate for SIP applications: 'tel’ URlSs,

im or 'pres’ URIs, or others that describe specific services that

m ght be invoked through SIP are all potentially candidates. Wile
the use of these URIs might seem reasonabl e under sone circunstances,
i ncluding these in NAPTR records rather than SIP URI's coul d weaken
the proper conposition of services and negotiation of capabilities in
SI P.

It is RECOWENDED that authors of ENUM records should al ways use the
SIP or SIPS URI schene when the service field is 'E2U+sip’, and the
URI's in question MJUST be addresses-of-record, not contact addresses.

Users of SIP can register one or nore contact addresses with a SIP

registrar that will be consulted by the proxy infrastructure of an
adm ni strative donain to contact the end user when requests are
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5.

5.

6.

6.

received for their address-of-record. Mich of the benefit of using a
URI comes fromthe fact that it represents a | ogical service

associ ated with a user rather than a device - indeed, if ENUM needs
to target specific devices rather than URI's, then a hypothetica

" E21 Pv4+si p’ enunservi ce woul d be nore appropriate.

4., Setting Order and Preference anongst Records

For mexi mal conpatibility authors of ENUM records for SIP SHOULD

al ways use the sane order value for all NAPTR records in an ENUM
record set. |If relative preference anong NAPTR records is desirable,
it should be expressed solely with the preference field.

5. Exanple of a Well-Forned ENUM NAPTR Record Set for SIP

$ORIGA N 0.0.6.2.3.3.5.2.0.2.1. el164. arpa
I N NAPTR 100 10 "u" "E2U+si p” "IA *$lsip: user @xanpl e. com "
I N NAPTR 100 20 "u" "E2WU+mailto" "!~. *$!mailto:info@xanple.com"

Processi ng ENUM Recor ds

These gui delines do not by any means exhaustively describe the NAPTR
al gorithmor the processing of NAPTR records; inplenenters should
famliarize thenselves with the DDDS al gorithm and ENUM before
reviewing this section

Al t hough in sonme cases, ENUMrecord sets will consist only a single
"E2U+sip’ record, this section assumes that integrators of ENUM and
SIP nust be prepared for nore conplicated scenarios - however, just
because we recommend that clients should be generous in what they
receive, and try to nake sense of potentially confusing NAPTR
records, that does not nean that we reconmend any of the potentially
troubl esone aut horing practices that nake this generosity necessary.

1. Contending with Multiple SIP records

If an ENUM query returns multiple NAPTR records that have a service
field of "E2U+sip’, or other service field that nmay be used by SIP
(such as 'E2U+pres’, see [17]) the ENUM client mnust first determnne
whet her or not it should attenpt to nake use of multiple records or
select a single one. The pitfalls of intentionally authoring ENUM
record sets with nultiple NAPTR records for SIP are detailed above in
Section 4.

If the ENUMclient is a user agent, then at some point a single NAPTR
record nust be selected to serve as the Request-URl of the desired
SIP request. If the given NAPTR records have different preferences,
the nost preferred record SHOULD be used. |If two or nore records

Peterson, et al. I nf or mat i onal [ Page 8]



RFC 3824 SI PPI NG E. 164 June 2004

share nost preferred status, the ENUM client SHOULD randomy
determine which record will be used, though it MAY defer to a | oca
policy that enploys some other neans to select a record.

If the ENUMclient is a SIP internediary that can act a redirect
server, then it SHOULD return a 3xx response with nore than one

Cont act header field corresponding to the multiple sel ected NAPTR
records in an ENUMrecord set. |If the NAPTR records have different
preferences, then 'q values may be used in the Contact header fields
to correspond to these preferences. Alternatively, the redirect
server MAY select a single record in accordance with the NAPTR
preference fields (or randomy when no preference is specified) and
send this resulting URI in a Contact header field in a 3xx response.

O herwise, if the ENUMclient is a SIP internmediary that can act as a
proxy server, then it MAY fork the request when it receives nmultiple
appropriate NAPTR records in an ENUM record set. Depending on the
relative precedence val ues of the NAPTR records the proxy nmay wish to
fork sequentially or in parallel. However, the proxy MJST build a
route set fromthese NAPTR records that consists exclusively of SIP
or SIPS URIs, not other URI schemes. Alternatively, the proxy server
MAY sel ect a single record in accordance with the NAPTR preference
fields (or randomy when no preference is specified, or in accordance
with local policy) and proxy the request with a Request- UR
corresponding to the URI field of this NAPTR record - though again,

it MIST select a record that contains a SIP or SIPS URI. Note that
there are significant limtations that arise if a proxy server
processes ENUM record sets instead of a user agent, and that
therefore it is RECOWENDED that SIP network el enments act as redirect
servers rather than proxy servers after perforning an ENUM query.

6.2. Processing the Sel ected NAPTR Record

Oobvi ously, when an appropriate NAPTR record has been sel ected, the
URI shoul d be extracted fromthe regexp field. The URl is between
the second and third exclamation points in the string. Once a URl
has been extracted fromthe NAPTR record, it SHOULD be used as the
Request-URI of the SIP request for which the ENUM query was | aunched.

SIP clients should perform sonme sanity checks on the URI, primarily
to ensure that they support the schene of the URI, but also to verify
that the URI is well-forned. Cients MIST at | east verify that the
Request - URI does not target thensel ves.

Once an address-of-record has been extracted fromthe sel ected NAPTR
record, clients follow the standard SIP nmechani snms (see [14]) for
determ ning how to forward the request. This may involve | aunching
subsequent NAPTR or SRV queries in order to determ ne how best to
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route to the donmain identified by an address-of-record; clients
however MUST NOT make the sanme ENUM query recursively (if the UR
returned by ENUMis or contains a tel URL, see [8]).

Note that SIP requests based on the use of NAPTR records may fail for
any nunber of reasons. |If there are nmultiple NAPTR records rel evant
to SIP present in an ENUMrecord set, then after a failure has
occurred on an initial attenpt with one NAPTR record, SIP user agents
MAY try their request again with a different NAPTR record fromthe
ENUM record set.

7. Conpatibility with RFC 2916

The ENUM specification is currently undergoing a revision in the ENUM
WG The new specification, RFC 3761 [1], is based on the Dynanic

Del egation Discovery System|[5] revision to the NAPTR resource record
specified in RFC 2915 [12]. For the nost part, DDDS is an

organi zational revision that makes the al gorithm c aspects of record
processi ng separable from any underlyi ng database format (such as the
NAPTR DNS resource record).

The npst inportant revision in RFC 3761 is the concept of
enunservi ces. The original ENUM specification, RFC 2916, specified a
nunber of "service" values that could be used for ENUM i ncluding the
"si p+tE2U' service field. RFC 3761 introduces an | ANA registration
systemw th new gui delines for the registration of enunservices,

whi ch are no longer necessarily divided into discreet "service" and
"protocol" fields, and which admt of nore conplex structures. In
order to differentiate enunservices in RFC 3761 fromthose in RFC
2916, the string "E2U' is the leading elenment in an enunservice
field, whereas by RFC 2916 it was the trailing el enent.

An enunservice for SIP addresses-of-record is described in [7]. This
enunmservi ce uses the enunservice field "E2U+si p*. RFC 3761-conpli ant
aut hors of ENUM records for SIP MIST therefore use the "E2U+tsi p”
enunservice field instead of the "sip+E2U" field. For backwards
compatibility with existing | egacy records, however, the 'sip+E2U
field SHOULD be supported by an ENUM client that support SIP

Al'so note that the termi nol ogy of DDDS differs in a nunber of
respects fromthe initial NAPTR term nology in RFC 2916. DDDS

i ntroduces the concept of an Application, an Application Specific
String, a First Wll Known Rule, and so on. The termninology used in
this docunent is a little looser (it refers to a 'starting string’
for exanple, where 'Application Specific String  would be used for
DDDS). The new termnology is reflected in RFC 3761
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8.

9.

9.

1

Security Considerations

DNS does not nmke policy decisions about the records that it shares
with an inquirer. Al DNS records nmust be assuned to be available to
all inquirers at all times. The information provided w thin an ENUM
record set nust therefore be considered to be open to the public -
which is a cause for sonme privacy considerations.

Odinarily, when you gi ve sonmeone your tel ephone nunber, you don't
expect that they will be able to trivially determ ne your full name
and pl ace of enploynent. |f, however, you create a NAPTR record for
use with ENUM t hat nmaps your tel ephone nunber to a SIP UR |ike
"julia.roberts@xanple.com, expect to get a lot of calls from
excited fans.

Unlike a traditional tel ephone nunmber, the target of a SIP URI may
require that callers provide cryptographic credentials for

aut hentication and authorization before a user is alerted. In this
respect, ENUMin concert with SIP can actually provide far greater
protection fromunwanted callers than the existing PSTN, despite the
public availability of ENUM records.

Users of ENUM who are neverthel ess unconfortable with revealing their
nanes nay, since identities on the Internet are not exactly at a
prem um publish a less revealing SIP URI, |ike

" si p: anonynmous00045@xanpl e. com or even

" si p: anonynous00045@nonynous-redirector. exanpl e.org’, which could in
turn point to their internal UR

An anal ysis of threats specific to the dependence of ENUM on t he DNS
and the applicability of DNSSEC [18] to these, is provided in [1].
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