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1. Introduction

This meno defines a portion of the Managenent |nfornmation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for nodeling a

Mul tiprotocol Label Switching (MPLS) [ RFC3031] based traffic

engi neering. This MB nodul e should be used in conjunction with the
conmpani on docunent [RFC3813] for MPLS based traffic engineering
configurati on and nanagenent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119,
reference [ RFC2119].

2. Term nol ogy

Thi s docunent uses terninology fromthe MPLS architecture docunent
[ RFC3031] and MPLS Label Switch Router M B [ RFC3813]. Sone
frequently used terns are described next.

An explicitly routed LSP (ERLSP) is referred to as an MPLS tunnel

It consists of in-segnent(s) and/or out-segnent(s) at the
egress/ingress LSRs, each segnment being associated with one MPLS
interface. These are also referred to as tunnel segnents.
Additionally, at an intermediate LSR, we nodel a connection as
consisting of one or nore in-segnents and/ or one or nore out-
segrments. The binding or interconnection between in-segnents and
out -segnents is perforned using a cross-connect. These objects are
defined in the MPLS Label Switch Router M B [ RFC3813].
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3. The Internet-Standard Managenment Franmewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

4, Feature List

The MPLS traffic engineering MB nodule is designed to satisfy the
foll owi ng requirenments and constraints:

-  The M B nodul e supports configuration of point-to-point
uni directional tunnels.

- MPLS tunnels need not be interfaces, but it is possible to
configure a tunnel as an interface.

-  The M B nodul e supports tunnel establishnent via an MPLS
signalling protocol wherein the tunnel paraneters are specified
using this MB nodule at the head end of the LSP, and end-to-end
tunnel LSP establishnment is acconplished via signalling. The MB
nodul e al so supports manual ly configured tunnels, i.e., those for
whi ch | abel associations at each hop of the tunnel LSP are
provi sioned by the adm nistrator via the LSR M B [ RFC3813].

- The M B nodul e supports persistent, as well as non-persistent
tunnel s.

5. Qutline

Traffic engineering support for MPLS tunnels requires the foll ow ng
configuration:

- Setting up MPLS tunnels along with appropriate configuration
paraneters

- Configuring tunnel for |oose and strict source routed hops.
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These actions nay need to be acconpani ed by correspondi ng actions
usi ng [ RFC3813] to establish and configure tunnel segnents, if this
is done manually. Also, the in-segnent and out-segnent performance
tabl es, npl sl nSegnent Per f Tabl e, and npl sQut Segnent Per f Tabl e

[ RFC3813], should be used to determ ne performance of the tunnels and
tunnel segnents, in addition to nplsTunnel PerfTable in this MB
nodul e.

5.1. Summary of Traffic Engineering MB Mdul e

The M B nodul e objects for perform ng these actions consist of the
foll owi ng tables:

- Tunnel table (nplsTunnel Table) for setting up MPLS tunnels.

- Resource table (nplsTunnel ResourceTable) for setting up the tunne
resources.

- Tunnel specified, actual, and conputed hop tables
(rpl sTunnel HopTabl e, npl sTunnel ARHopTabl e, and
npl sTunnel CHopTabl e) for strict and | oose source routed MPLS
tunnel hops.

- Tunnel performance table (nplsTunnel Perf Table) for measuring
tunnel performance.

- CRLDP resource table (nplsTunnel CRLDPResTabl e) for specifying
resource objects applicable to tunnels signal ed using CRLDP

These tables are described in the subsequent sections.
6. Brief Description of MB (Cbjects

The objects described in this section support the functionality
described in docunents [RFC3209] and [ RFC3212]. The tables support
bot h manual ly configured and signal ed tunnels.

6.1. nplsTunnel Tabl e

The npl sTunnel Tabl e al l ows new MPLS tunnels to be created between an
MPLS LSR and a renote endpoint, and existing tunnels to be
reconfigured or renoved. Note that we only support point-to-point
tunnel s, al though multi point-to-point and point-to-nultipoint
connections are supported by an LSR acting as a cross-connect. Each
MPLS tunnel can thus have one out-segnent originating at an LSR
and/ or one in-segnent terminating at that LSR
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npl sTunnel Tabl e does not define the in and out segnents form ng the
tunnel. Instead, these are defined by creating rows in the in-
segrment and out-segnent tables, defining relationships in the cross-
connect table, and referring to these rows in the nplsTunnel Tabl e
usi ng a cross-connect index, nplsTunnel XCl ndex. These segnent and
cross-connect related objects are defined in [ RFC3813].

6.2. npl sTunnel Resour ceTabl e

nmpl sTunnel ResourceTabl e is used to indicate the resources required
for a tunnel. Miltiple tunnels may share the sanme resources by
pointing to the sane entry in this table. Tunnels that do not share
resources nust point to separate entries in this table.

6.3. npl sTunnel HopTabl e

nmpl sTunnel HopTabl e is used to indicate the hops, strict or |oose, for
an MPLS tunnel defined in nplsTunnel Table, when it is established via
signalling. Miltiple tunnels may share the sane hops by pointing to
the same entry in this table. Each row also has a secondary index,
npl sTunnel Hopl ndex, corresponding to the next hop of this tunnel

The scal ar npl sTunnel MaxHops i ndi cates the maxi mum nunber of hops
that can be specified on each tunnel supported by this LSR

At transit LSRs, this table contains the hops, strict or |oose, that
apply to the downstream part of this tunnel only. This corresponds
to the requested path received through the signaling protocol

6.4. npl sTunnel ARHopTabl e

npl sTunnel ARHopTabl e is used to indicate the actual hops traversed by
a tunnel as reported by the MPLS signalling protocol after the tunne
is setup. The support of this table is optional since not all MPLS
signalling protocols may support this feature.

At transit LSRs, this table contains the actual hops traversed by the
tunnel along its entire length if that information is avail able.

This corresponds to the recorded path reported by the MPLS signalling
protocol, possibly derived fromnmnultiple signaling nessages.

6.5. npl sTunnel CHopt abl e

npl sTunnel CHopTabl e |ists the actual hops conputed by a constraint-
based routing algorithmbased on the npl sTunnel HopTabl e for the MPLS
signalling protocol in use. The support of this table is optiona
since not all inplenentations nmay support conputation of hop lists
using a constraint-based routing protocol.

Srinivasan, et al. St andards Track [ Page 5]



RFC 3812 MPLS- TE- STD-M B June 2004

At transit LSRs, this table contains the hops conputed to apply to
the downstream part of this tunnel. This corresponds to the
requested path signaled fromthis LSR through the signaling protocol

6.6. npl sTunnel Perf Tabl e

nmpl sTunnel Per f Tabl e provi des several counters to neasure the
performance of the MPLS tunnels. This table augnents
npl sTunnel Tabl e.

6.7. npl sTunnel CRLDPResTabl e

nmpl sTunnel CRLDPResTabl e contai ns resource information for those
tunnel s that are signaled using CRLDP [ RFC3212]. This is a sparse
extension to npl sTunnel ResourceTable and is al so i ndexed by

nmpl sTunnel Resour cel ndex. As with npl sTunnel ResourceTable, nultiple
tunnel s may share the sane resources by pointing to the sane entry in
this table. Tunnels that do not share resources nust point to
separate entries in this table. The npl sTunnel CRLDPResTabl e may be
supported only by inplenentations that support the CR-LDP signaling
pr ot ocol

7. Use of 32-bit and 64-bit Counters

64-bit counters are provided in this MB nodul e for high-speed
interfaces where the use of 32-bit counters night be inpractical
The requirenents on the use of 32-bit and 64-bit counters (copied
verbatim from [ RFC2863]) are as foll ows:

For interfaces that operate at 20,000,000 (20 million) bits per
second or |less, 32-bit byte and packet counters MJST be supported.
For interfaces that operate faster than 20,000, 000 bits/second, and
sl ower than 650, 000, 000 bits/second, 32-bit packet counters MJST be
supported and 64-bit octet counters MJST be supported. For
interfaces that operate at 650, 000, 000 bits/second or faster, 64-bit
packet counters AND 64-bit octet counters MJST be supported.

8. Application of the Interface Goup to MPLS Tunnel s

The Interfaces Goup of MB Il defines generic managed objects for
managi ng interfaces. This nmeno contains the nedi a-specific
extensions to the Interfaces Group for nmanagi ng MPLS Tunnel s as

| ogi cal interfaces.

This meno assunes the interpretation of the Interfaces Goup to be in
accordance with [ RFC2863] which states that the interfaces table
(ifTable) contains information on the managed resource’s interfaces
and that each sub-layer below the internetwork |ayer of a network
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interface is considered an interface.

represented as an entry in the ifTable.

MPLS- TE- STD-M B

Thus,

June 2004

the MPLS interface is
The inter-rel ati on of

entries in the ifTable is defined by the Interfaces Stack G oup

defined in [ RFC2863] .

When using MPLS Tunnels as interfaces,

m ght appear as foll ows:

the interface stack table

TS +
| MPLS tunnel interface ifType = npl sTunnel (150)

o e e e e e e e e e e e e e e e e e e e e e e e e e e +
| MPLS interface i fType = npl s(166)
S N TS +
| Underlying | ayer |
T e +

In the above di agram

"Underlying Layer"

refers to the iflndex of any

interface type for which MPLS internetworking has been defi ned.

Exanpl es i ncl ude ATM Frane Rel ay,

8.1. Support of the MPLS Tunne

and Et her net.

Interface by ifTable

Some specific interpretations of the ifTable for those MPLS tunnels

represented as interfaces foll ow

is represented by an

is allocated for the MPLS

oj ect Use for the MPLS tunnel
i f1ndex Each MPLS tunne
ifEntry.
i f Descr Description of the MPLS tunnel
i f Type The val ue that
tunnel is 150.
i f Speed The total

bandwi dth in bits per second

for use by the MPLS tunnel

i f PhysAddr ess Unused.

i f Adm nSt at us See [ RFC2863].

i f Oper St at us
operationa

Assunes the val ue down(2)

tunnel is down.

i f Last Change See [ RFC2863].
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iflnCctets

i fQutCctets

iflnErrors

i I nUnknownPr ot os

ifQutErrors

i f Name

MPLS- TE- STD-M B

The nunber of octets received over the
MPLS t unnel

The nunber of octets transmtted over
t he MPLS tunnel

The nunber of | abel ed packets dropped
due to uncorrectable errors.

The nunber of received packets

di scarded during packet header

val idation, including packets wth
unrecogni zed | abel val ues.

See [ RFC2863].
Textual nanme (unique on this system of

the MPLS tunnel or an octet string of
zero | ength.

i fLi nkUpDownTr apEnabl e

i f Connect or Present

i f H ghSpeed

i fHCI nCctets

i f HCQut Cctets

i fAlias

9. Exanpl e of Tunne

Default is disabled (2).

Set to false (2)

See [ RFC2863].

The 64-bit version of iflnCctets;
supported if required by the compliance
statenents in [ RFC2863].

The 64-bit version of ifQutCctets;
supported if required by the conpliance
statements in [ RFC2863] .

The non-vol atile "alias’ nane for the
MPLS tunnel as specified by a network
nmanager .

Set up

June 2004

This section contains an exanple of which MB objects should be

nodified if one would like to create a best effort,
unidirectional traffic engi neered tunnel

| oosely rout ed,
whi ch spans two hops of a

sinple network. Note that these objects should be created on the

"head-end" LSR. Those objects relevant to illustrating the
rel ati onshi ps anongst different tables are shown here.

may be needed before conceptual row activation can happen.

Srini vasan, et al.
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The RowSt at us val ues shown in this section are those to be used in
the set request, typically createAndGo(4) which is used to create the
conceptual row and have its status imedi ately set to active. A
subsequent retrieval operation on the conceptual roww !l return a

di fferent value, such as active(l). Please see [RFC2579] for a
detail ed discussion on the use of RowStatus.

I n nmpl sTunnel Resour ceTabl e:

{

nmpl sTunnel Resour cel ndex
npl sTunnel Resour ceMaxRat e
npl sTunnel Resour ceMeanRat e
npl sTunnel Resour ceMaxBur st Si ze
npl sTunnel Resour ceMeanBur st Si ze
nmpl sTunnel Resour ceExBur st Si ze
nmpl sTunnel Resour ceExBur st Si ze
npl sTunnel Resour ceWei ght
-- Mandatory paraneters needed to ac
npl sTunnel Resour ceRowsSt at us

}

The next two instances of nplsTunnel HopEntry are used to denote the
hops this tunnel will take across the network.

5
0
0
0
0
0,
u

nspecified (1),

vate the row go here
= createAndGo (4)

I 1 1 1 B (T

The foll owi ng denotes the beginning of the tunnel, or the first hop
W have used the fictitious LSR identified by "192.168.100.1" as our
exanpl e head-end router.

I n npl sTunnel HopTabl e:
{

nmpl sTunnel HopLi st | ndex =1

nmpl sTunnel Pat hOpt i onl ndex = 1,

nmpl sTunnel Hopl ndex =1

npl sTunnel HopAddr Type = ipvd (1),

npl sTunnel Hopl pAddr = "192.168.100. 1",
npl sTunnel Hopl pPrefi xLen = 32,

npl sTunnel HopType = strict (2),

nmpl sTunnel Hopl ncl ude =true (1),

nmpl sTunnel HopPat hOpt i onNane = "Here to there"
npl sTunnel HopEnt r yPat hConp = explicit (2),

-- Mandatory paraneters needed to activate the row go here
npl sTunnel HopRowSt at us = createAndGo (4)

}
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The foll owi ng denotes the end of
exanple. W have used the fictit
"192.168.101.1" as our end router

I n npl sTunnel HopTabl e:

{
npl sTunnel HopLi st | ndex

npl sTunnel Pat hOpt i onl ndex

npl sTunnel Hopl ndex

nmpl sTunnel HopAddr Type

npl sTunnel Hopl pAddr

npl sTunnel Hopl pPrefi xLen

npl sTunnel HopType

npl sTunnel Hopl ncl ude

nmpl sTunnel HopPat hOpt i onNane

nmpl sTunnel HopEnt r yPat hConp
-- Mandatory paraneters needed to

npl sTunnel HopRowSt at us

}

The foll owi ng denotes the configu

I n npl sTunnel Tabl e:
{

npl sTunnel | ndex

nmpl sTunnel | nst ance

nmpl sTunnel | ngressLSRI d

npl sTunnel Egr essLSRI d

npl sTunnel Nane

npl sTunnel Descr

nmpl sTunnel | sl f =
--  RowPoi nter MJST point to the

nmpl sTunnel XCPoi nt er

npl sTunnel Si gnal | i ngPr ot o

nmpl sTunnel Set upPrio

npl sTunnel Hol di ngPri o

npl sTunnel Sessi onAttri butes

nmpl sTunnel Local Prot ect | nUse
--  RowPoi nter MJST point to the

npl sTunnel Resour cePoi nt er

nmpl sTunnel | nstancePriority

nmpl sTunnel HopTabl el ndex

npl sTunnel | ncl udeAnyAffinity

nmpl sTunnel I ncl udeAl l Affinity

nmpl sTunnel Excl udeAnyAffinity

nmpl sTunnel Pat hl nUse

(TR TR TR TR TR T
RPOOORR

Srini vasan, et al. St andar d
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the tunnel, or the last hop in our

ious LSR identified by

N e

i pvd (1),
"192.168.101. 1",

32,

| oose (2),

true (1),

"Here to there",
explicit (2),

activate the row go here
= createAndGo (4)

red tunnel "head" entry:

1,

0,

192. 168. 100. 1,
192.168.101. 1,

"My first tunnel",
"Here to there",

true (1),

first accessible colum
0.0,

none (1),
0,
01
false (0),

first accessible colum

npl sTunnel Resour ceMaxRat e. 5,

s Track
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10.

11.

npl sTunnel Rol e = head (1),
-- Mandatory paraneters needed to activate the row go here
nmpl sTunnel RowSt at us = createAndGo (4)

}

Note that any active or signaled instances of the above tunnel woul d
appear with the sane primary npl sTunnel | ndex, but woul d have val ues
greater than 0 for nplsTunnell nstance. They would al so have ot her
obj ects such as the npl sTunnel XCPoi nter set accordingly.

The Use of RowPoi nter

RowPoi nter is a textual convention used to identify a conceptual row
in a conceptual table in a MB by pointing to the first accessible
object. In this MB nodule, in nplsTunnel Table, the objects

nmpl sTunnel XCPoi nt er and npl sTunnel Resour cePoi nter are of type

RowPoi nter. The object npl sTunnel XCPointer points to a specific
entry in the nplsXCTable [ RFC3813]. This entry in the nplsXCTable is
the associated LSP for the given MPLS tunnel entry. The object

npl sTunnel Resour cePoi nter points to a specific entry in a traffic
paraneter table. An exanple of such a traffic paraneter table is

nmpl sTunnel ResourceTable. It indicates a specific instance of a
traffic parameter entry that is associated with a given MPLS tunne
entry. These RowPoi nter objects MIST point to the first instance of
the first accessible colummar object in the appropriate conceptua
rowin order to allow the nmanager to find the appropriate
corresponding entry in either MPLS-LSR-STD-M B [ RFC3813] or MPLS-TE-
STD-MB. |If object nplsTunnel XCPoi nter returns zeroDotZero, it
inplies that there is no LSP associated with that particular instance
of tunnel entry. |f object nplsTunnel ResourcePointer returns

zeroDot Zero, it inplies that there is no QoS resource associated with
that particular instance of tunnel entry.

MPLS Traffic Engineering MB Definitions
MPLS- TE-STD-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,

I nt eger 32, Unsi gned32, Counter32, Counter64, TineTicks,
zer oDot Zer o

FROM SNWPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv 2- CONF -- [ RFC2580]
Trut hVal ue, RowSt atus, RowPoi nter, StorageType,
Ti meSt anp

FROM SNWPv2- TC -- [ RFC2579]

I nterfacel ndexOrZero, ifGenerallnformati onG oup,
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i f Count er Di sconti nuityG oup
FROM | F-M B

June 2004

-- [ RFC2863]

nmpl sStdM B, Ml sBit Rate, Ml sBurstSize, Ml sLSPID

Mpl sTunnel | ndex, Ml sTunnel | nst ancel ndex,

Mpl sTunnel Affinity, Ml sExtendedTunnelld, Ml sPathl ndex,
Mpl sPat hl ndexOr Zero, Ml sOwner, TeHopAddr essType
TeHopAddr ess, TeHopAddr essAS, TeHopAddressUnnum

FROM MPLS- TC- STD-M B
SnnpAdni nString

FROM SNWP- FRAVEWORK- M B
I ndex| nt eger Next Fr ee

FROM DI FFSERV- M B
| net Addr essPrefixLength

FROM | NET- ADDRESS- M B

npl sTeSt dM B MODULE- | DENTI TY
LAST- UPDATED
"200406030000Z" -- June 3, 2004
ORGANI ZATI ON

-- [RFC3811]
-- [RFC3411]
-- [ RFC3289]

-- [RFC3291]

"Mul tiprotocol Label Switching (MPLS) Wbrking G oup"

CONTACT- | NFO
" Cheenu Srini vasan
Bl oonberg L. P
Emai |l : cheenu@l oonber g. net

Arun Vi swanat han
Forcel0 Networks, Inc.
Email: arunv@ or celOnet wor ks. com

Thomas D. Nadeau
Cisco Systems, Inc.
Emai |l : tnadeau@i sco. com

Coment s about this docunent should be emuil ed
directly to the MPLS working group mailing list at

nmpl s@iu. net . "
DESCRI PTI ON

"Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3812. For full legal notices see the RFC
itself or see: http://ww.ietf.org/copyrights/ianam b. ht n

This M B nodul e cont ai ns managed obj ect definitions
for MPLS Traffic Engineering (TE) as defined in:

1. Extensions to RSVP for LSP Tunnel s,

al, RFC 3209, Decenber 2001

Awduche et

2. Constraint-Based LSP Setup using LDP, Janpbuss
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(Editor), RFC 3212, January 2002
3. Requirenents for Traffic Engineering Over MPLS,
Awduche, D., Malcolm J., Agogbua, J., ODell, M,
and J. McManus, [RFC2702], Septenber 1999"

-- Revision history.
REVI SI ON
"200406030000Z" -- June 3, 2004
DESCRI PTI ON
"Initial version issued as part of RFC 3812."
:={ nplsStdM B 3 }

-- Top level conponents of this M B nodul e.

-- traps

-- conformance
nmpl sTeConf or mance OBJECT | DENTI FI ER ::

npl sTeNoti fications OBJECT IDENTIFIER ::= { nplsTeStdMB 0 }

-- tables, scalars

npl sTeScal ars OBJECT IDENTIFIER ::= { nplsTeStdM B 1 }

npl sTeCbj ect s OBJECT IDENTIFIER ::= { nplsTeStdM B 2 }
{

mpl sTeStdM B 3 }

-- MPLS Tunnel scal ars.

nmpl sTunnel Confi gured OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tunnels configured on this device. A
tunnel is considered configured if the
nmpl sTunnel RowSt atus is active(l)."
::={ nplsTeScalars 1 }

npl sTunnel Acti ve OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tunnels active on this device. A
tunnel is considered active if the
npl sTunnel Cper Status is up(1l)."
::={ nmplsTeScalars 2}

npl sTunnel TEDi st Prot o OBJECT- TYPE

Srini vasan, et al. St andards Track
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SYNTAX BITS {
other (0),
ospf (1),
isis (2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The traffic engineering distribution protocol (s)
used by this LSR Note that an LSR may support nore
than one distribution protocol simnultaneously."

::={ nplsTeScalars 3}

npl sTunnel MaxHops OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of hops that can be specified for
a tunnel on this device."
c:={ nplsTeScalars 4 }

nmpl sTunnel Noti fi cati onMaxRat e OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This variabl e indicates the maxi num nunber of
notifications issued per second. If events occur
nore rapidly, the inplenentation may sinply fail to
emt these notifications during that period, or may
queue themuntil an appropriate tinme. A value of 0
means no throttling is applied and events nmay be
notified at the rate at which they occur."

DEFVAL { 0}
::={ nplsTeScalars 5 }

-- End of MPLS Tunnel scal ars.

-- MPLS tunnel table.

nmpl sTunnel | ndexNext OBJECT- TYPE
SYNTAX I ndexI| nt eger Next Free (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains an unused val ue for
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npl sTunnel | ndex, or a zero to indicate

that none exist. Negative values are not all owed,
as they do not correspond to valid val ues of

nmpl sTunnel | ndex.

Note that this object offers an unused val ue
for an npl sTunnel I ndex val ue at the ingress
side of a tunnel. At other LSRs the val ue

of npl sTunnel | ndex SHOULD be taken fromthe
val ue signal ed by the MPLS signaling protocol

:={ nmplsTebjects 1}

npl sTunnel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ml sTunnel Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The npl sTunnel Tabl e all ows new MPLS tunnels to be
created between an LSR and a renote endpoint, and
exi sting tunnels to be reconfigured or renoved.
Note that only point-to-point tunnel segments are
supported, although nultipoint-to-point and point-
to-nmul ti point connections are supported by an LSR
acting as a cross-connect. Each MPLS tunnel can
t hus have one out-segnent originating at this LSR
and/or one in-segnment terminating at this LSR "

::={ nmplsTebj ects 2 }

npl sTunnel Entry OBJECT- TYPE

SYNTAX Mpl sTunnel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents an MPLS tunnel
An entry can be created by a network admi ni strator
or by an SNWP agent as instructed by an MPLS
signal ling protocol. \Wienever a new entry is
created with npl sTunnel Islf set to true(l), then a
corresponding entry is created in ifTable as wel
(see RFC 2863). The ifType of this entry is
nmpl sTunnel (150).

A tunnel entry needs to be uniquely identified across
a MPLS network. |ndices nplsTunnel | ndex and
nmpl sTunnel | nst ance uni quely identify a tunnel on
the LSR originating the tunnel. To uniquely
identify a tunnel across an MPLS network requires

Srinivasan, et al. St andards Track [ Page 15]



RFC 3812

MPLS- TE- STD-M B

i ndex npl sTunnel | ngressLSRI d.

npl sTunnel EgressLSRId i s
i nstances of a tunne
egress LSR "

REFERENCE
"1l. RFC 2863 - The Interfaces G oup M B, Md oghrie

| NDEX {

Mpl sTunnel Entry :

Sri ni vasan,

K., and F. Kastenholtz,
nmpl sTunnel | ndex,
npl sTunnel | nst ance,

nmpl sTunnel | ngr essLSRI d,

nmpl sTunnel Egr essLSRI d
}
{ npl sTunnel Table 1 }

: = SEQUENCE {

nmpl sTunnel | ndex

nmpl sTunnel | nst ance

npl sTunnel | ngressLSRI d

nmpl sTunnel Egr essLSRI d

npl sTunnel Nane

npl sTunnel Descr

nmpl sTunnel | sl f

nmpl sTunnel | f I ndex

npl sTunnel Oaner

nmpl sTunnel Rol e

npl sTunnel XCPoi nt er

npl sTunnel Si gnal I i ngProto
nmpl sTunnel Set upPrio

nmpl sTunnel Hol di ngPri o

npl sTunnel Sessi onAttri butes
nmpl sTunnel Local Prot ect | nUse
npl sTunnel Resour cePoi nt er
npl sTunnel Pri maryl nst ance
nmpl sTunnel | nst ancePriority
nmpl sTunnel HopTabl el ndex

npl sTunnel Pat hl nUse

npl sTunnel ARHopTabl el ndex
npl sTunnel CHopTabl el ndex
npl sTunnel | ncl udeAnyAffinity
nmpl sTunnel I ncl udeAl l Affinity
nmpl sTunnel Excl udeAnyAffinity
npl sTunnel Tot al UpTi e

nmpl sTunnel | nst anceUpTi e
npl sTunnel Pri mar yUpTi e

npl sTunnel Pat hChanges

nmpl sTunnel Last Pat hChange
nmpl sTunnel Creati onTi ne

npl sTunnel St at eTransi ti ons

et al. St andar ds

The | ast index

useful in identifying all

that termnate on the sane

June 2000 "

Mpl sTunnel | ndex,

Mpl sTunnel | nst ancel ndex,
Mpl sExt endedTunnel | d,
Mpl sExt endedTunnel | d,
SnnpAdmi nStri ng,
SnnpAdmi nStri ng,

Tr ut hval ue,

I nterfacel ndexOr Zer o
Mpl sOwner ,

| NTEGER,

RowPoi nt er,

| NTEGER,

I nt eger 32,

I nt eger 32,

BI TS,

Trut hval ue,
RowPoi nt er,

Mpl sTunnel | nst ancel ndex,
Unsi gned32,

Mpl sPat hl ndexOr Zer o
Mpl sPat hl ndexOr Zer o
Mpl sPat hl ndexOr Zer o
Mpl sPat hl ndexOr Zer o
Mpl sTunnel Affinity,
Mpl sTunnel Affinity,
Mpl sTunnel Affinity,
Ti meTi cks,

Ti meTi cks,

Ti meTi cks,

Count er 32,

Ti meTi cks,

Ti meSt anp,

Count er 32,

Tr ack

June 2004
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nmpl sTunnel Admi nSt at us | NTEGER,

nmpl sTunnel Oper St at us | NTEGER,

npl sTunnel RowSt at us RowsSt at us,
nmpl sTunnel St or ageType St or ageType

}

npl sTunnel | ndex OBJECT- TYPE
SYNTAX Mpl sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Uniquely identifies a set of tunnel instances
between a pair of ingress and egress LSRs.
Managers shoul d obtain new val ues for row
creation in this table by reading
nmpl sTunnel | ndexNext . Wen
the MPLS signalling protocol is rsvp(2) this value
SHOULD be equal to the value signaled in the
Tunnel 1d of the Session object. Wen the MPLS
signalling protocol is crldp(3) this value
SHOULD be equal to the value signaled in the
LSP ID."
2= { nplsTunnel Entry 1 }

nmpl sTunnel | nst ance OBJECT- TYPE
SYNTAX Mpl sTunnel | nst ancel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uniquely identifies a particular instance of a

tunnel between a pair of ingress and egress LSRs.
It is useful to identify multiple instances of
tunnel s for the purposes of backup and parall el
tunnel s. When the MPLS signaling protocol is
rsvp(2) this value SHOULD be equal to the LSP Id
of the Sender Tenpl ate object. Wen the signaling
protocol is crldp(3) there is no equival ent
signaling object."

::={ nplsTunnel Entry 2 }

nmpl sTunnel I ngressLSRI d OBJECT- TYPE
SYNTAX Mpl sExt endedTunnel I d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Identity of the ingress LSR associated with this
tunnel instance. Wen the MPLS signalling protoco
is rsvp(2) this value SHOULD be equal to the Tunne
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Sender Address in the Sender Tenpl ate object and MAY
be equal to the Extended Tunnel Id field in the
SESSI ON obj ect. When the MPLS signalling protocol is
crldp(3) this value SHOULD be equal to the Ingress
LSR Router ID field in the LSPID TLV object."
REFERENCE
"1. RSVP-TE: Extensions to RSVP for LSP Tunnels,
Awduche et al, RFC 3209, Decenber 2001
2. Constraint-Based LSP Setup using LDP, Janpbuss
(Editor), RFC 3212, January 2002"
2= { nplsTunnel Entry 3 }

npl sTunnel Egr essLSRI d OBJECT- TYPE
SYNTAX Mpl sExt endedTunnel | d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Identity of the egress LSR associated with this
tunnel instance."
::={ nplsTunnel Entry 4 }

nmpl sTunnel Name OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The canoni cal nane assigned to the tunnel. This nane

can be used to refer to the tunnel on the LSR s
console port. If nplsTunnellslf is set to true
then the ifName of the interface corresponding to
this tunnel should have a val ue equal to
npl sTunnel Nane. Al so see the description of ifNane
in RFC 2863."

REFERENCE

"RFC 2863 - The Interfaces Goup MB, Mdoghrie, K,
and F. Kastenholtz, June 2000"
DEFVAL {""}
::={ nplsTunnel Entry 5 }

nmpl sTunnel Descr OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A textual string containing information about the
tunnel. If there is no description this object

contains a zero length string. This object is my
not be signaled by MPLS signaling protocols,
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consequental ly the value of this object at transit
and egress LSRs MAY be automatically generated or
absent . "

DEFVAL {""}

::={ nplsTunnel Entry 6 }

nmpl sTunnel | sl f OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Denotes whether or not this tunnel corresponds to an
interface represented in the interfaces group
table. Note that if this variable is set to true
then the ifName of the interface corresponding to
this tunnel should have a val ue equal to
nmpl sTunnel Nane. Al so see the description of ifNane
in RFC 2863. This object is neaningful only at the
i ngress and egress LSRs."

REFERENCE

"RFC 2863 - The Interfaces Goup MB, Mdoghrie, K,

and F. Kastenholtz, June 2000"
DEFVAL { false }
;.= { nplsTunnel Entry 7 }

npl sTunnel | f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f nplsTunnellslf is set to true, then this val ue
contains the LSR-assigned iflndex which corresponds
to an entry in the interfaces table. Oherw se
this variable should contain the value of zero
indicating that a valid iflndex was not assigned to
this tunnel interface."

REFERENCE

"RFC 2863 - The Interfaces Goup MB, Mdoghrie, K,

and F. Kastenholtz, June 2000"
DEFVAL { 0 }
2= { nplsTunnel Entry 8 }

npl sTunnel Omer OBJECT- TYPE
SYNTAX Mpl sOmner
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Denotes the entity that created and is responsible
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for managing this tunnel. This colum is
automatically filled by the agent on creation of a
row. "

::={ nplsTunnel Entry 9 }

npl sTunnel Rol e OBJECT- TYPE
SYNTAX | NTEGER { head(1),
transit(2),
tail (3),
headTail (4) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This value signifies the role that this tunne
entry/instance represents. This value MJST be set
to head(1l) at the originating point of the tunnel
This value MJST be set to transit(2) at transit
points along the tunnel, if transit points are
supported. This value MJUST be set to tail(3) at the
term nating point of the tunnel if tunnel tails are
support ed.

The val ue headTail (4) is provided for tunnels that
begin and end on the sane LSR "
DEFVAL { head }
::={ npl sTunnel Entry 10 }

nmpl sTunnel XCPoi nt er OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable points to a row in the npl sXCTabl e.
This table identifies the segnents that conpose
this tunnel, their characteristics, and
rel ati onships to each other. A value of zeroDotZero
i ndicates that no LSP has been associated with this
tunnel yet."
REFERENCE
"Srinivasan, C., Viswanathan, A, and T. Nadeau
Mul tiprotocol Label Swtching (MPLS) Label Switching
Rout er (LSR) Managenent |nformation Base (M B), RFC 3813,
June 2004"
DEFVAL { zeroDot Zero }
c:={ npl sTunnel Entry 11 }

nmpl sTunnel Si gnal | i ngProt o OBJECT- TYPE
SYNTAX | NTEGER {
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none(1),
rsvp(2),
crldp(3),
ot her (4)
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The signalling protocol, if any, used to setup this
tunnel . "
DEFVAL { none }

::={ nplsTunnel Entry 12 }

npl sTunnel Set upPri o OBJECT- TYPE
SYNTAX I nteger32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indicates the setup priority of this tunnel."
REFERENCE

"1l. RSVP-TE: Extensions to RSVP for LSP Tunnel s,
Awduche et al, RFC 3209, Decenber 2001
2. Constraint-Based LSP Setup using LDP, Janpbuss
(Editor), RFC 3212, January 2002"
DEFVAL { O }
c:={ npl sTunnel Entry 13 }

nmpl sTunnel Hol di ngPri o OBJECT- TYPE
SYNTAX Integer32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indi cates the holding priority for this tunnel."
REFERENCE

"1. RSVP-TE: Extensions to RSVP for LSP Tunnel s,
Awduche et al, RFC 3209, Decenber 2001

2. Constraint-Based LSP Setup using LDP, Janpbussi
(Editor), RFC 3212, January 2002"
DEFVAL { 0 }
::={ nplsTunnel Entry 14 }

nmpl sTunnel Sessi onAttri butes OBJECT- TYPE
SYNTAX BITS {
fast Reroute (0),
mergi ngPernmitted (1),
i sPersistent (2),
i sPinned (3),
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recor dRout e(4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This bit mask indicates optional session values for
this tunnel. The foll ow ng describes these bit
fields:

fast RerouteThis flag indicates that the any tunnel
hop may choose to reroute this tunnel w thout
tearing it down. This flag permits transit routers
to use a local repair nmechani smwhich may result in
violation of the explicit routing of this tunnel
When a fault is detected on an adjacent downstream
link or node, a transit router can re-route traffic
for fast service restoration.

mergi ngPernitted This flag permits transit routers
to nerge this session with other RSVP sessions for
t he purpose of reducing resource overhead on
downstreamtransit routers, thereby providing
better network scaling.

i sPersistent |ndicates whether this tunnel should
be restored automatically after a failure occurs.

i sPi nned This flag indicates whether the | oose-
routed hops of this tunnel are to be pinned.

recordRout eThis flag indi cates whether or not the
signal ling protocol should remenber the tunnel path
after it has been signaled."”
REFERENCE
"1l. RSVP-TE: Extensions to RSVP for LSP Tunnel s,
Awduche et al, RFC 3209, Decenber 2001."
::={ nplsTunnel Entry 15 }

nmpl sTunnel Local Prot ect | nUse OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates that the local repair nechanismis in use
to maintain this tunnel (usually in the face of an
outage of the link it was previously routed over)."

DEFVAL { false }
::={ nplsTunnel Entry 16 }
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npl sTunnel Resour cePoi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable represents a pointer to the traffic
paraneter specification for this tunnel. This

val ue may point at an entry in the
nmpl sTunnel ResourceEntry to indicate which
nmpl sTunnel ResourceEntry is to be assigned to this
LSP i nstance. This value may optionally point at
an externally defined traffic paraneter
specification table. A value of zeroDotZero
i ndi cates best-effort treatnment. By having the
same value of this object, two or nore LSPs can
i ndi cate resource sharing."

DEFVAL { zeroDot Zero }

::={ nplsTunnel Entry 17 }

nmpl sTunnel Pri maryl nst ance OBJECT- TYPE
SYNTAX Mpl sTunnel | nst ancel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the instance index of the primary instance
of this tunnel. Mre details of the definition of
tunnel instances and the primary tunnel instance
can be found in the description of the TEXTUAL- CONVENTI ON
Mpl sTunnel I nst ancel ndex. "
DEFVAL { O }
::={ nplsTunnel Entry 18 }

npl sTunnel | nst ancePriority OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This value indicates which priority, in descending
order, with O indicating the |lowest priority,
within a group of tunnel instances. A group of
tunnel instances is defined as a set of LSPs with
the sane npl sTunnellndex in this table, but with a
di fferent nplsTunnel I nstance. Tunnel instance
priorities are used to denote the priority at which
a particular tunnel instance will supercede
anot her. Instances of tunnels containing the sane
nmpl sTunnel I nst ancePriority will be used for |oad
sharing."
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DEFVAL { 0}
::={ npl sTunnel Entry 19 }

nmpl sTunnel HopTabl el ndex OBJECT- TYPE

SYNTAX Mpl sPat hl ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Index into the npl sTunnel HopTabl e entry t hat
specifies the explicit route hops for this tunnel
This object is neaningful only at the head-end of
the tunnel."
DEFVAL { 0 }
::={ npl sTunnel Entry 20 }

nmpl sTunnel Pat hl nUse OBJECT- TYPE
SYNTAX Mpl sPat hl ndexOr Zer o
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s val ue denotes the configured path that was
chosen for this tunnel. This value reflects the
secondary index into npl sTunnel HopTabl e. This path
may not exactly nmatch the one in
npl sTunnel ARHopTabl e due to the fact that sonme CSPF
nodi ficati on may have taken place. See
npl sTunnel ARHopTabl e for the actual path being
taken by the tunnel. A value of zero denotes that
no path is currently in use or available.”

DEFVAL { 0 }
::={ nplsTunnel Entry 21 }

npl sTunnel ARHopTabl el ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndexOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Index into the nplsTunnel ARHopTabl e entry that
specifies the actual hops traversed by the tunnel
This is automatically updated by the agent when the
actual hops becones avail able.”
DEFVAL { O }
::={ nplsTunnel Entry 22 }

npl sTunnel CHopTabl el ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndexOr Zer o
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"I'ndex into the npl sTunnel CHopTabl e entry that

specifies the conmputed hops traversed by the
tunnel. This is automatically updated by the agent
when conput ed hops becone avail able or when
conput ed hops get nodified. "

DEFVAL { 0 }

::={ npl sTunnel Entry 23 }

nmpl sTunnel | ncl udeAnyAffinity OBJECT- TYPE
SYNTAX Mpl sTunnel Affinity
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Alink satisfies the include-any constraint if and
only if the constraint is zero, or the link and the
constraint have a resource class in conmmon."

REFERENCE

"1. RSVP-TE: Extensions to RSVP for LSP Tunnels,
Awduche et al, RFC 3209, Decenber 2001."

c:={ npl sTunnel Entry 24 }

nmpl sTunnel I ncl udeAl'l Affinity OBJECT- TYPE
SYNTAX Mpl sTunnel Affinity
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Alink satisfies the include-all constraint if and
only if the Iink contains all of the adm nistrative
groups specified in the constraint."

REFERENCE

"1l. RSVP-TE: Extensions to RSVP for LSP Tunnel s,

Awduche et al, RFC 3209, Decenber 2001."
::={ nplsTunnel Entry 25 }

npl sTunnel Excl udeAnyAffinity OBJECT- TYPE
SYNTAX Mpl sTunnel Affinity
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Alink satisfies the exclude-any constraint if and
only if the Iink contains none of the
adm ni strative groups specified in the constraint."
REFERENCE
"1l. RSVP-TE: Extensions to RSVP for LSP Tunnel s,
Awduche et al, RFC 3209, Decenber 2001."
DEFVAL { 0 }
::={ nplsTunnel Entry 26 }
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npl sTunnel Tot al UpTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This value represents the aggregate up tine for al
instances of this tunnel, if available. If this

value is unavailable, it MJST return a val ue of 0.
c:={ npl sTunnel Entry 27 }

nmpl sTunnel | nst anceUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value identifies the total tine that this
tunnel instance’ s operStatus has been Up(1)."
::={ nplsTunnel Entry 28 }

npl sTunnel Pri mar yUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the total tinme the prinmary instance of
this tunnel has been active. The prinmary instance
of this tunnel is defined in
nmpl sTunnel Pri maryl nst ance. "

::={ nplsTunnel Entry 29 }

nmpl sTunnel Pat hChanges OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the nunber of tines the actual path for
this tunnel instance has changed."”
::={ npl sTunnel Entry 30 }

nmpl sTunnel Last Pat hChange OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the time since the |ast change to the
actual path for this tunnel instance."
::={ nmplsTunnel Entry 31 }
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npl sTunnel Creati onTi ne OBJECT- TYPE

mp

nmp

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Specifies the value of SysUpTine when the first
i nstance of this tunnel came into existence.
That is, when the value of nplsTunnel Oper St at us
was first set to up(l)."
::={ nplsTunnel Entry 32 }

sTunnel St at eTr ansi ti ons OBJECT- TYPE
SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Specifies the nunber of tines the state
(rpl sTunnel Oper St atus) of this tunnel instance has
changed. "
::={ npl sTunnel Entry 33 }

sTunnel Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
-- ready to pass packets
up(1),
down( 2),
-- in sone test node
testing(3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Indicates the desired operational status of this
tunnel . "

::={ nplsTunnel Entry 34 }

nmpl sTunnel Oper St at us OBJECT- TYPE

SYNTAX | NTECGER {
-- ready to pass packets
up(1),
down( 2),
-- in sone test node
testing(3),
-- status cannot be determ ned
unknown( 4),
dor mant (5),
-- some component is m Ssing
not Present (6),
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-- down due to the state of
-- lower layer interfaces
| ower Layer Down( 7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indi cates the actual operational status of this
tunnel, which is typically but not linmted to, a
function of the state of individual segnents of
this tunnel."”
::={ nplsTunnel Entry 35 }

npl sTunnel Rowst at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete arowin this table. Wien arowin this
table is in active(l) state, no objects in that row
can be nodified by the agent except
nmpl sTunnel Adm nSt at us, npl sTunnel RowSt at us and
nmpl sTunnel St or ageType. "

::={ nplsTunnel Entry 36 }

nmpl sTunnel St or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTION "The storage type for this tunnel entry.
Conceptual rows having the val ue ' pernmanent’
need not allow wite-access to any col umar
objects in the row"

DEFVAL { volatile }

::={ nplsTunnel Entry 37 }

-- End of nplsTunnel Tabl e

nmpl sTunnel HopLi st | ndexNext OBJECT- TYPE
SYNTAX Mpl sPat hl ndexOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains an appropriate value to be used
for npl sTunnel HopLi st ndex when creating entries in
t he mpl sTunnel HopTable. |If the nunber of
unassi gned entries is exhausted, a retrieva
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operation will return a value of 0. This object
may also return a value of 0 when the LSR is unable
to accept conceptual row creation, for exanple, if
t he npl sTunnel HopTabl e is inplemented as read-only.
To obtain the val ue of npl sTunnel HopLi stlndex for a
new entry in the nplsTunnel HopTabl e, the nanager

i ssues a managenent protocol retrieval operation to
obtain the current value of nplsTunnel Hopl ndex.

When the SET is perforned to create a row in the

nmpl sTunnel HopTabl e, the Conmmand Responder (agent)
nmust determ ne whether the value is indeed stil
unused; Two Networ k Managenent Applications nmay
attenpt to create a row (configuration entry)
simul t aneously and use the same value. If it is
currently unused, the SET succeeds and the Comrand
Responder (agent) changes the value of this object,
according to an inplenentation-specific al gorithm
If the value is in use, however, the SET fails. The
Net wor k Managenent Application nust then re-read
this variable to obtain a new usable value."”

::={ nmplsTebjects 3}

npl sTunnel HopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sTunnel HopEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The npl sTunnel HopTabl e is used to indicate the hops,
strict or loose, for an instance of an MPLS tunne
defined in nplsTunnel Table, when it is established
via signalling, for the outgoing direction of the
tunnel. Thus at a transit LSR, this table contains
the desired path of the tunnel fromthis LSR
onwards. Each rowin this table is indexed by
npl sTunnel HopLi st ndex which corresponds to a group
of hop lists or path options. Each row also has a
secondary i ndex npl sTunnel Hopl ndex, which indicates
a group of hops (also known as a path option).
Finally, the third index, nplsTunnel Hopl ndex
i ndi cates the specific hop information for a path
option. In case we want to specify a particul ar
interface on the originating LSR of an outgoing
tunnel by which we want packets to exit the LSR
we specify this as the first hop for this tunnel in
nmpl sTunnel HopTabl e. "

:={ nmplsTehj ects 4 }
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npl sTunnel HopEntry OBJECT- TYPE

Mo

mp

mp

Sri ni vasan,

SYNTAX Mpl sTunnel HopEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents a tunne

MPLS- TE- STD-M B

hop. An

entry is created by a network adm ni strator for
signal ed ERLSP set up by an MPLS signalling

protocol ."
| NDEX {
nmpl sTunnel HopLi st | ndex,
nmpl sTunnel HopPat hOpt i onl ndex,
npl sTunnel Hopl ndex

}
::= { nplsTunnel HopTable 1}

sTunnel HopEntry ::= SEQUENCE {
npl sTunnel HopLi st | ndex
npl sTunnel HopPat hOpt i onl ndex
npl sTunnel Hopl ndex
nmpl sTunnel HopAddr Type
nmpl sTunnel Hopl pAddr
nmpl sTunnel Hopl pPrefi xLen
nmpl sTunnel HopAsNunber
npl sTunnel HopAddr Unnum
npl sTunnel HopLspl d
npl sTunnel HopType
nmpl sTunnel Hopl ncl ude
nmpl sTunnel HopPat hOpt i onNane
npl sTunnel HopEnt r yPat hConp
npl sTunnel HopRowSt at us
npl sTunnel HopSt or ageType

}
sTunnel HoplLi st | ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndex

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Mpl sPat hl ndex,

Mpl sPat hl ndex,

Mpl sPat hl ndex,
TeHopAddr essType,
TeHopAddr ess,

I net Addr essPrefi xLengt h,
TeHopAddr essAS,
TeHopAddr essUnnum
Mpl sLSPI D,

| NTEGER,

Tr ut hval ue,
SnnpAdmi nStri ng,

| NTEGER,
RowSt at us,

St or ageType

"Primary index into this table identifying a

particul ar explicit
::= { nplsTunnel HopEntry 1 }

route object.”

sTunnel HopPat hOpt i onl ndex OBJECT- TYPE

SYNTAX Mpl sPat hl ndex

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"Secondary index into this table identifying a
particul ar group of hops representing a particul ar
configured path. This is otherwi se known as a path
option."

::={ nplsTunnel HopEntry 2 }

npl sTunnel Hopl ndex OBJECT- TYPE

SYNTAX Mpl sPat hl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Tertiary index into this table identifying a
particul ar hop."
::={ nplsTunnel HopEntry 3 }

nmpl sTunnel HopAddr Type OBJECT- TYPE

SYNTAX TeHopAddr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTION "The Hop Address Type of this tunnel hop
The val ue of this object cannot be changed
if the value of the correspondi ng
nmpl sTunnel HopRowSt at us obj ect is 'active’
Note that |spid(5) is a valid option only
for tunnels signaled via CRLDP

DEFVAL { ipvd }

::= { nplsTunnel HopEntry 4 }

npl sTunnel Hopl pAddr OBJECT- TYPE

SYNTAX TeHopAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTION "The Tunnel Hop Address for this tunnel hop.
The type of this address is determ ned by the
val ue of the correspondi ng npl sTunnel HopAddr Type.
The val ue of this object cannot be changed
if the value of the correspondi ng
npl sTunnel HopRowSt at us obj ect is 'active’
DEFVAL { '00000000'h } -- IPv4 address 0.0.0.0

::={ nplsTunnel HopEntry 5 }

npl sTunnel Hopl pPrefi xLen OBJECT- TYPE
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SYNTAX | net Addr essPrefixLength
MAX- ACCESS read-create
STATUS current

DESCRI PTION "If npl sTunnel HopAddr Type is set to ipv4(1l) or
i pv6(2), then this value will contain an
appropriate prefix length for the | P address in
obj ect npl sTunnel Hopl pAddr. Ot herwi se this val ue
is irrelevant and should be ignored.

DEFVAL { 32}

::={ nplsTunnel HopEntry 6 }

npl sTunnel HopAsNunber OBJECT- TYPE

SYNTAX TeHopAddr essAS
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'f npl sTunnel HopAddr Type is set to asnunber(3), then
this value will contain the AS nunber of this hop
O herwi se the agent should set this object to zero-
I ength string and the manager should ignore this."
::={ nplsTunnel HopEntry 7 }

npl sTunnel HopAddr Unnum OBJECT- TYPE
SYNTAX TeHopAddr essUnnum
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If npl sTunnel HopAddr Type is set to unnun(4), then
this value will contain the interface identifier of
the unnunbered interface for this hop. This object
shoul d be used in conjunction with
npl sTunnel Hopl pAddr ess whi ch woul d contain the LSR
Router IDin this case. O herwi se the agent should
set this object to zero-length string and the
manager should ignore this."

::={ nplsTunnel HopEntry 8 }

npl sTunnel HopLspl d OBJECT- TYPE
SYNTAX Mpl sLSPI D
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If npl sTunnel HopAddr Type is set to Ispid(5), then
this value will contain the LSPID of a tunnel of
this hop. The present tunnel being configured is
tunnel ed through this hop (using |abel stacking).
This object is otherwise insignificant and should
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contain a value of 0 to indicate this fact."
::={ nplsTunnel HopEntry 9 }

npl sTunnel HopType OBJECT- TYPE
SYNTAX | NTEGER {
strict(1),
| oose(2)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Denotes whether this tunnel hop is routed in a

strict or |oose fashion. The value of this object
has no neaning if the npl sTunnel Hopl ncl ude obj ect
is set to 'false’."

::={ nplsTunnel HopEntry 10 }

npl sTunnel Hopl ncl ude OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If this value is set to true, then this indicates
that this hop nust be included in the tunnel’s
path. If this value is set to 'false’, then this hop
nmust be avoi ded when calculating the path for this
tunnel . The default value of this object is 'true’
so that by default all indicated hops are included
in the CSPF path conputation. If this object is set
to 'false’ the value of nplsTunnel HopType shoul d be
i gnored. "

DEFVAL { true }
::= { nplsTunnel HopEntry 11 }

nmpl sTunnel HopPat hOpt i onName OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The description of this series of hops as they
relate to the specified path option. The
val ue of this object SHOULD be the sane for
each hop in the series that conprises a
pat h option."
::= { nplsTunnel HopEntry 12 }

nmpl sTunnel HopEnt r yPat hConp OBJECT- TYPE
SYNTAX | NTEGER {
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dynam c(1), -- CSPF conputed
explicit(2) -- strict hop
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If this value is set to dynamic, then the user
shoul d only specify the source and destination of
the path and expect that the CSPF will cal cul ate
the remai nder of the path. |If this value is set to
explicit, the user should specify the entire path
for the tunnel to take. This path nmay contain
strict or |oose hops. Each hop along a specific
pat h SHOULD have this object set to the same val ue"

::= { npl sTunnel HopEntry 13 }

nmpl sTunnel HopRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete arowin this table. Wien arowin this
table is in active(l) state, no objects in that row
can be nodified by the agent except
npl sTunnel HopRowSt at us and
nmpl sTunnel HopSt or ageType. "

::={ nplsTunnel HopEntry 14 }

npl sTunnel HopSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this Hop entry. Conceptua
rows having the val ue ' pernmanent’ need not
all ow wite-access to any col ummar objects
in the row "
DEFVAL { volatile }
::={ nplsTunnel HopEntry 15 }

-- End of npl sTunnel HopTabl e
-- Begin of nplsTunnel ResourceTabl e
sTunnel Resour cel ndexNext OBJECT- TYPE

SYNTAX Unsi gned32 (0.. 2147483647)
MAX- ACCESS read-only

3
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STATUS current
DESCRI PTI ON
"This object contains the next appropriate value to

be used for npl sTunnel Resour cel ndex when creating
entries in the npl sTunnel ResourceTable. If the
nunber of unassigned entries is exhausted, a
retrieval operation will return a value of 0. This
object may also return a value of 0 when the LSR is
unabl e to accept conceptual row creation, for
exanple, if the nplsTunnel Table is inplenented as
read-only. To obtain the npl sTunnel Resour cel ndex
value for a new entry, the nmanager nust first issue
a managenent protocol retrieval operation to obtain
the current value of this object.

When the SET is perforned to create a row in the

nmpl sTunnel Resour ceTabl e, the Conmand Responder
(agent) mnust deternine whether the value is indeed
still unused; Two Network Managenent Applications
may attenpt to create a row (configuration entry)
si mul taneously and use the same value. If it is
currently unused, the SET succeeds and the Comrand
Responder (agent) changes the value of this object,
according to an inplenentation-specific al gorithm
If the value is in use, however, the SET fails. The
Net wor k Managenent Application nust then re-read
this variable to obtain a new usable value."”

::={ nmplsTebjects 5}

npl sTunnel Resour ceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sTunnel ResourceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The npl sTunnel Resour ceTabl e al |l ows a nanager to
specify which resources are desired for an MPLS
tunnel. This table also allows several tunnels to
point to a single entry in this table, inplying
that these tunnels should share resources."

::={ nmplsTebj ects 6 }

npl sTunnel Resour ceEntry OBJECT- TYPE

SYNTAX Mpl sTunnel Resour ceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in this table represents a set of resources
for an MPLS tunnel. An entry can be created by a
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network adninistrator or by an SNWP agent as
i nstructed by any MPLS signalling protocol
An entry in this table referenced by a tunnel instance
with zero npl sTunnel | nstance val ue indicates a
configured set of resource parameter. An entry
referenced by a tunnel instance with a non-zero
npl sTunnel I nstance reflects the in-use resource
paraneters for the tunnel instance which may have
been negoti ated or nodified by the MPLS signaling

protocol s. "
| NDEX { mpl sTunnel Resour cel ndex }
;.= { nplsTunnel ResourceTable 1 }
Mpl sTunnel ResourceEntry ::= SEQUENCE ({

npl sTunnel Resour cel ndex Unsi gned32,
nmpl sTunnel Resour ceMaxRat e Mpl sBit Rat e
nmpl sTunnel Resour ceMeanRat e Mpl sBit Rat e
npl sTunnel Resour ceMaxBur st Si ze Mpl sBur st Si ze
npl sTunnel Resour ceMeanBur st Si ze Mpl sBur st Si ze
npl sTunnel Resour ceExBur st Si ze Mpl sBur st Si ze
npl sTunnel Resour ceFr equency | NTEGER
nmpl sTunnel Resour ceWi ght Unsi gned32,
nmpl sTunnel Resour ceRowsSt at us RowSt at us,
npl sTunnel Resour ceSt or ageType St or ageType

}

npl sTunnel Resour cel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Uniquely identifies this row "
::= { nplsTunnel ResourceEntry 1 }

nmpl sTunnel Resour ceMaxRat e OBJECT- TYPE

SYNTAX Mpl sBit Rat e

UNI TS "Kkilobits per second"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxinumrate in bits/second. Note that setting
npl sTunnel Resour ceMaxRat e,
nmpl sTunnel Resour ceMeanRat e, and
npl sTunnel Resour ceMaxBur st Si ze to 0 indi cates best-
effort treatment.”
::={ nplsTunnel ResourceEntry 2 }

npl sTunnel Resour ceMeanRat e OBJECT- TYPE
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SYNTAX Mpl sBit Rat e

UNI TS "Kkilobits per second"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is copied into an instance of
nmpl sTraf fi cPar anMeanRate in the
npl sTraf fi cParanTable. The O D of this table entry
is then copied into the correspondi ng
nmpl sl nSegment Traf fi cParanPtr. "
::={ nmplsTunnel ResourceEntry 3 }

npl sTunnel Resour ceMaxBur st Si ze OBJECT- TYPE
SYNTAX Mpl sBur st Si ze
UNI TS "byt es"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum burst size in bytes."
.= { nplsTunnel ResourceEntry 4 }

nmpl sTunnel Resour ceMeanBur st Si ze OBJECT- TYPE
SYNTAX Mpl sBur st Si ze
UNI TS "byt es"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The mean burst size in bytes. The inplenentations
whi ch do not inplenent this variable nust return
a noSuchQbj ect exception for this object and nust
not allow a user to set this object."
::= { npl sTunnel ResourceEntry 5 }

nmpl sTunnel Resour ceExBur st Si ze OBJECT- TYPE
SYNTAX Mpl sBur st Si ze
UNI TS "byt es"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Excess burst size in bytes. The inplenentations
whi ch do not inplenent this variable nust return
noSuchCbj ect exception for this object and nust
not allow a user to set this value."”

REFERENCE
"CR-LDP Specification, Section 4.3."
::={ nplsTunnel ResourceEntry 6 }

npl sTunnel Resour ceFrequency OBJECT- TYPE
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SYNTAX | NTEGER { unspecified(1),
frequent(2),
ver yFrequent ( 3)

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The granularity of the availability of comitted
rate. The inplenentati ons which do not inplenent
this variable nust return unspecified(1l) for this
val ue and nust not allow a user to set this value.”
REFERENCE
"CR-LDP Specification, Section 4.3."
::= { npl sTunnel ResourceEntry 7 }

nmpl sTunnel Resour ceWi ght OBJECT- TYPE
SYNTAX Unsi gned32( 0. . 255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The rel ative weight for using excess bandw dth above
its coomitted rate. The value of 0 neans that
wei ght is not applicable for the CR-LSP."
REFERENCE
"CR-LDP Specification, Section 4.3."
::= { npl sTunnel ResourceEntry 8 }

nmpl sTunnel Resour ceRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete arowin this table. Wen arowin this
table is in active(l) state, no objects in that row
can be nodified by the agent except
nmpl sTunnel Resour ceRowst at us and
npl sTunnel Resour ceSt or ageType. "

::= { nplsTunnel ResourceEntry 9 }

nmpl sTunnel Resour ceSt or ageType OBJECT- TYPE
SYNTAX St orageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this Hop entry. Conceptua
rows having the val ue ' permanent’ need not
all ow wite-access to any col ummar objects
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in the row"
DEFVAL { volatile }
::={ nplsTunnel ResourceEntry 10 }
-- End npl sTunnel Resour ceTabl e

-- Tunnel Actual Route Hop table.

nmpl sTunnel ARHopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sTunnel ARHopEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The npl sTunnel ARHopTabl e is used to indicate the
hops for an MPLS tunnel defined in npl sTunnel Tabl e,
as reported by the MPLS signalling protocol. Thus at
atransit LSR this table (if the table is supported
and if the signaling protocol is recording actua
route information) contains the actual route of the
whol e tunnel. If the signaling protocol is not
recording the actual route, this table MAY report
the informati on fromthe npl sTunnel HopTabl e or the
npl sTunnel CHopTabl e.

Each row in this table is indexed by

npl sTunnel ARHopLi st ndex. Each row al so has a
secondary i ndex npl sTunnel ARHopl ndex, correspondi ng
to the next hop that this row corresponds to.

Pl ease note that since the informati on necessary to
build entries within this table is not provided by
some MPLS signalling protocols, inplenmentation of
this table is optional. Furthernore, since the
information in this table is actually provided by
the MPLS signalling protocol after the path has
been set-up, the entries in this table are provided
only for observation, and hence, all variables in
this table are accessible exclusively as read-
only.

Note al so that the contents of this table may change
while it is being read because of re-routing
activities. A network adm nistrator may verify that
the actual route read is consistent by reference to
t he npl sTunnel Last Pat hChange obj ect."

:={ nmplsTehj ects 7 }
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npl sTunnel ARHopEntry OBJECT- TYPE

SYNTAX Mpl sTunnel ARHopEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table represents a tunnel hop. An
entry is created by the agent for signal ed ERLSP
set up by an MPLS signalling protocol."

I NDEX { npl sTunnel ARHopLi st | ndex, npl sTunnel ARHopl ndex }
::={ npl sTunnel ARHopTable 1 }

Mpl sTunnel ARHopEntry ::= SEQUENCE ({
npl sTunnel ARHopLi st | ndex Mpl sPat hl ndex,
npl sTunnel ARHopl ndex Mpl sPat hl ndex,
npl sTunnel ARHopAddr Type TeHopAddr essType
nmpl sTunnel ARHopl pAddr TeHopAddr ess,
nmpl sTunnel ARHopAddr Unnum TeHopAddr essUnnum
npl sTunnel ARHopLspl d Mpl sLSPI D
}
npl sTunnel ARHopLi st | ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Primary index into this table identifying a
particul ar recorded hop list."
::={ nplsTunnel ARHopEntry 1 }

npl sTunnel ARHopl ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Secondary index into this table identifying the
particul ar hop."
;.= { nplsTunnel ARHopEntry 2 }

npl sTunnel ARHopAddr Type OBJECT- TYPE
SYNTAX TeHopAddr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Hop Address Type of this tunnel hop
Note that |spid(5) is a valid option only

for tunnels signaled via CRLDP."
DEFVAL { ipvd }
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;.= { nplsTunnel ARHopEntry 3 }

npl sTunnel ARHopl pAddr OBJECT- TYPE

SYNTAX TeHopAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Tunnel Hop Address for this tunnel hop

The type of this address is determ ned by the
val ue of the correspondi ng npl sTunnel ARHopAddr Type.
I f npl sTunnel ARHopAddr Type is set to unnun(4),
then this value contains the LSR Router ID of the
unnunbered interface. Otherw se the agent SHOULD
set this object to the zero-length string and the
manager should ignore this object.”
DEFVAL { '00000000'h } -- IPv4 address 0.0.0.0
;.= { nplsTunnel ARHopEntry 4 }

npl sTunnel ARHopAddr Unnum OBJECT- TYPE

SYNTAX TeHopAddr essUnnum
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I'f npl sTunnel ARHopAddr Type is set to unnunm(4), then
this value will contain the interface identifier of

the unnunbered interface for this hop. This object
shoul d be used in conjunction wth
nmpl sTunnel ARHopl pAddr whi ch woul d contain the LSR
Router IDin this case. G herwi se the agent shoul d
set this object to zero-length string and the
manager should ignore this."

::= { npl sTunnel ARHopEntry 5 }

nmpl sTunnel ARHopLspl d OBJECT- TYPE

SYNTAX Mpl sLSPI D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f npl sTunnel ARHopAddr Type is set to |Ispid(5), then
this value will contain the LSP ID of this hop.
This object is otherwi se insignificant and should
contain a value of 0 to indicate this fact."
::= { npl sTunnel ARHopEntry 6 }

-- End of npl sTunnel ARHopTabl e
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-- Tunnel Conputed Hop table.

nmpl sTunnel CHopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sTunnel CHopEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The npl sTunnel CHopTabl e is used to indicate the
hops, strict or |oose, for an MPLS tunnel defined
i n mpl sTunnel Tabl e, as conputed by a constraint-
based routing protocol, based on the
npl sTunnel HopTabl e for the outgoing direction of
the tunnel. Thus at a transit LSR, this table (if
the table is supported) MAY contain the path
conmput ed by the CSPF engi ne on (or on behal f of)
this LSR. Each rowin this table is indexed by
nmpl sTunnel CHopLi st 1 ndex. Each row also has a
secondary i ndex npl sTunnel CHopl ndex, correspondi ng
to the next hop that this row corresponds to. In
case we want to specify a particular interface on
the originating LSR of an outgoing tunnel by which
we want packets to exit the LSR, we specify this as
the first hop for this tunnel in
npl sTunnel CHopTabl e.

Pl ease note that since the informati on necessary to
build entries within this table rmay not be
supported by some LSRs, inplenmentation of this
table is optional. Furthernore, since the
information in this table describes the path
comput ed by the CSPF engine the entries in this
table are read-only."

::={ nmplsTebj ects 8 }

nmpl sTunnel CHopEntry OBJECT- TYPE

SYNTAX Mpl sTunnel CHopEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table represents a tunnel hop. An
entry in this table is created by a path
conput ati on engi ne usi ng CSPF techni ques applied to
the information collected by routing protocols and
the hops specified in the correspondi ng
npl sTunnel HopTabl e. "

I NDEX { npl sTunnel CHopLi st | ndex, npl sTunnel CHopl ndex }
::={ nplsTunnel CHopTable 1 }
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Mpl sTunnel CHopEntry ::= SEQUENCE {
nmpl sTunnel CHopLi st | ndex Mpl sPat hl ndex,
nmpl sTunnel CHopl ndex Mpl sPat hl ndex,
nmpl sTunnel CHopAddr Type TeHopAddr essType
nmpl sTunnel CHopl pAddr TeHopAddr ess,
npl sTunnel CHopl pPrefi xLen | net Addr essPrefi xLength
npl sTunnel CHopAsNunber TeHopAddr essAS
npl sTunnel CHopAddr Unnum TeHopAddr essUnnum
nmpl sTunnel CHopLspl d Mpl sLSPI D
nmpl sTunnel CHopType | NTEGER
}
npl sTunnel CHopLi st | ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Primary index into this table identifying a
particul ar conputed hop list."
::= { npl sTunnel CHopEntry 1 }

nmpl sTunnel CHopl ndex OBJECT- TYPE
SYNTAX Mpl sPat hl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Secondary index into this table identifying the
particul ar hop."
::={ nmplsTunnel CHopEntry 2 }

npl sTunnel CHopAddr Type OBJECT- TYPE
SYNTAX TeHopAddr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Hop Address Type of this tunnel hop

Note that |spid(5) is a valid option only
for tunnels signaled via CRLDP."

DEFVAL { ipvd }

::={ nplsTunnel CHopEntry 3 }

nmpl sTunnel CHopl pAddr OBJECT- TYPE
SYNTAX TeHopAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Tunnel Hop Address for this tunnel hop
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The type of this address is determ ned by the
val ue of the correspondi ng npl sTunnel CHopAddr Type.

I f npl sTunnel CHopAddr Type is set to unnum(4), then
this value will contain the LSR Router |ID of the
unnunbered interface. O herw se the agent should
set this object to the zero-length string and the
manager SHOULD i gnore this object.”

DEFVAL { '00000000'h } -- IPv4 address 0.0.0.0
::={ nplsTunnel CHopEntry 4 }

npl sTunnel CHopl pPrefi xLen OBJECT- TYPE

SYNTAX | net Addr essPrefi xLength
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I f npl sTunnel CHopAddr Type is set to ipv4(1l) or
i pv6(2), then this value will contain an
appropriate prefix length for the | P address in
obj ect npl sTunnel CHopl pAddr. O herwi se this val ue
is irrelevant and should be ignored.
DEFVAL { 32}
::={ nmplsTunnel CHopEntry 5 }

npl sTunnel CHopAsNunber OBJECT- TYPE
SYNTAX TeHopAddr essAS
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f npl sTunnel CHopAddr Type is set to asnunber(3),
then this value will contain the AS nunber of this
hop. O herwi se the agent should set this object to
zero-length string and the manager shoul d ignore
this."

::={ nplsTunnel CHopEntry 6 }

npl sTunnel CHopAddr Unnum OBJECT- TYPE
SYNTAX TeHopAddr essUnnum
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f npl sTunnel CHopAddr Type is set to unnun(4), then
this value will contain the unnunbered interface
identifier of this hop. This object should be used
in conjunction with npl sTunnel CHopl pAddr whi ch
woul d contain the LSR Router IDin this case.
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O herwi se the agent should set this object to zero-
length string and the manager should ignore this."
::= { npl sTunnel CHopEntry 7 }

nmpl sTunnel CHopLspl d OBJECT- TYPE

SYNTAX Mpl sLSPI D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'f npl sTunnel CHopAddr Type is set to Ispid(5), then
this value will contain the LSP ID of this hop.
This object is otherwi se insignificant and should
contain a value of 0 to indicate this fact."
::= { npl sTunnel CHopEntry 8 }

nmpl sTunnel CHopType OBJECT- TYPE
SYNTAX I NTEGER { strict(1),
| oose(2)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Denotes whether this is tunnel hop is routed in a
strict or |oose fashion."
::={ nplsTunnel CHopEntry 9 }

-- End of npl sTunnel CHopTabl e

-- MPLS Tunnel Performance Tabl e.

npl sTunnel Per f Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sTunnel PerfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This tabl e provides per-tunnel instance MPLS
performance i nformation."
= { nplsTeCbjects 9 }

nmpl sTunnel Perf Entry OBJECT- TYPE
SYNTAX Mpl sTunnel Perf Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in this table is created by the LSR for
every tunnel. Its is an extension to

npl sTunnel Entry. "
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AUGMENTS { npl sTunnel Entry }
::= { nplsTunnel PerfTable 1 }

Mpl sTunnel Perf Entry ::= SEQUENCE {
nmpl sTunnel Per f Packet s Count er 32,
nmpl sTunnel Per f HCPacket s Count er 64,
npl sTunnel PerfErrors Count er 32,
nmpl sTunnel Per f Byt es Count er 32,
nmpl sTunnel Per f HCByt es Count er 64
}
npl sTunnel Per f Packet s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of packets forwarded by the tunnel
This object should represents the 32-bit
val ue of the least significant part of the
64-bit value if both npl sTunnel Perf HCPacket s
is returned.”
::={ nplsTunnel PerfEntry 1 }

npl sTunnel Per f HCPacket s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Hi gh capacity counter for nunber of packets
forwarded by the tunnel. "
::={ nmplsTunnel PerfEntry 2 }

npl sTunnel Per f Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of packets dropped because of errors or for
ot her reasons."
::={ nmplsTunnel PerfEntry 3 }

npl sTunnel Per f Byt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of bytes forwarded by the tunnel
This object should represents the 32-bit
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val ue of the least significant part of the
64-bit value if both npl sTunnel Perf HCByt es
is returned.”

::={ nplsTunnel PerfEntry 4 }

npl sTunnel Per f HCByt es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Hi gh capacity counter for nunber of bytes forwarded
by the tunnel."
::={ nmplsTunnel PerfEntry 5 }

-- End of npl sTunnel Perf Tabl e

-- CR-LDP Tunnel Resource Table

npl sTunnel CRLDPResTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sTunnel CRLDPResEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The npl sTunnel CRLDPResTabl e al | ows a nanager to
speci fy which CR LDP-specific resources are desired
for an MPLS tunnel if that tunnel is signaled using
CR-LDP. Note that these attributes are in addition
to those specified in npl sTunnel ResourceTabl e. This
table also allows several tunnels to point to a
single entry in this table, inplying that these
tunnel s shoul d share resources."

::={ nmplsTebj ects 10 }

nmpl sTunnel CRLDPResEntry OBJECT- TYPE
SYNTAX Mpl sTunnel CRLDPResENntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents a set of resources

for an MPLS tunnel established using CRLDP
(rpl sTunnel Signal lingProto equal to crlidp (3)). An
entry can be created by a network adninistrator or
by an SNMP agent as instructed by any MPLS
signal ling protocol ."

I NDEX { npl sTunnel Resour cel ndex }

::={ nmplsTunnel CRLDPResTable 1 }
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Mpl sTunnel CRLDPResEntry ::= SEQUENCE ({
npl sTunnel CRLDPResMeanBur st Si ze Mpl sBur st Si ze,
npl sTunnel CRLDPResExBur st Si ze Mpl sBur st Si ze,
nmpl sTunnel CRLDPResFr equency | NTEGER,
nmpl sTunnel CRLDPResWei ght Unsi gned32,
npl sTunnel CRLDPResFI ags Unsi gned32,
npl sTunnel CRLDPResRowSt at us RowsSt at us
nmpl sTunnel CRLDPResSt or ageType St or ageType
}
nmpl sTunnel CRLDPResMeanBur st Si ze OBJECT- TYPE
SYNTAX Mpl sBur st Si ze
UNI TS "byt es"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

mp

mp

nmp

"The mean burst size in bytes.”
::={ nplsTunnel CRLDPResEntry 1 }

sTunnel CRLDPResExBur st Si ze OBJECT- TYPE
SYNTAX Mpl sBur st Si ze
UNI TS "byt es"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Excess burst size in bytes."
REFERENCE

"CR-LDP Specification, Section 4.3."
::={ nmplsTunnel CRLDPResEntry 2 }

sTunnel CRLDPResFr equency OBJECT- TYPE
SYNTAX | NTEGER {

unspeci fied(1),

frequent (2),

ver yFrequent ( 3)

MAX- ACCESS read-create

STATUS current
DESCRI PTI ON
"The granularity of the availability of comitted
rate.”
REFERENCE

"CR-LDP Specification, Section 4.3."
::= { nplsTunnel CRLDPResEntry 3 }

sTunnel CRLDPResWei ght OBJECT- TYPE
SYNTAX Unsi gned32( 0. . 255)
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The rel ative weight for using excess bandw dth above
its coomitted rate. The value of 0 neans that
wei ght is not applicable for the CR-LSP."
REFERENCE
"CR-LDP Specification, Section 4.3."
DEFVAL { 0 }
::= { nplsTunnel CRLDPResEntry 4 }

nmpl sTunnel CRLDPResFl ags OBJECT- TYPE

SYNTAX Unsi gned32 (0..63)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of the 1 byte Flags conveyed as part of
the traffic paraneters during the establishment of
the CRLSP. The bits in this object are to be
interpreted as foll ows.

T e S
| Res | F6|F5| F4| F3| F2| F1|
e S

Res - These bits are reserved. Zero on transm ssion
I gnored on receipt.

F1 - Corresponds to the PDR

F2 - Corresponds to the PBS.

F3 - Corresponds to the CDR

F4 - Corresponds to the CBS.

F5 - Corresponds to the EBS.

F6 - Corresponds to the Weight.

Each flag if is a Negotiable Flag corresponding to a
Traffic Parameter. The Negotiable Flag val ue zero
denot es Not Negoti abl e and val ue one denotes
Negoti abl e. "

REFERENCE

"1. Section 4.3, Constraint-Based LSP Setup using

LDP, Jamoussi (Editor), RFC 3212, January 2002"
DEFVAL { 0}
::={ nplsTunnel CRLDPResEntry 5 }

nmpl sTunnel CRLDPResRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This variable is used to create, nodify, and/or
delete arowin this table. Wen arowin this
table is in active(l) state, no objects in that row
can be nodified by the agent except
nmpl sTunnel CRLDPResRowSt at us and
npl sTunnel CRLDPRes St or ageType. "

::={ nplsTunnel CRLDPResEntry 6 }

npl sTunnel CRLDPRes St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this CR LDP Resource entry.
Conceptual rows having the val ue ' permanent’
need not allow wite-access to any col umar
objects in the row "

DEFVAL { volatile }
::={ nplsTunnel CRLDPResEntry 7 }

-- Notifications.

npl sTunnel Noti fi cati onEnabl e OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"If this object is true, then it enables the
generation of nplsTunnel Up and npl sTunnel Down
traps, otherw se these traps are not emtted."

DEFVAL { false }
c:={ nmplsTebj ects 11 }

sTunnel Up NOTI FI CATI ON- TYPE
OBJECTS {
npl sTunnel Admi nSt at us,
npl sTunnel Oper St at us

mp

}

STATUS current

DESCRI PTI ON

"This notification is generated when a

nmpl sTunnel Oper St at us obj ect for one of the
configured tunnels is about to | eave the down state
and transition into sone other state (but not into
the notPresent state). This other state is
i ndi cated by the included val ue of
npl sTunnel Oper St at us. "
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::={ nmplsTeNotifications 1 }

npl sTunnel Down NOTI FI CATI ON- TYPE
OBJECTS {
nmpl sTunnel Adm nSt at us,
npl sTunnel Oper St at us

}

STATUS current

DESCRI PTI ON

"This notification is generated when a

nmpl sTunnel Oper St at us obj ect for one of the
configured tunnels is about to enter the down state
fromsone other state (but not fromthe notPresent
state). This other state is indicated by the
i ncl uded val ue of npl sTunnel Oper St at us. "

::={ nmplsTeNotifications 2 }

npl sTunnel Rer out ed NOTI FI CATI ON- TYPE
OBJECTS {
npl sTunnel Adni nSt at us,
npl sTunnel Oper St at us

}

STATUS current

DESCRI PTI ON

"This notification is generated when a tunnel is
rerouted. |f the npl sTunnel ARHopTabl e is used, then
this tunnel instance’s entry in the
npl sTunnel ARHopTabl e MAY contain the new path for
this tunnel sonme tine after this trap is issued by
the agent."
::={ nmplsTeNotifications 3 }

npl sTunnel Reopti m zed NOTI FI CATI ON- TYPE
OBJECTS {
nmpl sTunnel Adm nSt at us,
nmpl sTunnel Oper St at us

}

STATUS current

DESCRI PTI ON

"This notification is generated when a tunnel is
reoptimzed. If the nplsTunnel ARHopTabl e is used,
then this tunnel instance’'s entry in the
npl sTunnel ARHopTabl e MAY contain the new path for
this tunnel sone tine after this trap is issued by
the agent."
::={ nmplsTeNotifications 4 }

-- End of notifications.
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-- Modul e conpli ance.

nmpl sTeG oups
OBJECT | DENTI FI ER : :

{ npl sTeConfornmance 1 }

npl sTeConpl i ances
OBJECT | DENTI FI ER : :

{ npl sTeConfornance 2 }
-- Conpliance requirenment for fully conpliant inplenentations.

nmpl sTeModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that provide full
support the MPLS-TE-STD-M B nodul e. "

MODULE |F-M B -- The Interfaces G oup MB, RFC 2863.
MANDATORY- GROUPS {
i f General | nformati onG oup,
i f Count er Di sconti nuityG oup

}
MODULE -- this nodul e

-- The mandatory group has to be inplenented by all
-- LSRs that originate/term nate ESLSPs/tunnels.

-- In addition, depending on the type of tunnels
-- supported, other groups becone mandatory as

-- expl ai ned bel ow.

MANDATORY- GROUPS {
npl sTunnel G oup,
npl sTunnel Scal ar G oup

}

GROUP npl sTunnel Manual G oup
DESCRI PTI ON
"This group is mandatory for devices which support
manual configuration of tunnels."

GROUP npl sTunnel Si gnal edG oup
DESCRI PTI ON
"This group is mandatory for devices which support
signal ed tunnel set up."

GROUP npl sTunnel I sNot | nt f cGr oup

DESCRI PTI ON
"This group is mandatory for devi ces which support
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tunnels that are not interfaces."

GROUP npl sTunnel | sl ntfcG oup

DESCRI PTI ON
"This group is mandatory for devices which support
tunnel s that are interfaces."

GROUP npl sTunnel CRLDPResOpt i onal G oup
DESCRI PTI ON
"Cbjects in this group are required by
i npl enent ati ons supporting the CR-LDP protocol for
signalling of TE tunnels."

GROUP npl sTeNoti ficati onG oup

DESCRI PTI ON "This group is mandatory for those inplenentations
whi ch can inplenent the notifications
contained in this group.”

OBJECT npl sTunnel Rowst at us

SYNTAX RowSt atus { active(l), notlnService(2) }

WRI TE- SYNTAX RowsSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and not Ready is not
required.”
OBJECT npl sTunnel HopRowSt at us
SYNTAX RowSt atus { active(l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and not Ready is not

required.”
OBJECT nmpl sTunnel CRLDPResRowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and not Ready is
not required."”

::={ nplsTeConpliances 1 }
-- Conpliance requirement for read-only inplenmentations.

nmpl sTeMbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"Conpliance requirenment for inplenentations that only
provi de read-only support for MPLS-TE-STD-M B.
Such devices can then be nonitored but cannot be
configured using this MB nodul es.”

MODULE -- this nodul e
-- npl sTunnel Tabl e

MANDATCORY- GROUPS {
npl sTunnel Gr oup,
nmpl sTunnel Scal ar Gr oup

}

GROUP npl sTunnel Manual G oup
DESCRI PTI ON
"This group is mandatory for devi ces which support
manual configuration of tunnels."

GROUP npl sTunnel Si gnal edG oup

DESCRI PTI ON
"This group is mandatory for devices which support
signal ed tunnel set up."

GROUP npl sTunnel | sNot | nt f cGroup

DESCRI PTI ON
"This group is mandatory for devices which support
tunnels that are not interfaces.”

GROUP npl sTunnel | sl ntfcG oup

DESCRI PTI ON
"This group is mandatory for devices which support
tunnels that are interfaces.™

GROUP npl sTunnel CRLDPResOpt i onal Gr oup
DESCRI PTI ON
"Cbjects in this group are required by
i mpl enent ati ons supporting the CR-LDP protocol for
signalling of TE tunnels."

GROUP npl sTeNoti ficati onG oup

DESCRI PTION "This group is mandatory for those inplenentations
whi ch can inplement the notifications
contained in this group.”

-- npl sTunnel Tabl e
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OBJECT npl sTunnel Nane
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel Descr
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sTunnel | si f
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT nmpl sTunnel | f I ndex
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel XCPoi nt er
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sTunnel Si gnal | i ngProt o
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel Set upPrio
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sTunnel Hol di ngPri o
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sTunnel Sessi onAttri butes
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel Local Prot ect | nUse
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
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OBJECT npl sTunnel Resour cePoi nt er
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sTunnel I nstancePriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT nmpl sTunnel HopTabl el ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT nmpl sTunnel | ncl udeAnyAffinity
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sTunnel I ncl udeAl | Affinity
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sTunnel Excl udeAnyAffinity
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT nmpl sTunnel Pat hl nUse
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT nmpl sTunnel Rol e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT nmpl sTunnel Adm nSt at us
SYNTAX I NTEGER { up (1), down (2) }
M N- ACCESS read-only
DESCRI PTI ON
"Only up and down states nust be supported. Wite
access is not required.”

OBJECT nmpl sTunnel Rowst at us
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SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

-- npl sTunnel HopTabl e

OBJECT nmpl sTunnel HopAddr Type
M N ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT nmpl sTunnel Hopl pAddr
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT npl sTunnel Hopl pPrefi xLen
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel HopAddr Unnum
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT nmpl sTunnel HopAsNunber
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sTunnel HopLspl d
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sTunnel HopType
SYNTAX I NTEGER { strict(1l) }
M N- ACCESS read-only
DESCRI PTI ON

"l oose(2) need not be supported. Wite access is
not required."”

OBJECT npl sTunnel Hopl ncl ude
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT nmpl sTunnel HopPat hOpt i onNane

M N- ACCESS read-only
DESCRI PTION "Wite access is not required."
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OBJECT npl sTunnel HopEnt r yPat hConp
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT nmpl sTunnel HopRowSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”

OBJECT nmpl sTunnel HopSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

-- npl sTunnel Resour ceTabl e

OBJECT nmpl sTunnel Resour ceMaxRat e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT npl sTunnel Resour ceMeanRat e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sTunnel Resour ceMaxBur st Si ze
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT nmpl sTunnel Resour ceMeanBur st Si ze
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT nmpl sTunnel Resour ceExBur st Si ze
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT npl sTunnel Resour ceFr equency
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT nmpl sTunnel Resour ceWi ght
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT npl sTunnel Resour ceRowsSt at us
SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."
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OBJECT npl sTunnel Resour ceSt or ageType
M N ACCESS read-only

DESCRI PTION "Wite access is not required.

-- npl sTunnel CRLDPResTabl e

OBJECT npl sTunnel CRLDPResMeanBur st Si ze

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT nmpl sTunnel CRLDPResExBur st Si ze
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT npl sTunnel CRLDPResFr equency
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT npl sTunnel CRLDPResWi ght
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT nmpl sTunnel CRLDPResFI ags
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT npl sTunnel CRLDPResRowSt at us
SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT nmpl sTunnel CRLDPResSt or ageType
M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

::={ nplsTeConpliances 2 }

-- Units of conformance.

nmpl sTunnel G- oup OBJECT- GROUP
OBJECTS {

npl sTunnel | ndexNext ,
nmpl sTunnel Nane,
npl sTunnel Descr,
nmpl sTunnel Oaner ,
nmpl sTunnel XCPoi nt er,
nmpl sTunnel | f | ndex,
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npl sTunnel HopTabl el ndex,

npl sTunnel ARHopTabl el ndex,
nmpl sTunnel CHopTabl el ndex,

nmpl sTunnel Adm nSt at us,

nmpl sTunnel Oper St at us

npl sTunnel Rowst at us,

npl sTunnel Noti fi cati onEnabl e,
nmpl sTunnel St or ageType,

npl sTunnel Confi gur ed,

nmpl sTunnel Acti ve,

nmpl sTunnel Pri maryl nst ance,
npl sTunnel Pri mar yUpTi ne,

npl sTunnel Pat hChanges,

npl sTunnel Last Pat hChange,

npl sTunnel Creati onTi ne,

nmpl sTunnel St at eTransi ti ons,
nmpl sTunnel | ncl udeAnyAffinity,
nmpl sTunnel | ncl udeAl I Affinity,
npl sTunnel Excl udeAnyAffinity,
npl sTunnel Per f Packet s,

npl sTunnel Per f HCPacket s,

nmpl sTunnel PerfErrors,

nmpl sTunnel Per f Byt es,

npl sTunnel Per f HCByt es,

npl sTunnel Resour cePoi nt er,
npl sTunnel | nstancePriority,
npl sTunnel Pat hl nUse,

nmpl sTunnel Rol e,

nmpl sTunnel Tot al UpTi ne,

npl sTunnel | nst anceUpTi ne,

npl sTunnel Resour cel ndexNext ,
npl sTunnel Resour ceMaxRat e,
npl sTunnel Resour ceMeanRat e,
nmpl sTunnel Resour ceMaxBur st Si ze,
nmpl sTunnel Resour ceMeanBur st Si ze,
npl sTunnel Resour ceExBur st Si ze
npl sTunnel Resour ceFr equency,
npl sTunnel Resour ceWi ght ,

npl sTunnel Resour ceRowsSt at us,
nmpl sTunnel Resour ceSt or ageType,
nmpl sTunnel ARHopAddr Type,

npl sTunnel ARHopl pAddr,

npl sTunnel ARHopAddr Unnum

npl sTunnel ARHopLspl d,

npl sTunnel CHopAddr Type,

nmpl sTunnel CHopl pAddr ,

nmpl sTunnel CHopl pPr efi xLen

npl sTunnel CHopAsNunber ,
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npl sTunnel CHopAddr Unnum
npl sTunnel CHopLspl d,
npl sTunnel CHopType

}
STATUS current

DESCRI PTI ON
"Necessary, but not sufficient, set of objects to
i mpl ement tunnels. In addition, depending on the

type of the tunnels supported (for exanple,
manual |y configured or signal ed, persistent or non-
persistent, etc.), the followi ng other groups
defined bel ow are nmandat ory: npl sTunnel Manual G oup
and/ or npl sTunnel Si gnal edG oup,
npl sTunnel I sNot I nt f cG oup and/ or
npl sTunnel I sl ntfcG oup. "

:={ mplsTeGoups 1}

npl sTunnel Manual Group OBJECT- GROUP
OBJECTS { npl sTunnel SignallingProto }
STATUS current
DESCRI PTI ON
"(bj ect(s) needed to inplenment manual Iy confi gured
tunnel s. "
.= { nmplsTeGoups 2 }

npl sTunnel Si gnal edG oup OBJECT- GROUP
OBJECTS {

nmpl sTunnel Set upPri o,
nmpl sTunnel Hol di ngPri o,
nmpl sTunnel Si gnal |i ngPr ot o,
npl sTunnel Local Pr ot ect | nUse,
npl sTunnel Sessi onAttri butes,
npl sTunnel HopLi st | ndexNext ,
nmpl sTunnel HopAddr Type,
nmpl sTunnel Hopl pAddr,
nmpl sTunnel Hopl pPrefi xLen
nmpl sTunnel HopAddr Unnum
nmpl sTunnel HopAsNunber ,
nmpl sTunnel HopLspl d,
nmpl sTunnel HopType,
nmpl sTunnel Hopl ncl ude,
npl sTunnel HopPat hOpt i onNane,
npl sTunnel HopEnt r yPat hConp,
npl sTunnel HopRowSt at us,
npl sTunnel HopSt or ageType

}
STATUS current
DESCRI PTI ON
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"(bj ects needed to inplenment signaled tunnels."
c:={ nmpl sTeG oups 3}

nmpl sTunnel Scal ar G oup OBJECT- GROUP
OBJECTS {
npl sTunnel Confi gured,
nmpl sTunnel Acti ve,
nmpl sTunnel TEDi st Pr ot o,
npl sTunnel MaxHops,
nmpl sTunnel Noti fi cati onMaxRat e

}
STATUS current
DESCRI PTI ON
"Scal ar obj ect needed to inplenent MPLS tunnels."
:={ mplsTeGoups 4 }

nmpl sTunnel I sI nt f cG oup OBJECT- GROUP
OBJECTS { npl sTunnel IsIf }
STATUS current
DESCRI PTI ON
"(bj ects needed to inplenment tunnels that are
interfaces."
::={ mplsTeGoups 5 }

npl sTunnel | sNot I nt f cG oup OBJECT- GROUP
OBJECTS { npl sTunnel IsIf }
STATUS current
DESCRI PTI ON
"Obj ects needed to inplenment tunnels that are not
interfaces."
.= { mplsTeG oups 6 }

npl sTunnel CRLDPResOpt i onal Group OBJECT- GROUP
OBJECTS {
nmpl sTunnel CRLDPResMeanBur st Si ze,
npl sTunnel CRLDPResExBur st Si ze,
npl sTunnel CRLDPResFr equency,
npl sTunnel CRLDPResWei ght ,
npl sTunnel CRLDPResFl ags,
nmpl sTunnel CRLDPResRowSt at us,
nmpl sTunnel CRLDPResSt or ageType

}
STATUS current
DESCRI PTI ON
"Set of objects inplenmented for resources applicable
for tunnels signaled using CR-LDP."
:={ mplsTeGoups 7 }
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npl sTeNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
npl sTunnel Up,
nmpl sTunnel Down,
nmpl sTunnel Rer out ed,
npl sTunnel Reopti ni zed

}
STATUS current
DESCRI PTI ON
"Set of notifications inplenented in this nodul e.
None i s mandatory."
.= { nmplsTeG oups 8 }

END
Security Considerations

It is clear that this MB nodule is potentially useful for the

nmoni toring of MPLS TE tunnels. This M B nodule can al so be used for
the configuration of certain objects, and anything that can be
configured can be incorrectly configured, with potentially disastrous
results.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in sonme network
envi ronnents. The support for SET operations in a non-secure

envi ronnment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

- the npl sTunnel Tabl e, npl sTunnel HopTabl e, npl sTunnel Resour ceTabl e,
and npl sTunnel CRLDPResTabl e col l ectively contain objects to
provi sion MPLS tunnels, tunnel hops, and tunnel resources.
Unaut hori zed access to objects in these tables, could result in
di sruption of traffic on the network. This is especially true if
a tunnel has been established. The use of stronger nechani sns,
such as SNWMPv3 security, should be considered where possible.
Specifically, SNWPv3 VACM and USM MJUST be used with any v3 agent
which inplements this MB. Administrators should consi der whet her
read access to these objects should be allowed, since read access
may be undesirabl e under certain circunstances.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly

Srinivasan, et al. St andards Track [ Page 63]



RFC 3812 MPLS- TE- STD-M B June 2004

13.

14.

to even encrypt the val ues of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

- the npl sTunnel Tabl e, npl sTunnel HopTabl e, npl sTunnel Resour ceTabl e,
npl sTunnel ARHopTabl e, npl sTunnel CHopTabl e, npl sTunnel Per f Tabl e,
and npl sTunnel CRLDPResTabl e col |l ectively show t he MPLS-TE tunne
network topology and its perfornmance characteristics. |f an
Admi ni strator does not want to reveal this information, then these
t abl es shoul d be consi dered sensitive/vul nerabl e.

SNWP versions prior to SNWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynment of SNMP versions prior to SNMPv3 i s NOT
RECOMVENDED. Instead, it is RECOMWENDED t hat SNMPv3 be depl oyed and
cryptographic security enabled. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
only those principals (users) that have legitimate rights to those
obj ect s.
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| ANA Consi der ati ons

As described in [ MPLSMGMI]T and as requested in the MPLS-TC-STD-M B

[ RFC3811], MPLS related standards track M B nodul es shoul d be rooted
under the nplsStdM B subtree. There are 4 MPLS M B Modul es cont ai ned
in this docunent, each of the follow ng "I ANA Consi derations"
subsections requests | ANA for a new assi gnment under the nplsStdM B
subtree. New assignnents can only be nade via a Standards Action as
specified in [ RFC2434].
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14.1. | ANA Considerations for MPLS-TE-STD-M B

The | ANA has assigned { nplsStdMB 3 } to the MPLS-TE- STD-M B nodul e
specified in this docunent.
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