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Abstr act

Thi s docunent specifies a restricted profile of the Internet

mul ti medi a nmessagi ng protocols for use between voice processing
server platforns. The profile is referred to as the Voice Profile
for Internet Mail (VPIM in this docunent. These platfornms have
historically been special -purpose conputers and often do not have the
sanme facilities normally associated with a traditional |nternet
Emai | - capabl e conputer. As a result, VPIMalso specifies additiona
functionality, as it is needed. This profile is intended to specify
the m ni num conmon set of features to allow interworking between
conform ng systens.

Thi s docunment obsol etes RFC 2421 and describes version 2 of the
profile with greater precision. No protocol changes were nmade in
this revision. A list of changes from RFC 2421 are noted in Appendi x
F. Appendix A summarizes the protocol profiles of this version of
VPI M
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I ntroduction

MME is the Internet nultipurpose, multinmedi a-messagi ng standard.
Thi s docunent explicitly recognizes its capabilities and provides a
mechani sm for the exchange of various nessagi ng technol ogi es,
primarily voice and facsimle.

Voi ce nessagi ng evol ved as tel ephone answering service into a ful
send, receive, and forward nessagi ng paradi gmw th uni que nmessage
features, semantics and usage patterns. Voice nmessagi ng was

i ntroduced on special purpose conputers that interface to a tel ephone
switch and provide call answering and voi ce nessagi ng services.

Tradi tionally, nessages sent from one voice nessagi ng systemto

anot her were transported using anal og networki ng protocols based on
DTMF signaling and anal og voi ce playback. As the demand for
net wor ki ng i ncreases, there was a need for a standard high-quality
digital protocol to connect these machines. VPIM has successfully
denonstrated its usefulness as this new standard. VPIMis widely

i mpl emented and i s seeing deploynent in custonmer networks. This
document clarifies anmbiguities found in the earlier specification and
is consistent with inplenentation practice. The profile is referred
to as Voice Profile for Internet Mail (VPIM in this docunent.

This docunent specifies a restricted profile of the Internet

mul ti medi a nmessagi ng protocols for use between voice processing
server platforns. These platforms have historically been special -
pur pose conputers and often do not have the sane facilities normally
associated with a traditional Internet Enail-capable conputer. As a
result, VPIMalso specifies additional functionality, as it is
needed. This profile is intended to specify the nini nrum comon set
of features to allow interworking between conform ng systens.

Thi s docunent obsol etes RFC 2421 and describes VPIMversion 2 of with
greater precision. No protocol changes were made in this revision

A list of changes from RFC 2421 are noted in Appendi x F. Appendix A
sunmari zes the protocol profiles of this version of VPIM

1. Voice Messaging System Linitations

The following are typical limtations of voice messaging platforns
that were considered in creating this baseline profile.

1) Text nessages are not nornally received and often cannot be
easily displayed or viewed. They can often be processed only via
text-to-speech or text-to-fax features not currently present in
many of these machi nes.
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2) Voice mail machines usually act as an integrated Message
Transfer Agent, Message Store and User Agent. There is typically
no relaying of nessages. RFC822 header fields may have limited
use in the context of the Iimted nmessaging features currently
depl oyed.

3) Voice nail nessage stores are generally not capabl e of
preserving the full semantics of an Internet message. As such
use of a voice nmail machine for gatewaying is not supported. In
particul ar, storage of recipient lists, "Received:" |lines, and
"Message-ID:" may be limted.

4) Internet-style distribution/exploder nailing |ists are not
typically supported. Voice nail nachines often inplenent only
local alias lists, with error-to-sender and reply-to-sender
behavior. Reply-all capabilities using a Cc list are not generally
avai | abl e.

5) Error reports nust be nachi ne-parsable so that hel pfu
responses can be voiced to users whose only access nechanismis a
t el ephone.

6) The voice mail systems generally linmt address entry to 16 or
fewer nuneric characters, and normally do not support al phanuneric
mai | box nanes. Al pha characters are not generally used for
mai | box identification, as they cannot be easily entered froma

t el ephone term nal

It should be noted that newer systens are based natively on SMIP/M ME
and do not suffer these linmtations. |In particular, sone systenms may
support nedi a other than voice and fax.

1.2. Design Goals

It is a goal of this profile to make as few restrictions and
additions to the existing Internet mail protocols as possible while
satisfying the requirenents for interoperability with current
generation voi ce nessaging systems. This goal is notivated by the
desire to increase the accessibility to digital messagi ng by enabling
the use of proven existing networking software for rapid devel opnment.

This specification is intended for use on a TCP/I P network; however,
it is possible to use the SMIP protocol suite over other transport
protocols. The necessary protocol paraneters for such use are
out si de the scope of this docunent.
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This profile is intended to be robust enough to be used in an

envi ronnent, such as the global Internet, with installed-base

gat eways that do not understand MME. Full functionality, such as
reliable error nessages and binary transport, will require carefu
selection of gateways (e.g., via MX records) to be used as VPIM
forwardi ng agents. Nothing in this docunment precludes use of
gener al - purpose M ME enni |l packages to read and conpose VPIM
messages. Wiile no special configuration is required to receive VPIM
conform ng messages, sonme nmay be required to originate conformng
structures.

It is expected that a system adm nistrator who can perform TCP/ I P
network configuration will nmanage a VPI M nessagi ng system \Wen
using facsinmile or multiple voice encodings, it is suggested that the
system administrator maintain a list of the capabilities of the

net wor ked mail nachines to reduce the sendi ng of undeliverable
messages due to |lack of feature support. Configuration

i npl enent ati on and nanagenent of these directory-listing capabilities
are local matters.

1.3. Applicability for VPIM

VPIMis intended for the exchange of voice nessages between
traditional voice nessaging systens and for systens that need to
interoperate with such systens. VPIMis intended connect voice-
messagi ng systens into special -purpose voi ce nessagi ng networ ks.
VPI M may al so be used between nmessage store servers and VPl M aware
clients such as web servers, TU, and GJ clients. VPIMis not

i ntended or optimzed for downl oading to, or sending from commercia
emai |l clients.

I nternet Voice Messaging, the subject of a separate standards
initiative, is intended to enabl e general -purpose email clients to
send and receive voice content through general - purpose nessage stores

in an interoperable way. |IVM may al so be a suitable format for
downl oadi ng voi ce nessages froma VPIMserver to a comercial enai
client. It nay also be a suitable fornmat for subni ssion of a voice

message froma general -purpose client into a VPI M system
2. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ REQ.
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3.

Prot ocol Restrictions

This protocol does not limt the nunber of recipients per nessage.
Wher e possible, server inplenmentations should not restrict the nunber
of recipients in a single nmessage. It is recognized that no

i mpl enent ati on supports unlimted recipients, and that the nunber of
supported recipients nmay be quite | ow

This protocol does not linmt the maxi num nmessage | ength.

| mpl enenters shoul d understand that some machines will be unable to
accept excessively |long nmessages. A nmechanismis defined in [Sl|ZE]
to declare the nmaxi num nessage si ze supported

The followi ng sections describe the restrictions and additions to
Internet mail protocols that are required to be conforming with this
VPIMv2 profile. Though various SMIP, ESMIP and M ME features are
described here, the inplenenter is referred to the relevant RFCs for
conplete details. The table in Appendix A sumarizes the protoco
details of this profile.

Voi ce Message | nterchange For mat

The voice nessage interchange format is a profile of the Internet

Mail Protocol Suite. Any Internet Mail nessage containing the fornmat
defined in this sectionis referred to as a VPIM Message in this
document. As a result, this document assunes an understandi ng of the
Internet Mail specifications. Specifically, VPIMreferences
components fromthe nessage format standard for Internet nessages

[ RFC822], the Multipurpose Internet Message Extensions [M MELl-5], the
X. 400 gateway specification [ X 400], and the delivery status and
message di sposition notifications [ REPORT][ DSN] [ DRPT] [ STATUS] [ MDN]

M ME, introduced in [MME1l], is a general -purpose nessage body fornat
that is extensible to carry a wide range of body parts. It provides

for encoding binary data so that it can be transported over the 7-bit
text-oriented SMIP protocol. This transport encoding (denoted by the
"Content-Transfer-Encoding:" MM field) is in addition to the audio

encodi ng required to generate a binary object.

M ME defines two transport-encodi ng nechanisns to transform binary
data into a 7-bit representation, one designed for text-like data
("Quoted-Printable"), and one for arbitrary binary data ("Base64").
Wil e Base64 is dranatically nore efficient for audi o data, either
will work. Where binary transport is available, no transport
encoding i s needed, and the data can be | abeled as "Binary".
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4.1. VPIM Message Addressing Fornats

VPI M addresses SHALL use the RFC 822 format based on the Domai n Nane
System This naming system has two conponents: the local part, used
for usernane or mail box identification; and the host part, used for
gl obal machine identification

4.1.1. VPIM Addr esses

The | ocal part of the address shall be a US-ASCI| string uniquely
identifying a mail box on a destination system For voice nessagi ng,
the |l ocal part SHALL be a printable string containing the nailbox ID
of the originator or recipient. Wile alpha characters and | ong
mai | box identifiers MAY be permitted, short nuneric local parts
SHOULD be used as nost voice mail networks rely on numeric nmail box
identifiers to retain conpatibility with the limted 10-digit

t el ephone keypad. As a result, sone voice nmessagi ng systens may only
be able to handle a nuneric local part. The reception of

al phanuneric local parts on these systens may result in the address
bei ng mapped to sone | ocally unique (but confusing to the recipient)
nunber or, in the worst case the address could be del eted maki ng the
message unreplyable. Additionally, it may be difficult to create
messages on these systens with an al phanuneric | ocal part wthout
conpl ex key sequences or sone formof directory |ookup (see 6). The
use of the Domain Nane System should be transparent to the user. It
is the responsibility of the voice mail nmachine to | ookup the fully-
qual i fied domain name (FQDN) based on the address entered by the user
(see 6).

In the absence of a global directory, specification of the local part
is expected to conformto international or private tel ephone
numbering plans. It is likely that private nunbering plans wll
prevail and these are left for local definition. However, it is
RECOMVENDED t hat public tel ephone nunbers be noted according to the
i nternational numnbering plan described in [E 164]. The indication
that the local part is a public tel ephone nunber is given by a
preceding "+" (the "+" would not be entered froma tel ephone keypad,
it is added by the systemas a flag). Since the primary information
in the numeric schenme is contained by the digits, other character
separators (e.g., "-") may be ignored (i.e., to allow parsing of the
nuneric | ocal mailbox) or may be used to recogni ze distinct portions
of the tel ephone nunber (e.g., country code). The specification of
the | ocal part of a VPIM address can be split into the four groups
descri bed bel ow

1) mail box nunber

- for use as a private nunbering plan (any nunber of digits)
- e.g., 2722@ucent.com
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2) mail box nunber +ext ensi on
- for use as a private nunbering plan wi th extensions
any nunber of digits, use of "+" as separator
- e.g., 2722+111@ucent.com

3) +international nunber
- for international tel ephone nunbers confornming to E. 164
maxi mum of 15 digits
- e.g., +16137637582@m nortel.ca

4) +international numnber+extension
- for international tel ephone nunbers confornmng to E. 164
maxi mum of 15 digits, with an extension (e.g., behind a
PBX) that has a maxi num of 15 digits.
- e.g., +17035245550+230@nm. org

Note that this address format is designed to be conpatible with
current usage within the voice nessaging industry. It is not
conpatible with the addressing formats of RFCs 2303-2304. It is
expected that as tel ephony services becone nore w despread on the
Internet, these addressing formats will converge.

4.1.2. Special Addresses

Speci al addresses to represent the sender are provided for
conmpatibility with the conventions of Internet nmail. These addresses
do not use nuneric local addresses, both to conformto current
Internet practice and to avoid conflict with existing numeric
addressing plans. Two speci al addresses are RESERVED for use as
fol | ows:

post mast er @onai n

By convention, a special mailbox named "postnmaster” MJST exist on all
systenms. This address is used for diagnostics and should be checked
regularly by the systemnmanager. This mailbox is particularly likely
to receive text nessages, which is not normal on a voice-processing
platform The specific handling of these nessages is an individua

i mpl erent ati on choi ce.

non- mai | - user @omai n

If areply to a nessage is not possible, such as a tel ephone-
answering nessage, then the special address "non-nmil-user" SHOULD be
used as the originator’s address. Any text nane such as "Tel ephone
Answering", or the tel ephone number if it is available, is permitted.
This special address is used as a token to indicate an unreachabl e
originator. A conformng inplenentation MJUST NOT pernit a reply to an
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4.

4.

address from"non-nmil-user". For conpatibility with the installed
base of mmil user agents, inplenentations MJIST reject the nessage
when a nmessage addressed to "non-mail-user"” is received. The status
code for such NDN's is 5.1.1 "Mail box does not exist".

Exanpl e:
From Tel ephone Answering <non-mail - user @yconpany. con
1.3. Distribution Lists

There are many ways to handle distribution Iist (DL) expansions and
none are 'standard’'. A VPIMinplenentation MAY support DLs. Using a
simple alias is a behavior closest to what nany voice mail systens do
today and what is to be used with VPI M nessages. A coupl e of

i nportant features that need special care when DLs are used are:

Reply to the originator - (Address in the RFC822 "Reply-To:" or
"Front field)

Errors to the subnmitter - (Address in the MAIL FROMfield of the
ESMIP exchange or the "Return-Path:"
RFC822 field)

Sonme proprietary voice nessagi ng protocols include only the recipient
of the particular copy in the envel ope and include no "header fields"
except date and per-nessage features. Most voice nessagi ng systens
do not provide for "Header Information" in their messagi ng queues and
only include delivery information. As a result, recipient
informati on MAY be in either the "To:" or "Cc:" header fields. If al
reci pients cannot be presented then the recipient header fields
SHOULD be omitted to indicate that an accurate list of recipients
(e.g., for use with a reply-all capability) is not known.

2. Message Header Fields

I nternet nessages contain a header information block. This header

bl ock contains information required to identify the sender, the |ist
of recipients, the message send tine, and other information intended
for user presentation. Except for specialized gateway and mailing
list cases, header fields do not indicate delivery options for the
transport of messages.

Distribution |ist processors are noted for nodifying or adding to the
header fields of nessages that pass through them VPIM systenms MJST
be able to accept and ignore header fields that are not defined here.

The followi ng header lines are permitted for use with VPI M nessages:
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4.2. 1. From
SEND RULES

The originator’s fully qualified domain address (a mail box address
followed by the fully qualified domain nane) MJUST be present.

Systens conforming with this profile SHOULD provi de the text persona
nane of the voice nessage originator in a quoted phrase, if the nanme
is avail able. Text names of corporate or positional mail boxes MAY be
provided as a sinmple string. From [RFC822]

Exanpl e:
From "Joe S. User" <12145551212@ryconpany. conp
From Technical Support <611@ervi ceprovider.conp
From Non-nail -user @ryserver. nyconpany. com

Voi ce nail nmachines may not be able to support separate attributes
for the "From" header fields and the SMIP MAIL FROM VPI M conforni ng
systens SHOULD set these values to the same address. Use of
addresses different than those present in the "From" header field
address may result in unanticipated behavi or

RECEI VE RULES

The user listed in the "From" field MJIST be presented in the voice
message envel ope of the voice nessaging systemas the origi nator of
t he nmessage, though the exact presentation is an inplenentation
decision (e.g., the nailbox ID or the text name MAY be presented).
The "From " address SHOULD be used for replies (see 4.9).

4.2.2. To
The "To:" field contains the recipient’s fully-qualified donain
addr ess.
Exanpl e:
To: +12145551213@ryconpany. com
SEND RULES

There MAY be one or nore "To:" fields in any nessage. Systens SHOULD
provide a list of recipients only if all recipients are avail abl e.
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Systens, such as gateways from protocols or |egacy platfornms that do
not indicate the conplete list of recipients, MAY provide a "To:"
line. Because these systens cannot accurately enunerate al

recipients in the "To:" headers, recipients SHOUD NOT be enunerat ed.

RECEI VE RULES

Systens conformng to this profile MAY discard the addresses in the
"To:" fields if they are unable to store the information. This
woul d, of course, nake a reply-to-all capability inpossible. If
present, the addresses in the "To:" field MAY be used for a reply
message to all recipients.

4.2.3. Cc

The "Cc:" field contains additional recipients’ fully qualified
domai n addresses. Many voice mail systens maintain only sufficient
envel ope information for nessage delivery and are not capabl e of
storing or providing a conplete list of additional recipients.

SEND RULES

Conform ng i npl ementations MAY send "Cc:" lists if all recipients are
known at the tine of origination. |If not, systens SHOULD onmit the
"Cc:" fields to indicate that the full list of recipients is unknown

or otherw se unavailable. The list of disclosed recipients MJST NOT
i ncl ude undi scl osed recipients (i.e., those sent via a blind copy).

Exanpl e:

Cc: +12145551213@yconpany. com
RECEI VE RULES
Systenms conformng to this profile MAY add all the addresses in the
"Cc:" field to the "To:" field, others MAY discard the addresses in
the "Cc:" fields. If alist of "Cc:" addresses is present, these
addresses MAY be used for a reply nmessage to all recipients.

4.2. 4. Date

The "Date:" field contains the date and tine the nessage was sent by
the originator.

SEND RULES

The sendi ng system MUST report the tine the nessage was sent. The
tinme zone MJUST be present and SHOULD be represented in a four-digit
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time zone offset, such as -0500 for North American Eastern Standard
Time. This MAY be supplenented by a tinme zone nane in parentheses,
e.g., "-0700 (PDT)".
Exanpl e:

Date: Wed, 28 Jul 96 10:08:49 -0800 (PST)

If the VPIMsender is relaying a nessage froma systemthat does not
provide a tine stanp, the tine of arrival at the gateway system
SHOULD be used as the date.

RECEI VE RULES

Conform ng i npl ement ati ons SHOULD be able to convert [RFC822] date
and tinme stanps into local tinme

4,2.5. Sender

The "Sender:" field contains the actual address of the originator if
an agent on behalf of the author indicated in the "From" field sends
t he nmessage.

SEND RULES

This header field MAY be sent by VPI M conform ng systens.

RECEI VE RULES

If the address in the "Sender:" field cannot be preserved in the
reci pient’s nessage queues or in the next-hop protocol froma
gateway, the field MAY be silently discarded

4.2.6. Ret ur n- Pat h

The "Return-path:" field is added by the final delivering SMIP
server. |f present, it contains the address fromthe MAIL FROM
paraneter of the ESMIP exchange (see [RFC822]). Any error nessages
resulting fromthe delivery failure MJUST be sent to this address.
Note that if the "Return-path:" is null ("<>") (e.g., a call answer

message woul d have no return path) delivery status notifications MJST
NOT be sent.

SEND RULES

The originating system MJST NOT add this header.

Vaudreui | & Parsons St andards Track [ Page 12]



RFC 3801 VPl M/ 2 June 2004

RECEI VE RULES

If the receiving systemis incapable of storing the return path (or
MAIL FROM to be used for subsequent delivery errors (i.e., it is a
gateway to a | egacy systemor protocol), the receiving system nust
otherw se ensure that further delivery errors don't happen. Systens
that do not support the return path MJST ensure that at the tine the
message i s acknow edged (i.e., when a DSN woul d be sent), the nessage
is delivered to the recipient’s ultimte mail box. Non-Delivery
notifications SHOULD NOT be sent after that final delivery.

4.2.7. Message-id

The "Message-1d:" field contains a globally unique per-nessage
identifier.

SEND RULES

A gl obal ly uni que nessage-id MJUST be generated for each nessage sent
froma VPI Mconform ng inplenentation.

Exanpl e:
Message-1d: <12345678@ryconpany. conk
RECEI VE RULES

When provided in the original nmessage, it MJST be used when sending a
MDN. This identifier MAY be used for tracking and auditing. From
[ RFC822]

4.2.8. Reply-To

If present, the "Reply-To:" header provides a preferred address to
whi ch reply nmessages should be sent (see 4.9). Typically, voice mail
systens can only support one originator of a nessage so it is likely
that this field will be ignored by the receiving system From

[ RFC822]

SEND RULES

A conform ng system SHOULD NOT send a "Reply-To:" header.

RECEI VE RULES

If a "Reply-To:" field is present, a reply-to-sender nmessage MAY be
sent to the address specified (that is, in lieu of the address in the

"From" field). |If the receiving system (e.g., nulti-protocol
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gateway) only supports one address for the originator, then the
address in the "From" field MJST be used and the "Reply-To:" field
MAY be silently discarded.

4.2.9. Recei ved

The "Received:" field contains trace information added to the

begi nning of a RFC822 nessage by MIAs. This is the only field that
may be added by an MITA. Information in this header is useful for
debuggi ng when using an US-ASCI| nessage reader or a header- parsing
tool. From [RFC322]

SEND RULES

A VPI M conform ng system MUST add a "Received:" field. Wen acting
as a gateway, information about the system from which the nmessage was
recei ved SHOULD be i ncl uded.

RECEI VE RULES

A VPI M conformi ng system MIST NOT renove any "Received:" fields when
rel ayi ng messages to other MIAs or gateways. These header fields NMAY
be ignored or del eted when the nessage is received at the fina

desti nati on.

4.2.10. M ME Version

The "M ME-Version:" field MIST be present to indicate that the
message confornms to [MMEL-5]. Systens conforming with this
specification SHOULD i nclude a comment with the words "(Voice 2.0)".

[ VPI ML] defines an earlier version of this profile and uses the token
(Voice 1.0). Exanple:

M ME- Version: 1.0 (Voice 2.0)

This identifier is intended for information only and SHOULD NOT be
used to senantically identify the nessage as being a VPI M nessage.
I nstead, the presence of the nultipart/voi ce-nessage content type
defined in section 18.2 SHOULD be used if identification is
necessary.

4,.2.11. Content-Type

The "Content-Type:" header MJST be present to declare the type of
content enclosed in the message. The typical top-level content in a
VPl M Message SHOULD be Mul ti part/ Voi ce- Message. The all owabl e
contents are detailed starting in section 4.4 of this docunent.

From [M ME2]
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4.2.12. Content-Transfer-Encodi ng

Because Internet mail was initially specified to carry only 7-bit
US-ASCI| text, it may be necessary to encode voice and fax data into
a representation suitable for that environnment. The "Content-
Transf er-Encodi ng: " header describes this transformation if it is
needed.

SEND RULES

An inmplenentation in conformance with this profile SHOULD send audi o
and/or facsinile data in "Binary" formwhen binary nessage transport
is avail able (see section 5). Wen binary transport is not
avai l abl e, inplementations MUST encode the audio and/or facsimle
data as "Base64".

RECEI VE RULES

Conform ng inpl ementati ons MIST recogni ze and decode the standard
encodi ngs, "Binary" (when binary support is available), "7bit,
"8bit", "Base64" and "Quoted-Printable" per [MMEl]. The detection
and decoding of "Quoted-Printable", "7bit", and "8bit" MJST be
supported in order to neet MME requirenments and to preserve
interoperability with the fullest range of possible devices.

4.2.13. Sensitivity
The "Sensitivity:" field, if present, indicates the requested privacy

level. If no privacy is requested, this field is omtted. The
header definition is as follows:

Sensitivity := "Sensitivity" ":" Sensitivity-value

Sensitivity-value := "Personal" / "Private" / "Conpany-Confidential"
SEND RULES

A VPI M conformi ng inplementation MAY include this header to indicate
the sensitivity of a nessage. |If a user nmarks a nessage "Private", a
conform ng inplenmentati on MUST send only the "Private" sensitivity
level. There are no VPI Mspecific semantics defined for the val ues
"Personal " or "Conpany-Confidential". A conforning inplenentation
SHOULD NOT send the val ues "Personal " or "Conpany-Confidential". |If

the message is of "Normal" sensitivity, this field SHOULD be onitted.
From [ X 400]
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RECEI VE RULES

If a "Sensitivity:" field with a value of "Private" is present in the
message, a conform ng system MJUST prohibit the recipient from
forwarding this nessage to any other user. A conform ng system
however, SHOULD allow the responder to reply to a sensitive nessage,
but SHOULD NOT include the original nessage content. The responder
MAY set the sensitivity of the reply nessage.

A receiving system MAY ignore sensitivity values of "Personal" and
"Conpany Confidential".

If the receiving system does not support privacy and the sensitivity
is "Private", a negative delivery status notification MJST be sent to
the originator with the appropriate status code (5.6.0) "Qher or
undefi ned protocol status" indicating that privacy could not be
assured. The nessage contents SHOULD be returned to the sender to
all ow for a voice context with the notification. A non-delivery
notification to a private nessage SHOULD NOT be tagged private since
it will be sent to the originator. From [X 400]

A message with no privacy explicitly noted (i.e., no header) or wth
"Normal " sensitivity has no special treatnent.

4.2.14. |nportance

I ndi cates the requested inportance to be given by the receiving
system |f no special inportance is requested, this header MAY be
omtted and the value of the absent header assumed to be "normal".
From [ X 400]

| nportance : = "Inportance" ":" inportance-val ue
| mportance-value := "low' / "normal" / "high"
SEND RULES

Conform ng inpl ementations MAY include this header to indicate the
i mportance of a nessage.

RECEI VE RULES

If the receiving system does not support "lnportance:", the attribute
MAY be silently dropped.
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4.2.15. Subj ect

The "Subject:" field is often provided by email systens but is not
wi dely supported on voice mail platforms. From [RFC322]

SEND RULES

For conpatibility with text-based mail box interfaces, a text subject
field SHOULD be generated by a conform ng inplenmentation. It is
RECOMVENDED t hat voi ce- messagi ng systens that do not support any text
user interfaces (e.g., access only by a tel ephone) insert a generic
subj ect header of "VPI M Message" or "Voice Message" for the benefit
of QU -enabl ed reci pi ents.

RECEI VE RULES
It is anticipated that many voice-only systens will be incapable of
storing the subject Iine. The subject MAY be discarded by a
recei ving system
4.3. M ME Audi o Content Descriptions
4.3.1. Content-Description

This field MAY be present to facilitate the text identification of
these body parts in sinple enail readers. Any values nmay be used.

Exanpl e:

Content-Description: Big Tel co Voice Message
SEND RULES
This field MAY be added to a voice body part to offer a freeform
description of the voice content. It is useful to incorporate the
val ues for Content-Disposition with additional descriptions. For
exanpl e, this can be used to indicate product nane or transcoding
records.
RECEI VE RULES

This field MAY be displayed to the recipient. However, since it is
only informative it MAY be ignored
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4.3.2. Content-Disposition

This field MUST be present to allow the parsable identification of
body parts within a VPI M voice nessage. This is especially usefu

if, as is typical, nore than one Audio/* body occurs within a single
| evel (e.g., Multipart/Voice-Message). Since a VPIMvoice nessage is
intended to be automatically played in the order in which the audio
contents occur, the audio contents MJST al ways be of disposition
inline. However, it is still useful to include a filename value, so
this SHOULD be present if this information is available. From

[ DI SP]

SEND RULES

In order to distinguish between the various types of audio contents
in a VPIMvoice nmessage a new di sposition paraneter "voice" is
defined with | ANA (see section 18.1) with the paraneter val ues bel ow
to be used as appropriate:

Audi o- Type : = "voice" "=" Audio-type-val ue
Audi o-type-val ue : = "Voi ce- Message"” / "Voi ce- Message-Notification" /
"Origi nat or - Spoken- Nane" /" Reci pi ent - Spoken- Nane" /" Spoken- Subj ect”

Voi ce- Message - the prinmary voi ce nessage

Voi ce- Message- Notification - a spoken delivery notification
or spoken disposition notification

Ori gi nat or - Spoken- Nane - the spoken nane of the originator,

Reci pi ent - Spoken- Nane - the spoken nane of the recipient(s) if
avai l able to the originator

Spoken- Subj ect- the spoken subject of the nessage, typically
spoken by the originator

Note that there SHOULD only be one instance of each of these types of

audi o contents per nessage |level. Additional instances of a given
type (i.e., paraneter value) MAY occur within an attached forwarded
or reply voice nessage. |If there are nultiple recipients for a given

nmessage, recipient-spoken-nane MJUST NOT be used.
RECEI VE RULES

| mpl enent ati ons SHOULD use this header. However, those that do not
understand the "voice" paraneter (or the "Content-Di sposition:"
header) can safely ignore it, and will present the audio body parts
in order (but will not be able to distinguish between then). |If nore
than one instance of the "voice" paraneter type value is encountered
at one level (e.g., nultiple ’'Voice-Mssage tagged contents) then

t hey SHOULD be presented together.
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4,3.3. Content-Duration

The "Content-Duration:" header provides an indication of the audio
I ength in seconds of the segnent.

Exanpl e:
Content-Duration: 33
SEND RULES

This field MAY be present to allow the specification of the |ength of
the audi o body part in seconds.

RECEI VE RULES

The use of this field on reception is a local inplenmentation issue.
From [ DUR]

4.3.4. Content-Language:

This field MAY be present to allow the specification of the spoken
| anguage of the audio body part. The encoding is defined in [LANG .

Exanpl e for UK Engli sh:
Cont ent - Language: en- UK
SEND RULES

A sending system MAY add this field to indicate the |anguage of the
voi ce. The determination of this (e.g., autonated or user-sel ected)
is alocal inplenmentation issue.

RECEI VE RULES

The use of this field on reception is a local inplenentation issue.
It MAY be used as a hint to the recipient (e.g., end-user or an

aut onated transl ati on process) as to the | anguage of the voice
nessage

4.4. \Voice Message Content Types
The content types described in this section are identified for use
within the Miultipart/Voi ce-Message content. This content is referred

to as a "VPI M nessage” in this docunent and is the fundanental part
of a "VPI M nessage"”
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Only the contents profiled can be sent within a VPI M voi ce nessage
construct (i.e., the Miultipart/Voice-Message content type) to forma
sinmple or a nore conplex structure (several exanples are given in
Appendi x B). The presence of other contents within a VPI M voice
message is not permitted. In the absence of a bilateral agreenent,
conform ng i npl ementati ons MJUST NOT create a nessage containing
prohi bited contents. In the spirit of liberal acceptance, a
conform ng i npl ementati on MAY accept and render prohibited content.
Systens unable to accept or render prohibited contents MAY discard
the prohibited contents as necessary to deliver the acceptable
content. Wen nultiple contents are present within the

Mul ti part/ Voi ce- Message, they SHOULD be presented to the user in the
order that they appear in the nessage.

Some depl oyed i npl enent ati ons based on a conmon interpretation of the
original VPIMv2 specification reject nessages with prohibited
content rather than discard the unsupported contents. For
interoperability with these systens, it is especially inportant that
prohi bited contents not be sent within a Miltipart/Voi ce- Message.

4.4.1. Miltipart/Voice-Message

This MM nmultipart structure provides a mechani sm for packaging a
voi ce nessage into one container that is tagged as VPIMv2
conform ng. The sub-type is identical in semantics and syntax to
mul tipart/nixed, as defined in [MME2]. As such, it may be safely
interpreted as a nultipart/mxed by systens that do not understand
the sub-type (only the identification as a voice nessage woul d be
| ost).

In addition to the M ME required boundary paraneter, a version
paraneter is also required for this sub-type. This is to distinguish
this refinenent of the sub-type fromthe previous definition in
[VPIML]. The value of the version paraneter is "2.0" if the content
conforns to the requirenments of this specification. Should there be
further revisions of this content type, there MJST be backwards
compatibility (i.e., systens inplenenting version n can read version
2, and systens inplenenting version 2 can read version 2 contents
within a version n).

SEND RULES

The Mul tipart/ Voi ce- Message content-type MJST only contain the
profiled media and content types specified in this section (i.e.
Audi o/ *, lmage/*, and Message/ RFC822). The nost common will be:
spoken nane, spoken subject, the nessage itself, and an attached fax.
Forwar ded nessages are created by sinply using the Message/ RFC822
construct.
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Conf ormant inpl ementati ons MJST use Multipart/Voi ce-Message in a VPIM
message. I n nost cases, this Miltipart/Voice- Message Content-Type
will be the top level but nay be included within a Message/ RFC822 i f
the nmessage is forwarded or within a nultipart/m xed when nore than
one nessage is being forwarded.

RECEI VE RULES

Conf ormant inpl ementati ons MJUST recogni ze the Mul tipart/ Voi ce- Message
content (whether it is a top-level content or contained in a

Mul tipart/M xed) and MIST be able to separate the contents (e.qg.
spoken nane or spoken subject).

The senmantic of Miltipart/Voice-Mssage (defined in section 18.2) is
identical to Multipart/M xed and may be interpreted as that by
systens that do not recognize this content-type

4.4.2. Message/ RFC822
SEND RULES

M ME requires support of the Message/ RFC822 nessage encapsul ati on
body part. This body part SHOULD be used within a Miltipart/Voice-
Message to forward conpl ete nmessages (see 4.8) or to reply with
original content (see 4.9). From [M ME2]

RECEI VE RULES

The receiving system MIST accept this format and SHOULD treat this
attachnent as a forwarded nessage. The receiving system MAY flatten
the forwarding structure (i.e., renove this construct to | eave
mul ti pl e voice contents or even concatenate the voice contents to fit
in arecipient’s mailbox), if necessary.

4.4.3. Audi o/ 32KADPCM
SEND RULES

An inplementation conforming to this profile MJST send Audi o/ 32KADPCM
by default for voice [ADPCM. This encoding is a noderately-
compressed encoding with a data rate of 32 kbits/second using
noder at e processi ng resources. Typically, this body contains severa

m nutes of nessage content; however, if used for spoken nane or
subject the content is expected to be considerably shorter (i.e.

about 5 and 10 seconds respectively).
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RECEI VE RULES

Recei vers MJUST be able to accept and decode Audi o/ 32KADPCM | f an

i npl enent ati on can only handl e one voi ce body, then nultiple voice
bodies (if present) SHOULD be concatenated, and MJST NOT be

di scarded. |If concatenated, the contents SHOULD be in the same order
they appeared in the nultipart.

4.4.4. | mage/ Tl FF

A common i mage encoding for facsimle, known as TIFF-F, is a
derivative of the Tag Inmage File Format (TIFF) and is described in
several docunents. For the purposes of VPIM the F Profile of TIFF
for Facsinmle (TIFF-F) is defined in [TIFF-F], and the |nage/ Tl FF

M ME content-type is defined in [TIFFREG. Wile there are several
formats of TIFF, only TIFF-F is profiled for use within

Mul ti part/Voi ce- Message. Further, since the TIFF-F file format is
used in a store-and-forward node with VPIM the inage MJUST be encoded
so that there is only one inmage strip per facsinile page.

SEND RULES

Al'l VPIMinplenentations that support facsimle MJIST generate TIFF-F
conpatible facsimle contents in the I nage/ TI FF subtype using the

appl i cati on=f axbw encodi ng by default. |[|f the VPIMnessage is a
voi ce- annotated fax, the inplenmentation SHOULD send this fax content
in Multipart/Voice-Message. |If the nessage is a sinple fax, an

i npl enment ati on MAY send it wi thout using the Miltipart/Voice- Message
to be nore conpatible with fax-only (RFC 2305) inpl enentati ons.

Wil e any valid M ME body header MAY be used (e.g., Content-

Di sposition to indicate the filenane), none are specified to have
speci al semantics for VPIMand MAY be ignored. Note that the
content-type paraneter application=faxbw MJST be included in outbound
nessages.

RECEI VE RULES

Not all VPIM systens support fax, but all SHOULD accept it within the
mul tipart/voi ce-message. Wthin a Miltipart/Voice-Message, a

recei ving systemthat cannot render fax content SHOULD accept the

voi ce content of a VPIM nessage and discard the fax content. CQutside
a Multipart/Voi ce-Message, a recipient system MAY reject (with
appropriate NDN) the entire nessage if it cannot store or is not
capabl e of rendering a nmessage with fax attachnents. VPI M conforni ng
systenms MAY support fax outside of (or without) the Miltipart/ Voice-
Message.
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Some depl oyed i npl enent ati ons based on a conmon interpretation of the
original VPIMV2 specification reject nessages with fax content
within the Miultipart/Voi ce-Message rather than discard the
unsupported contents. These systens will return the nessage to the
sender with an NDN indicating | ack of support for fax.

4.5, Oher MM Contents

The following MM contents (with the exception of nultipart/mxed in
section 4.5.1) MAY be included within a nultipart/voi ce nessage.

O her contents MJUST NOT be included. Their handling is a | ocal

i npl enentation issue. Miltipart/mxed is included to pronote
interoperability with a wider range of systens and also to allow the
creation of nore conplex nultinedia nmessages (with a VPI M nessage as
one part).

4.5.1. Miltipart/Mxed

This common M ME content-type all ows the encl osing of several body
parts in a single nessage.

SEND RULES

A VPI M voi ce nessage (i.e., nultipart/voice-nessage) MAY be incl uded
within a nessage with a Miltipart/M xed top-1level content type.
Typically, this would only be used when ni xi ng non-voi ce and non-fax
contents with a voi ce nessage.

RECEI VE RULES

Such a nessage is not itself a VPIM nessage and the handling of such
a construct is outside the scope of the VPIMprofile. However, an
the spirit of liberal acceptance, a conform ng inplenmentati on MJST
accept and render a VPI M voi ce nessage contained in a

Mul tipart/ M xed.

4.5.2. Text/Directory
SEND RULES
This content was profiled in the original specification of VPIMvV2 as
a nmeans of transporting contact information fromthe sender to the
recipient. This usage did not find wi despread adoption and is no

| onger a feature of VPIM V2. Conforning inplenentations SHOULD NOT
send the Text/Directory content type.
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RECEI VE RULES

For compatibility with an earlier specification of VPIMv2, the
Text/Directory content type MJST be accepted by a conforning

i npl enment ati on, but need not be stored, processed, or rendered to the
reci pi ent.

4.5.3. Proprietary Voice or Fax Fornmats

Use of any other encodi ng except the required codecs reduces
interoperability in the absence of explicit know edge about the
capabilities of the recipient. A conformng inplenentati on SHOULD
NOT use any other encoding unless a unique identifier is registered
with the 1ANA prior to use (see [MME4]). The voice encodi ngs SHOULD
be registered as subtypes of Audio. The fax encodi ngs SHOULD be

regi stered as subtypes of | mage.

SEND RULES

Proprietary voice encoding formats or other standard formats SHOULD
NOT be sent under this profile unless the sender has a reasonabl e
expectation that the recipient will accept the encoding. In
practice, this requires explicit per-destination configuration
informati on maintained either in a directory, personal address book
or gateway configuration tables.

RECEI VE RULES

Systenms MAY accept other Audio/* or lImage/* content types if they can
decode them Systens which receive Audio/* or |Inmage/* content types
whi ch they are unable to deposit or unable to render MUST return the
message (and SHOULD include the original content) to the originator
with an NDN i ndicating nedia not supported.

4.5.4. Text/Plain
M ME requires support of the basic Text/Plain content type (with the
US- ASCI | character set). This content type has linited applicability
wi thin the voi ce-nmessagi ng environnent. However, because VPIMis a
M ME profile, MME requirenents SHOULD be net.
SEND RULES
Conform ng VPI Minplenentati ons SHOULD NOT send the Text/Plain

content-type. |Inplenmentations MAY send the Text/Plain content-type
out side the Miltipart/Voi ce- Message.
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RECEI VE RULES

Wthin a Miltipart/Voi ce- Message, the Text/Plain content-type MAY be
dropped fromthe nessage, if necessary, to deliver the audio/fax
components. The recipient SHOULD NOT reject the entire nessage if
the text conponent cannot be accepted or rendered.

Qutside a Multipart/Voi ce- Message, conforning inplenentati ons MJST
accept Text/Plain; however, specific handling is left as an
i mpl enent ati on decision. From [M ME2]

Sonme depl oyed i npl enent ati ons based on a conmon interpretation of the
original VPIMV2 specification reject nessages with any text content
rat her than discard the unsupported contents. These systens will
return the nessage to the sender with an NDN indicating | ack of
support for text.

4.6. Delivery Status Notification (DSN)

A DSN is a notification of delivery (positive DSN), non-delivery
(negative DSN), or tenmporary delivery delay (delayed DSN). The top-
| evel content-type of a DSN is Miltipart/Report, which is defined in
[ REPORT]. The content-type which distingui shes DSN s from ot her
types of notifications is Message/Delivery-Status, which is defined
in [DSN .

SEND RULES

A VPI M conpliant inplenmentation MUST be able to send DSN s t hat
conformto [ REPORT] and [DSN]. Unless requested otherw se, a non-
delivery DSN MJUST be sent when any form of non-delivery of a nessage
occurs.

A VPI M conpliant inplenmentation SHOULD provi de a spoken delivery
status in the "human-readabl e body part of the DSN, but MAY provide
a textual status.

RECEI VE RULES

A VPI M conpliant inplenentation MUST be able to receive DSN s that
conformto [ REPORT] and [DSN] .

A VPI M conpliant inplenentation MUST be able to receive a DSN whose
"human- r eadabl e" body part contains a spoken delivery status phrase
or a textual description. Though subsequent use of the phrase or
text is a local inplenentation issue, the intent of the DSN MJST be
presented to the end user.
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4.7. Message Disposition Notification (NMDN)

An MDN is a notification indicating what happens to a nessage after
it is deposited in the recipient’s mailbox. An MDN can be positive
(message was read/ pl ayed/rendered/etc.) or negative (nmessage was

del eted before recipient could see it, etc.). The top-Ievel
content-type of a MDNis Miltipart/Report, which is defined in

[ REPORT]. The content-type which distinguishes MON s from ot her
types of notifications is Message/ Di sposition-Notification, which is

defined in [ VDN .
SEND RULES

A VPI M conpliant inplenmentation SHOULD support the ability to request
MDNs. This is done via the use of the "Disposition-Notification-To:"
header field as defined in [ MDN].

A VPI M conpliant inplenentation SHOULD support the ability to send
MDNs, but these MDNs MUST conformto [ REPORT] and [ MDN].

Wien sending an MDN, a VPI M conpliant inplenmentati on SHOULD provi de a
spoken nmessage di sposition in the "human-readabl e* body part of the
MDN, but MAY provide a textual status.

RECEI VE RULES

A VPI M conpliant inplenmentati on SHOULD respond to an MDN request with
an MDN response.

A VPI M conpliant inplenentati on MUST be able to receive MDNs that
conformto [REPORT] and [MDN], if it is capable of requesting MDNs.
If a VPI Mconpliant inplenmentation is capable of receiving MDNs, it
MJUST be able to receive a MDN whose "human-readabl e" body part

contai ns a spoken nmessage di sposition phrase or a textual disposition
description. Though subsequent use of the phrase or text is a |ocal

i npl enentation issue, the intent of the MDN MJUST be presented to the
end user.

4.8. Forwarded Messages

VPIMv2 explicitly supports the forwardi ng of voice and fax content
with voice or fax annotation. However, only the two constructs
descri bed bel ow are acceptable in a VPI M nessage. Since only the
first (i.e., Message/ RFC822) can be recognized as a forwarded nessage
(or even nultiple forwarded nmessages), it is RECOMVENDED that this
construct be used whenever possible.
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Forwar ded VPI M nessages SHOULD be sent as a Miltipart/Voi ce- Message
with the entire original nmessage enclosed in a Message/ RFC822
content-type and the annotation as a separate Audio/* or |mage/* body
part. |If the RFC822 header fields are not available for the
forwarded content, sinulated header fields with available information
SHOULD be constructed to indicate the original sending tinestanp, and
the original sender as indicated in the "From" field. Note that at

| east one of "From", "Subject:", or "Date:" MJST be present. As
wel I, the Message/ RFC822 content MJST include at |east the "M M-
Version:", and "Content-Type:" header fields. From [M ME2]

In the event that forwarding infornation is lost, the entire audio
content MAY be sent as a single Audio/* segnent without including any
forwardi ng semantics. An exanple of this loss is an AM S nessage
bei ng forwarded t hrough an AM S-to- VPl M gat eway.

4.9. Reply Messages
VPIMv2 explicitly supports replying to received nessages.

Support of multiple originator header fields in a reply nessage is

of ten not possible on voice nmessaging systens, so it may be necessary
to choose only one when gatewayi ng a VPl M nessage to anot her voice
message system However, inplenenters should note that this may nake
it inpossible to send DSN's, MDN's, and replies to their proper

desti nati ons.

In sone cases, replying to a nessage is not possible, such as with a
message created by tel ephone answering (i.e., classic voice mail).

In this case, the Fromfield SHOULD contain the special address non-
mai | -user @onmain (see 4.1.2). The recipient’s VPI M system SHOULD NOT
offer the option to reply to this kind of nessage (unless an
outcalling feature is offered - which is out of scope for VPIM.

5. Message Transport Protoco

Messages are transported between voice nmail nmachi nes using the
Internet Extended Sinple Miil Transfer Protocol (ESMIP). Al
information required for proper delivery of the nmessage is included
in the ESMIP dialog. This information, including the sender and
reci pi ent addresses, is commonly referred to as the nessage

"envel ope". This information is equivalent to the nessage contro
bl ock in many anal og voi ce nmessagi ng protocols.

ESMIP i s a general - purpose nmessagi hg protocol, designed both to send
mail and to allow term nal console messaging. Sinple Mail Transport
Protocol (SMIP) was originally created for the exchange of US-ASCI
7-bit text nessages. Binary and 8-bit text nessages have

Vaudreui | & Parsons St andards Track [ Page 27]



RFC 3801 VPl M/ 2 June 2004

traditionally been transported by encoding the nessages into a 7-bit
text-like form [ESMIP] fornalized an extension nmechani smfor SMIP
and subsequent RFCs have defined 8-bit text networking, conmand
stream ng, binary networking, and extensions to pernit the

decl aration of message size for the efficient transm ssion of |arge
messages such as nmulti-ninute voice nail

The follow ng sections |list ESMIP commands, keywords, and paraneters
that are required and those that are optional for conformance to this
profile.

5.1. Base SMIP Protoco

A conform ng system MJST i npl enent all mandatory SMIP and ESMIP
commands. Any defined optional command or paraneter MAY be
support ed.

5.2. SMIP Service Extensions

VPIMutilizes a nunmber of SMIP Service Extensions to provide full-
featured voi ce nessagi ng service. The follow ng extensions are
profiled for use with VPI M

5.2.1. DSN Extension

The DSN extension defines a nmechani smwhich allows an SMIP client to
specify (a) DSN s should be generated under certain conditions, (b)
whet her such DSN s should return the contents of the nessage, and (c¢)
additional information, to be returned with a DSN, that allows the
sender to identify both the recipient(s) for which the DSN was

i ssued, and the transaction in which the original nessage was sent.

The DSN extension MJUST be supported by VPIM conforning
i mpl enent ati ons.

In addition, beyond the requirenents of [DRPT], conformng

i mpl enent ati ons MJST support NOTI FY paraneter on the RCPT conmand to
all ow indication of when the originator requests a notification. The
RET paraneter SHOULD be supported to return the original nmessage with
the notification. Paranmeters ORCPT and ENVID MAY al so be support ed.
From [ DRPT]

5.2.2. S| ZE Extension
The S| ZE ext ensi on defines a nechani sm whereby an SMIP client and
server may interact to give the server an opportunity to decline to

accept a nessage (perhaps tenmporarily) based on the client’s estinate
of the message size. From [SIZE]
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The S| ZE extensi on MUST be supported by VPI M conpliant
i mpl emrent ati ons.

5.2.3. ENHANCEDSTATUSCODES Ext ensi on

The ENHANCEDSTATUSCODES ext ensi on defines a nechani sm whereby an SMIP
server augnments its responses with the enhanced nail system status
codes defined in [CODES]. These codes can then be used to provide
nore informative explanations of error conditions. From [STATUS]

The ENHANCEDSTATUSCODES ext ensi on SHOULD be supported by VPI M
conpliant inplenentations.

5.2. 4. Pl PELI NI NG Ext ensi on

The PI PELI NI NG ext ensi on defi nes a nmechani sm whereby an SMIP server
can indicate the extent of its ability to accept multiple commuands in
a single TCP send operation. Using a single TCP send operation for
mul ti pl e commands can i nprove SMIP perfornmance significantly. From

[ Pl PE]

The PI PELI NI NG ext ensi on SHOULD be supported by VPI M conpliant
i npl enent ati ons.

5.2.5. CHUNKI NG Ext ensi on

The CHUNKI NG ext ensi on defines a nechani smthat enables an SMIP
client and server to negotiate the use of the nessage data transfer
command "BDAT" (in alternative to the DATA conmmand) for efficiently
sending large M ME nessages. From [ Bl NARY]

The CHUNKI NG ext ensi on MAY be supported by VPI M conpliant
i mpl erent ati ons.

5.2.6. BI NARYM ME Ext ensi on
The BI NARYM ME ext ensi on defines a nmechani smthat enables an SMIP
client and server to negotiate the transfer of unencoded binary
nmessage data utilizing the BDAT command. From [ Bl NARY]
The BI NARYM ME ext ensi on MAY be supported by VPI M conpli ant

i npl enentations. Note that [BINARY] specifies that if BINARYM ME is
to be supported, then CHUNKI NG has to be supported by definition.
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5.3. ESMIP - SMIP Downgr adi ng

The SMIP extensions suggested or required for conformance to VPIM
fall into two categories. The first category includes features that
increase the efficiency of the transport system such as SIZE

Bl NARYM ME, and PIPELINING 1In the event of a downgrade to a | ess-
functional transport system these features can be dropped with no
functional change to the sender or recipient.

The second category of features is transport extensions in support of
new functions. DSN and ENHANCEDSTATUSCODES provi de essentia

i mprovenents in the handling of delivery status notifications to
bring enmail to the level of reliability expected of Voice Mail. To
ensure a consistent |evel of service across an intranet or the gl oba
Internet, it is essential that VPIMconforning ESMIP support the DSN
extension at all hops between a VPI M originating system and the

reci pient system |In the situation where a "downgrade" is

unavoi dable a relay hop may be forced (by the next hop) to forward a
VPI M nessage without the ESMIP request for delivery status
notification. It is RECOWENDED that the downgradi ng system shoul d
continue to attenpt to deliver the nessage, but MJST send an
appropriate delivery status notification to the originator, e.g., the
message | eft an ESMIP host and was sent relayed to a non- DSN- awar e
destination, and this may be the | ast DSN received.

6. Directory Address Resol ution

It is the responsibility of a VPIMsystemto provide the fully-
qual i fied domain nane (FQDN) of the recipient based on the address
entered by the user (if the entered address is not already a FQDN).
This would typically be an issue on systens that offer only a

t el ephone user interface. The mapping of the dialed target nunber to
a routable FQDN address, allowi ng delivery to the destination system
can be acconplished through inpl enentation-specific nmeans.

To facilitate a local cache, an inplenentation my w sh to popul ate

| ocal directories with the first and |ast nanmes, as well as the
senders’ spoken nane information extracted fromrecei ved nmessages.
Addresses or nanes parsed fromthe header fields of VPI M nessages MAY
be used to populate directories.

7. Managenent Protocols
The Internet protocols provide a nechanismfor the managenent of
nmessagi ng systens, fromthe nanagenent of the physical network

t hrough the managenent of the nmessage queues. SNMP SHOULD be
supported on a VPI M conform ng machi ne.
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7.1. Network Managenent

The digital interface to the VM and the TCP/I P protocols MAY be
managed. M B Il MAY be inplenented to provide basic statistics and
reporting of TCP and IP protocol performance [MB I1].

8. Conformance Requirenents

VPIMis a nmessaging application that will be supported in several
environnents and be supported on differing devices. These
environnents include traditional voice processing systens, desktop
voi ce nessagi ng systens, store-and-forward relays, and protocol
transl ati on gat eways.

In order to accommpdate all environnments, this docunent defines two
areas of conformance: transport and content.

Transport-conformant systens will pass VPI M nessages in a store-and-
forward manner with assured delivery notifications and wi thout the
loss of information. It is expected that nost store-and-forward
Internet mail-based nmessagi ng systens will be VPIMtransport-

conf or mant .

Cont ent -conformant systens will generate and interpret VPIM nessages.
Conformance in the generation of VPIM nessages indicates that the
restrictions of this profile are honored. Only contents specified in
this profile or extensions agreed to by bilateral agreenent may be
sent. Conformance in the interpretation of VPIM nessages indicates
that all VPIMcontent types and constructs can be received; that all
mandat ory VPI M content types can be decoded and presented to the

reci pient in an appropriate nanner; and that any unrenderabl e
contents result in the appropriate notification.

A summary of the conformance requirenents is contained in Appendi x A

VPI M end systens are expected to be both transport- and content-
conformant. Voi ce nessagi ng systens and protocol conversion gateways
are consi dered end systens.

Rel ay systens are expected to be transport-conformant in order to
recei ve and send conform ng nessages. However, they nust al so create
VPI M conform ng delivery status notifications in the event of
delivery problens.

Desktop Emmil clients that support VPIMare expected to be content-
conformant. Desktop email clients use various protocols and API’s
for exchangi ng nessages with the | ocal nessage store and nessage
transport system \Wile these clients may benefit from VPIM
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transport capabilities, specific client-server requirenents are out-
of -scope for this docunent.

9. Security Considerations
9.1. General Directive

This docunent is a profile of existing Internet nmail protocols. To
mai ntain interoperability with Internet mail, any security to be
provi ded should be part of the Internet security infrastructure,

rat her than a new nechani smor sone ot her mechani sm outside of the
Internet infrastructure.

9.2. Threats and Probl ens

Both Internet mail and voi ce nessagi ng have their own set of threats
and counternmeasures. As such, this specification does not create any
security issues not already existing in the profiled Internet nai

and voice mail protocols thenselves. This section attends only to
the set of additional threats that ensue fromintegrating the two
servi ces

9.2.1. Spoofed sender

The actual sender of the voice nessage might not be the sane as that
specified in the "Sender:" or "From" nessage header fields or the
MAI L FROM address fromthe SMIP envelope. |In a tightly constrained
envi ronnment, sufficient physical and software controls may be able to
ensure prevention of this problem |In addition, the recognition of
the sender’s voice nay provide confidence of the sender’s identity
irrespective of that specified in "Sender:" or "From". 1t should be
recogni zed that SMIP i npl enentati ons do not provide inherent

aut hentication of the senders of nessages, nor are sites under
obligation to provide such authentication

9.2.2. Unsolicited voice nai

Assigning an Internet mail address to a voice nail box opens the
possibility of receiving unsolicited nessages (either text or voice
mail). Traditionally, voice mail systens operated in closed
environnments and were not susceptible to unknown senders. Voice mai
users have a hi gher expectation of nmil box privacy and nmay consi der
such nessages as a security breach. Many Internet nail systens are
choosing to block all nessages from unknown sources in an attenpt to
curb this problem
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9.2.3. Message disclosure

Users of voice nmessaging systens have an expectation of a | evel of
message privacy that is higher than the |l evel provided by Internet
mai | wi thout security enhancements. This expectation of privacy by
users SHOULD be preserved as nuch as possi bl e.

9.3. Security Techniques

Suf ficient physical and software control may be acceptable in
constrained environments. Further, the profile specified in this
docunent does not in any way preclude the use of any Internet object
or channel security protocol to encrypt, authenticate, or non-
repudi at e t he nessages.
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12.

Appendi x A - VPI M Requi renments Sunmary

The followi ng table sunmarizes the profile of VPIMversion 2 detailed
in this docunent. Since in nany cases it is not possible to sinmplify
the qualifications for supporting each feature this appendix is

i nformative. The reader is reconmended to read the conplete

expl anation of each feature in the referenced section. The text in
the previous sections shall be deenmed authoritative if any itemin
this table is anbi guous.

The conformance table is separated into various col ums:

Feature - nanme of protocol feature (note that the indenting
i ndi cates a hierarchy of conformance, i.e., the
conformance of a lower feature is only relevant if there
is conformance to the higher feature)

Section - reference section in main text of this docunent

Area - conformance area to which each feature applies
C - content
T - transport

Status - whether the feature is nmandatory, optional, or prohibited.
The key words used in this table are to be interpreted as described
in [REQ], though the following list gives a quick overview of the
di fferent degrees of feature confornmance:

Must - mandat ory

Shoul d - required in the absence of a conpelling
need to onit.

May - optional

Shoul d not - prohibited in the absence of a conpelling
need.

Must not - prohibited

Foot note - special conment about confornmance for a particular feature

Vaudreui | & Parsons St andards Track [ Page 37]



June 2004

VPI M2
VPI M ver si on 2 Conformance

RFC 3801

L OO COwawed., -
-z zZz0(—0- - "F"F""/""™"™"
nro>o- o zZz0RW - ~——1/7"7 - +—/FY/Y —1#7mrr4—7----"-"-"-"""-/>-F"""—"
|||||| =< > T T X T T T T T T T T Y T ) T T T T T T T Y T <
T T IO OO T X X T X T T T T T T T T T T T T T T T Y <
||||| =DO0nF T x < T T T T T YT T T T X/
T T T T T < 7T T O000000T T T ooovoooocooooooobooooo
m " Ad NN ® daddNmTOO~Do adSaSd
B NaaaNaaNNa NN NN
n . IS fFff I I IS

1
1
1
1
1
1
1 4
1 6
) —
) .
I L c —~~
_ mw = S .
1 - (7] .
1 Omnmt AN —
. ST Ege 8 0 2 ¢
) — —
) .. boxm@l ) m o .— o
1 (7] — uw— O O o Q L — o —
1 — — b@en {@)] © (@] (@] +—
\ m m_m.l n O @© c > 3 @©
I —_— = D = [75] — ~ c [&]
] —_ Ime_t )] tm 1] —
1 (@] c —— D Sm X o 1 y—
) WL »n.— % nw.—_Q T ) f — —_
) m chmi — -0 — o —
1 o n Q. - [Olye] © y— o
' C @ — 4o 1 4 — Y— .. n cwn
) ineimsns L =S o w coc e
) n MM O O.— o =} < O aQ® > c o
\ 0 +— S5 QCcoT ! c - 0 _- > = O [le]
1 L n S c U o ®© C — nkFFkF.—- o — @®©
! O C C oy e e T > _ O, 0O = 1 1+ >C tm
) T ._—_®OO0OOo © O P O O Qo o © s e
\ o > <c m im LCD T >S> CC s Om
1 < —_ N QO s o o © O« © >.— QO O.—- = OO
' C o oL cEoT g eduslethsojpe
B! gDoZES88 8500, 5o s 8BS EERET oL
1 — [&] B
W ' fooftoags m_k [ c_mooD“MWDHD”MAwAwnb.ucuan
) n S S>3 I
< 28828338 97
1
o, 2 2

[ Page 38]

St andards Track

& Par sons

Vaudr eui



June 2004

VPl M/ 2

RFC 3801

ILL OO o C O 40w O (9\] o <t un n
-z ->"+_zZz0+~, """ *<"//""
T o> -~ =z0(R.- ——7—H0]6 ——7F7F-""""F-"---""-"--""---"-"-"-"-""/""—"
||||| = =<<> .7 x *«~< *x~ x <« T
-—~—~®wr0>oOns o,,.ToTTTTTT S T,Tm,mYrYmmem}m™m™M e
T T T D T X X X T T T X T T T X X X T T T T T T T T T YNT T Y x xxx—
T T TS < O o000 o0oo0o0o00o0o0oo0oo0o00o 0000 T T ooococo T voooo
8! @ ameebmorrooSDNaID NNNNN NN
5! ddddddcccdcdNN N~ SRR ARERLLLED
N A S IR N N S N N R N N N N N N N N N SN N AN N N N AN N N N

1

1

1

1

1

1

! g o

1 — — (7]

] — c +—

1 ()] c

1 — —~~ +— e

] % © o c +—

1 [&] . o (@] c

1 © o AN +— (&) o

, c — o \ o

) () c c <

S o o .— o © ()

1 O © +— — © — — (@)]

1 @© c o (] — L~ (]

;) o () > 3 @© o O )

)] 7] — ~ rm [&] nlm (7]

1 S - — - —

e 5 8 o . - 5 S g

, o f — —_ o ® o ()

O u“— ho] — o — o — gl —

= o () — o co o c o

] x — .. %) cw uw = @ S 35

1 O (O] c (7)) CcC o C - > — o =

o) +— o = (0] O Q@ > Cc o — O c O c

 C — -0 — > e O o T c o — c —_

' c — 0O, OO0OT - > C tm — D o o

DO o L O 00 o © e c o o

 C %) > COD S>> CC e OO0 @ T >C T < >

- O C O © >._ O O.— = OO o OO . OO

VS E o e@dus Iethsojpe CHFHeo 0B >SHF o 0®
B 5% cuR 0838 838556 BS2C ScomSg osmmaqs

] —_ (&) . — —
5:5x 288 B2LE 28=883Zan08 FERGOE@SRBSAm
= Q9 ) Q
M 2 n ) X

1
_I_l- %

[ Page 39]

St andards Track

& Par sons

Vaudr eui



RFC 3801 VPl M/ 2 June 2004

[ N B
| 1|1 IH |F
| | I | | [AMo
| | | ISl [YUo
| | | |H [LI S|t
| [AAIMQ | D Tn
| IRUUM | |o
| | El S| LI Al NI Nt
| [AITID Y9 Ot

FEATURE | SECTION | | | | |T|Tle
------------------------------------------- | ----------]-1-1-1-1-1-]-
Message Content Types: | I T T I I
Sendi ng out bound nessages | N
Mul ti part/ Voi ce- Message |4.4.1 (A x| || |
Message/ RFC822 |4.4.2 [ Ix | | |
Audi o/ 32KADPCM | 4.4.3 (x| | |||
Cont ent - Descri ption |4.3.1 [ | I x] |
Cont ent - Di sposition | 4.3.2 (x| | | |
Cont ent - Dur at i on | 4.3.3 [ | Ix] |
Cont ent - Language | 4.3.4 [C | x| |
| mage/ Tl FF; appl i cati on=f axbw |4.4.4 (axt 11117
Text/Directory | 4.5.2 (a1 Ix] 19
Text/plain | 4.5.4 1< || x]
Audi o/* or lmage/* (other encodings) |[4.5.3 [ | | |x]
O her contents | 4.5 1 T I I B
Mul ti part/ M xed |4.5.1 [C | 1]
Text/plain |4.5.4 [q | x| |
Mul ti part/ Report |4.6, 4.7 |[Cx| | | |
human-readabl e part is voice |4.6, 4.7 |1 |x] | |
human-readabl e part is text 4.6, 4.7 |C | |x| |
Message/ Del i very- St at us | 4.6 (A x| || |
Message/ Di sposition-Notification | 4.7 [ %] | |
Ot her contents | 4.5 a1 Ix| [6
Recei ving in inbound messages | I I
Mul ti part/ Voi ce- Message |4.4.1 (x| | | |
Message/ RFC822 |4.4.2 [Cx| | | |
Audi o/ 32KADPCM | 4.4.3 [Cxl | 1] |
Cont ent - Descri ption [4.3.1 [ | Ix] |
Cont ent - Di sposition |4.3.2 I
Cont ent - Dur ati on | 4.3.3 [ | Ixl |
Cont ent - Language |4.3.4 [ | x| |
| mage/ Tl FF; appl i cati on=f axbw | 4. 4.4 < Ix] || |8
Text/Directory |4.5.2 [Cx] | || 19
Text/plain |4.5. 4 [q | x| |
Audi o/ * or Image/* (other encodings) |4.5.3 [ | I x|
Cther contents |4.5 1< | Ix| |
Mul tipart/ M xed |4.5.1 [C | Ix] |
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C
'oX

I R
I [ I I s B
I | 11 1 1AMo
I | | 1S [YUo
I | | [H LS|t
I [AAMQ [D T|n
I IRYUM | |o
I | EI S| LI Al N N| t
I |AITID YOt
FEATURE |SECTION | | | | |T|ITle
------------------------------------------- |----------1-0-1-1-1-1- -
I I I I B
ESMIP Keywor ds & Paraneters | [ A
DSN |5.2.1 LR T I I B
NOTI FY |5.2.1 L S I I A
RET |5.2.1 LI I B
ENVI D |5.2.1 [T Ix] ]|
ORCPT |5.2.1 L
Sl ZE |5.2.2 L T I I B
ENHANCEDSTATUSCODES |5.2.3 [TI Ix] |||
Pl PELI NI NG |5.2.4 LI S B
CHUNKI NG |5.2.5 [T I
Bl NARYM ME |5.2.6 [T I
I I I I B
ESMIP- SMIP Downgr adi ng | [ L]
send delivery report upon downgrade [5.3 [ TIx] | | |
I T I I
Directory Address Resol ution | I
provide facility to resol ve addresses | 6 [ 1 x] | |
use headers to populate local directory |6 [ | I x| |
I T O I I
Management Prot ocol s: | [ L]
Net wor k managenent 7.1 [T | Ix] |
[-1-1-1-1-1

Foot not es:

1. SHOULD | eave blank if all recipients are not known or resol vable.

2. If a sensitive nessage is received by a systemthat does not
support sensitivity, then it MJST be returned to the originator
with an appropriate error notification. Also, a received
sensitive nmessage MJUST NOT be forwarded to anyone.

3. If the additional header fields are not understood they NAY
be i gnored.

4. \Wen binary transport is not avail able.

5. When binary transport is avail able.
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6. O her un-profiled contents MJST only be sent by bilatera
agr eenent .

7. If fax is supported.

8. If the fax content cannot be presented it MAY be dropped

9. Handling of a vCard in text/directory is no | onger defined.

13. Appendi x B - Exanpl e Voi ce Messages

The followi ng nessage is a full-featured nessage addressed to two
reci pients. The nessage includes the sender’s spoken nane, spoken
subj ect and a short speech segnent. The nessage is nmarked as

i mportant and private.

To: +19725551212@nil. nyconpany. com

To: +16135551234@/ML. nyconpany. com

From "Parsons, denn" <12145551234@/M2. myconpany. conp

Date: Mon, 26 Aug 93 10:20: 20 - 0700 (CDT)

M ME-Version: 1.0 (Voice 2.0)

Content-type: Miltipart/Voice-Message; Version=2.0;
Boundar y="MessageBoundar y"

Cont ent - Transf er - Encodi ng: 7bi t

Message- |1 D 123456789@/M2. nyconpany. com

Sensitivity: Private

| nportance: High
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- - MessageBoundary

Content-type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Di sposition: inline; voice=Originator-Spoken- Nane
Cont ent - Language: en-US

Content-1D: partl1@Mne-4321

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Nane data)
f gdhgddl kgpokpeowr i t 09==

- - MessageBoundary

Content -type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Di sposition: inline; voi ce=Spoken- Subj ect
Cont ent - Language: en-US

Content-1D: part2@/Me-4321

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Subject data)
f gdhgddl kgpokpeowr i t 09==

- - MessageBoundary

Content -type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Cont ent - Descri ption: Brand X Voi ce Message

Cont ent - Di sposition: inline; voice=Voi ce-Message; filename=nsgl. 726
Content-Duration: 25

ilililjMN3czdze3s7d7fwf HhcvESIVe/ 4yEhLz8/ FOQ VFRERCESL/ zqr q
(This is a sanple of the base64 nessage data) zb8t FALTQ 1PX|
u7wj OyRhws+kr dns7Rj uOt 4t LF7cEOKOMKOTONRW Pn30c8uHi 9==

- - MessageBoundary- - - -

The following nessage is a forwarded single segnent voice. Both the
forwarded nessage and the forwardi ng nessage contain the senders spoken
nanes.

To: +12145551212@ml. nycomnmpany. com

From "Vaudreuil, Geg" <+19725552345@/M2. nyconpany. cone

Date: Mon, 26 Aug 93 10:20: 20 -0700 (CDT)

M ME-Version: 1.0 (Voice 2.0)

Content-type: Miltipart/Voice-Message; Version=2.0;
Boundar y="MessageBoundar y"

Cont ent - Tr ansf er - Encodi ng: 7bi t

Message- |1 D: ABCD- 123456789@/M2. nycompany. com
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- - MessageBoundary

Content-type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Di sposition: inline; voice=Origi nator-Spoken- Nare
Cont ent - Language: en-US

Content-1D: part3@Me-4321

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Nane data)
f gdhgd dl kgpokpeowr it 09==

- - MessageBoundary

Content -type: Audi o/ 32KADPCM

Cont ent - Descri ption: Forwarded Message Annotation
Content-Di sposition: inline; voice=Voice-Message
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is the voiced introductory remarks encoded i n base64)
jrgoij3045itj09fiuvdkj gW akg@3ij kpokf pgok@0gQbt kj pokf gw
dl kgpokpeowr it 09==
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- - MessageBoundary
Content-type: Message/ RFC822
Cont ent - Transf er - Encodi ng: 7bi t

To: +19725552345@/M2. myconpany. com
From "Parsons, denn, W" <+16135551234@/ML. nyconpany. conp
Date: Mon, 26 Aug 93 8:23:10 -0500 (EST)
Content-type: Miltipart/Voice-Message; Version=2.0;
Boundar y="MessageBoundar y2"
Cont ent - Tr ansf er - Encodi ng: 7bi t
M ME-Version: 1.0 (Voice 2.0)

- - MessageBoundar y2

Content-type: Audi o/ 32KADPCM

Cont ent - Tr ansf er - Encodi ng: Base64

Content-Di sposition: inline; voice=0Originator-Spoken- Nare
Cont ent - Language: en-US

Content-1D: part 6@/M-4321

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is a sanple of the base-64 Spoken Nanme data) fgdhgd
dl kgpokpeowr it 09==

- - MessageBoundar y2

Content -type: Audi o/ 32KADPCM

Content-Di sposition: inline; voice=Voi ce- Message
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadasssdasddasdasd
(This is the original nessage audi o data) fgwersdfmiwjj

jrgoij3045itj09fiuvdkj gW akg@3ij kpokf pgok@0gQbt kj pokf gwW
dl kgpokpeowr it 09==

- - MessageBoundar y2- -

- - MessageBoundary- -
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The following exanple is for a DSN sent to the sender of a nessage by
a VPI M gateway at VML.conpany.com for a mail box which does not exist.

Date: Thu, 7 Jul 1994 17:16:05 -0400

From Mail Delivery Subsystem <MAl LER- DAEMON@ m conpany. conp

Message- |1 D <199407072116. RAA14128@ . conpany. conp

Subj ect: Returned voi ce nessage

To: 2175552345@/MR. myconpany. com

M ME-Version: 1.0

Content-Type: nultipart/report; report-type=delivery-status;
boundar y="RAA14128. 773615765/ VML. COVPANY. COM'

- - RAA14128. 773615765/ VML. COVPANY. COM

Content-type: Audi o/ 32KADPCM

Cont ent - Description: Spoken Delivery Status Notification
Content-Di sposition: inline; voice= Voice-Mssage-Notification
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadadf f sssddasdasd
(This is a voiced description of the error in base64)
jrgoij3045itj09fiuvdkj gW akg@3ij kpokf pgok@0gdf f kj pokf gwW
dl kgpokpeowr it 09==

--RAA14128. 773615765/ VML. COVPANY. COM
Content-type: Message/ Delivery-Status

Reporting- MTA: dns; vmil. conpany. com

Original -Reci pient: rfc822; 2145551234@/ML. nyconmpany. com
Fi nal - Reci pient: rfc822; 2145551234@/ML. myconpany. com
Action: failed

Status: 5.1.1 (User does not exist)

Di agnosti c- Code: sntp; 550 Mail box not found
Last-Attenpt-Date: Thu, 7 Jul 1994 17:15:49 -0400
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-- RAA14128. 773615765/ VML. COMPANY. COM
content-type: Message/ RFC822

[original VPIMnessage goes here]
- - RAA14128. 773615765/ VML. COVPANY. COM -

The following exanple is for an MDN sent to the original sender for a
nmessage that has been played. This delivered VPI M nmessage was
received by a corporate gateway and relayed to a unified nail box.

Date: Thu, 7 Jul 1994 17:16:05 -0400
From "Greg Vaudreuil" <22722@m conpany. conp
Message- | D: <199407072116. RAA14128@xchange. conpany. con
Subj ect: Voi ce nmessage pl ayed
To: 2175552345@/M2. nycomnmpany. com
M ME- Version: 1.0
Content-Type: nultipart/report;
Report-type=di sposition-notification;
Boundar y="RAA14128. 773615765/ EXCHANGE. COVPANY. COM'

--RAA14128. 773615765/ EXCHANGE. COVPANY. COM

Content-type: Audi o/ 32KADPCM

Cont ent - Descri ption: Spoken Disposition Notification
Content-Disposition: inline; voice= Voice-Mssage-Notification
Cont ent - Tr ansf er - Encodi ng: Base64

gl sl fdslsertifl kTf pgkTport r pkTpf gTpoi Tpdadadf f sssddasdasd
(Voi ced description of the disposition action in base64)
jrgoij3045itj09fiuvdkj gW akg@3ij kpokf pgok@0gdf f kj pokf gwW
dl kgpokpeowr it 09==

- - RAA14128. 773615765/ EXCHANGE. COMPANY. COM
Content-type: Message/ Di sposition-Notification

Reporting- UA: gregs-|aptop.dallas. conpany.com (Unified FooMail 3.0)
Oiginal-Recipient: rfc822;22722@m conpany. com

Fi nal - Reci pient: rfc822; G eg. Vaudreuil @ oonail . conpany. com

Origi nal - Message-1 D <199509192301. 12345@n®2. nyconpany. con

Di sposi tion: nmanual -acti on/ NDN-sent - automati cal ly; displ ayed

--RAA14128. 773615765/ EXCHANGE. COVPANY. COM
Content-type: Message/ RFC822

[original VPIMnessage goes here]

- - RAA14128. 773615765/ EXCHANGE. COVPANY. COM -
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14. Appendix C - Exanple Error Voice Processing Error Codes

The foll owi ng conmon voi ce processing errors and their correspondi ng
status codes are given as exanples. The text after the error codes
is intended only for reference to describe the error code.

| mpl enent ati ons shoul d provide inplenentation-specific infornmative
comments after the error code rather than the text bel ow

Vaudr eui

Error condition

RFC 1893 Error codes

Anal og delivery failed 4.4.1 Persistent connection error
because renote systemis busy - busy
Anal og delivery failed 4.4.1 Persistent protocol error
because renpte systemis - no answer from host
ring- no- answer
Renote system did not answer 5.5.5 Permanent protocol error
AM S- Anal og handshake ("D' in - wong version
response to "C' at connect
tinme)
Mai | box does not exi st 5.1 Per manent mai |l box error
- does not exi st
Mai | box full or over quota 4.2 Persi stent mail box error
- full
Di sk full 4.3 Persi stent system error
- full
Command out of sequence 5.5.1 Pernmanent protocol error
- invalid comrand
Frame Error 5.5.2 Pernmanent protocol error
- syntax error
Mai | box does not support FAX 5.6.1 Permanent nedia error
- not supported
Mai | box does not support TEXT 5.6.1 Permanent nedia error
- not supported
Sender is not authorized 5.7 Per manent security error

& Par sons
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- sender not authorized
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Message narked private, but 5. 3.3 Pernmanent system error
systemis not private capable - not feature capable

15. Appendi x D - Exanpl e Voice Processing Disposition Types

The foll owi ng comon voi ce processing disposition conditions and
their correspondi ng MDN Di sposition (which contains the disposition
node, type and nodifier, if applicable) are given as exanpl es.

| mpl enenters should refer to [MDN] for a full description of the
format of message disposition notifications.

Notification event MDN Di sposition node, type & nodifier

Message pl ayed by recipient, manual - acti on/ MDN- sent - aut orat i cal | y;
recei pt automatically returned displayed

Message del eted from nmail box manual - acti on/ MDN- sent - aut onati cal | y;
by user without |istening del et ed

Message cl eared when nail box manual - acti on/ MDN- sent - aut onati cal | y;
del eted by adnmin del et ed/ mai | box-t er m nat ed

Message autonmtically del eted aut onmati c-action/
when ol der than admi ni strator MDN- sent - aut onati cal | y; del et ed/

set threshold expi red

Message processed, however manual - acti on/ MDN- sent - aut ormat i cal | y;
audi o encodi ng unknown - processed/ error

unable to play to user Error: unknown audi o encodi ng

16. Appendix E - | ANA Registrations

There are no changes to the registration per [DISP] of the voice
content disposition paraneter defined in the earlier VPIMV2
docunent, RFC 2421. There are no changes to the registration per
[MME4] of the Miultipart/voice-nessage content type defines in the
earlier VPIMv2 docunent, RFC 2423.

Both are presented here for information.
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16.

16.

1. Voice Content-Disposition Paranmeter Definition

To: | ANA@ ANA. ORG

Subj ect: Registration of new Content-Di sposition paraneter
Content - Di sposition paraneter name: voice

Al | owabl e val ues for this paraneter:

Voi ce- Message - the primary voi ce nessage,

Voi ce- Message- Notification - a spoken delivery notification
or spoken disposition notification,

Oi gi nat or - Spoken- Name - the spoken nane of the originator,

Reci pi ent - Spoken- Nanme - the spoken nanme of the recipient if
available to the originator and present if there is ONLY one
recipi ent,

Spoken- Subj ect - the spoken subject of the nessage, typically
spoken by the originator

Descri pti on:
In order to distinguish between the various types of audio contents
in a VPIMvoice nessage a new di sposition paraneter "voice" is
defined with the preceding values to be used as appropriate. Note
that there SHOULD only be one instance of each of these types of
audi o contents per nessage level. Additional instances of a given
type (i.e., paraneter value) may occur within an attached forwarded
voi ce nessage.
2. Miltipart/Voice-Message M MVE Media Type Definition
To: ietf-types@ana.org
Subj ect: Registration of MM nedia type

Mul ti part/voi ce- nessage
M ME nedia type nane: nultipart
M ME subtype nanme: voi ce-nmessage
Requi red paraneters: boundary, version

The use of boundary is defined in [M ME2]
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The version paraneter that contains the value "2.0" if
encl osed content confornms to [VPI MR2]. The absence of this
paraneter indicates conformance to the previous version
defined in RFC 1911 [VPI M].

Optional paraneters: none

Encodi ng considerations: 7bit, 8bit or Binary

Security considerations:

This definition identifies the content as being a voice
message. I n sone environnents (though |ikely not the
majority), the loss of the anonynity of the content nay be a
security issue.

Interoperability considerations:
Systens devel oped to conformwith [VPIML] nmay not conformto
this registration. Specifically, the required version wll
likely be absent, in this case the recipient system should
still be able to accept the nessage and will be able to
handl e the content. The VPIMv1l positional identification
however, would |ikely be |ost.

Publ i shed specification:
Thi s docunent

Applications that use this nedia type:
Primarily voi ce nessagi ng

Addi tional information

Magi ¢ nunber (s): none

File extension(s): .VPM

Maci ntosh File Type Code(s): VPIM

Person & email address to contact for further infornation:

A enn W Parsons
gpar sons@ort el net wor ks. com

Gregory M Vaudreui
gregv@ eee. org

I nt ended usage: COVMON
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17.

Aut hor/ Change controller:
G enn W Parsons & Gegory M Vaudreui
Appendi x F - Change History: RFC 2421 (VPIMV2) to this Docunent
The updated profile in this docunent is based on the inplenentation
and operational depl oynent experience of several vendors. The
changes are categorized as general, content, transport and
conformance. They are sunmarized bel ow

1. CGenera

- Various and substantial editorial updates to inprove
readability.

- Separated send rules fromreceive rules to aid clarity.

- Clarified the behavior upon reception of unrecognized content
types expected with the interworking between voice and unified
nmessagi ng systens. (E g., Unsupported non-audi o contents shoul d
be discarded to deliver the audi o nessage.)

- Reworked the sensitivity requirenents to align themw th X 400.
El i M nat ed dependenci es upon the M XER docunents.

- Reorgani zed the content-type descriptions for clarity

2. Content
- Changed handling of received lines by a gateway to SHOULD NOT
delete in a gateway. In gateways to systens such as AMS, it is
not possible to preserve this information. It is intended that

such systens be able to clai mconformance.
- Elimnated the vCard as a supported VPIM V2 content type.

- Merged in text fromRFC 2423 (Ml ti part/voi ce-nessage)

3. Transport

- None

4. Conformance

- Aligned the table of Appendix A to the requirenents in the text.
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19. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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