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Abstract

PDF, the 'Portable Docunent Format’, is a general docunent
representation | anguage that has been in use for docunment exchange on
the Internet since 1993. This docunment provides an overvi ew of the
PDF format, explains the nmechanisnms for digital signatures and
encryption within PDF files, and updates the nedia type registration
of "application/pdf’.
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1. Introduction

This docunent is intended to provide updated information on the
registration of the MME Media Type "application/pdf", with
particul ar focus on the features that help mtigate security
concerns. This docunent refers to features docunented in the PDF
Ref erences versions 1 [1], 1.3 [2], 1.4 [3] and 1.5 [4], as updated
by errata [5].

PDF is used widely in the Internet Conmunity. Since PDF was
introduced in 1993, it has grown to be a wi dely-used format for
capturing and exchanging formatted docunents el ectronically, across
the Wb, via e-nmail, and, for that natter, virtually every other
docunent exchange mechani sm

PDF represents formatted docunents. These docunents may be
structured or sinple. They may contain text, inmages, graphics, and
other nultinmedia content, such as video and audio. There is support
for annotations, netadata, hypertext |inks, and bookmarks.

PDF supports encryption and digital signatures in the docunent. The
encryption capability is also conbined with access contro
information in a way that is intended to nmanage the uses that a
reci pi ent can make of a docunent.

PDF usage is specified in other international standards. |SO 15930-
1: 2001 PDF/ X [16] has been adopted as the exchange standard for

el ectroni c docunents within the Prepress community. PDF/ X is a
profile of PDF that references the PDF Reference, Third edition [2],
as the source specification.

Anot her profile of PDF, known as PDF/ A [17], is being devel oped for
use as an international standard as an el ectronic docunment file
format for long-term preservation. Follow ng the work on PDF/ X, the
activity is joint work between NPES (The Association for Suppliers of
Printing, Publishing and Converting Technol ogi es) and Al M
International (the Association for Information and | nage Managenent,
International). AlIIMis the secretariat for 1SOTC 171 SC2, Docunent
| magi ng Applications.

PDF usage is wi despread enough for ’'application/pdf’ to be used in
other | ETF specifications. RFC 2346 [15] describes how to better
structure PDF files for international exchange of docunents where

di fferent paper sizes are used; HITP byte range retrieval is
illustrated using application/pdf (RFC 2616 [14], Section 19.2); RFC
3297 [13] illustrates how PDF can be sent to a recipient that
identifies his ability to accept the PDF using content negotiation
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2.

Hi story

PDF was originally envisioned as a way to conmuni cate and vi ew
printed information electronically across a wide variety of machine
configurations, operating systenms, and conmmuni cati on networks in a
reliabl e manner.

PDF relies on the sanme i magi ng nodel as the PostScript page
description | anguage to render conplex text, inmages, and graphics in
a device and resol ution-i ndependent manner, bringing this feature to
the screen as well as the printer. To inprove perfornmance for
interactive viewi ng, PDF defines a nore structured format than that
used by nost Post Script |anguage prograns. PDF al so includes

obj ects, such as hypertext |links and annotations, that are not part
of the page itself, but are useful for building collections of

rel ated docunents and for review ng and comrenti ng on documnents.

The application/pdf nedia type was first registered in 1993 by Paul
Li ndner for use by the gopher protocol; the registration was
subsequently updated in 1994 by Steve Zilles.

Fragnment ldentifiers

The handling of fragnent identifiers [6] is currently defined in
Adobe Technical Note 5428 [7]. This section sumarizes that
mat eri al

A fragnent identifier consists of one or nore PDF-open paraneters in
a single URL, separated by the anpersand (& or pound (#) character
Each paraneter inplies an action to be perfornmed and the value to be
used for that action. Actions are processed and executed fromleft
to right as they appear in the character string that nakes up the
fragment identifier.

The PDF-open paraneters allow the specification of a particul ar page
or naned destination to open. Naned destinations are simlar to the
"anchors" used in HTM. or the IDs used in XM.. Once the target is
specified, the view of the page in which it occurs can be specified,
ei ther by specifying the position of a viewing rectangle and its
scal e or size coordinates or by specifying a viewrelative to the

vi ewi ng wi ndow i n which the chosen page is to be presented
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The |ist of PDF-open paranmeters and the action they inply is:

nameddest =<name>
Open to a specified naned destination (which includes a view).

page=<pagenunp
Open the specified (physical) page.

zoonr<scal e>, <l ef t >, <t op>
Set the <scale> and scrolling factors. <left> and <top> are
measured fromthe top left corner of the page, independent of the
size of the page. The pair <left> and <top> are optional but both
nmust appear if present.

vi ew=<keywor d>, <posi ti on>
Set the view to show sonme specified portion of the page or its
boundi ng box; keywords are defined by Table 8.2 of the PDF
Ref erence, version 1.5. The <position> value is required for sone
of the keywords and not allowed for others.

vi ewr ect =<| ef t >, <t op>, <wd>, <ht >
As with the zoom paraneter, set the scale and scrolling factors,
but using an explicit width and height instead of a scale
per cent age.

hi ghl i ght =<l t >, <rt >, <t op>, <bt n»
Hi ghlight a rectangle on the chosen page where <lt> <rt>, <top>,
and <btnr are the coordinates of the sides of the rectangle
measured fromthe top left corner of the page.

Al'l specified actions are executed in order; later actions wll
override the effects of previous actions; for this reason, page
actions should appear before zoom actions. Conmands are not case
sensitive (except for the value of a named destination).

4. Encryption

PDF files allow access to be controlled using encryption and

perm ssion settings. A docunent’s data decryption keys and

perm ssion settings are provided by encryption handlers. An
"Encryption Dictionary’ is provided in the docunent trailer to enable
encryption handlers to store docunent-specific information

D fferent encryption handlers can provide for different sets of

perm ssions. The PDF encoding rules for password and public key
encryption handlers are specified in the PDF Reference.

Taft, et al. I nf or mat i onal [ Page 4]



RFC 3778 The application/pdf Media Type May 2004

A person that is able to "access’ a docunent is said to be able to
open and view the docunent. Access is possible when a person can
provide the key with which to decrypt the docunent. The key is
protected and provided by the encryption handler. Encryption
handlers will normally require sone sort of authentication before a
person can access the docunent decryption key.

Encryption of PDF files is normally applied to all string and stream
data in the docunment, and only to string and streamdata. By
encrypting only data portions of the PDF file, random access to PDF
file contents is maintained. The data is nornmally encrypted using
the 40 to 128-bit RC4 [8] encryption algorithm Use of decryption
filters allow algorithns other than RC4 to be used

The person that has access to a docunment will be given certain
perm ssions for the docunent. A person that has full pernissions,
i ncluding perm ssion to save a docunent w thout encryption, is said

to be an "owner’. A person that has restricted pernmssions is said
to be a 'user’. Exanple permissions include the ability to copy text
and other content fromthe PDF file, the ability to fill in form

field data, and the ability to print the PDF file. Enforcenment of
perm ssions is the responsibility of the view ng application

Password encryption allows the possibility of two different passwords
to be used when providing access to the docunent. The ’'author’
password al | ows access to the document and full pernissions,

i ncluding the permnission to save the docunent without encryption

The ’user’ password all ows access to the docunent, but access is
restricted by a set of perm ssions.

Public key encryption of PDF files uses one or nore PKCS#7 [ 9]
objects to store information regarding recipients that are able to
open a docunent. Each PKCS#7 object contains a list of recipients, a
docunent decryption key, and perm ssion settings that apply to al
recipients listed for that PKCS#7 object. The docunent decryption
key is protected with a triple-DES key that is encrypted once with
the public key of each listed recipient.

5. Digital Signatures

A digital signature can be used to authenticate the identity of a
user and the validity of a docunent’s contents. PDF supports the
association of a digital signature with a conplete record that is
needed to reproduce a visual representation of what a person saw when
they signed the PDF file. PDF digital signatures allows for nultiple
signers to update and sign the sanme docunent; a subsequent user may
then view the state of the docunment at each point when any individua
signature was appli ed.
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The full specification for PDF digital signatures is contained in the
PDF Reference [4] section 8.7 and Appendix |; an overview is provided
here.

PDF signature information is stored in a 'signature dictionary data
structure. A signature is created by conputing a digest of the data
stored in the docunent. To verify the signature, the digest is
reconputed and conpared with the one stored in the docunent.
Differences in the digest values indicate that nodifications have
been made since the docunent was signed.

Al'l bytes of the PDF file are covered by the signature digest,

i ncluding the signature dictionary, but excluding the signature val ue
itself. The range of bytes is defined and stored as the val ue of the
Byt eRange key in the signature dictionary. The ByteRange value is an
array of integer pairs, where each pair includes a starting byte

of fset and length in bytes. There are two pairs, one describing the
range of bytes preceding the signature value, and the other
describing the range of bytes that occur after the signature val ue.

PDF public key digital signature syntax is specified for PKCS#1 [ 11]
and PKCS#7 [9] signatures. 1In both cases, all bytes of the PDF file
are signed, with the exclusion of the PKCS#1 or PKCS#7, signature
val ue, objects.

The signature dictionary contains additional attributes. The
"SubFilter’ attribute describes the encoding of the signature val ue,
and the "Contents’ attribute contains the signature value which is
normal |y hex (basel6) encoded. There are currently three reconmended
SubFilter types

adbe. x509. rsa_shal
In this case, the Contents key contains a DER-encoded PKCS#1 [11]
bi nary data object representing the signature obtained as the RSA
encryption of the byte range SHA-1 digest with the signer’s
private key. \Wien using PKCS#1, the certificate chain of the
signer is included with other signature information in the signed
docunent .

adbe. pkcs7. shal
In this case, the value of Contents is a DER-encoded PKCS#7 binary
data object containing the signature. The SHALl di gest of the byte
range i s encapsul ated in the PKCS#7 signed-data field with
Contentlnfo of type "data"
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adbe. pkcs7. det ached
In this case, the value of Contents is a DER-encoded PKCS#7 bi nary
data object containing the signature. No data is encapsulated in
t he PKCS#7 signed-data field.

If the type of signature is 'adbe.x509.rsa_shal’, the signature
dictionary includes a key nanmed 'Cert’, which contains at |east the
signer’s X 509 public-key certificate represented as a binary string.
The val ue could al so be an array of strings where the first entry is
the signer’s certificate and the following entries are one or nore

i ssuer certifications fromthe signer’s trust chain.

If the type of signature is 'adbe. pkcs7.shal’ or
"adbe. pkcs7. detached’, the "Cert’ key is not used and the certificate
must be put in the PKCS#7 object stored in the 'Contents’ key. The
mnimumrequired certificate to include in the PKCS#7 object is the
signer’s X. 509 signing certificate. It may also optionally contain
one or nore issuer certifications fromthe signer’s trust chain.

Mul tiple signatures are supported using the increnental save
capabilities of PDF. Wen changes to a file are nmade and a new
signature is applied to the docunment, the changes are appended after
the | ast byte of the previously existing docunent and then the new
signature digest is of all bytes of the newfile. In this manner
changes can be nmade to a docunent and new signatures added to a
document without invalidating earlier signatures that have been
applied to the PDF file. Any change to a docunent is detected
because all bytes of the PDF file are digested.

The state of a signed docunent, when an earlier signature of a
mul ti ple signature docunent was applied, can be viewed by extracting
the earlier set of bytes of the file and opening themin a PDF
viewi ng application. This process is called 'rollback’ and all ows
viewi ng of the exact state of the docunment when it was signed

PDF syntax allows for "author’ and 'user’ signatures. Under nornal
circunstances the first signature of a docunent is considered an
aut hor signature and all other signatures are considered user
signatures. Authors can specify what changes are to be allowed to
the PDF file before the author’s signature is presented as invalid.
Exanpl e changes include the ability to fill in formfield data, the
ability to add comments to a docunent, the ability to nake no
changes, and the ability to make any changes. Changes are detected
by opening the existing docunent and the author’s version of the
docunent and perform ng a conpl ete object conmpare of the two
docunents. Change detection is not a substitute for the | egal value
of docunment roll back
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6.

PDF | npl enent ati ons

There are a nunber of widely avail able, independently inplenented,

i nteroperable inplenentations of PDF for a wide variety of platforns
and systens. Because PDF is a publicly avail able specification,
hundr eds of conpani es and organi zati ons make PDF creation, view ng,
and nani pul ation tools. For exanples, see descriptions or tools
lists from Adobe [20], Apple [21], Chostscript [22], Planet PDF [18],
and PDFzone.com [19].

Security Considerations

An "application/pdf" resource contains information to be parsed and
processed by the recipient’s PDF system Because PDF is both a
representation of formatted docunments and a container systemfor the
resources need to reproduce or view said docunents, it is possible
that a PDF file has enbedded resources not described in the PDF

Ref erence

Al'though it is not a defined feature of PDF, a PDF processor could
extract these resources and store themon the recipients system

Furt hernmore, a PDF processor may accept and execute "plug-in" nodul es
accessible to the recipient. These may al so access material in the
PDF file or on the recipients system Therefore, care in
establishing the source, security, and reliability of such plug-ins

i s recomrended. Message-sending software should not nmake use of
arbitrary plug-ins wthout prior agreenent on their presence at the

i ntended recipients. Message-receiving and -displ ayi ng software
shoul d make sure that any non-standard plug-ins are secure and do not
present a security threat.

PDF may contain "scripts" to custom ze the displaying and processing
of PDF files. These scripts are expressed in a version of JavaScri pt
[ 10] based on JavaScript version 1.5 of |1SO 16262 (fornerly known as
ECMAScript). These scripts have access to an APl that is simlar to
the "plug-in" API. They are intended for execution by the PDF
processor. User agents executing such scripts or prograns nust be
extremely careful to insure that untrusted software is executed in a
protected environnment.

In addition, JavaScript code might nodify the appearance of a PDF
docunent. For this reason, validation of digital signatures should
take this into account.

In general, any information stored outside of the direct control of

the user -- including referenced application software or plug-ins and
enbedded files, scripts or other material not covered in the PDF
reference -- can be a source of insecurity, by either obvious or
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subtl e nmeans. For exanple, a script can nodify the content of a
docunent prior to its being displayed. Thus, the security of any PDF
docunent nay be dependent on the resources referenced by that
docurnent .

As not ed above, PDF provides nechanismfor hel ping insure the
integrity of a PDF file, Encryption (Section 4), and to be able to
digitally sign (Section 5) a PDF file. The latter capability allows
a recipient to decide if he is willing to trust the file.

Where there is concern that tanpering with the PDF file nmight be a
problem it is recommended that the encryption and digital signature
features be used to protect and authenticate the PDF

In addition, PDF processors may have mechani sms that track the source

of scripts or plug-ins and will execute only those scripts or plug-
ins that nmeet the processors requirenents for trustworthiness of the
sour ces.

8. | ANA Consi derations
Thi s docunment updates the registration of 'application/pdf’, a nedia
type registration as defined in Miltipurpose Internet Miil Extensions
(M ME) Part Four: Registration Procedures [12]:
M ME nedia type nanme: application
M ME subtype nane: pdf
Requi red paraneters: none
Optional paraneter: none
Encodi ng consi derati ons:
PDF files frequently contain binary data, and thus nust be encoded

i n non-binary contexts.

Security considerations:
See Section 7 of this docunent.

Interoperability considerations:
See Section 6 of this docunent.

Publ i shed specification:
Adobe Systens I ncorporated, "PDF Reference, Fourth Edition"
Version 1.5, August 2003, <http://partners.adobe.confasn/tech/ pdf/
specifications.jsp> as anended by errata <http://
part ners. adobe. con asn/ acr obat / sdk/ publ i ¢/ docs/ errat a. t xt >.
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9.

9.

Appl i cations which use this nedia type:
See Section 6 of this docunent.

Addi tional infornmation

Magi ¢ nunber (s):
All PDF files start with the characters ' %DF' using the PDF
version nunber, e.g., '%DF-1.4". These characters are in US
ASCl | encodi ng.

File extension(s): .pdf
Maci ntosh File Type Code(s): "PDF "

For further information
Adobe Devel oper Support <dev-support @dobe. conr
Adobe Systens | ncorporated
345 Park Ave
San Jose, CA 95110
http://ww. adobe. conf support/ nmai n. ht n

I nt ended usage: COVVON

Aut hor/ Change controller:
Adobe Devel oper Support <dev-support @dobe. conr
Adobe Systens | ncorporated
345 Park Ave
San Jose, CA 95110
http://ww. adobe. conf support/ mai n. ht n
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Thi s docunent and the infornmation contained herein are provided on an
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OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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