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Abstract

This docunent registers an El ectronic Nunber (ENUM service for the
Session Initiation Protocol (SIP), pursuant to the guidelines in RFC
3761. Specifically, this docunent focuses on provisioning SIP
addresses-of -record i n ENUM
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1

I ntroduction

ENUM (E. 164 Nunber Mapping, RFC 2916 [6]) is a systemthat uses DNS
(Domai n Nane Service, STD 13, RFC 1034 [3]) to translate tel ephone
nunbers, like ' +12025332600', into URIs (Uniform Resource

Identifiers, RFC 2396 [4]), like ’'sip:egar@xanple.coni. ENUM exists
primarily to facilitate the interconnection of systens that rely on

t el ephone nunbers with those that use URIs to route transactions.

Thi s docunent applies to the revised version of ENUM described in RFC
3761.

SIP (Session Initiation Protocol, RFC 3261 [2]) is a text-based
application protocol that allows endpoints on the Internet to
di scover one another in order to exchange context infornmation about a
session they would like to share. Comon forms of conmmuni cation that
are set up by SIP include Internet tel ephony, instant nessagi ng,
vi deo, Internet gam ng and other forns of real-tinme communications.
SIPis a nulti-service protocol capable of initiating sessions
involving different forns of real-tine communi cations simultaneously.
SIP is a protocol that finds the best way for parties to conmunicate.
ENUM Servi ce Registration

As defined in [1], the following is a tenplate covering infornation
needed for the registration of the enunservice specified in this
docunent .

Enunservi ce Name: "E2U+SI P"

Type(s): "SI P"

Subtype(s): NA

URI Schene(s): "sip:", "sips:"

Functional Specification: see Section 4

Security considerations: see Section 6

I nt ended usage: COVMVON

Aut hor: Jon Peterson (jon.peterson@eustar. biz)

Any other information that the author deens interesting: See
Section 3
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3.

Addr esses-of -record in SIP

Thi s docunent specifies an enunservice field that is appropriate for
SI P addresses-of-record URIs. Various other types of URIs can be
present in SIP requests. A URl that is associated with a particul ar
SI P user agent (for exanple, a SIP phone) is commonly known as a SIP
contact address.

The difference between a contact address and an address-of-record is
like the difference between a device and its user. Wile there is no
formal distinction in the syntax of these two forns of addresses,
contact addresses are associated with a particul ar device, and nay
have a very device-specific form(like sip:10.0.0.1, or

si p: edgar @a21. exanpl e.con). An address-of-record, however,
represents an identity of the user, generally a long-termidentity,
and it does not have a dependency on any device; users can nove

bet ween devi ces or even be associated with nmultiple devices at one
time while retaining the sane address-of-record. A sinple URI,
generally of the form’sip: egdar @xanple.coni, is used for an

addr ess-of -record.

When a SIP request is created by a user agent, it popul ates the
address-of -record of its target inits To header field and
(generally) Request-URI. The address-of-record of the user that is
sendi ng the request popul ates the From header field of the nessage;
the contact address of the device fromwhich the request is sent is
listed in the Contact header field.

By sending a registration to a registrar on behalf of its user, a SIP
device (i.e., a user agent) can tenporarily associate its own contact
address with the user’s address-of-record. 1In so doing, the device
becones eligible to receive requests that are sent to the address-

of -record. Upon receiving the registration request, the registrar
nmodi fies the provisioning data in a SIP location service to create a
mappi ng between the address-of-record for the user and the device
where the user can currently be reached. Wen future requests arrive
at the administrative domain of this |location service for the user in
gquestion, proxy servers ask the location service where to find the
user, and will in turn discover the registered contact address(es).

A S| P-based foll owne tel ephony service, for exanple, would rely on
this real-time availability data in order to find the best place to
reach the end user w thout having to cycle through nunerous devices
fromwhich the user is not currently registered. Note that
addresses-of -record can be registered with other addresses-of-record;
for exanple, while at hone, a user night elect to register the
address-of -record they use as their personal identity under their
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wor k address-of-record in order to direct requests for their work
identity to whatever devices they m ght have associated with their
hone address- of -record.

When a SIP entity (be it a user agent or proxy server) needs to nmake
a forwarding decision for a Request-URlI containing an address-of -
record, it uses the nechanisns described in the SIP specification
(RFC 3263) to locate the proper resource in the network. Odinarily,
this entails resolving the domain portion of the URI (exanple.comin
t he exanpl e above) in order to route the call to a proxy server that
is responsible for that domain.

SI P user agents have specific comruni cations capabilities (such as
the ability to initiate voice comunications with particul ar codecs,
or support for particular SIP protocol extensions). Because an
address-of -record does not represent any particul ar device or set of
devi ces, an address-of-record does not have capabilities as such

When a SIP user agent sends a request to an address-of-record, it
begi ns a phase of capability negotiation that will eventually

di scover the best way for the originator to conmunicate with the
target. The originating user agent first expresses capabilities of
its own in the request it sends (and preferences for the type of
session it would like to initiate). The expression of these
capabilities may entail the usage of SDP [8] to |list acceptable types
of media supported and favored by the client, the inclusion of

Requi red/ Supported headers to negotiate conpatibility of extensions,
and possibly the usage of optional SIP extensions, for exanple using
call ee capabilities [7] to comuni cate request handling di spositions.
Proxy servers or endpoints subsequently return responses that allow a
rich bidirectional capability negotiation process.

The process by which SIP endpoints negotiate capabilities can overlap
with the primary service provided by NAPTR records: permitting the
originating client to select a particular UR for communications
based on an ordered |list of enunservices. However, ENUM s capability
managenent nechani smis decidedly one-way - the adninistrator of the
t el ephone nunber expresses capabilities (in the form of protoco
names) and preferences that the client nust evaluate w t hout

negoti ati on. Mboreover, listing available protocols is not conparable
to agreenent on session nedia (down to the codec/interval |evel) and
prot ocol extension support - it would be difficult to express, in the

| evel of detail necessary to arrange a desired session, the
capabilities of a SIP device within a NAPTR service field.
Provi si oni ng contact addresses in ENUM rat her than addresses- of -
record woul d conpromnise the SIP capability negotiation and di scovery
process. Mich of the benefit of using a URI cones fromthe fact that
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it represents a | ogical service associated with a user, rather than a
device - indeed, if ENUM wi shed to target particul ar devices,

"E21 Pv4’ woul d be a nore appropriate resolution service to define
than ' E2U .

SI P addresses-of-record may use the SIP URI schene or the SIPS URI
scheme. The SIPS URI schene, when used in an address-of-record,

i ndi cates that the user it represents can only be reached over a
secure connection (using TLS)

4. The 'E2U+SI P enunservice

Traditionally, the services field of a NAPTR record (as defined in
[5]) contains a string that is conposed of two subfields: a
"protocol’ subfield and a 'resolution service’ subfield. ENUMIin
particul ar defines an 'E2U (E. 164 to URI) resolution service. This
docunent defines an ' E2U+SI P enunservice for SIP

The schene of the URI that will appear in the regexp field of a NAPTR
record using the 'E2U+SI P enunservice may either be "SIP or ’'SIPS
This enunservice is best suited to SIP addresses-of-record.

When a SIP address-of-record appears in the regexp field of a NAPTR
record, there is no need to further qualify the enunservice field
with any capability data, since addresses-of-record do not have
capabilities.

There is also generally no need to have nore than one NAPTR record
under a single tel ephone nunber that points to a SIP address-of -
record

Note that the user portion of a SIP URI nmay contain a tel ephone
number (e.g., ’'sip:+1442079460148@xanple.com). dients should be
careful to avoid infinite | oops when recursively performnm ng ENUM
queries on URIs that result from an ENUM | ookup

5. Exanpl e of E2U+SI P enunservice

The following is an exanple of the use of the enunservice registered
by this docunent in a NAPTR resource record

$ORIG N 8.4.1.0.6.4.9.7.0.2.4.4.el64. arpa
I N NAPTR 10 100 "u" "E2U+si p" "IA*$lsip: edgar @xanpl e. coml !
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6.

8.

8.

Security Considerations

A SI P address-of-record is a canonical address by which a user is
known - placing this address in ENUMis conparable to placing an
ermai | address or a simlar URl in the DNS

DNS does not nmke policy decisions about the records that it shares
with an inquirer. Al DNS records nust be assuned to be available to
all inquirers at all times. The information provided within an ENUM
record set nmust therefore be considered to be open to the public -
which is a cause for sone privacy considerations.

Unlike a traditional telephone nunber, the resource identified by a
SIP URI may require that callers provide cryptographic credentials
for authentication and authorization before a user is alerted. In
this respect, ENUMin concert with SIP can actually provide far
greater protection fromunwanted callers than the existing PSTN
despite the public availability of ENUMrecords. An analysis of
threats specific to the dependence of ENUM on the DNS, and the
applicability of DNSSEC [9] to these, is provided in [1].

| ANA Consi der ati ons

This docunent registers the 'E2U+SI P enunservi ce under the
enunservi ce registry described in the | ANA considerations in RFC
3761. Details of the registration are given in Section 2.
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except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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