Net wor k Wor ki ng Group R Drons
Request for Comments: 3736 Ci sco Systens
Cat egory: Standards Track April 2004

St at el ess Dynani ¢ Host Configuration Protocol (DHCP) Service for |Pv6
Status of this Menp

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2004). Al Rights Reserved.
Abstract

Stat el ess Dynam ¢ Host Configuration Protocol service for |Pv6
(DHCPv6) is used by nodes to obtain configuration information, such
as the addresses of DNS recursive name servers, that does not require
t he mai ntenance of any dynanmic state for individual clients. A node
that uses statel ess DHCP nmust have obtained its |IPv6 addresses

t hrough sone ot her nechanism typically statel ess address

aut oconfiguration. This docunent explains which parts of RFC 3315
nmust be inplenmented in each of the different kinds of DHCP agents so
t hat agent can support statel ess DHCP

1. I nt roducti on

Nodes that have obtained | Pv6 addresses through sone other nechani sm
such as statel ess address autoconfiguration [6] or nanual
configuration, can use stateless DHCP to obtain other configuration
information such as a list of DNS recursive nanme servers or SIP
servers. A stateless DHCP server provides only configuration

i nformati on to nodes and does not perform any address assignnent.
Such a server is called "statel ess" because it need not naintain any
dynanmic state for individual clients.

Whil e the DHCP specification [1] defines nore than 10 protoco
nmessages and 20 options, only a subset of those nessages and options
are required for statel ess DHCP service. This docunent expl ains

whi ch messages and options defined in RFC 3315 are required for

statel ess DHCP service. The intended use of the docunent is to guide
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the interoperable inplenentation of clients and servers that use
statel ess DHCP service

The operation of relay agents is the same for stateless and statefu
DHCP service. The operation of relay agents is described in the DHCP
speci fication.

Section 4 of this docunent lists the sections of the DHCP docunent
that an inplenmentor should read for an overvi ew of the DHCP
specification and the basic requirenents of a DHCP service. Section
5 lists the specific nessages and options that are specifically
required for stateless DHCP service. Section 6 describes how

statel ess and stateful DHCP servers interact to provide service to
clients that require address assignnent and clients that require only
stat el ess service

2. Term nol ogy
Thr oughout this docunent, "DHCP' refers to DHCP for | Pv6.

Thi s docunent uses the term nol ogy defined in RFC 2460 [2], the DHCP
specification [1], and the DHCP DNS configuration options
specification [3].

"Statel ess DHCP' refers to the use of DHCP to provide configuration
information to clients that does not require the server to naintain
dynani c state about the DHCP clients.

3. Overview

Thi s docunent assunes that a node using statel ess DHCP configuration
is not using DHCP for address assignnment, and that a node has
determined at least a link-local address as described in section 5.3
of RFC 2461 [4].

To obtain configuration paraneters through statel ess DHCP, a node
uses the DHCP I nfornmation-request nessage. DHCP servers respond to
the node’s nessage with a Reply nessage that carries configuration
paraneters for the node. The Reply nessage fromthe server can carry
configuration information, such as a list of DNS recursive nane
servers [3] and SIP servers [5].

Thi s docunent does not apply to the function of DHCP rel ay agents as
described in RFC 3315. A network el ement can provide both DHCP
server and DHCP relay service. For exanple, a network el enent can
provi de statel ess DHCP service to hosts requesting statel ess DHCP
service, while relaying nmessages from hosts requesting address

assi gnnent through DHCP to anot her DHCP server
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4.

Basi ¢ Requirenents for |Inplenentation of DHCP

Several sections of the DHCP specification provide background
i nformati on or define parts of the specification that are common to
all inplenentations:

1- 4. give an introduction to DHCP and an overvi ew of DHCP nessage
fl ows

5: defines constants used throughout the protocol specification

6, 7: illustrate the fornmat of DHCP nessages

8: descri bes the representation of Donmai n Nanes

9: defines the "DHCP unique identifier"” (DU D)

13-16: descri be DHCP nessage transm ssion, retransn ssion, and
val i dation

21: descri bes authentication for DHCP
| mpl enent ati on of Statel ess DHCP

The client indicates that it is requesting configuration information
by sending an Infornation-request nessage that includes an Option
Request option specifying the options that it w shes to receive from
the DHCP server. For exanple, if the client is attenpting to obtain
a list of DNS recursive nane servers, it identifies the DNS Recursive
Nane Server option in the Information-request nessage. The server
determines the appropriate configuration paraneters for the client
based on its configuration policies and responds with a Reply nessage
containing the requested paranmeters. In this exanple, the server
woul d respond with DNS configuration paraneters

As described in section 18.1.5 of RFC 3315, a node may include a
Cient ldentifier option in the Information-request nessage to
identify itself to a server, because the server administrator nay
want to custonize the server’s response to each node, based on the
node’s identity.

RFC 3315 does not define any nechani sns through which the tine at
whi ch a host uses an Information-request nessage to obtain updated
configuration paraneters can be controlled. The DHC WG has

undert aken the devel opment of such a mechani sm or mechani snms whi ch
wi |l be published as Standards-track RFC(sS).
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RFC 3315 al so does not provide any gui dance about when a host m ght
use an Information-request nmessage to obtain updated configuration
paraneters when the host has noved to a new link. The DHC W5 is
reviewing a related docunent, "Detection of Network Attachrment (DNA)
in IPv4" [8], which describes how a host using |IPv4 can determne
when to use DHCPv4. Either the DHC W5 or a WG fornmed fromthe DNA
BOF wi Il undertake devel opnent of a sinilar docunment for |Pv6.

5.1. Messages Required for Stateless DHCP Service
Cients and servers inplenent the foll ow ng nessages for statel ess
DHCP service; the section nunbers in this list refer to the DHCP
speci fication:

I nformation-request: sent by a DHCP client to a server to request
configuration paranmeters (sections 18.1.5 and

18.2.5)

Repl y: sent by a DHCP server to a client containing
configuration paraneters (sections 18.2.6 and
18.2.8)

In addition, servers and relay agents inplenment the foll ow ng
messages for stateless DHCP service; the section nunbers in this |ist
refer to the DHCP specification

Rel ay-forward: sent by a DHCP relay agent to carry the client nmessage
to a server (section 15.13)

Rel ay-reply: sent by a DHCP server to carry a response nessage to
the relay agent (section 15.14)

5.2. Options Required for Stateless DHCP Service
Cients and servers inplenent the follow ng options for statel ess

DHCP service; the section nunbers in this list refer to the DHCP
speci fication:

Option Request: specifies the configuration information that the
client is requesting fromthe server (section
22.7)

St at us Code: used to indicate conpletion status or other status

i nformation (section 22.13)

Server ldentifier: used to identify the server responding to a client
request (section 22.3)

Dr ons St andards Track [ Page 4]



RFC 3736 Statel ess DHCP Service for |Pv6 April 2004

5.

5. 4.

3.

Servers and relay agents inplenent the follow ng options for
statel ess DHCP service; the section nunbers in this list refer to the
DHCP specifi cation

Cient nmessage: sent by a DHCP relay agent in a Relay-forward nmessage
to carry the client nessage to a server (section 20)

Server nessage: sent by a DHCP server in a Relay-reply nessage to
carry a response nessage to the relay agent (section
20)

Interface-ID: sent by the DHCP rel ay agent and returned by the
server to identify the interface to be used when
forwarding a nessage to the client (section 22.18)

Options Used for Configuration Information

Cients and servers use the follow ng options to pass configuration
information to clients; note that other options for configuration
information may be specified in future Internet Standards:

DNS Recursive Nane Servers: specifies the DNS recursive nane servers
[7] the client uses for name resolution
see "DNS Configuration options for
DHCPv6" [ 3]

DNS search I|ist: specifies the domain nanmes to be searched
during nane resol ution; see "DNS
Configuration options for DHCPv6" [ 3]

SI P Servers: specifies the SIP servers the client uses
to obtain a list of domain nanes of |Pv6
addresses that can be napped to one or
nmore S| P out bound proxy servers [5]

O her Options Used in Statel ess DHCP
Clients and servers may inplement the follow ng options for statel ess
DHCP service; the section nunbers in this list refer to the DHCP

speci fication:

Pr ef erence: sent by a DHCP server to indicate the preference
| evel for the server (section 22.8)

El apsed ti me: sent by a DHCP client to indicate the time since the
client began the DHCP configuration process (section
22.9)
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User d ass: sent by a DHCP client to give additional infornation
to the server for selecting configuration paraneters
for the client (section 22.15)

Vendor O ass: sent by a DHCP client to give additional information
about the client vendor and hardware to the server
for selecting configuration paraneters for the client
(section 22.16)

Vendor -specific Information: used to pass information to clients in
options defined by vendors (section
22.17)

Cient ldentifier: sent by a DHCP client to identify itself (section
22.2). Cdients are not required to send this
option; servers send the option back if included
in a nmessage froma client

Aut henti cation: used to provide authentication of DHCP nessages
(section 21)

6. Interaction with DHCP for Address Assi gnment

In sone networks, there nmay be both clients that are using statel ess
address aut oconfiguration and DHCP for DNS configuration and clients
that are using DHCP for stateful address configuration. Depending on
t he depl oynent and configuration of relay agents, DHCP servers that
are intended only for statel ess configuration may receive nessages
fromclients that are performng stateful address configuration

A DHCP server that is only able to provide stateless configuration

i nformati on through an I nfornmation-request/Reply nessage exchange

di scards any other DHCP nmessages it receives. Specifically, the
server discards any nessages other than Information-Request or

Rel ay-forward it receives, and the server does not participate in any
stateful address configuration nmessage exchanges. |If there are other
DHCP servers that are configured to provide stateful address

assi gnnent, one of those servers will provide the address assignnent.

7. Security Considerations

Statel ess DHCP service is a proper subset of the DHCP service
described in the DHCP specification, RFC 3315 [1]. Therefore,
statel ess DHCP service introduces no additional security

consi derati ons beyond those discussed in sections 21, 22.11, and 23
of the DHCP specification [1].
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9.

9. 1.

Dro

Configuration information provided to a node through statel ess DHCP
service may be used to nmount spoofing, man-in-the-mddle, denial-of-
service, and other attacks. These attacks are described in nore
detail in the specifications for each of the options that carry
configuration information. Authenticated DHCP, as described in
sections 21 and 22.11 of the DHCP specification [1], can be used to
avoi d attacks nounted through the statel ess DHCP service.
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