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Abst r act

Thi s docunent provides some anal ysis of threats against the CGeopriv
protocol architecture. It focuses on protocol threats, threats that
result fromthe storage of data by entities in the architecture, and
threats posed by the abuse of information yielded by Geopriv. Sone
security properties that neet these threats are enunerated as a
reference for Ceopriv requirenents.
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1

I ntroduction

The proliferation of |ocation-based services that integrate tracking
and navi gation capabilities gives rise to significant privacy and
security concerns. Such services allow users to identify their own
| ocation as well as determine the location of others. In certain
peer -t o-peer exchanges, device identification takes place
automatically within a defined | ocation perinmeter, informng peer
devices of a given user’s identity and availability. Additionally,
records of |ocation exchanges can reveal significant information
about the habits, whereabouts, and associations of individual users.

The Geopriv requirenents allow the Location Cbject (LO to support a
wi de variety of uses of Location Information (LI); the Geopriv object
itself is intended to be technology-neutral, allowing a wide variety
of devices to provide LI in the formof an LO Geopriv also requires
that many cl asses of Viewers be capable of requesting LI froma
Location Server. The Geopriv requirenents account for circunstances
in which the Target has a contractual relationship with the entities
that transnit and receive LI and those in which no contract exists.
Requiring the Geopriv object to support any technol ogy, Target- Vi ewer
rel ati onship, or underlying | egal framework governing LI, conplicates
the protection of privacy and the security of LI

Thi s docunent anal yzes threats to LI in transm ssion and storage.

The possibility that the LI will be conmproni sed by these threats

vari es dependi ng on the circunstances. A server selling location
information to potential marketers poses a distinctly lower risk than
an outside individual intercepting a Target’s present location to
conmmit a physical attack. It is inportant that these threats are
considered as we work towards defining the LO

Some of the threats discussed in this docunent rmay be outside the
scope of the Geopriv charter, e.g., threats arising fromfailure to
meet contractual obligations. Nevertheless, a conprehensive

di scussion of threats is necessary to identify desirable security
properties and counter-neasures that will inprove the security of the
LO and thereby better protect LI

Habitat of the Geopriv Protoco

The Geopriv architecture will be deployed in the open Internet - in a
security environment in which potential attackers can inspect packets
on the wire, spoof Internet addresses, and | aunch |arge-scale

deni al - of -service attacks. |In sonme architectures, portions of
Ceopriv traffic (especially traffic between the Locati on Generat or
and an initial Location Server) may occur over managed networks that
do not interface with the public Internet.
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The protocol itself assunes interaction between a nunber of |ogica
roles, many of which will commonly be inplemented in distributed
network devices (for a full list of Geopriv roles and entities with
definitions, see [1]). The endpoints of the common Geopriv
transactions are the Location Generator (the source of |ocation
informati on fromthe perspective of the network) and the Location
Reci pient. Both a Location Generator and a Location Recipi ent nay
have a relationship with a Location Server; the Location Generator
publ i shes data to a Location Server (which nay provide a groon ng/
filtration function for location information), and the Location
Reci pi ent requests and/or receives information fromthe Location
Server. This provides two points where Geopriv information could
require protection across the wire. Rules can also be passed over
the network froma Rule Holder to a Location Server; this provides
anot her point where the architecture requires security.

It is inmportant to note that Location CGenerators and Location
Reci pi ents may be i nplenented on | ow cost devices for which strong
cryptographic security is currently prohibitively expensive
conputational ly.

3. Mdtivations of Attackers of CGeopriv

The nost obvious notivation for an attacker of Geopriv is to learn
the | ocation of a subject who wi shes to keep their position private,
or even for authorized Viewers to ascertain location information with
a greater degree of precision than the Rul e Maker desires. However,
there are several other potential notivations that cause concern
Attackers mght also wish to prevent a Target’s location from being
distributed, or to nodify or corrupt location information in order to
m srepresent the location of the Target, or to redirect the Target’'s
location information to a third party that is not authorized to know
this information. Attackers may want to identify the associates of a
Target, or learn the habit or routines of a Target. Attackers ni ght
want to learn the identity of all of the parties that are in a
certain location. Finally, sone attackers may sinply want to halt
the operation of an entire Geopriv systemthrough deni al - of -service
att acks.

There is also a class of attackers who may be authorized as
legitimate participants in a Geopriv protocol exchange but who abuse
location information. This includes the distribution or accunul ation
of location infornation outside the paraneters of agreenments between
the principals, possibly for comrercial purposes or as an act of

unl awf ul surveill ance
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4. Representative Attacks on Geopriv
4.1. Protocol Attacks
4.1.1. Eavesdropping and/or Interception

| magi ne a | ocation-based conputer gane, based on traditional hide-
and- seek, in which a centralized server provides hints as to the
location of the "hider’ to a set of 'seekers’. Seekers are given
access to very coarse |location data, whereas a single referee is

gi ven access to unfiltered and precise |location informtion of the
hider. Each seeker has a wireless device (in the Geopriv
architecture, a Location Recipient) that feeds them coarse
positioning data fromthe Location Server. The hider carries a
device (a Location CGenerator enploying GPS) that transmits | ocation
information to the Location Server.

If one of the seekers wi shed to cheat by attacking the Geopriv
protocol, there are a nunber of ways they could nmount such an attack
in order to learn the precise location of the hider. They m ght
eavesdrop on one of two network connections - either the connection
between the Location Generator and the Location Server, or the
connection between the Location Server and the referee’s Location
Reci pi ent (which receives precise information). They m ght al so
attenpt to inpersonate the referee to the Location Server, in order
to receive unfiltered Location Information. Alternatively, they
could inpersonate the Location Server to the Location Generator
carried by the hider, which would al so give them access to precise
location information. Finally, the cheater could attenpt to act as
the Rul e Maker, whereby providing Rules to the Location Server would
enabl e the cheater’s Location Recipient access to uncoarsened

| ocation information.

From these threats, we can derive a need for several security
properties of the architecture.

0 Confidentiality is required on both the connection between the
Location Generator and the Location Server, as well as the
connection between the Location Server and any given Location
Reci pi ent .

0 Location Servers nust be capable of authenticating and authori zi ng
Location Recipients to prevent inpersonation

o Simlarly, Location Generators nmust be capable of authenticating

and authorizing Location Servers in order to prevent
i mper sonati on.
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o Finally, the Location Server nust be able to authenticate Rule
Makers, to make sure that unauthorized parties cannot change
rul es.

4.1.2. ldentity Spoofing

Consi der a case in which the sane boss enploys two rivals. One goes
on a business trip to Ceveland. Both rivals carry devices that are
tracked by a Location Generator (such as cell phones which the cel
carrier can triangulate), and both rivals allow their boss access to
their (coarse) location information. The rival that remai ned home
wants to hack the Geopriv protocol to nake it appear that the
traveling rival is actually goofing off in South Beach rather than
attending a dull technol ogy conference in Ceveland. How would such
an attack be mounted?

The attacker might attenpt to spoof network traffic fromthe Location
CGenerator to the Location Server (especially if, through sone other
nmeans such as a denial -of-service attack, the Location Generator
becane unable to issue its own reports). The goal of the attacker
may be to provide falsified location informati on appropriate for
sonmeone in Mam, or perhaps even to replay a genuine |ocation object
froma previous visit of the rival to Mam . The attacker mght al so
try to spoof traffic fromthe Location Server to the boss’ Location
Reci pi ent .

From these threats we can derive a need for several security
properties of the architecture.

o There is a need for the Location Server to authenticate Location
Gener ators.

0 Location Recipients nmust be capabl e of authenticating Location
Servers.

0 Location information nust be protected fromreplay attacks.

Identity spoofing may create additional threats when the protocol is
attacked. In nmany circunstances, the identity of the Viewer is the
basis for controlling whether LI is revealed and, if so, how that LI
is filtered. |If the identity of that entity is conprom sed, privacy
is threatened. Anyone inside or outside the transaction that is
capabl e of inpersonating an authorized entity can gain access to
confidential information, or initiate false transmi ssions in the

aut hori zed entity’s nane. The ability to spoof the identity of the
Locati on Recipient, for exanple, would create the risk of an

unaut hori zed entity accessing both the identity and the |ocation of
the Target at the nonment the LO was sent.
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4.1.3. Information Gathering

Eavesdroppi ng and interception can also create traffic analysis
threats as the interceptor collects nore data over tine. Traffic
anal ysis threats are | everaged by an eavesdropper to determ ne, from
the very fact of a network transm ssion, the relationship between the

various entities involved. |f an enployer sends the |ocation of an
enpl oyee to a custoner, an eavesdropper could determ ne that these
three entities are sonehow interacting with one another. |If

eavesdroppi ng continues over time, the collection of interactions
woul d i nvol ve the enpl oyer, enployees, and all of their customers.
Such a log of information would reveal that the enployer and enpl oyee
frequently were associated with one another, and would reveal which
clients nore frequently dealt with the pair. Thus, the traffic
analysis threat creates the risk of eavesdroppers deternining the
Target’s associ ates.

Traffic analysis mght also all ow an eavesdropper to ascertain the
identity or characteristics of targets in a particular |ocation. By
observing transni ssions between Location CGenerators in a particular

| ocation and Location Servers (perhaps by eavesdropping on a wireless
or wireline LAN scoped to the location in question), and then
possibly followi ng the data to various Location Recipients, an
attacker may be able to learn the associates, including the enployer,
of targets in that |ocation, and perhaps to extrapolate further
identity information.

If the eavesdropper is able to intercept not only an encrypted LO

but the plaintext LI itself, other threats are raised. Let’s return
to the above exanple of the enployer requesting an enpl oyee's
location information. In this instance, the interception of one such
past transaction may reveal the identities and/or |ocations of al
three parties involved, in addition to revealing their association

In circunstances where there is a log of this data, however, analysis
could reveal any regular route that the enpl oyee may travel in
visiting custoners, a general area that the enployee works in, the
identities and |ocation of the enpl oyee’s entire custoner base, and

i nformation about how the entities relate.

Threats based on traffic analysis are difficult to nmeet with protoco
security neasures, but they are inportant to note.

Fromthese threats we can derive a need for several security
properties of the architecture.

0 The Rule Maker nust be able to define Rules regarding the use of
their LI.
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4.

o The connection between the Locati on Generator and Location Server
as well as the connection between the Location Server and Location
Reci pi ent nmust remain confidential

0 Location Servers nmust be capable of authenticating Location
Reci pients to prevent inpersonation

0 Location Servers nust be able to authenticate Rule Makers to
ensure that unauthorized entities cannot change rul es.

1. 4. Deni al of Service

Parties who wish to deprive entire networks of Geopriv service

rather than just targeting particular users, would probably focus
their efforts on the Location Server. Since in nmany scenarios the
Location Server plays the central role of nanaging access to | ocation
informati on for many devices, it is in such architectures a natura
single point of failure.

The Geopriv protocol appears to have sone opportunities for
anplification attacks. Wen the Location Generator publishes

| ocation information, the Location Server acts as an expl oder,
potentially delivering this information to nunmerous targets. |If the
Location Generator were to provide very rapid updates of position (as
many as |ink speed could accommopdate, especially in high-bandw dth

wi rel ess environnents), then were the Location Server to proxy
information to Seekers at a similar rate, this could becone

probl emati c when | arge nunbers of Seekers are tracking the sanme user.

Al so note that nobst operations associated with the Location Server
probably require cryptographic authentication. Cryptographic
operations entail a conputational expense on the part of the Location
Server. This could provide an attractive neans for attackers to
flood the Location Server with dumm ed CGeopriv information that is
spoofed to appear to come froma Location Cenerator, Location

Reci pient, or the Rule Maker. Because the Location Server has to
expend resources to verify credentials presented by these Geopriv
messages, floods of Geopriv information could have greater inpact

t han deni al - of -servi ce attacks based on generic packet fl ooding.

Fromthese threats we can derive a need for several security
properties of the architecture.

0 Location Servers nust use stateless authentication challenges and
simlar nmeasures to ensure that authentication attenpts will not
unnecessarily consunme system resources.
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0 The Rule Maker nust be able to provision policies that linmt the
rate at which Location Infornation is sent to prevent
anmplification attacks.

4. 2. Host Attacks
4,2.1. Data Stored at Servers

LI maintained at a server is subject to many potential risks. First,
there may be accidental msuse of LI by the server. \Wether by
negl i gence, carel essness, or |lack of know edge, the server may
accidentally release LI to the wong Location Recipients, or fail to
properly filter the LI that is sent out. Second, the server nay
intentionally misuse LI. A server may decide to sell a "profile" it
has conpiled of a Target or Location Recipient despite provisions to
the contrary in the Rule Maker’'s Rule. Alternatively, an individua
working for the server may, for personal gain, nmisuse access to the

server to obtain LI. Third, even with the nbst secure and trusted
server, there is the risk that sonmeone outside the systemw ||l hack
into it in order to retrieve LI. Last, there is always the potential

that sonmeone woul d use the I egal systemto subpoena an individual’s
records froma Server. Such a process would likely result in the
revel ation of the Target’'s location information without notice to the
Target or the Target’'s consent.

Data stored at the server may reveal the Target’'s present location if
the data is used or intercepted at or near the nonment of

transm ssion. |If a Target requests a map fromtheir present |ocation
to a nearby store, and the Location Server sends that information to
the wong Location Recipient, the Viewer could know the identity of
the Target, the Target’'s current |ocation, and the |ocation where the
Target ni ght be headed.

Data stored at the Location Server can also create many of the
traffic analysis threats discussed in Section 4.1 above. |If access
is gained not only to the fact of the LO transmi ssion, but also to
the LI transmitted, anyone with access to that information can put
together a history of where that Target has been, for how | ong, and
wi th whom

4.2.2. Data Stored in Devices
Because Geopriv is required to work with any given type of technol ogy
or Device, it is difficult to determine the particular threat

potential of individual devices. For exanple, any device that
mai ntains a |l og of |ocation requests sent, or LGCs received, would
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pose a simlar threat to the informati on naintained at a Location
Server, discussed above. A court subpoena or warrant for an
i ndi vidual's device could additionally reveal a sinilar |og.

Addi tionally, depending on the device, there is always the potentia
for data to be conpromised in sone way. For a Device with a screen
there is always the potential that another individual will have the
opportunity to view the Device display w thout the user’s know edge.
A Device that provides verbal feedback (i.e., to give directions to
the blind) creates additional potential for LI to be conpromised. |If
the Target/Viewer is sitting in a public place and requests
directions fromthe Target’s hone to another |ocation, anyone who can
hear the Device output nay be able to determine the Target’'s
identity, their residence, and possibly the location to which they
are headed.

In addition, if the device retained |location information and the
Device were | ost or stolen, sonmeone other than the Rul e Maker could
potentially access information regarding who LI was sent to and when
as well as potentially the location of the Target during each
transaction. Such information could enable an entity to deternmnine
significant private information based on who the owner of the Device
has associated with in the past, as well as each l|ocation where the
Target has been and for how | ong.

4.2.3. Data Stored with the Viewer

The threats posed here are simlar to those discussed above in
relation to Location Servers and Devices. The main purpose of
separating out threats posed by data stored at the Viewer is to show
that, depending on the conplexity of the transaction and the other
entities involved, data storage at various points in the transaction
can bring rise to the same types of privacy risks.

4.2. 4. Informati on Contained in Rules

In many instances, the Rules a Rule Maker creates will revea

i nfornmati on either about the Rule Maker or the Target. A rule that
degrades all information sent out by approximately 25 niles night

tell an interceptor how to deternine the Target’s true |location. A
Rul e that states, "Tell ny boss what roomI’ min when I"min the
bui | di ng, but when |'’m outside the building between 9 a.m and 5 p.m
tell himl'min the building,"” would reveal a |lot nore information

t han nost enpl oyees woul d desire. Any boss who was the Location
Reci pi ent who received LI that specified "in the building" would then
realize that the enpl oyee was el sewhere
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In addition, if an entity had access to a log of data at the Location
Server or at a Device, know edge of the content of Rules would enable
a sort of "decoding" of the location information of the device to
sonet hi ng nmore accurate. Thus, ny boss could not only tell where
amat this mnute, but could tell how many tines over the |ast year |
had been outside the building between 9 a.m and 5 p.m

The Rul es thenselves may al so reveal information about the Target. A
rul e such as the one above would clearly reveal the enpl oynment

rel ati onship between the two individuals, as well as the fact that

t he enpl oyee was hi ding sonething fromthe enpl oyer

In conbination with other information, the location informtion nmay
enabl e the identification of the Target.

4.3. Usage Attacks
4.3.1. Threats Posed by Overcollection

Weak or absent default privacy rules would al so conprom se LI

Wthout default Rules for LGs, it is likely that a |arge nunber of
Devi ces woul d reveal LI by default. Privacy rules should control the
coll ection, use, disclosure, and retention of Location Information.
These rules nust conply with fair information practices - these
practices are further discussed in Section 5.1.

Whil e technically savvy Device users nay create privacy rules to

protect their LI, many individuals will lack the skill or notivation
to do so. Thus, left to their own devices many individuals would
likely be left without privacy rules for their LI. This in turn

woul d | eave these users’ LI entirely vulnerable to various attacks.
Default rules are necessary to address this problem

Wthout default rules, for exanple, a device night signal out to
anyone nearby at regular intervals, respond to anyone nearby who
queried it, or send signals out to unknown entities.

The lack of a default rule of "Do not re-distribute,” would allow the
Location Server to pass the Target’'s location information on to
others. Lack of a default rule linmting the retention of LI could

i ncrease the risk posed by inappropriate use and access to stored

dat a.

Whi | e defining default privacy rules is beyond the scope of this

docunment, default rules are necessary to linmt the privacy risks
posed by the use of services and devices using LI
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5. Counterneasures for Usage Viol ations
5.1. Fair Information Practices

Principles of fair information practices require entities that handle
personal information to neet certain obligations with respect to its
col l ection, use, naintenance and security, and give individuals whose
personal information is collected certain due process-like rights in
the handling of their information. Fair information practices are
designed to prevent specific threats posed by the collection of
personal information about individuals. For this reason, fair

i nformati on practices are "counterneasures" that should be reflected
in technical systens that handl e personal information and the Rul es
that govern their use. A brief discussion of fair information
practices may be beneficial in formulating requirements for the LO

There are seven main principles of fair information practices:

1. Openness: The existence of a record-keeping system for persona
i nformati on nust be known, along with a description of the main
pur pose and uses of the data. Thus, any entity that collects LI
shoul d informindividuals that this information is being collected
and i nformthem about what the LI is being used for. Openness is
designed to prevent the creation of secret systens.

2. Individual Participation: Individuals should have a right to view
all information collected about them and to be able to correct or
renove data that is not tinely, accurate, relevant, or conplete
The practice of individual participation acknow edges t hat
sonetines information that is collected may be inaccurate or
i nappropri ate.

3. Collection Limtation: Data should be collected by lawful and fair

means and shoul d be coll ected, where appropriate, with the

know edge or consent of the subject. Data collection should be
mnimzed to that which is necessary to support the transaction.
Placing limts on collection helps protect individuals fromthe
dangers of overcollection - both in terms of collecting too nuch
information, or of collecting information for too long of a tine
peri od.

4., Data Quality: Personal data should be relevant to the purposes for
which it is collected and used; personal information should be
accurate, conplete, and tinely. The requirenment of data quality
is designed to prevent particular kinds of harns that can fl ow
fromthe use (appropriate or inappropriate) of persona
i nformati on.
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6.

6.

6.

5. Finality: There should be linmts to the use and di scl osure of
personal data: data should be used only for purposes specified at
the time of collection; data should not be otherw se used or
di scl osed wi thout the consent of the data subject or other |ega
authority. A consuner who provides LI to a business in order to
receive directions, for exanple, does not provide that information
for any other purpose. The business should then only use that LI
to provide directions, and not for other purposes.

6. Security: Personal Data should be protected by reasonable security
saf eguards agai nst such risks as |oss, unauthorized access,
destruction, use, nodification, or disclosure. Wile sone
security neasures nmay take place outside of the LO(i.e., linmting
enpl oyee access to Location Servers), other neasures nmay be done
t hrough the LO or LO applications.

7. Accountability: Record keepers should be accountable for conplying
with fair information practices. It will typically be easier for
an individual to enforce these practices if they are explicitly
witten - either in the Rules witten by the Rule Maker, or in
contracts between the individual and a trusted entity.

Security Properties of the Geopriv Protoco

The count erneasures suggested below reflect the threats discussed in
this docunent. There is thus sone overlap between the proposed
security properties listed below, and the requirenments in [1].

1. Rul es as Count er neasur es

The sections below are designed to illustrate that in nmany instances
threats to LI can be limted through clear, unavoidable rules
determ ned by Rul e Makers.

1.1. Rul e Maker Shoul d Define Rul es

The Rule Maker for a given Device will generally be either the user
of, or owner of, the Device. |In certain circunstances, the Rule
Maker may be both of these entities. Depending on the device, the
Rul e Maker may or may not be the individual nost closely aligned with
the Target. For instance, a child carrying a cell phone nmay be the
Target, but the parent of that child would Iikely be the Rul e Maker
for the Device. Gving the Rule Maker control is a potentia
opportunity to buttress the consent conponent of the collection
limtation and finality principles discussed above.
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6.1.2. Ceopriv Should Have Default Rul es

Because sone Rul e Makers may not be informed about the role Rules
play in the disclosure of their LI, Geopriv should include default

Rul es. The Rule Maker is, of course, always free to change his or
her Rules to provide nore or |less protection. To protect privacy and
physi cal safety, default Rules should, at a minimum linit disclosure
and retention of LI

Default Rules are al so necessary for so-called "dunb" Location
Cenerators (LG. |If a LGis unable to determne the Rules set by the
Rul e Maker before publishing the LOon to a Location Server, it is

i mportant that sonme default Rules protect that LOin transit, and
ensure that the LOis eventually only sent to authorized Location
Reci pients. These default LG Rul es would hel p prevent nmany of the
threats discussed in this docunent. The Rule Maker should be able to
determ ne the content of these default Rules at any tine.

6.1.3. Location Recipient Should Not Be Aware of Al Rules

A Viewer should not be aware of the full Rules defined by the Rule
Maker. The Viewer will only need to be aware of those Rules it nust
obey (i.e., those regarding its use and retention of the LI). Oher
Rul es, such as those specifying the accuracy or filtering of the LI
or rules that do not cover the given interaction should not be
revealed to the Viewer. This counternmeasure is consistent with the
m ni m zation conponent of the collection limtation principle and
ensures that the Rule Maker reveals only what he intends to reveal

6.1.4. Certain Rules Should Travel Wth the LO

Security of LI at the device level is a bit conplicated, as the Rule
Maker has no real control over what is done with the LI once it
arrives at the Location Recipient. |If certain Rules travel with the
LO the Rul e Maker can encourage Viewer conpliance with its Rules.
Potentially, a Rule could travel with the LOindicating when it was
time to purge the data, preventing the conpilation of a "log" of the
Target’s LI on any Device involved in the transm ssion of the LO
Allowing Rules to travel with the LO has the potential to linmit the
opportunity for traffic anal ysis attacks.

6.2. Protection of ldentities

Identities are an extrenely inportant conponent of the LO Wile, in
many instances, some formof identification of the Target, Rule
Maker, and Viewer will be necessary for authentication, there are
various nethods to separate these authentication "credentials" from
the true identity of these devices. These counterneasures are
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particularly useful in that conprom se of a log of LI, no nmatter
where the source, is less threatening to privacy when the Target's
identity is stripped.

6.2.1. Short-Lived ldentifiers May Protect Target’s ldentity

Short-Lived identifiers would allow the using protocol to hide the
true identity of the Rule Maker and the Target from Location Servers
or Location Recipients. These identifiers would still all ow

aut hentication, ensuring that only appropriate Location Recipients
received the LO At the sane tinme, however, making these identifiers
short-lived hel ps prevent any association of a true identity of a
Target with particular habits and associ at es.

6.2.2. Unlinked Pseudonyns May Protect the Location Recipients’
Identity

Unl i nked pseudonyns woul d protect the identity of the Location

Reci pients in nmuch the sane manner as short-lived identifiers would
protect the Target’'s identity. Wen using both, any record that a
Location Server had of a transaction would have two "credential s"
associated with an LI transm ssion: one linked to the Target and one
linked to the Location Recipient. These credentials would allow the
Location Server to authenticate the transm ssion w thout ever
acquiring know edge of the true identities of the individuals

associ ated with each side of the transaction.

6.3. Security During Transm ssion of Data

The attacks described in this docunent notivate the foll ow ng
security properties for the connections between the Location
Cenerator and Location Server, the Location Server and Rul e Maker
and the Location Server and Location Recipient:

6.3.1. Rules May Disallow a Certain Frequency of Requests

The Rule Maker might be able to set a Rule that disallows a certain
nunber of requests nmade within a specific period of tine. This type
of arrangenent would allow the Rule Maker to somewhat prevent
attackers fromdetecting patterns in randomy coarsened data. To an
"untrusted" Location Recipient, for exanple, to whomthe Rul e Maker
only wants to reveal LI that is coarsened to the level of a city,
only one request night be honored every 2 hours. This would prevent
Location Recipients fromsending repeated requests to gain nore
accurate presence information.

Simlarly, thresholds on notifications of |ocation informtion can
hel p to conbat anplification attacks.

Danl ey, et al. I nf or mat i onal [ Page 15]



RFC 3694 Threat Analysis of the Geopriv Protocol February 2004

6.3.2. Mitual End-Point Authentication

Aut hentication is crucial to the security of LI during transm ssion
The Location Server nust be capable of authenticating Location

Reci pients to prevent inpersonation. Location Generators nust be
capabl e of authenticating Location Servers to ensure that raw

| ocation information is not sent to inproper entities. Additionally,
Location Servers nust be able to authenticate Rule Makers to ensure
that unauthorized entities cannot change Rul es.

6.3.3. Data hject Integrity & Confidentiality

The LO nust nmamintain integrity at all points of conmunication between
Location Servers and Location Recipients. Confidentiality is
required on both the connection between the Location CGenerator and
the Location Server, as well as on the connection between the
Locati on Server and any given Location Recipient. Confidentiality of
Rul es sent over the network to the Location Server is of conparable

i mport ance.

6.3.4. Replay Protection
Repl ay protection prevents an attacker fromcapturing a particul ar
piece of location information and replaying it at a later tine in
order to convince Viewers of an erroneous |ocation for the target.
Both Location Recipients and Location Servers, depending on their
capabilities, may need replay protection

7. Security Considerations

This informational docunment characterizes potential security threats
targeting the Geopriv architecture.

8. | ANA Consi der ati ons
Thi s docunent introduces no additional considerations for | ANA
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| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR
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