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Abst ract

Thi s docunent gives exanples of Session Initiation Protocol (SIP)

call flows. Elenents in these call flows include SIP User Agents and
Cients, SIP Proxy and Redirect Servers. Scenarios include SIP

Regi stration and SIP session establishnment. Call flow diagrans and
nmessage details are shown.
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1. Overview

The call flows shown in this docunent were devel oped in the design of
a SIP I P comuni cations network. They represent an exanpl e mni num
set of functionality.

It is the hope of the authors that this docunent will be useful for
SIP inmpl enenters, designers, and protocol researchers alike and will
hel p further the goal of a standard inplenentation of RFC 3261 [1].
These flows represent carefully checked and working group reviewed

scenarios of the nobst basic exanples as a conpanion to the

speci fications.
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These call flows are based on the current version 2.0 of SIP in RFC
3261 [1] with SDP usage described in RFC 3264 [2]. Oher RFCs also
conprise the SIP standard but are not used in this set of basic cal
flows.

Call flow exanples of SIP interworking with the PSTN t hrough gat eways
are contained in a conpani on docunent, RFC 3666 [5].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [4].

1.1. Ceneral Assunptions

A nunber of architecture, network, and protocol assunptions underlie
the call flows in this docunent. Note that these assunptions are not
requirenents. They are outlined in this section so that they may be
taken into consideration and to aid in the understanding of the cal
fl ow exanpl es.

The aut hentication of SIP User Agents in these exanple call flows is
performed using HTTP Digest as defined in [1] and [3].

Some Proxy Servers in these call flows insert Record-Route headers
into requests to ensure that they are in the signaling path for
future nessage exchanges

These flows show TCP, TLS, and UDP for transport. See the discussion
in RFC 3261 for details on the transport issues for SIP

1.2. Legend for Message Fl ows
Dashed lines (---) represent signaling nessages that are mandatory to
the call scenario. These nmessages can be SIP or PSTN signaling. The

arrow i ndicates the direction of nessage flow

Doubl e dashed lines (===) represent nedia paths between network
el ement s.

Messages with parentheses around their name represent optiona
nessages.

Messages are identified in the Figures as F1, F2, etc. This
references the nessage details in the list that follows the Figure.
Conments in the nessage details are shown in the follow ng form

/* Comments. */
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1.3. SIP Protocol Assunptions

Thi s docunent does not prescribe the flows precisely as they are
shown, but rather the flows illustrate the principles for best
practice. They are best practices usages (orderings, syntax,

sel ection of features for the purpose, handling of error) of SIP

met hods, headers and paraneters. | MPORTANT: The exact flows here
must not be copied as is by an inplenenter due to specific incorrect
characteristics that were introduced into the docunent for

conveni ence and are listed below. To sumup, the basic flows
represent well-reviewed exanpl es of SIP usage, which are best conmmobn
practice according to | ETF consensus.

For sinmplicity in reading and editing the docunent, there are a
nunber of differences between sonme of the exanples and actual SIP
messages. For exanple, the HITP Di gest responses are not actual M5
encodings. Call-I1Ds are often repeated, and CSeq counts often begin
at 1. Header fields are usually shown in the sane order. Usually
only the minimumrequired header field set is shown, others that
woul d normal ly be present such as Accept, Supported, Allow, etc are

not shown.

Actors:

El enent Di spl ay Nane URI | P Address
User Agent Alice alice@tl anta. exanpl e. com 192.0. 2. 101
User Agent Bob bob@i | oxi . exanpl e. com 192. 0. 2. 201
User Agent bob@hi cago. exanpl e. com 192. 0. 2. 100
Proxy Server ssl. atl ant a. exanpl e. com 192.0. 2. 111
Pr oxy/ Regi st rar ss2. bi | oxi . exanpl e. com 192. 0. 2. 222
Proxy Server ss3. chi cago. exanpl e. com 192. 0. 2. 233
ALG al g1. atl ant a. exanpl e. com 192.0.2.128

2. SIP Registration

Regi stration binds a particular device Contact URI with a SIP user
Address of Record (AOR
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2.1. Successful New Registration

Bob SI P Server

I I

| REG STER F1 |
------------------------------ >|

| 401 Unaut hori zed F2

| < |

| REG STER F3 |

R LR EEE RS >

| 200 X F4 |

| <o |

Bob sends a SI P REQ STER request to the SIP server. The request

i ncludes the user’s contact list. This flow shows the use of HITP

Di gest for authentication using TLS transport. TLS transport is used
due to the lack of integrity protection in HTTP Di gest and the danger
of registration hijacking without it, as described in RFC 3261 [1].
The SIP server provides a challenge to Bob. Bob enters her/his valid
user | D and password. Bob’s SIP client encrypts the user information
according to the challenge i ssued by the SIP server and sends the
response to the SIP server. The SIP server validates the user’s
credentials. It registers the user in its contact database and
returns a response (200 OK) to Bob's SIP client. The response

i ncludes the user’s current contact list in Contact headers. The
format of the authentication shown is HTTP digest. It is assuned
that Bob has not previously registered with this Server.

Message Details
F1 REQ STER Bob -> SIP Server

REAQ STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS client. biloxi.exanple.com 5061; branch=z9hG4bKnashds7
Max- Forwards: 70

From Bob <sips: bob@il oxi.exanpl e. conp; t ag=a73kszl fl

To: Bob <si ps: bob@i | oxi . exanpl e. con»

Cal I -1 D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 1 REG STER

Cont act: <sips:bob@lient.bil oxi.exanple.conpr

Content-Length: O
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F2 401 Unaut horized SIP Server -> Bob

SIP/2.0 401 Unauthori zed

Via: SIP/2.0/TLS client. biloxi.exanple.com 5061; branch=29hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <si ps: bob@i |l oxi . exanpl e. conr; t ag=a73kszl fl

To: Bob <si ps: bob@i |l oxi . exanpl e. conr; t ag=1410948204

Cal I -1 D: 1j 9FpLxk3uxt mBt n@i | oxi . exanpl e. com

CSeq: 1 REG STER

WAV Aut henti cat e: Di gest real n="at| ant a. exanpl e. con', gop="aut h",
nonce="ea9c8e88df 84f 1cec4341laebchbe5a359"
opaque="", stal e=FALSE, al gorithn=MD5

Content-Length: O

F3 REG STER Bob -> SIP Server

REQ STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashd92
Max- Forwards: 70
From Bob <sips: bob@il oxi . exanpl e. conp; tag=j a743ks76zl f1 H
To: Bob <sips: bob@il oxi . exanpl e. conp
Cal |l -1D: 1j 9FpLxk3uxt n8t n@i | oxi . exanpl e. com
CSeq: 2 REQ STER
Cont act: <sips:bob@lient.bil oxi.exanple.conpr
Aut hori zation: Digest username="bob", real m="atl anta. exanpl e. conf
nonce="ea9c8e88df 84f 1cec4341aebche5a359", opaque=""
uri ="sips:ss2. bil oxi.exanple.cont,
response="df e56131d1958046689d83306477ecc"
Content-Length: O

F4 200 OK SIP Server -> Bob

SIP/2.0 200 K

Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashd92
; recei ved=192. 0. 2. 201

From Bob <sips: bob@il oxi.exanpl e. conp;tag=j a743ks76zl fl H

To: Bob <sips: bob@i |l oxi . exanpl e. conp; t ag=37CGKEhW 6

Call -1D: 1j 9FpLxk3uxt n8t n@i | oxi . exanpl e. com

CSeq: 2 REd STER

Contact: <sips:bob@lient.biloxi.exanple.conp; expires=3600

Content-Length: O
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2.2. Update of Contact List
Bob SI P Server

| REGI STER F1 |

Bob wi shes to update the list of addresses where the SIP server wll
redirect or forward I NVITE requests.

Bob sends a SIP REQ STER request to the SIP server. Bob's request

i ncl udes an updated contact list. Since the user already has

aut henticated with the server, the user supplies authentication
credentials with the request and is not challenged by the server. The
SIP server validates the user’s credentials. 1t registers the user
inits contact database, updates the user’'s contact list, and returns
a response (200 OK) to Bob’s SIP client. The response includes the
user’s current contact list in Contact headers.

Message Detail s
F1 REG STER Bob -> SIP Server

REG STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS client. bil oxi.exanple.com 5061; branch=29hG4bKnashds7
Max- Forwar ds: 70

From Bob <si ps: bob@i |l oxi.exanpl e. conr; t ag=a73kszl fl

To: Bob <sips: bob@i |l oxi . exanpl e. conr

Cal I -1 D: 1j 9FpLxk3uxt mBt n@i | oxi . exanpl e. com

CSeq: 1 REG STER

Contact: nmailto: bob@il oxi.exanpl e.com

Aut hori zation: Digest usernanme="bob", real n="atl anta. exanpl e. cont,
gop="aut h", nonce="1lcec434lae6che5a359ea9c8e88df 84f", opaque=""
uri ="sips:ss2. bil oxi.exanple.cont,
response="71ba27c64bd01de719686aa4590d5824"

Content-Length: O

F2 200 OK SIP Server -> Bob

SIP/2.0 200 &K

Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=a73kszl f |

To: Bob <si ps: bob@i |l oxi . exanpl e. conk; t ag=34095828j h
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Cal |l -1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 1 REQ STER

Contact: <sips:bob@lient.bil oxi.exanple.conp; expires=3600
Contact: <mmilto: bob@il oxi.exanpl e. conp; expi res=4294967295
Content-Length: O

2.3. Request for Current Contact List
Bob SI P Server

| REGI STER F1 |

Bob sends a register request to the Proxy Server containing no

Cont act headers, indicating the user wishes to query the server for
the user’s current contact list. Since the user already has
authenticated with the server, the user supplies authentication
credentials with the request and is not challenged by the server

The SIP server validates the user’s credentials. The server returns
a response (200 OK) which includes the user’s current registration
list in Contact headers.

Message Detail s
F1 REAQ STER Bob -> SI P Server

REQ STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashds7
Max- Forwards: 70
From Bob <si ps: bob@i | oxi . exanpl e. conp; t ag=a73kszl f |
To: Bob <sips: bob@i |l oxi . exanpl e. conp
Cal |l -1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com
CSeq: 1 REQ STER
Aut hori zation: Digest usernane="bob", real n="atl anta. exanpl e. cont,
nonce="df 84f 1cec434laeb6che5ap359a9c8e88", opaque="",
uri ="sips:ss2. biloxi.exanple.cont,
response="aa7ab4678258377c6f 7d4be6087e2f 60"
Content-Length: O

F2 200 OK SIP Server -> Bob
SIP/2.0 200 OK

Via: SIP/2.0/TLS client. biloxi.exanple.com 5061; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201
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From Bob <sips: bob@il oxi.exanpl e. conp; t ag=a73kszl fl

To: Bob <si ps: bob@i |l oxi . exanpl e. con; t ag=j qoi weu75

Cal I -1 D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 1 REd STER

Cont act: <sips:bob@lient.bil oxi.exanple.conp; expires=3600
Contact: <mmilto: bob@il oxi.exanpl e. conP; expi res=4294967295
Content-Length: O

2.4. Cancellation of Registration
Bob SIP Server

| REG STER F1 |

Bob wi shes to cancel their registration with the SIP server. Bob
sends a SIP REQ STER request to the SIP server. The request has an
expiration period of 0 and applies to all existing contact |ocations.
Since the user already has authenticated with the server, the user
supplies authentication credentials with the request and is not

chal  enged by the server. The SIP server validates the user’s
credentials. It clears the user’s contact list, and returns a
response (200 OK) to Bob's SIP client.

Message Detail s
F1 REG STER Bob -> S|P Server

REG STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashds7
Max- Forwar ds: 70
From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=a73kszl f |
To: Bob <sips: bob@i |l oxi . exanpl e. conr
Cal |l -1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com
CSeq: 1 REQ STER
Expires: O
Contact: *
Aut hori zation: Digest usernanme="bob", real n="atl anta. exanpl e. cont,
nonce="88df 84f 1cac4341laea9c8eebche5a359", opaque="",
uri ="sips:ss2. bil oxi.exanple.cont,
response="ff0437c51696f 9a76244f Ocf 1dbabbea"
Content-Length: O

F2 200 OK SIP Server -> Bob
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SIP/2.0 200 &K

Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=a73kszl f |

To: Bob <si ps: bob@i |l oxi . exanpl e. conk; t ag=1418nndsr f

Call-1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 1 REQ STER

Content-Length: O

2.5. Unsuccessful Registration

Bob SIP Server
I REG STER F1 I
T oL Unenihor i zed P2
G sm e |
i """ 401 Unautnorived i
_... Jot tnauthorized F4

Bob sends a SIP REQ STER request to the SIP Server. The SIP server
provides a challenge to Bob. Bob enters her/his user ID and
password. Bob's SIP client encrypts the user information according
to the challenge issued by the SIP server and sends the response to
the SIP server. The SIP server attenpts to validate the user’s
credentials, but they are not valid (the user’s password does not
mat ch the password established for the user’s account). The server
returns a response (401 Unauthorized) to Bob’s SIP client.

Message Detail s
F1 REG STER Bob -> S|P Server

REG STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=a73kszl f|

To: Bob <sips: bob@i |l oxi . exanpl e. conr

Call-1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 1 REQ STER

Cont act: <si ps: bob@lient. bil oxi.exanple.conr

Content-Length: O
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F2 Unaut horized SIP Server -> Bob

SIP/2.0 401 Unauthori zed

Via: SIP/2.0/TLS client. biloxi.exanple.com 5061; branch=29hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <si ps: bob@i |l oxi . exanpl e. conr; t ag=a73kszl fl

To: Bob <si ps: bob@i |l oxi . exanpl e. conr; t ag=1410948204

Cal I -1 D: 1j 9FpLxk3uxt mBt n@i | oxi . exanpl e. com

CSeq: 1 REG STER

WAV Aut henti cat e: Di gest real n="at| ant a. exanpl e. con', gop="aut h",
nonce="f 1lcec4341lae6ca9c8e88df 84be55a359"
opaque="", stal e=FALSE, al gorithn=MD5

Content-Length: O

F3 REG STER Bob -> SIP Server

REQ STER si ps: ss2. bi | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashd92
Max- Forwards: 70
From Bob <sips: bob@il oxi . exanpl e. conp; t ag=JueHGui dj 28df ga
To: Bob <sips: bob@il oxi . exanpl e. conp
Cal |l -1D: 1j 9FpLxk3uxt n8t n@i | oxi . exanpl e. com
CSeq: 2 REQ STER
Cont act: <sips:bob@lient.bil oxi.exanple.conpr
Aut hori zation: Digest username="bob", real m="atl anta. exanpl e. cont,
nonce="f 1cec434lae6ca9c8e88df 84be55a359", opaque=""
uri ="sips:ss2. bil oxi.exanple.cont,
response="61f 8470ceb87d7ebf 508220214ed438b"
Content-Length: O

/* The response above encodes the incorrect password */

F4 401 Unaut horized SIP Server -> Bob

SIP/2.0 401 Unauthori zed

Via: SIP/2.0/TLS client. biloxi.exanple.com5061; branch=z9hG4bKnashd92
;recei ved=192. 0. 2. 201

From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=JueHGui dj 28df ga

To: Bob <sips: bob@i | oxi . exanpl e. conr; t ag=1410948204

Call -1D: 1j 9FpLxk3uxt nBt n@i | oxi . exanpl e. com

CSeq: 2 REQ STER

WAV Aut henti cat e: Di gest real n="at| ant a. exanpl e. conf', qgop="aut h"
nonce="84f 1clae6che5ua9c8e88df a3ecnB459"
opaque="", stal e=FALSE, al gorithnm=ND5

Content-Length: O

Johnston, et al. Best Current Practice [ Page 11]



RFC 3665 SIP Basic Call Flow Exanpl es Decenber 2003

3.

S| P Sessi on Establi shnment

This section details session establishnent between two SIP User
Agents (UAs): Alice and Bob. Alice (sip:alice@tlanta.exanple.com
and Bob (sip:bob@il oxi.exanple.com are assumed to be SIP phones or
S| P-enabl ed devices. The successful calls showthe initial
signaling, the exchange of nedia infornmation in the formof SDP

payl oads, the establishnent of the nedia session, then finally the
term nation of the call.

HTTP Di gest authentication is used by Proxy Servers to authenticate
the caller Alice. It is assuned that Bob has registered with Proxy
Server Proxy 2 as per Section 2 to be able to receive the calls via
t he Proxy.

Successful Session Establishnment

Alice Bob
| |
| I NVI TE F1 |
T g
| 180 Ringing F2 |
| omrne e |
| 200 XK F3 |
| < |
| ACK F4 |
|-
| Both Way RTP Medi a |
| < >|
| |
| BYE F5 |
| < |
| 200 K F6 |
|- >

In this scenario, Alice conpletes a call to Bob directly.
Message Detail s
F1 INVITE Alice -> Bob

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conr
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Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN | P4 client.atlanta.exanple.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F2 180 Ringing Bob -> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=8321234356

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.comtransport=tcp>

Content-Length: O

F3 200 OK Bob -> Alice

SIP/2.0 200 &K

Via: SIP/2.0/TCP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2.101

From Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=8321234356

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip: bob@lient.biloxi.exanple.comtransport=tcp>

Cont ent - Type: application/sdp

Content-Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN P4 192.0.2.201

t=0 0

mraudi 0 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000
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F4 ACK Alice -> Bob

ACK si p: bob@l i ent. bi |l oxi . exanple.com SIP/ 2.0

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bd5
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=8321234356

Call -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between Alice and Bob */

/* Bob Hangs Up with Alice. Note that the CSeq is NOTI 2, since
Al'ice and Bob maintain their own i ndependent CSeq counts.
(The I NVITE was request 1 generated by Alice, and the BYE is
request 1 generated by Bob) */

F5 BYE Bob -> Alice

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0

Via: SIP/2.0/ TCP client. biloxi.exanpl e.com 5060; branch=z9hG4bKnashds7
Max- Forwar ds: 70

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=8321234356

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F6 200 OK Alice -> Bob

SIP/2.0 200 K

Via: SIP/2.0/ TCP client. biloxi.exanpl e.com 5060; branch=z9hG4bKnashds7
;recei ved=192. 0. 2. 201

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=8321234356

To: Alice <sip:alice@tlanta. exanpl e. conp; t ag=9f xced76s

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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3.2. Session Establishnment Through Two Proxies

Alice Proxy 1 Proxy 2 Bob
I I I I
| INVI TE F1 | | |
|- > | |
| 407 F2 | | |
| <--eemmmeae- - | | |
| ACK F3 | | |
R ERPEREE > | |
| I NVI TE F4 | | |
[-----mmm - - >| I NVI TE F5 |
| 100 F6 I >| I NVI TE F7
I | 100 F8 I >
| | <o | |
| | | 180 F9 |
| | 180 F10 | <-------eme--- -
| 180 F11 [<---mmmme e |
| <-----mmmmee - | 200 F12
| | 200 Fi13 I
| 200 F14 I | |
| <o | | |
| ACK F15 | | |
[-----mmm - - >| ACK F16 | |
| I >| ACK F17
| | EERRREEEREEEEEE >
| Both Way RTP Medi a |
| < >
| BYE F18
| | BYE F19 [<---mmmme e
| BYE F20 | <-----mmmmee - |
| <o | | |
| 200 F21 | | |
=== - - >| 200 F22 |

[--------------- >| 200 F23
I
I

In this scenario, Alice conpletes a call to Bob using two proxies
Proxy 1 and Proxy 2. The initial INVITE (F1) contains a pre-|oaded
Rout e header with the address of Proxy 1 (Proxy 1 is configured as a
default outbound proxy for Alice). The request does not contain the
Aut hori zation credentials Proxy 1 requires, so a 407 Proxy

Aut hori zation response is sent containing the challenge infornmation.
A new INVITE (F4) is then sent containing the correct credentials and
the call proceeds. The call terninates when Bob di sconnects by
initiating a BYE nessage.
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Proxy 1 inserts a Record-Route header into the INVITE nessage to
ensure that it is present in all subsequent nmessage exchanges. Proxy
2 also inserts itself into the Record-Route header. The ACK (F15)
and BYE (F18) both have a Route header.

Message Details
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; branch=z9hG4bK74b43
Max- Forwards: 70

Rout e; <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Proxy 1 challenges Alice for authentication */

F2 407 Proxy Authorization Required Proxy 1 -> Alice

SIP/ 2.0 407 Proxy Authorization Required

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; branch=z9hG4bK74b43
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. conr; t ag=3f | al 12sf

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Pr oxy- Aut henti cate: Di gest real n="atl anta. exanpl e. con', gop="aut h",
nonce="f 84f 1cec4leb6cbeb5aea9c8e88d359"

opaque="", stal e=FALSE, al gorithn=NMD5

Content-Length: O
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F3 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74b43
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=3fl al 12sf

Cal |l -1D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

/* Alice responds be re-sending the INVITE with authentication
credentials init. */

F4 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwards: 70
Rout e: <sip:ssl. atlanta.exanple.comlr>
From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s
To: Bob <sip: bob@i | oxi . exanpl e. con
Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com
CSeq: 2 INVITE
Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Proxy- Aut hori zati on: Di gest usernanme="alice"
real m="at| ant a. exanpl e. cont',
nonce="wf 84f 1ceczx4lae6cbe5aea9c8e88d359", opaque=""
uri ="si p: bob@i | oxi . exanpl e. cont',
response="42ce3cef 44b22f 50c6a6071bc8"
Cont ent - Type: application/sdp
Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e.com
S=-

c=INIP4 192.0.2.101

t=0 0

mraudi 0 49172 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

/* Proxy 1 accepts the credentials and forwards the INVITE to Proxy

2. Cient for Alice prepares to receive data on port 49172 fromthe
net wor k. */
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F5 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Max- Forwar ds: 69

Record- Rout e: <sip:ssl. atlanta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. con

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e. com
S=-

c=INIP4 192.0.2.101

t=0 0

nraudi 0 49172 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

F6 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 2 INVITE

Content-Length: O

F7 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@lient.bil oxi.exanple.comSIP/2.0

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; received=192. 0. 2. 111

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&4bK74bf 9
;received=192.0.2. 101

Max- Forwar ds: 68

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>
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From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mrFaudi o 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

F8 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 2 INVITE

Content-Length: O

F9 180 Ri nging Bob -> Proxy 2

SIP/2.0 180 Ringing

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
;received=192. 0. 2. 222

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;recei ved=192.0.2. 111

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

Cont act: <sip:bob@lient.bil oxi.exanple.comtransport=tcp>

CSeq: 2 INVITE

Content-Length: O
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F10 180 Ringing Proxy 2 -> Proxy 1

SIP/2.0 180 Ringing

Via: SIP/2.0/ TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1
;received=192. 0. 2. 111

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&GbK74bf 9
;recei ved=192.0. 2. 101

Record- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

Cont act: <sip: bob@lient.biloxi.exanple.comtransport=tcp>

CSeq: 2 INVITE

Content-Length: O

F11 180 Ringing Proxy 1 -> Alice

SIP/2.0 180 Ri nging
Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101
Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,
<si p:ssl. atl anta. exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 3848276298220188511@at | ant a. exanpl e. com
Cont act: <sip:bob@lient.bil oxi.exanple.comtransport=tcp>
CSeq: 2 INVITE
Content-Length: O

F12 200 OK Bob -> Proxy 2

SIP/2.0 200 K

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
;recei ved=192. 0. 2. 222

Via: SIP/2.0/ TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 2 INVITE
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Contact: <sip:bob@lient.biloxi.exanple.comtransport=tcp>
Cont ent - Type: application/sdp
Cont ent - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN P4 192.0.2.201

t=0 0

mraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F13 200 OK Proxy 2 -> Proxy 1

SIP/2.0 200 K

Via: SIP/2.0/ TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1
;received=192. 0. 2. 111

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN I P4 192.0.2. 201

t=0 0

nraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F14 200 OK Proxy 1 -> Alice

SIP/2.0 200 K

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Record- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159
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Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN I P4 192.0.2. 201

t=0 0

nraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F15 ACK Alice -> Proxy 1

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0
Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&4bK74b76
Max- Forwards: 70
Rout e: <sip:ssl.atlanta.exanple.conylr>,
<si p: ss2. bi | oxi . exanpl e. com | r>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159
Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com
CSeq: 2 ACK
Content-Length: O

F16 ACK Proxy 1 -> Proxy 2

ACK si p: bob@l i ent. bil oxi.exanpl e.com SIP/2.0

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74b76
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

Rout e: <si p:ss2. bil oxi.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 2 ACK

Content-Length: O

F17 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi |l oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
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Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;recei ved=192.0.2. 111

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; branch=z9hG4bK74b76
;recei ved=192. 0. 2. 101

Max- Forwar ds: 68

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 2 ACK

Content-Length: O

/* RTP streans are established between Alice and Bob */
/* Bob Hangs Up with Alice. */

/* Again, note that the CSeq is NOT 3. Alice and Bob naintain
their own separate CSeq counts */

F18 BYE Bob -> Proxy 2

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0
Via: SIP/2.0/TCP client. bil oxi.exanpl e.com 5060; branch=z9hG4bKnashds7
Max- Forwards: 70
Rout e: <sip:ss2. bil oxi.exanple.comlr>,
<si p:ssl. atl anta. exanple.comlr>
From Bob <sip: bob@il oxi.exanpl e. conp; t ag=314159
To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s
Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com
CSeq: 1 BYE
Content-Length: O

F19 BYE Proxy 2 -> Proxy 1

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/ TCP client. biloxi.exanple.com 5060; branch=z9hG4bKnashds7
;recei ved=192. 0. 2. 201

Max- Forwar ds: 69

Rout e: <sip:ssl.atlanta.exanple.comlr>

From Bob <sip: bob@i | oxi.exanpl e. conr; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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F20 BYE Proxy 1 -> Alice

BYE sip:alice@lient.atlanta.exanple.comSIP/ 2.0

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/ TCP client. bil oxi.exanpl e.com 5060; branch=z9hG4bKnashds7
;recei ved=192. 0. 2. 201

Max- Forwar ds: 68

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tl anta. exanpl e. conp; t ag=9f xced76s

Call -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F21 200 OK Alice -> Proxy 1

SIP/2.0 200 &K

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192.0.2. 111

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e. com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/ TCP client. biloxi.exanple.com 5060; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Call -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F22 200 OK Proxy 1 -> Proxy 2

SIP/2.0 200 K

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/ TCP client. biloxi.exanple.com 5060; branch=z9hG4bKnashds7
;received=192.0.2.101

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tl anta. exanpl e. conp; t ag=9f xced76s

Cal |l -1 D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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F23 200 OK Proxy 2 -> Bob

SIP/2.0 200 &K

Via: SIP/2.0/TCP client. bil oxi.exanple.com 5060; branch=29hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sip: bob@i | oxi.exanpl e. conr; t ag=314159

To: Alice <sip:alice@tlanta. exanpl e. conp; tag=9f xced76s

Cal |l -1D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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Bob

Aut hori zation Required F7

In this scenario,
Proxy 1 and Proxy 2.
Since the initial INVITE (F1)
credentials Proxy 1 requires,

is sent containing the challenge information

Johnston, et al

Alice conpletes a cal
Alice has valid credentials in both domains.

Best Current Practice

to Bob using two proxies
does not contain the Authorization

so a 407 Proxy Authorization response
A new INVITE (F4) is
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then sent containing the correct credentials and the call proceeds
after Proxy 2 challenges and receives valid credentials. The call
term nates when Bob disconnects by initiating a BYE nessage.

Proxy 1 inserts a Record-Route header into the INVITE nessage to
ensure that it is present in all subsequent nessage exchanges. Proxy
2 also inserts itself into the Record-Route header.

Message Detail s
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74b03
Max- Forwards: 70

Rout e: <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl
To: Bob <sip: bob@i | oxi . exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conr

Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN | P4 client.atl anta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Proxy 1 challenges Alice for authentication */

F2 407 Proxy Authorization Required Proxy 1 -> Alice

SIP/ 2.0 407 Proxy Authorization Required

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=29hG4bK74b03
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=876321

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Proxy- Aut henti cate: Di gest real n="atl anta. exanpl e. con', gop="aut h",
nonce="wf 84f 1cczx4lae6cbeaea9ce88d359",
opaque="", stal e=FALSE, al gorithnm=NMD5

Content-Length: O
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F3 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Max- Forwards: 70

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&4bK74b03
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. conP; t ag=876321

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

/* Alice responds be re-sending the INVITE with authentication
credentials init. The same Call-IDis used, so the CSeq is
i ncreased. */

F4 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b21
Max- Forwar ds: 70

Rout e; <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conr

Pr oxy- Aut hori zation: Di gest usernane="alice"
real n="at | ant a. exanpl e. cont',
nonce="wf 84f 1ceczx4lae6che5aea9c8e88d359", opaque="",
uri="sip: bob@i | oxi . exanpl e. cont,
response="42ce3cef 44b22f 50c6a6071bc8"

Cont ent - Type: application/sdp

Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi 0 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Proxy 1 accepts the credentials and forwards the INVITE to Proxy

2. Cient for Alice prepares to receive data on port 49172 fromthe
network. */
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F5 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b21
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Content-Length: O

F6 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74b21
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

Recor d- Rout e: <sip:ssl. atl anta. exanple.coml|r>

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. con

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conr

Cont ent - Type: application/sdp

Content-Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanpl e.com
S=-

c=IN P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Proxy 2 challenges Alice for authentication */

F7 407 Proxy Authorization Required Proxy 2 -> Proxy 1

SI P/ 2.0 407 Proxy Authorization Required

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK230f 2. 1
;received=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b21
; recei ved=192. 0. 2. 101
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From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conr; t ag=838209

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Proxy- Aut henti cat e: Di gest real n="bil oxi.exanpl e.cont', qop="auth",
nonce="cle22c4lae6cbe5ae983a9c8e88d359",
opaque="", stal e=FALSE, al gorithn=MD5

Content-Length: O

F8 ACK Proxy 1 -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&4bK74b21
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=838209

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 ACK

Content-Length: O

/* Proxy 1 forwards the challenge to Alice for authentication from
Proxy 2 */

F9 407 Proxy Authorization Required Proxy 1 -> Alice

SIP/2.0 407 Proxy Authorization Required

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b21
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr; t ag=838209

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Proxy- Aut henti cat e: Di gest real n="bil oxi.exanpl e.cont', qop="auth",
nonce="cle22c4lae6cbe5ae983a9c8e88d359"

opaque="", stal e=FALSE, al gorithn=MD5

Content-Length: O

F10 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&4bK74b21
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=838209

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
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CSeq: 2 ACK
Proxy- Aut hori zati on: Di gest username="alice"
real m="at | ant a. exanpl e. cont',
nonce="wf 84f 1ceczx4lae6cbe5aea9c8e88d359", opaque=""
uri ="si p: bob@i | oxi . exanpl e. cont,
response="42ce3cef 44b22f 50c6a6071bc8"
Content-Length: O

/* Alice responds be re-sending the INVITE with authentication
credentials for Proxy 1 AND Proxy 2. */

F11 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conr
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 3 INVITE
Contact: <sip:alice@lient.atlanta.exanple.conr
Proxy- Aut hori zation: Di gest usernane="alice"
real n¥"at| ant a. exanpl e. cont',
nonce="wf 84f 1ceczx4lae6che5aea9c8e88d359", opaque=""
uri ="sip: bob@i | oxi . exanpl e. cont,
response="42ce3cef 44b22f 50c6a6071bc8"
Proxy- Aut hori zati on: Di gest usernane="alice"
real m="bi | oxi . exanpl e. cont',
nonce="cle22c4lae6che5ae983a9c8e88d359", opaque=""
uri ="sip: bob@i | oxi.exanpl e. cont', response="f44ab22f 150c6a56071bce8"
Cont ent - Type: application/sdp
Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e.com
S=-

c=INIP4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

/* Proxy 1 finds its credentials and authorizes Alice, forwarding the
INVITE to Proxy. */
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F12 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 INVITE

Content-Length: O

F13 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101
Max- Forwar ds: 69
Record- Rout e: <sip:ssl. atlanta. exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conr
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 3 INVITE
Contact: <sip:alice@lient.atlanta.exanple.conp
Proxy- Aut hori zati on: Di gest username="alice"
real m="bi | oxi . exanpl e. cont',
nonce="cle22c4laebche5ae983a9c8e88d359", opaque=""
uri ="sip: bob@i | oxi . exanpl e. cont', response="f44ab22f 150c6a56071bce8"
Cont ent - Type: application/sdp
Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mrFaudi o 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

/* Proxy 2 finds its credentials and authorizes Alice, forwarding the
INVITE to Bob. */
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F14 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/UDP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 INVITE

Content-Length: O

F15 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@lient.bil oxi.exanmple.comSIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK31972. 1

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK230f 2. 1
;recei ved=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 68

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Bob answers the call imediately */
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F16 200 OK Bob -> Proxy 2

SIP/2.0 200 &K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK31972. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=9103874

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 INVITE

Cont act: <sip: bob@lient.bil oxi.exanple.conmr

Cont ent - Type: application/sdp

Content-Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN 1P4 192.0.2.201

t=0 0

nraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F17 200 OK Proxy 2 -> Proxy 1

SIP/2.0 200 &K

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK230f 2. 1
;received=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanpl e.com | r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=9103874

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.conr

Cont ent - Type: application/sdp

Cont ent - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-
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c=IN1P4 192.0.2.201
t=0 0

mFaudi o 3456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

F18 200 OK Proxy 1 -> Alice

SIP/2.0 200 &K
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101
Recor d- Rout e: <si p: ss2. bil oxi . exanpl e.com | r>,
<si p:ssl. atl anta. exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=9103874
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 3 INVITE
Cont act: <sip:bob@lient.biloxi.exanple.conr
Cont ent - Type: application/sdp
Cont ent - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN1P4 192.0.2.201

t=0 0

mFaudi o 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

F19 ACK Alice -> Proxy 1

ACK si p: bob@l i ent. bi |l oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b44
Max- Forwar ds: 70
Rout e: <sip:ssl.atlanta.exanple.conmlr>,
<si p: ss2. bi | oxi . exanpl e.com|r>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=9103874
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 3 ACK
Pr oxy- Aut hori zation: Di gest usernane="alice"
real n="at| ant a. exanpl e. cont',
nonce="wf 84f 1ceczx4lae6che5aea9c8e88d359", opaque="",
uri="sip: bob@i | oxi . exanpl e. cont,
response="42ce3cef 44b22f 50c6a6071bc8"
Proxy- Aut hori zation: Di gest usernane="alice"
real n="bi | oxi . exanpl e. cont',
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nonce="cle22c4lae6che5ae983a9c8e88d359", opaque=""
uri="sip: bob@i | oxi.exanpl e. con', response="f44ab22f 150c6a56071bce8"
Content-Length: O

F20 ACK Proxy 1 -> Proxy 2

ACK si p: bob@l i ent. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b44
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

Rout e: <si p:ss2. bil oxi.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=9103874

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 ACK

Cont act: <sip:bob@lient.biloxi.exanple.conr

Pr oxy- Aut hori zation: Di gest usernane="alice"
real m="bi | oxi . exanpl e. cont',
nonce="cle22c4laeb6che5ae983a9c8e88d359", opaque=""
uri="sip: bob@i | oxi . exanpl e. com', response="f44ab22f 150c6a56071bce8"
Content-Length: O

F21 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK31972. 1

Via: SIP/2.0/UDP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK230f 2. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74b44
;received=192.0.2.101

Max- Forwar ds: 68

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=9103874

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 3 ACK

Cont act: <si p: bob@lient. bil oxi.exanpl e.conr

Content-Length: O
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3.4. Successful Session with Proxy Failure

Alice Proxy 1 Proxy 2 Bob

[ o e e > INVITE F12
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In this scenario, Alice conpletes a call to Bob via a Proxy Server
Alice is configured for a primary SIP Proxy Server Proxy 1 and a
secondary SIP Proxy Server Proxy 2 (O is able to use DNS SRV records
to locate Proxy 1 and Proxy 2). Alice has valid credentials for both
domains. Proxy 1 is out of service and does not respond to | NVI TEs
(it is reachable, but unresponsive). Alice then conpletes the cal

to Bob using Proxy 2.

Message Detail s
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanple.com 5060; branch=z9h&4bK465b6d
Max- Forwards: 70

Rout e: <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi . exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conr
Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN | P4 client.atlanta.exanple.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F2 INVITE Alice -> Proxy 1

Sanme as Message F1

F3 INVITE Alice -> Proxy 1

Same as Message F1

FA INVITE Alice -> Proxy 1

Same as Message F1
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F5 INVITE Alice -> Proxy 1

Sanme as Message F1

F6 INVITE Alice -> Proxy 1

Sanme as Message F1

F7 INVITE Alice -> Proxy 1
Sanme as Message F1

/* Alice gives up on the unresponsive proxy */

F8 INVITE Alice -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&AbK74b8a
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conr

Call-1D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.cons

Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta.exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Proxy 2 challenges Alice for authentication */

F9 407 Proxy Authorization Required Proxy 2 -> Alice

SIP/ 2.0 407 Proxy Authorization Required

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&AbK74b8a
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=2421452
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Call -1 D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com

CSeq: 1 INVITE

Proxy- Aut henti cat e: Di gest real n="bil oxi.exanpl e. cont', qop="auth",
nonce="1lae6cbe5ea9c8e8df 84f qnl ec434a359",
opaque="", stal e=FALSE, al gorithnm=NMD5

Content-Length: O

F10 ACK Alice -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&bK74b8a
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <si p: bob@i | oxi . exanpl e. conP; t ag=2421452

Call-1D: 4Fde34wkd1llwsGFDs3@at | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

/* Alice responds by re-sending the INVITE with authentication
credentials init. */

F11 INVITE Alice -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70
From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl
To: Bob <sip: bob@i | oxi . exanpl e. conr
Call-1D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com
CSeq: 2 INVITE
Contact: <sip:alice@lient.atlanta.exanple.cons
Proxy- Aut hori zati on: Di gest usernane="alice",
real m="bi | oxi . exanpl e. cont',
nonce="1lae6cbe5ea9c8e8df 84f qnl ec434a359", opaque="",
uri ="si p: bob@i | oxi . exanpl e. cont,
response="8a880c919d1a52f 20a1593e228adf 599"
Cont ent - Type: application/sdp
Content-Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta.exanple.com
S=-

c=IN P4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
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/* Proxy 2 accepts the credentials and forwards the INVITE to Bob.
Client for Alice prepares to receive data on port 49172 fromthe
net wor k.

*/

F12 I NVITE Proxy 2 -> Bob

I NVI TE si p: bob@l i ent. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Max- Forwar ds: 69

Recor d- Rout e: <si p: ss2. bi |l oxi . exanpl e.com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. con

Call-1D: 4Fde34wkd1lwsGFDs3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanple.com
S=-

c=IN I1P4 192.0.2.101

t=0 0

nraudi 0 49172 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

F13 100 Trying Proxy 2 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call-1D: 4Fde34wkd1lwsG-Ds3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Content-Length: O

F14 180 Ri nging Bob -> Proxy 2
SIP/2.0 180 Ringing

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222
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Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Recor d- Rout e: <si p: ss2. bi |l oxi . exanpl e.com | r>

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <si p: bob@lient. bil oxi.exanple.conr

Content-Length: O

F15 180 Ringing Proxy 2 -> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call-1D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip:bob@lient.bil oxi.exanple.conmr

Content-Length: O

F16 200 OK Bob -> Proxy 2

SIP/2.0 200 &K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
;received=192. 0. 2. 222

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Recor d- Rout e: <si p: ss2. bi | oxi . exanpl e.com | r>

From Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Call -1 D 4Fde34wkdllwsG-Ds3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <si p: bob@lient. bil oxi.exanpl e.conr

Cont ent - Type: application/sdp

Content-Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN P4 192.0.2.201

t=0 0

mraudi 0 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000
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F17 200 OK Proxy 2 -> Alice

SIP/2.0 200 K

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanpl e.com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Call-1D: 4Fde34wkd1lwsGFDs3@at | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip: bob@lient.bil oxi.exanple.conr

Cont ent - Type: application/sdp

Cont ent - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=INIP4 192.0. 2. 201

t=0 0

mraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F18 ACK Alice -> Proxy 2

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74b8g
Max- Forwards: 70

Rout e: <si p:ss2. bil oxi.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call-1D: 4Fde34wkd1lwsGFDs3@at | ant a. exanpl e. com

CSeq: 2 ACK

Content-Length: O

F19 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74b8g
;recei ved=192.0. 2. 101

Max- Forwar ds: 69

From Alice <sip:alice@tl anta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Call -1 D 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com
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CSeq: 2 ACK
Content-Length: O

/* RTP streans are established between Alice and Bob */

/* Bob Hangs Up with Alice. */

F20 BYE Bob -> Proxy 2

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0

Via: SIP/2.0/UDP client.biloxi.exanple.com 5060; branch=z9hG4bKnashds7
Max- Forwards: 70

Rout e: <si p:ss2. bil oxi.exanple.comlr>

From Bob <sip: bob@il oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Call-1D: 4Fde34wkd1lwsGFDs3@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F21 BYE Proxy 2 -> Alice

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP client.biloxi.exanple.com 5060; branch=z9hG4bKnashds7
;recei ved=192. 0. 2. 201

Max- Forwar ds: 69

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta. exanpl e. conp; tag=9f xced76s

Call -1 D: 4Fde34wkd1llwsG-Ds3@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F22 200 OK Alice -> Proxy 2

SIP/2.0 200 &K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP client.biloxi.exanple.com 5060; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Call-1D: 4Fde34wkd1lwsG-Ds3@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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F23 200 OK Proxy 2 -> Bob

SIP/2.0 200 K

Via: SIP/2.0/UDP client.biloxi.exanple.com 5060; branch=z9hG4bKnashds7
; recei ved=192. 0. 2. 201

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Call-1D: 4Fde34wkd1lwsGDs3@at | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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3.5.

Joh

Session Through a SIP ALG

Decenber 2003

Alice ALG Proxy 2 Bob
I I I I
| I NVI TE F1 | | |
--------------- >| I NVI TE F2 |
| 100 F3 [------mmmm - - - >| I NVITE F4
I | 100 F5 I >
| [<---mmmme e | 180 F6 |
| | 180 F7 | <------mmmem-- -
| 180 F8 | <-------eme--- - |
S | | 200 F9
| | 200 F10 [ <---mmmmmema -
| 200 F11 [<----mmmmema - | |
<o | |
| ACK F12 | |
[--------------- >| ACK F13 |
| R L EE R T >
| RTP Media | Both Way RTP Medi a |
| < >| < >
| BYE F14 | |
[-----mmmmm - >| BYE F15
| R LR EEEE R >
| | 200 F16 |
| 200 F17 [ <emmmm |
| <omm e | |
I

Alice conpletes a call to Bob through a ALG (Application Layer
Gateway) and a SIP Proxy. The routing through the ALGis

acconpl i shed using a pre-loaded Route header in the
that the nmedia streamsetup is not end-to-end - the

INVITE F1. Note
ALG term nates

both nmedia streans and bridges them This is done by the ALG
nmodi fying the SDP in the INVITE (F1) and 200 OK (F10) nessages, and

possi bly any 18x or ACK nessages contai ni ng SDP

In addition to firewall traversal, this Back-to-Back User Agent

(B2BUA) coul d be used as part of an anonym zer servi
identifying information on Alice would be renoved),

ce (in which all
or to perform

codec nedi a conversion, such as nu-law to A-l aw conversi on of PCM on

an international call.

Al so note that Proxy 2 does not Record-Route in this call flow
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Message Detail s
F1 INVITE Alice -> SIP ALG

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
Max- Forwards: 70
From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl
To: Bob <si p: bob@i | oxi . exanpl e. con>
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 INVITE
Contact: <sip:alice@lient.atlanta.exanple.conp
Rout e: <sip:al gl. atl anta. exanple.coml|r>
Proxy- Aut hori zati on: Di gest username="alice",
real m="bi | oxi . exanpl e. cont',
nonce="85b4f 1cen434laeb6chbe5a3a9c8e88df 9", opaque="",
uri ="si p: bob@i | oxi . exanpl e. cont,
response="b3f 392f 9218a328b9294076d708e6815"
Cont ent - Type: application/sdp
Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN 1 P4 client.atl anta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* Client for Alice prepares to receive data on port 49172 fromthe
net wor k. */

F2 INVITE SIP ALG -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP al gl.atl ant a. exanpl e. com 5060; br anch=z9h&4bK739578. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2.101

Max- Forwar ds: 69

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tl anta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conpr

Proxy- Aut hori zati on: Di gest usernane="alice",
real n="bi | oxi . exanpl e. cont',
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nonce="85b4f 1cen434lae6cbe5a3a9c8e88df 9", opaque=""
uri ="sip: bob@i | oxi . exanpl e. cont,
response="b3f 392f 9218a328b9294076d708e6815"
Cont ent - Type: application/sdp
Cont ent - Lengt h: 150

v=0

o=al i ce 2890844526 2890844526 IN | P4 client.atlanta.exanple.com
S=-

c=IN1P4 192.0.2.128

t=0 0

nmFaudi o 2000 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F3 100 Trying SIP ALG -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

/* SIP ALG prepares to proxy data fromport 192.0.2.128/ 2000 to

192. 0. 2. 101/ 49172. Proxy 2 uses a Location Service function to
determ ne where Bob is | ocated. Based upon |ocation analysis the cal
is forwarded to Bob */

F4 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@lient.bil oxi.exanmple.comSIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/UDP al gl.atl ant a. exanpl e. com 5060; br anch=z9h&4bK739578. 1
;recei ved=192.0.2.128

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 68

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conr

Cont ent - Type: application/sdp
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Cont ent - Lengt h: 150

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.128

t=0 0

mFaudi o 2000 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F5 100 Trying Proxy 2 -> SIP ALG

SIP/2.0 100 Trying

Via: SIP/2.0/UDP al gl1. atl ant a. exanpl e. com 5060; br anch=z9hG4bK739578. 1
; recei ved=192. 0. 2. 128

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F6 180 Ri nging Bob -> Proxy 2

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1
;received=192. 0. 2. 222

Via: SIP/2.0/UDP al gl.atl anta. exanpl e. com 5060; br anch=z9h&4bK739578. 1
;recei ved=192.0.2.128

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.bil oxi.exanple.conmr

Content-Length: O

F7 180 Ringing Proxy 2 -> SIP ALG
SIP/2.0 180 Ringing

Via: SIP/2.0/UDP al gl.atl ant a. exanpl e. com 5060; br anch=z9h&4bK739578. 1
; recei ved=192. 0. 2. 128
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Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <si p: bob@lient. bil oxi.exanple.conr

Content-Length: O

F8 180 Ringing SIP ALG -> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.bil oxi.exanple.conmr

Content-Length: O

F9 200 OK Bob -> Proxy 2

SIP/2.0 200 K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1
;received=192. 0. 2. 222

Via: SIP/2.0/UDP al gl.atl anta. exanpl e. com 5060; br anch=z9h&4bK739578. 1
;recei ved=192.0.2.128

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.bil oxi.exanple.conmr

Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN 1P4 192.0.2.201

t=0 0
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mFaudi o 3456 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F10 200 OK Proxy 2 -> SIP ALG

SIP/2.0 200 &K

Via: SIP/2.0/UDP al gl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK739578. 1
;received=192.0.2.128

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip: bob@lient. bil oxi.exanple.conmr

Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN P4 192.0. 2. 201

t=0 0

mFaudi o 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

F11 200 K SIP ALG -> Alice

SIP/2.0 200 &K

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Record- Route: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.bil oxi.exanple.conmr

Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN1P4 192.0.2.128

t=0 0
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mFaudi 0 1734 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* The ALG prepares to proxy packets from 192.0.2.128/
1734 to 192.0.2.201/ 3456 */

F12 ACK Alice -> SIP ALG

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bhh
Max- Forwards: 70

Rout e: <sip:al gl. atl anta. exanple.coml|r>

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F13 ACK SIP ALG -> Bob

ACK si p: bob@l i ent. bi |l oxi . exanple.com SIP/2.0

Via: SIP/2.0/UDP al gl.atl ant a. exanpl e. com 5060; br anch=z9h&bK739578. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bhh
;recei ved=192.0. 2. 101

Max- Forwar ds: 69

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between Alice and the ALG and
bet ween the ALG and B*/

/* Alice Hangs Up with Bob. */

F14 BYE Alice -> SIP ALG

BYE si p: bob@l i ent. bil oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9h&4bK74be5
Max- Forwards: 70

Rout e: <sip:algl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
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CSeq: 2 BYE
Content-Length: O

F15 BYE SIP ALG -> Bob

BYE si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP al gl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK739578. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74be5
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 BYE

Content-Length: O

F16 200 OK Bob -> SIP ALG

SIP/2.0 200 &K

Via: SIP/2.0/UDP al gl.atl ant a. exanpl e. com 5060; br anch=z9h&AbK739578. 1
; recei ved=192. 0. 2. 128

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74be5
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 BYE

Content-Length: O

F17 200 K SIP ALG -> Alice

SIP/2.0 200 K

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74be5
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 BYE

Content-Length: O
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3.6. Session via Redirect and Proxy Servers with SDP in ACK

Alice Redi rect Server Proxy 3 Bob
| | | |
| I N\VI TE F1 | | |

--------------- > | |
| 302 F2 | | |
<o | | |
| AKF3 | | |
|- >| | |
| | N\VI TE F4 | |
- - e >| I NVI TE F5
| 100 F6 [------mmmm - - - >
IS | 180 F7
| 180 F8 [<---mmmmmema -
| <---mmmmmme | |
| | 200 F9 |
| 200 F10 [<---mmmme e
| <--mmmmmmme e | |
| ACK F11 | |
[=-mmmm >| ACK F12
| B EEEEEEEEEEREEES >|
| Both Way RTP Medi a |
| < >
| | BYE F13
| BYE F14 | <ommmm oo |
| <o | |
| 200 F15 | |
[ mmm e >| 200 F16
| R >

|

In this scenario, Alice places a call to Bob using first a Redirect
server then a Proxy Server. The INVITE nmessage is first sent to the
Redi rect Server. The Server returns a 302 Mwved Tenporarily response
(F2) containing a Contact header with Bob’s current S|P address.
Alice then generates a new I NVITE and sends to Bob via the Proxy
Server and the call proceeds normally. In this exanple, no SDP is
present in the INVITE, so the SDP is carried in the ACK nessage.

The call is term nated when Bob sends a BYE nessage.
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Message Detail s
F1 INVITE Alice -> Redirect Server

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bKbf 9f 44
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Content-Length: O

F2 302 Moved Tenporarily Redirect Proxy -> Alice

SIP/2.0 302 Moved Tenporarily

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bKbf 9f 44
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=53f H gl @

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip: bob@hi cago. exanpl e. com transport=tcp>

Content-Length: O

F3 ACK Alice -> Redirect Server

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bKbf 9f 44
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=53f H gl Q@

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F4 INVITE Alice -> Proxy 3

I NVI TE si p: bob@hi cago. exanpl e. com SI P/ 2.0

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&4bK74bf 9
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
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CSeq: 2 INVITE
Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Content-Length: O

F5 INVITE Proxy 3 -> Bob

I NVI TE si p: bob@l i ent. chi cago. exanpl e.com SI P/ 2.0

Via: SIP/2. 0/ TCP ss3. chi cago. exanpl e. com 5060; br anch=z9hG4bK721e. 1

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

Recor d- Rout e: <si p: ss3. chi cago. exanpl e. com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>

Content-Length: O

F6 100 Trying Proxy 3 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Content-Length: O

F7 180 Ringing Bob -> Proxy 3

SIP/2.0 180 Ri nging

Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; branch=z9hG4bK721e. 1
;recei ved=192. 0. 2. 233

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss3. chi cago. exanpl e. com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip: bob@lient.chicago.exanpl e.conjtransport=tcp>

Content-Length: O
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F8 180 Ringing Proxy 3 -> Alice

SIP/2.0 180 Ringing

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss3. chi cago. exanpl e. com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip: bob@lient.chicago.exanple.contransport=tcp>

Content-Length: O

F9 200 K Bob -> Proxy 3

SIP/2.0 200 K

Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; branch=z9hG&4bK721e. 1
;recei ved=192. 0. 2. 233

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss3. chi cago. exanpl e. com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip: bob@lient.chicago.exanple.conjtransport=tcp>

Cont ent - Type: application/sdp

Content-Length: 148

v=0

o=bob 2890844527 2890844527 IN | P4 client.chicago. exanpl e. com
S=-

c=IN IP4 192.0.2.100

t=0 0

mFaudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F10 200 OK Proxy -> Alice

SIP/2.0 200 &K

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&4bK74bf 9
;received=192.0.2. 101

Recor d- Rout e: <si p: ss3. chi cago. exanpl e. com | r>

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159
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Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 INVITE

Cont act: <sip: bob@lient.chicago.exanple.conytransport=tcp>
Cont ent - Type: application/sdp

Content-Lengt h: 148

v=0

o=bob 2890844527 2890844527 I N I P4 client.chicago. exanpl e.com
S=-

c=IN I P4 192.0.2.100

t=0 0

nraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

/* ACK contains SDP of Alice since none present in |NVITE */

F11 ACK Alice -> Proxy 3

ACK si p: bob@l i ent. chi cago. exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; branch=29hG4bK74bq9
Max- Forwar ds: 70

Rout e: <si p: ss3. chi cago. exanpl e.com | r>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 ACK

Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F12 ACK Proxy 3 -> Bob

ACK si p: bob@l i ent. chi cago. exanple.com SIP/ 2.0

Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; branch=z9h&4bK721e. 1

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&4bK74bq9
;received=192.0.2. 101

Max- Forwar ds: 69

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159
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Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 2 ACK

Cont ent - Type: application/sdp

Content-Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanpl e.com
S=-

c=IN P4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/* RTP streans are established between Alice and Bob */

/* Bob Hangs Up with Alice. */

F13 BYE Bob -> Proxy 3

BYE sip:alice@lient.atlanta.exanple.comSIP/ 2.0

Via: SIP/2.0/TCP client.chicago. exanpl e. com 5060; br anch=z9hG4bKf gaw2
Max- Forwar ds: 70

Rout e; <si p: ss3. chi cago. exanpl e.com|r>

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; t ag=9f xced76s

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F14 BYE Proxy 3 -> Alice

BYE sip:alice@lient.atlanta.exanple.comSIP/2.0
Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; br anch=z9h4bK721e. 1
; recei ved=192. 0. 2. 100
Via: SIP/2.0/TCP client.chicago. exanpl e. com 5060; br anch=z9hG4bKf gaw2
Max- Forwar ds: 69
From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
To: Alice <sip:alice@tlanta. exanpl e. conp; t ag=9f xced76s
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 BYE
Content-Length: O

F15 200 OK Alice -> Proxy 3

SIP/2.0 200 &K
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Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; branch=z9hG4bK721e. 1
;recei ved=192. 0. 2. 233

Via: SIP/2.0/ TCP client.chicago. exanpl e. com 5060; br anch=z9hG4bKf gaw2
; recei ved=192. 0. 2. 100

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O

F16 200 OK Proxy 3 -> Bob

SIP/2.0 200 &K

Via: SIP/2.0/TCP client.chicago. exanpl e. com 5060; br anch=z9hG4bKf gaw2
; recei ved=192. 0. 2. 100

From Bob <sip: bob@i | oxi.exanpl e. conr; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 BYE

Content-Length: O
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3.7. Session with re-INVITE (I P Address Change)

Alice Proxy 2 Bob
| F1 INVITE |
[-----mmm - - >| F2 I NVITE
| F3 100 Trying [----cmmm e - >
S | F4 180 Ri nging
| F5 180 Ri ngi ng I |
| <o |
| | F6 200 K |
| F7 200 K SR
| < | |
| F8 ACK
| o >
| Both Wy RTP Medi a Established |
| < >|
| |
| Bob changes | P address |
| |
| FO INVITE |
bR REEEEEEEEEEEEE |
| F10 200 &K |
R SRR EEEEEEEEEE >
| F11 ACK
e RREEEEEEEEELE |
| New RTP Media Stream |
| < >|
| F12 BYE
| oo >
| F13 200 XK
R REEEEEEEEERELE |

Thi s exanpl e shows a session in which the nedia changes mn dway
through the session. Wen Bob’'s | P address changes during the
session, Bob sends a re-INVITE contai ning a new Contact and SDP
(version nunber incremented) information to A In this flow, the
proxy does not Record-Route so is not in the SIP nmessaging path after
the initial exchange
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Message Detail s
F1 INVITE Alice -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN 1 P4 client.atl anta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F2 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@l i ent. bi |l oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
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F3 100 Trying Proxy 2 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F4 180 Ringi ng Bob -> Proxy 2

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.conr

Content-Length: O

F5 180 Ringing Proxy 2 -> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip: bob@lient.biloxi.exanple.conpr

Content-Length: O

F6 200 CK Bob -> Proxy 2

SIP/2.0 200 &K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK2d4790. 1
;recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
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To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 INVITE

Cont act: <sip: bob@lient.bil oxi.exanple.conmr
Cont ent - Type: application/sdp

Content-Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN I P4 client.biloxi.exanple.com
S=-

c=IN 1P4 192.0.2.201

t=0 0

nraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F7 200 K Proxy 2 -> Alice

SIP/2.0 200 &K

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2.101

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <si p: bob@lient. bil oxi.exanple.conr

Cont ent - Type: application/sdp

Content-Lengt h: 147

v=0

o=bob 2890844527 2890844527 IN | P4 client.biloxi.exanple.com
S=-

c=IN P4 192.0.2.201

t=0 0

mraudi 0 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

F8 ACK Alice -> Bob

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74b7b
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O
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/* RTP streans are established between Alice and Bob */

/* Bob changes | P address and re-1NVITEs Alice with new Contact and
SDP */

FO INVITE Bob -> Alice

I NVI TE sip:alice@lient.atlanta.exanple.comSIP/2.0

Via: SIP/2.0/UDP client.chicago. exanpl e.com 5060; br anch=z9h&4bKl kI d5I
Max- Forwards: 70

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 14 INVITE

Cont act: <sip: bob@lient.chi cago. exanpl e. conp

Cont ent - Type: application/sdp

Content-Lengt h: 149

v=0

o=bob 2890844527 2890844528 IN | P4 client.chicago. exanpl e. com
S=-

c=IN P4 192.0.2.100

t=0 0

nmFaudi o 47172 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

F10 200 OK Alice -> Bob

SIP/2.0 200 &K

Via: SIP/2.0/UDP client.chicago.exanple.com 5060; branch=z9h&4bKIl kI d5I
; recei ved=192. 0. 2. 100

Max- Forwar ds: 70

From Bob <sip: bob@i | oxi.exanpl e. conr; t ag=314159

To: Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 14 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conr

Cont ent - Type: application/sdp

Cont ent - Lengt h: 150

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta. exanple.com
S=-

c=IN1P4 192.0.2.101

t=0 0
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mFaudi o 1000 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

F11 ACK Bob -> Alice

ACK sip:alice@lient.atlanta.exanple.comSIP/ 2.0

Via: SIP/2.0/UDP client.chicago.exanple.com 5060; branch=z9h&4bKIl kil dcc
Max- Forwards: 70

From Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

To: Alice <sip:alice@tlanta. exanpl e. conp; t ag=9f xced76sl

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 14 ACK

Content-Length: O

/* New RTP stream established between Alice and Bob */

/* Alice hangs up with Bob */

F12 BYE Alice -> Bob

BYE si p: bob@l i ent. chi cago. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bo4
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 BYE

Content-Length: O

F13 200 OK Bob -> Alice

SIP/2.0 200 K

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bo4
; received=192. 0. 2. 101

Max- Forwards: 70

From Alice <sip:alice@tl anta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 2 BYE

Content-Length: O
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3.8. Unsuccessfu
Alice

|

| INVI TE F1
I
| 100 F3
I
|

|

|

| 180 F8

[ <-----mmmmm--
| CANCEL F9
I ——
| 200 F10
|< ------------
|

|

|

|

|

|

|

|

|

|

|

I

| 487 F19
I
| ACK F20
I

In this scenario,

SI P Basic Call

Alice gives up on the cal

(sends a 200 OK response).
response had been recei ved from Bob

Fl ow Exanpl es

No Answer
Proxy 1 Proxy 2
| |
| |
--> I NVI TE F2 |
I >| I NVITE F4
- 100 F5 I
| <o |
| | 180 F6
| 180 F7 | <------------
| <o |
- |
| |
7 |
- CANCEL F11 |
|- >
| 200 F12 |
| <o |
| | CANCEL F13
| |
| | 200 F14
| [<----mmmee- -
| | 487 F15
| I
| | ACK F16
| 487 F17 [---------------
| <o |
| ACK F18
I >
-
|
__>|

Decenber 2003

bef ore Bob answers
Alice sends a CANCEL (F9) since no fina
If a 200 OK to the INVITE had

crossed with the CANCEL, Alice would have sent an ACK then a BYE to
Bob in order to properly terminate the call.

Not e that the CANCEL nessage is acknow edged with a 200 OK on a hop
by hop basi s,

Johnst on,

et al.

rather than end to end.
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Message Detail s
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
Max- Forwards: 70
Rout e: <sip:ssl. atlanta.exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl
To: Bob <sip: bob@i | oxi.exanpl e. con
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 INVITE
Contact: <sip:alice@lient.atlanta.exanple.conp
Proxy- Aut hori zati on: Di gest username="alice",
real m="at | ant a. exanpl e. cont',
nonce="ze7klee88df 84f 1cec431laebchbe5a359", opaque="",
uri ="si p: bob@i | oxi . exanpl e. cont,
response="b00b416324679d7e243f 55708d44be7b"
Cont ent - Type: application/sdp
Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN 1 P4 client.atl anta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/*Client for Alice prepares to receive data on port 49172 fromthe
net wor k. */

F2 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2.101

Max- Forwar ds: 69

Record- Route: <sip:ssl.atlanta. exanple.comlr>

From Alice <sip:alice@tl anta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conpr

Cont ent - Type: application/sdp

Content-Length: 151
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v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi 0 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F3 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F4 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@l ient. biloxi.exanmple.comSIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

Max- Forwar ds: 68

From Alice <sip:alice@tlanta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. con

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.cons

Cont ent - Type: application/sdp

Content-Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e.com
S=-

c=IN P4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
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F5 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F6 180 Ringing Bob -> Proxy 2

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
;received=192. 0. 2. 222

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.com|r>,

<si p:ssl. atl anta. exanple.coml|r>

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <si p: bob@lient. bil oxi.exanple.conr

Content-Length: O

F7 180 Ringing Proxy 2 -> Proxy 1

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE
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Contact: <sip: bob@lient.biloxi.exanple.conr
Content-Length: O

F8 180 Ringing Proxy 1 -> Alice

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101
Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,
<si p:ssl. atl anta. exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <sip: bob@lient.bil oxi.exanple.conmr
Content-Length: O

FO CANCEL Alice -> Proxy 1

CANCEL si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Rout e: <sip:ssl. atlanta.exanple.comlr>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O

F10 200 OK Proxy 1 -> Alice

SIP/2.0 200 K

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O
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F11 CANCEL Proxy 1 -> Proxy 2

CANCEL sip:alice@tlanta.exanple.comSIP/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O

F12 200 OK Proxy 2 -> Proxy 1

SIP/2.0 200 &K

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O

F13 CANCEL Proxy 2 -> Bob

CANCEL si p: bob@lient. bil oxi.exanple.comSIP/ 2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O

F14 200 OK Bob -> Proxy 2

SIP/2.0 200 &K

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 CANCEL

Content-Length: O
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F15 487 Request Term nated Bob -> Proxy 2

SI P/ 2.0 487 Request Term nated

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F16 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi | oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
Max- Forwards: 70

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F17 487 Request Terminated Proxy 2 -> Proxy 1

SI P/ 2.0 487 Request Term nated

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F18 ACK Proxy 1 -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F19 487 Request Termi nated Proxy 1 -> Alice

SI P/ 2.0 487 Request Term nated

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

F20 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159
Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
Proxy- Aut hori zati on: Di gest username="alice"
real m="at | ant a. exanpl e. cont',
nonce="ze7klee88df 84f 1cec431aebche5a359", opaque=""
uri ="si p: bob@i | oxi . exanpl e. cont,
response="b00b416324679d7e243f 55708d44be7b"
CSeq: 1 ACK
Content-Length: O
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3.9. Unsuccessful Busy

Alice Proxy 1 Proxy 2 Bob
I I I I
| INVI TE F1 | | |
[-----mmm - - >| I NVI TE F2
| 100 F3 I >| I NVI TE F4
I | 100 F5 I >
| [ <--mmmmmmmmee o | |
| | | 486 F6 |
| | | <----mmeomeo-- |
| | | ACK F7 |
| | 486 F8 I >
| | <o | |
| | ACK F9 | |
| 486 F10 [--------------- >| |
| < | | |
| ACK F11 | | |
|- > | |

I I

In this scenario, Bob is busy and sends a 486 Busy Here response to

Alice’s INVITE. Note that the non-2xx response is acknow edged on a
hop- by-hop basis instead of end-to-end. Al so note that many SIP UAs
will not return a 486 response, as they have nultiple |line and other
f eat ures.

Message Detail s
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
Max- Forwar ds: 70

Rout e; <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Pr oxy- Aut hori zation: Di gest usernane="alice"
real n="at| ant a. exanpl e. cont',
nonce="dc3a5ab2530aa93112cf 5904ba7d88f a", opaque=""
uri="sip: bob@i | oxi . exanpl e. cont,
response="702138b27d869ac8741el10ec643d55be"

Cont ent - Type: application/sdp

Content-Length: 151
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v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta. exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

mFaudi 0 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/*Client for Alice prepares to receive data on port 49172 fromthe
net wor k. */

F2 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

Max- Forwar ds: 69

Recor d- Rout e: <sip:ssl. atl anta. exanple.coml|r>

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. con

Cal |l -1 D 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>

Cont ent - Type: application/sdp

Content-Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanpl e.com
S=-

c=IN P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F3 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F4 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@l i ent. bi | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/ TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&GbK74bf 9
;recei ved=192.0. 2. 101

Max- Forwar ds: 68

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta. exanpl e.com
S=-

c=IN P4 192.0.2.101

t=0 0

mFaudi 0 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F5 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192.0.2. 111

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F6 486 Busy Here Bob -> Proxy 2
SIP/2.0 486 Busy Here
Via: SIP/2.0/ TCP ss2. bil oxi.exanpl e. com 5060; branch=z9hG4bK721e4. 1

; recei ved=192. 0. 2. 222
Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1
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; received=192. 0. 2. 111

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

From Alice <sip:alice@tl anta.exanpl e. conp; tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F7 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi | oxi.exanple.com SIP/2.0

Via: SIP/2. 0/ TCP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F8 486 Busy Here Proxy 2 -> Proxy 1

SIP/2.0 486 Busy Here

Via: SIP/2. 0/ TCP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192.0.2. 111

Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F9 ACK Proxy 1 -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP ssl. atl ant a. exanpl e. com 5060; br anch=z9hG4bK2d4790. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O
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F10 486 Busy Here Proxy 1 -> Alice

SIP/2.0 486 Busy Here

Via: SIP/2.0/TCP client.atlanta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F11 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
Max- Forwar ds: 70
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 ACK
Proxy- Aut hori zati on: Di gest usernane="alice"
real n="at| ant a. exanpl e. cont',
nonce="dc3a5ab2530aa93112cf 5904ba7d88f a", opaque=""
uri ="sip: bob@i | oxi . exanpl e. cont,
response="702138hb27d869ac8741el10ec643d55be"
Content-Length: O
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3.10. Unsuccessful No Response from User Agent

Alice Proxy 1 Proxy 2 Bob

I I I
| INITEFL | |

--------------- > INITE F2 |

>

>
| I NVI TE F7

>

>

|
|
|
| | I NVI TE F8
| o
| | I NVI TE F9
| | o >
| | I NVI TE F10
| |- >
| | INVI TE F11
| 480 F12 I >
I
| ACK F13
480 F14 [--------------- >

0
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

In this exanple, there is no response fromBob to Alice’s INVITE
messages being re-transmitted by Proxy 2. After the sixth
re-transm ssion, Proxy 2 gives up and sends a 480 No Response to
Alice.

Message Detail s
F1 INVITE Alice -> Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70
Rout e: <sip:ssl.atlanta.exanple.comlr>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conr
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 INVITE
Contact: <sip:alice@lient.atlanta.exanpl e.conpr
Proxy- Aut hori zation: Di gest usernane="alice"
real n¥"at| ant a. exanpl e. cont',
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nonce="cf 5904ba7d8dc3a5ah2530aa931128f a", opaque=""
uri ="sip: bob@i | oxi . exanpl e. cont,
response="7af c04be7961f 053c24f 80e7dbaf 888f "
Cont ent - Type: application/sdp
Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN | P4 client.atlanta.exanple.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

/*Cient for Alice prepares to receive data on port 49172 fromthe
net wor k. */

F2 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 69

Record- Rout e: <sip:ssl. atlanta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e.com
S=-

c=INIP4 192.0.2.101

t=0 0

nraudi o 49172 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

F3 100 Trying Proxy 1 -> Alice
SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101
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From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F4 I NVITE Proxy 2 -> Bob

I NVI TE si p: bob@lient.biloxi.exanple.comSIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

Max- Forwar ds: 68

Recor d- Rout e: <si p:ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanpl e.conr

Cont ent - Type: application/sdp

Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mrFaudi o 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

F5 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <si p: bob@i | oxi . exanpl e. con>

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F6 I NVITE Proxy 2 -> Bob

Resend of Message F4

F7 INVITE Proxy 2 -> Bob

Resend of Message F4

F8 INVITE Proxy 2 -> Bob

Resend of Message F4

FO INVITE Proxy 2 -> Bob

Resend of Message F4

F10 I NVITE Proxy 2 -> Bob

Resend of Message F4

F11 INVITE Proxy 2 -> Bob
Resend of Message F4

/* Proxy 2 gives up */

F12 480 No Response Proxy 2 -> Proxy 1

SIP/2.0 480 No Response

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;recei ved=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F13 ACK Proxy 1 -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F14 480 No Response Proxy 1 -> Alice

SIP/2.0 480 No Response

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F15 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 1 ACK
Proxy- Aut hori zati on: Di gest usernane="alice"
real n="at| ant a. exanpl e. cont,
nonce="cf 5904ba7d8dc3a5ah2530aa931128f a", opaque=""
uri ="si p: bob@i | oxi . exanpl e. cont,
response="7af c04be7961f 053c24f 80e7dbaf 888f "
Content-Length: O
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3.11. Unsuccessful Tenporarily Unavail abl e
Alice Proxy 1 Proxy 2 Bob

| | | |

| INVI TE F1 | | |

I >| I NVI TE F2 |

| 100 F3 I >| I NVI TE F4

I | 100 F5 I >

| [ <----mmmmmeeao | 180 F6 |

| | 180 F7 | <------mmmem-- -

| 180 F8 | <-------eme--- - |

S | | 480 F9

| | | <o |

| | | ACK F10 |

| | 480 F11 I >

| | <o | |

| | ACK F12 |

| 480 F13 [-------mmmm - - >| |

| <o | | |

| ACK F14 | | |
| |
| |

Johnst on,

In this scenario,
Alice,

acknow edged then proxied back to Alice.

Message Details

F1 INVITE Alice ->

Proxy 1

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; br anch=z9hG4bK74bf 9

Max- For war ds: 70

Rout e:

<si p:ssl. atl anta. exanple.comlr>

However ,
This response is

Decenber 2003

Bob initially sends a 180 Ri ngi ng response to
indicating that alerting is taking place.
480 Unavailable is then sent to Alice.

then a

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To:

Bob <si p: bob@i | oxi . exanpl e. con>

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE
Cont act :

Pr oxy- Aut hori zati on:

real n="at | ant a. exanpl e. cont',
nonce="aa9311cf 5904ba7d8dc3a5ab253028f a", opaque=""

uri ="sip: bob@i | oxi . exanpl e. cont,

<sip:alice@lient.atlanta.exanple.conp
Di gest usernane="al i ce"

response="59a46a91bf 1646562a4d486c84b399db"

Cont ent - Type: appl

et al.

cation/sdp

Best Current Practice
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Content-Length: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atl anta. exanpl e. com
S=-

c=IN1P4 192.0.2.101

t=0 0

mrFaudi o 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

/*Cient for Alice prepares to receive data on port 49172 fromthe
net wor k. */

F2 INVITE Proxy 1 -> Proxy 2

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ssl. atl ant a. exanpl e. com 5060; branch=z9hG4bK2d4790. 1

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Max- Forwar ds: 69

Record- Route: <sip:ssl.atlanta.exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.cons

Cont ent - Type: application/sdp

Content - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanpl e.com
S=-

c=IN1P4 192.0.2.101

t=0 0

nmraudi o 49172 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F3 100 Trying Proxy 1 -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE
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Content-Length: O

F4 INVITE Proxy 2 -> Bob

I NVI TE si p: bob@l ient.biloxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192.0.2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Max- Forwar ds: 68

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. con

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: 151

v=0

o=al i ce 2890844526 2890844526 IN I P4 client.atlanta.exanple.com
S=-

c=IN I1P4 192.0.2.101

t=0 0

nraudi 0 49172 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

F5 100 Trying Proxy 2 -> Proxy 1

SIP/2.0 100 Trying

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conr

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F6 180 Ringi ng Bob -> Proxy 2

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
; recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;received=192.0.2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.comlr>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip: bob@lient.bil oxi.exanple.conmr

Content-Length: O

F7 180 Ringing Proxy 2 -> Proxy 1

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi.exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <si p: bob@lient. bil oxi.exanpl e.conr

Content-Length: O

F8 180 Ringing Proxy 1 -> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

Recor d- Rout e: <si p: ss2. bil oxi . exanple.com|r>,

<si p:ssl. atl anta. exanple.comlr>

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.conr
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Content-Length: O

F9 480 Tenporarily Unavail able Bob -> Proxy 2

SI P/ 2.0 480 Tenporarily Unavail abl e

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
;recei ved=192. 0. 2. 222

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
; recei ved=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; received=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F10 ACK Proxy 2 -> Bob

ACK si p: bob@l i ent. bi |l oxi.exanple.com SIP/2.0

Via: SIP/2.0/UDP ss2. bil oxi.exanpl e.com 5060; branch=z9hG4bK721e4. 1
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F11 480 Tenporarily Unavailable Proxy 2 -> Proxy 1

SIP/2.0 480 Tenporarily Unavail abl e

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
;received=192. 0. 2. 111

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=z9hG4bK74bf 9
;recei ved=192.0. 2. 101

From Alice <sip:alice@tlanta.exanpl e. conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=314159

Cal |l -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O
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F12 ACK Proxy 1 -> Proxy 2

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP ssl. atl anta. exanpl e. com 5060; branch=z9hG4bK2d4790. 1
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F13 480 Tenporarily Unavail able Proxy 1 -> Alice

SIP/ 2.0 480 Tenporarily Unavail abl e

Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159

Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

Content-Length: O

F14 ACK Alice -> Proxy 1

ACK si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP client.atlanta.exanpl e. com 5060; branch=z9hG4bK74bf 9
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s
To: Bob <sip: bob@i | oxi.exanpl e. conp; t ag=314159
Call -1 D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
Proxy- Aut hori zati on: Di gest usernanme="alice"

real m="at| ant a. exanpl e. cont',

nonce="aa9311cf 5904ba7d8dc3a5ab253028f a", opaque=""

uri ="si p: bob@i | oxi . exanpl e. cont',

response="59a46a91bf 1646562a4d486c84b399db"
CSeq: 1 ACK
Content-Length: O

Johnston, et al. Best Current Practice [ Page 90]



RFC 3665 SIP Basic Call Flow Exanpl es Decenber 2003

4.

5.

5.

5.

6.

1

2.

Security Considerations

Since this docunment contains exanples of SIP session establishnent,
the security considerations in RFC 3261 [1] apply. RFC 3261
describes the basic threats including registration hijacking, server
i mper sonati on, nessage body tanpering, session nodifying or teardown,
and deni al of service and anplification attacks. The use of HITP

Di gest as shown in this docunent provides one-way authentication and
protection against replay attacks. TLS transport is used in

regi stration scenarios due to the lack of integrity protection in
HTTP Di gest and the danger of registration hijacking without it, as
described in RFC 3261 [1]. A full discussion of the weaknesses of
HTTP Digest is provided in RFC 3261 [1]. The use of TLS and the
Secure SIP (sips) URI schene provides a better |level of security

i ncl udi ng two-way authentication. S/ MM can provi de end-to-end
confidentiality and integrity protection of message bodi es, as
described in RFC 3261.
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this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe I ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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