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Abstract

Sone i nplenmentations of IP Security (IPsec) nmay want to use a
pseudo-random function derived fromthe Advanced Encryption Standard
(AES). This docunment describes such an algorithm called AES-XCBC
PRF- 128.

1. Introduction

[ AES- XCBC- MAC] describes a nethod to use the Advanced Encryption
Standard (AES) as a nessage authentication code (MAC) whose output is
96 bits long. Wiile 96 bits is considered appropriate for a MAC, it
is too short to be useful as a long-lived pseudo-random (PRF) in
either IKE version 1 or version 2. Both versions of |KE use the PRF
to create keys in a fashion that is dependent on the Iength of the
output of the PRF. Using a PRF that has 96 bits of output creates
keys that are easier to attack with brute force than a PRF that uses
128 bits of output.

Fortunately, there is a very sinple nethod to use nuch of [AES- XCBC

MAC] as a PRF whose output is 128 bits: omt the step that truncates
the 128-bit value to 96 bits.

Hof f man St andards Track [ Page 1]



RFC 3664 The AES- XCBC- PRF-128 Al gorithmfor |IKE January 2004

2. The AES- XCBC- PRF-128 Al gorithm

The AES- XCBC- PRF-128 algorithmis identical to [AES- XCBC- MAC] except
that the truncation step in section 4.3 of [AES-XCBC-MAC] is *not*
performed. That is, there is no processing after section 4.2 of

[ AES- XCBC- MAC] .

The test vectors in section 4.6 can be used for AES- XCBC- PRF-128, but
only those listed as "AES- XCBC- MAC', not "AES- XCBC- MAC- 96".

3. Security Considerations

The security provided by AES- XCBC- MAC- PRF is based upon the strength
of AES. At the tinme of this witing, there are no known practica
cryptographi ¢ attacks agai nst AES or AES- XCBC- MAC- PRF.

As is true with any cryptographic algorithm part of its strength
lies in the security of the key nmanagenent mechanism the strength of
the associ ated secret key, and upon the correctness of the

i mpl enentations in all of the participating systens. [AES-XCBC MAC]
contains test vectors to assist in verifying the correctness of the
AES- XCBC- MAC- PRF code. The test vectors all show the full MAC val ue
before it is truncated to 96 bits. The PRF nakes use of the full MAC
val ue, not the truncated one.

4. Intellectual Property Statenent

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe I ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (2004). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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