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| ESG Not e

Several groups within the I ETF and | RTF have di scussed the Handl e
Systemand it relationship to existing systens of identifiers. The

| ESG wi shes to point out that these discussions have not resulted in
| ETF consensus on the described Handl e System nor on how it mght fit
into the ETF architecture for identifiers. Though there has been

di scussion of handles as a formof URI, specifically as a URN, these
docunents describe an alternate view of how nanespaces and
identifiers mght work on the Internet and include characterizations
of existing systens which may not match the | ETF consensus vi ew.

Abstract

The Handl e Systemis a general - purpose gl obal nanme service that
al | ows secured nane resol ution and admini stration over the public
Internet. This docunment provides a detailed description of the
Handl e System nanespace, and its data, service, and operation nodels.
The nanespace definition specifies the handle syntax and its senantic
structure. The data nodel defines the data structures used by the
Handl e System protocol and any pre-defined data types for carrying
out the handle service. The service nodel provides definitions of
various Handl e System conponents and expl ai ns how t hey work together
over the network. Finally, the Handl e System operati on node
describes its service operation in terns of messages transmitted
between client and server, and the client authentication process
based on the Handl e System aut hentication protocol
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1. Introduction
The Handl e Syst em manages handl es as gl obal Iy uni que nanes for
Internet resources. It was originally conceived and described in a

paper by Robert Kahn and Robert WI ensky [22]
System provi des a general - purpose gl oba

in 1995.
nane service that allows

The Handl e

handl es to be resol ved and adni ni strated securely over the public

I nternet.

cat egori es:
adm ni stration service
resol ve handles into their val ues.

deals with client requests to nanage these handl es,
and del eting handl es, and updati ng handl e val ues.

The Handl e System categorizes its service into two

the handl e resolution service and the handl e

Clients use handl e resolution service to

The handl e adm ni strati on service
i ncl udi ng addi ng

The docunent "Handl e System Overview' [1] provides an architectura
overvi ew of the Handle System and its relationship to other Internet

services such as DNS [2,3] and LDAP[ 4].
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detail ed description of the Handl e System namespace, its data and
service nodel, and its operation nodel. It assunes that readers are
fam liar with the basic concepts of the Handl e System as described in
the overvi ew docunent.

The nanespace definition specifies the handle syntax and its senantic
structure. The data nodel defines the data structures used by the
Handl e System protocol and any pre-defined data types for carrying
out the handle service. The service nodel provides definitions of
vari ous Handl e System conponents and expl ai ns how t hey work together
over the network. Finally, the Handl e System operati on nodel
describes its service operation in terns of nessages transmitted
between client and server, and the client authentication process
based on the Handl e System aut henticati on protocol

2. Handl e System Nanespace

Handl es are character strings that nmay consist of a wi de range of
characters. Every handle in the Handl e System consists of two parts:
its naming authority, followed by a unique |ocal nane under the
nami ng authority. The naming authority and the |ocal nanme are
separated by the ASCI| character "/" (octet O0x2F). The follow ng
tabl e provides the handl e syntax definition in ABNF [5] notation

<Handl e> = <Nami ngAut hority> "/" <Local Name>
<Nami ngAut hority> = *(<Nami ngAut hority> ".") <NAsegnent>
<NAsegnent > = 1*(%00- 2D / %30-3F / 9%41-FF )

; any octets that map to UTF-8 encoded

; Unicode 2.0 characters except

; octets 'Ox2E and 'Ox2F (which

; correspond to the ASCII characters '.’,
;and /7).

<Local Nanme> = *(9%00- FF)
; any octets that map to UTF-8 encoded
; Unicode 2.0 characters

Tabl e 2.1: Handl e syntax

As shown in Table 2.1, both <Nam ngAuthority> and <Local Nane> are
UTF-8 [ 6] encoded character strings. The Handl e System protoco
mandat es UTF-8 encoding for handles transferred over the wire. The
<Local Nane> may consi st of any characters fromthe Unicode 2.0
standard [7]. The <Nam ngAut hority> may use any characters fromthe
Uni code 2.0 standard except the ASCI|I character '/’ (0x2F), which is
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reserved to separate the <Nam ngAut hority> fromthe <Local Nane>. A
<Nam ngAut hority> may consist of nultiple non-enpty <NAsegment>s,
each of which separated by the ASCI| character ’'.’ (octet Ox2E)

Nam ng authorities are defined in a hierarchical fashion resenbling a
tree structure. Each node and leaf of the tree is given a |abel that
corresponds to a naming authority segnment (<NAsegnment>). The parent
node represents the parent naming authority. Naming authorities are
constructed left to right, concatenating the labels fromthe root of
the tree to the node that represents the nam ng authority. Each

| abel (or its <NAsegnent>) is separated by the character '.’ (octet
Ox2E). For exanple, the naming authority for the Digital Object
Identifier (DO) project is "10". It is a root-level naning
authority as it has no parent namng authority for itself. It can,
however, have many child nam ng authorities. For exanple, "10.1045"
is achild nam ng authority of "10" for the D-Lib Magazi ne.

By default, handles are case sensitive. However, a handle service,

gl obal or local, nay inplenent its namespace so that ASCI| characters
under the namespace are treated as case insensitive. For exanple,
the gl obal handle service, formally known as the d obal Handl e
Registry (GHR), is inplenented such that ASCI| characters are treated
as case insensitive. Since the GHR manages all handl es for nam ng
authorities, ASCII characters in namng authorities are treated as
case insensitive

3. Handl e System Data Model

The Handl e System provi des a nane-to-val ue binding service over the
public Internet. Each handle may have a set of val ues assigned to
it. The Handle System nai ntains the val ue set of each handl e and
will return it in response to any handl e resolution request. The
Handl e System data nodel defines the conceptual data structure for
these values. The data nopdel used by the protocol may not be the
exact physical data nodel used for storage in any specific

i npl enentation. Rather, it is the data nodel followed by the Handl e
System protocol as specified in the "Handl e System Prot oco

Speci fication" [8].

3. 1. Handl e Val ue Set

Each handl e may have a set of values assigned to it. These handle
val ues use a common data structure for its data. For exanple, each
handl e val ue has a uni que i ndex nunber that distinguishes it from
other values in the value set. It also has a specific data type that
defines the syntax and semantics of the data in its data field.

Besi des these, each handl e value contains a set of adnministrative

i nformati on such as TTL and pernissions. Figure 3.1 shows the handl e
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"10. 1045/ may99- payette" with a set of three handl e val ues. One of
these values (with index nunber set to 1) is shown in detail. (Note
that the encoding of the Iength for each field is not shown in Figure
3.1. Also, the enpty <reference> field consists of a 4-byte integer
whose value is zero.)

Handl e "10. 1045/ nay99- payette"

Y

| <i ndex>: 3 |
............................................................. |

| <i ndex>: 2 |
------------------------------------------------------------- ||
| |||

| <index>: 1 | |
| <type>: URL | | |

| <data>: http://ww.dlib.org/dlib... [ ]

| <TTL>: {Rel ative: 24 hours} | |

| <perm ssion>: PUBLI C_READ, ADM N WRI TE | |

| <tinestanp>: 927314334000 | |
| <reference>: {enpty} | |-

| |

Figure 3.1: Handle "10. 1045/ may99- payette" and its set of val ues

In Figure 3.1, it shows a handl e value whose its index is set to 1
The data type for the handle value is URL. The URL data as stated in
the <data> field is "http://ww.dlib.org/dlib...". The TTL (tine to
live) entry suggests that the value record should be cached no nore
than 24 hours before the source of the information to be consulted
again. The <permission> field grants anyone perm ssion to read, but
only the administrator to update the value. The <reference> field is
enpty. It may contain a list of references to other handl e val ues as
credentials for this handle val ue.

Thus a handl e val ue may be thought of as a record that consists of a
group of data fields. Each of these data fields is defined as
fol | ows:

<i ndex>

An unsigned 32-bit integer that uniquely identifies a handl e val ue
from ot her handl e val ues.
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<type>

A UTF8-string that identifies the data type for the value record.
Not e that throughout this docunent, a UTF8-string is defined as a
data structure that consists of a 4-byte unsigned integer followed
by an UTF-8 encoded character string. The integer specifies the
nunber of octets in the character string.

The <type> field identifies the data type that defines the syntax
and semantics of data in the next <data> field. The data type may
be registered with the Handle Systemto avoid potential conflicts.
The Handl e System has a reserved nanming authority "0. TYPE" for

regi stered data types. For exanple, "URL" (as shown in Figure
3.1) is aregistered data type. It is registered as the handle
"0. TYPE/ URL". The handle may have a val ue that explains the
syntax and semantics of the data type.

Data types under the Handl e System may be hierarchical. Each

| evel of the hierarchy nay be naned in terns of a UTF8-String with
no '.' (Ox2E) characters. The '.’ character is used to mark the
boundary between hierarchy |levels. For exanple, the Handl e System
data type "a.b" may be considered as a sub-type "b" under the type
"a". Simlarly, handl e values of <type> "a.b.x", "a.b.y" and
"a.b.z" may be considered as handl e val ues under the comon type

hi erarchy "a.b".

For any handl e val ues, the UTF8-string in the <type> field may not
end with the '.’ character. |In other words, no Handl e System data
type should end with the .’ character. However, the '.’

character may appear in the end of the <type> paraneter in a
handl e query. This is used to query for all handle val ues under a
common type hierarchy. For exanple, one may query for all handle
val ues under the type hierarchy "a.b" (e.g., handle val ues of
<type> "a.b.x", "a.b.y" and "a.b.z") by setting the <type>
paraneter to "a.b.". Note here that the <type> parameter ends
with the '.’ character. Details of the handl e query operation can
be found in the Handl e System protocol specification [8].

<dat a>

A sequence of octets (preceded by its length in a 4-byte unsigned

i nteger) that describes the resource identified by the handle. The
syntax and semantics of these octets are identified by the <type>

field.

<perni ssi on>

An eight-bit bit-mask for access control of the handl e val ue.
Access control is defined in terns of read, wite, and execute
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perm ssions, applicable to either general public or handle
adm nistrator(s). Each handle value can have its permission field
specified as any conbination of the follow ng bits:

PUBLIC_ WRI TE  (0x01)

PUBLI C_ READ  (0x02)

ADM N WRI TE  (0x04)

ADM N_READ (0x08) _

PUBLI C_EXECUTE (0x10)

ADM N_EXECUTE  ( 0x20)

perm ssion that allows anyone to
nodi fy or del ete the handl e val ue.

perm ssion that allows anyone to read
t he handl e val ue.

perm ssion that allows any handl e
adm nistrator to update or delete the
handl e val ue.

permi ssion that allows the handl e
val ue to be read by any handl e

adm ni strator with AUTHORI Tl VE_READ
privil ege.

perm ssion that allows anyone to
execute the programidentified by the
handl e val ue on the handl e host as
anonynous user. Because of the
security risks this may have brought
up, inplenmentations may choose not to
support such perm ssion, or provide
options so that it can be disabled at
depl oynent .

perm ssion that allows handl e

adm nistrator(s) to run the program
identified by the handl e val ue on the
handl e server. The handl e server nust
aut henti cate the handl e admni ni strator
bef ore executing the program The
handl e admi ni strator nust have an
establ i shed account on the handl e
server. The execution of the handle
val ue shoul d assunme the sane privil ege
as the one given to the account for
the handl e adm ni strator. Because of
the security risks this nay have
brought up, inplenentations nmay choose
not to support such perm ssion, or
provide options so that it can be

di sabl ed at depl oynent.
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Note that a handle value with no PUBLI C READ nor ADM N_READ

perm ssion can not |eave the handl e server. |t may be used, for
exanple, to store secret keys for authentication purposes. A
handl e value with neither PUBLI C WRI TE nor ADM N _WRI TE permi ssi on
makes the handl e val ue i mutabl e and cannot be del eted by any
handl e admi ni strator (via the Handl e System protocol).

The adninistrator for a given handl e nust specify the perm ssion

for each handle value. |Inplenentations may choose PUBLI C_READ and
ADM N WRI TE as the default perm ssion for each handl e val ue

Handl e servers nust check permissions before fulfilling any client
request.

<TTL>

An octet followed by a 4-byte integer that specifies the Tinme-To-
Live of the value record. It is used to describe how long the

val ue record can be cached before the source of the information
shoul d again be consulted. A zero value for a TTL indicates that
the val ue record should only be used for the transaction in
progress and should not be cached. Any non-zero TTL is defined in
terns of a TTL type (specified in the first octet), followed by
the TTL value (the 32-bit unsigned integer that follows the TTL
type). The TTL type indicates whether the TTL value is absolute
or relative. The absolute TTL value defines the time to live in
terns of seconds since 00:00:00 UTC, January 1st 1970. A relative
TTL specifies the time to live in terns of the nunber of seconds
el apsed since the value was obtained by the client fromany handl e
server.

<ti mest anp>

An 8-byte (long) integer that records the last tine the value was
updated at the server. The field contains elapsed time since

00: 00: 00 UTC, January 1970 in mlliseconds. The choice of
mlliseconds is to avoid potential collision when updating the
val ue.

<reference>

A 4-byte integer followed by a list of references to other handle
val ues. The integer specifies the nunber of references in the
list. Each reference in the list refers to another handl e val ue
internms of a UTF8-string and a 4-byte integer (where the UTF8-
string is the handl e nanme and the integer is the val ue index).

Ref erences are generally used to add credentials to the current
handl e value. For exanple, a handl e value may nake itself nore
trust-worthy by referring to a digital signature issued by a
commonly trusted entity.
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By default, the Handle Systemreturns all the handle values wth
public-read perm ssion in response of any resolution request. It is
possible for a client to ask for a subset of those values with
specific data type (e.g., all URLs assigned to the handle). The
client may also ask for a specific handl e value based on a specific
val ue i ndex.

Each handl e val ue can be uni quely referenced by the conbi nation of
the handle and its value index. Care nust be taken when changing the
val ue index as it may break an existing reference to the handl e

val ue. For exanple, suppose the handle X/'Y has a val ue whose i ndex
is 1. That value may be referred to as X/ VY:1. [If the handle

adm ni strator changes the value index from1l to 2, the reference to
XIY:1 will beconme obsolete. Any reference to the handle value will
have to change to X/ Y: 2.

Val ue records assigned to any handl e may or may not have conti nuous
i ndex nunbers. Nor can it be assunmed that the index will start with
0 or 1. A handle adninistrator may assign a handle value with any
index as long as each index is unique within the val ue set.

A handl e value rmay be "privatized" or "disabled" by setting its
<permission> field as "authorized-read". This linmts read-access to
the handl e admi ni strator only. The "privatized" val ue can then be
used to keep any historical data (on behalf of the handle

adm nistrator) without exposing it to public. Such approach nay al so
be used to keep any obsol ete handl e or nam ng authority from being
reused accidentally.

3.2. Pre-defined Handl e Data Types

Every handl e val ue nmust have a data type specified in its <type>
field. The Handl e System provides a type registration service that
al l ows organi zations to regi ster new data types for their
applications. Data types can be registered as handl es under the
nam ng authority "0. TYPE'. For exanple, the URL data type is

regi stered under the Handl e System as the handle "0. TYPE/ URL". The
handl e may have a handl e value that refers to RFC1738 [9], an |ETF
standard docunent that defines the syntax and senmantics of URL.

The Handl e System pre-defines a set of data types to carry out the
handl e service. For exanple, HS ADMN is a pre-defined data type
used to describe handl e adninistrators or adninistrator groups.

HS SITE is a pre-defined data type to describe the service interface
of any Handl e System service conponent. The follow ng sections
provi de detail ed descriptions of these pre-defined data types under
t he Handl e System
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3.2.1. Handle Adninistrator: HS ADM N

Each handl e has one or nore adnministrators. Any adninistrative
operation (e.g., add, delete or nodify handl e val ues) can only be
performed by the handl e admi nistrator with adequate privil ege.

Handl e adnministrators are defined in terns of HS ADM N val ues. Every
handl e nust have at |east one HS ADM N val ue that defines its

adm nistrator. Each HS ADM N val ue can be used to define a set of
handl e admi ni strators sharing the same admi nistration privil ege.
Handles with nultiple adninistrators of different privileges may have
multiple HS_ADM N val ues. HS _ADM N val ues are used by the Handl e
Systemto aut henticate handl e admi nistrators before fulfilling any
handl e admi ni stration request.

Nami ng aut horities, as described above, are thenselves registered as
handl es under the reserved nam ng authority "0.NA". These handl es
are referred to as naming authority handles. Adm nistrators for any
nam ng authority are defined as the administrators of the
correspondi ng nami ng authority handle. For exanple, "0.NA 10" is the

nam ng authority handle for the nanming authority "10". Hence any
admi ni strator for the naning authority handle "0. NA/10" is also the
adm nistrator for the naming authority "10". Nam ng authority

adm nistrators are the only ones who can create handl es or sub-

nam ng authorities under the nam ng authority. A sub-nam ng
authority may define its own set of adninistrators to create handl es
or further levels of sub-nanming authorities. For exanple, the naning
authority "10.1045" may have a totally different group of

adm nistrators fromits parent nanmi ng authority "10"

An HS ADM N val ue is a handl e val ue whose <type> field is HS ADM N
and whose <data> field consists of the followi ng entries:

<Adm nRef >

A reference to a handl e value. The reference consists of the
handl e name (a UTF8-string) foll owed by a 4-byte unsigned integer
for the handl e value index. The handle value identifies the set
of administrators for the handle.

<Adni nPer mi ssi on>
A 16-bit bit-mask that defines the adm nistration privilege of the
set of handl e administrators identified by the HS_ ADM N val ue.

The <Adnmi nRef> entry refers to a handl e value that can be used to
aut henticate the handl e adnministrator. Such handle value is called
the handl e admi ni strator reference. The handl e adm ni strator
reference may contain the secret key, public key, or X 509
certificate [10] provided by the handl e administrator. For exanple,
the <Adnmi nRef> entry may contain a handl e admi ni strator reference
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whose <type> field is DSS WTH DES CBC SHA and whose <data> field
contains a DES secret key [11], for use in the G pher Bl ock Chaining
(CBC) node of operation [12, 13]. The secret key can be used by the
handl e server to authenticate the handl e adm nistrator. For stronger
cryptographic algorithm the handle administrator reference may
contain a set of Triple-DES keys [23] and set its <type> to be DES-
EDE3- W TH CBC

A single handl e may be assigned with both the HS_ ADM N val ue and the

handl e admi ni strator reference. In other words, the <Adm nRef> entry
may refer to a handl e value assigned to the sane handl e that has the
HS ADM N value. |In this case, authentication of the handle

adm ni strator does not rely on any other handles. Alternatively, the
handl e admi ni strator reference nay be a handl e val ue under a
different handle. Thus HS_ADM N val ues fromdifferent handles may
share a common handl e admi ni strator reference. This feature allows
sharing of handle adnmi nistrators anong different handl es. The handle
adm ni strator reference contains the secret key, public key, or X 509
certificate provided by the adm nistrator of these handl es.

Handl e administrator reference may be of type HS VLIST and has its
<data> field contain a list of references to other handl e val ues.
Each of these handl e val ues defines a handl e adm nistrator reference.
The HS VLI ST val ue defines an adm nistrator group. Each handl e

adm nistrator reference fromthe HS VLIST is a nenber of the

adm ni strator group. Each handle value reference is defined in terns
of a <handl e>: <i ndex> pair. An adm nistrator group nmay al so contain
other administrator groups as its nmenbers. This allows admi nistrator
groups to be defined in a hierarchical fashion. Care nmust be taken
however, to avoid cyclic definition of adm nistrators or

adm ni strator groups. Miltiple levels of adninistrator groups should
be avoided due to their lack of efficiency, but will not be signaled
as an error. dient software should be prepared to detect any
potential cyclic definition of adm nistrators or <Adnmi nRef> entries
that point to non-existent handl e values and treat themas an error

A handl e can have multiple HS ADM N val ues, each of which defines a
different handle admi nistrator. Different adm nistrators can play
different roles or be granted different perm ssions. For exanple,
the naming authority handle "0.NA/10" may have two admi nistrators

one of which may only have pernission to create new handl es under the
nam ng authority, while the other nmay have permi ssion to create new
sub-nam ng authorities (e.g., "10.1045"). The set of possible

perm ssions for a handle admi nistrator is defined as foll ows:

Add_Handl e (0x0001)

This perm ssion allows namng authority adm nistrator to create new
handl es under a given naning authority.
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Del et e_Handl e (0x0002)
This perm ssion allows namng authority adm nistrator to delete
handl es under a given nanming authority.

Add_NA (0x0004)
This permi ssion allows the naming authority adnministrator to create
new sub-nani ng authorities.

Del et e_NA (0x0008)
This perm ssion allows namng authority adm nistrator to delete an
exi sting sub-nam ng authority.

Modi fy Val ue (0x0010)

This perm ssion allows handle adninistrator to nodify any handl e
val ues other than HS_ADM N val ues. HS ADM N val ues are used to
define handl e admini strators and are managed by a different set of
per m ssi ons.

Del et e_Val ue (0x0020)
This permission allows handl e administrator to del ete any handl e
val ue other than the HS _ADM N val ues.

Add_Val ue (0x0040)
This permi ssion allows handle adm nistrator to add handl e val ues
other than the HS ADM N val ues.

Modi fy_Adni n (0x0080)
This perm ssion allows handl e adm nistrator to nodify HS ADM N
val ues.

Renmove_Adni n (0x0100)
Thi s permi ssion allows handl e administrator to renove HS_ADM N
val ues.

Add_Adni n (0x0200)
This permi ssion allows handle adm nistrator to add new HS ADM N
val ues.

Aut hori zed_Read (0x0400)

This perm ssion grants handl e adni ni strator read-access to handl e
values with the ADM N_READ permi ssion. Adm nistrators without this
perm ssion will not have access to handle values that require

aut hentication for read access.

LI ST_Handl e (0x0800)

This perm ssion allows nam ng authority admnistrator to |ist
handl es under a given naming authority.
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LI ST_NA (0x1000)
This perm ssion allows namng authority admnistrator to |ist
i mredi at e sub-naning authorities under a given naming authority.

Adm ni strator permn ssions are encoded in the <Adm nPerm ssion> entry
in the <data> field of any HS ADM N val ue. Each pernission is
encoded as a bit flag. The pernission is granted if the flag is set
to 1, otherwise it is set to O.

Figure 3.2.1 shows an exanple of HS ADM N val ue that defines an

adm nistrator for the naming authority handle "0.NA/10". In figure
3.2.1, a naming authority admnistrator is identified by an HS ADM N
val ue assigned to the nam ng authority handle "0.NA/10". The
admi ni strator can be authenticated based on the handl e val ue
"0.NA/10": 3, which is the handl e val ue assigned to the naning
authority handle "0.NA/ 10" and has its index set to 3. The handle
value "0.NA/10":3 may contain the secret or public key used by the
adm nistrator. The adm nistrator is granted perm ssion to add,

del ete, or nodify sub-nam ng authorities under "10", and add or

del ete handles directly under the nam ng authority. The

adm ni strator may al so add, delete, or nodify any handl e val ues
assigned to the naming authority handl e except those HS ADM N val ues.
In other words, the admnistrator is not allowed to add, delete, or
nodi fy any administrators for the nam ng authority.

<i ndex>: 2
<type>: HS_ADM N
<dat a>:
<Admi nRef >: "0.NA/10": 3
<Adni nPer np: Add_NA, Del et e_NA,

Add_Val ue, Delete Value, Mdify_ Val ue,
Aut hori zed _Read, List_Handle, List NA

<TTL>: 24 hours
<perm ssion>: PUBLI C_ READ, ADM N WRI TE
<ref erence>: {enpty} -

|
|
|
|
|
Add Handl e, Del ete_Handl e, |
|
|
|
|
|
|
|

Figure 3.2.1: Adninistrator for the naming authority
handl e "0. NA/ 10"
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HS ADM N val ues are used by handl e servers to authenticate the handl e
admi ni strator before fulfilling any administrative requests. The
server authenticates a client by checking whether the client has
possession of the secret key (or the private key) that matches the
one in any of the handl e adm ni strator references. The
authentication is carried out via the Handl e System aut hentication
protocol as described later in this docunent.

HS_ADM N val ues may require authentication for read access in order
to prevent public exposure of the data. Additionally, the handle
adm nistrator reference that contains the adm nistrator’s secret key
shoul d have neither PUBLI C_ READ nor ADM N _READ perm ssion to prevent
the key fromleaving the server

3.2.2. Service Site Information: HS SITE

The Handl e System consists of a single distributed gl obal handle
service, also known as the dobal Handle Registry (GHR), and
unlimted nunber of Local Handl e Services (LHSs). Each handle
service, global or local, nmay be replicated into multiple service
sites. Each service site may consist of multiple server conputers.
Service requests targeted at any handl e service can be distributed
into different service sites, and into different server conputers
within any service site. Such architecture assures that each handl e
service could have the capacity to nanage any | arge nunber of handl es
and handl e requests. It also provides ways for each handl e service
to avoid any single point of failure.

Each handl e service, global or |ocal, may provide the sane set of
functions for resolving and adninistering its collection of handles.
Handl e services differ primarily in that each service is responsible
for a distinct set of handles. They are also likely to differ in the
sel ection, nunber, and configuration of their conponents such as the
servers used to provide handl e resolution and adm ni stration
Different handl e services nmay be created and managed by different
organi zations. Each of them may have their own goals and policies.

A service site typically consists of a cluster of server conputers
residing within a local Internet domain. These conputers work
together to distribute the data storage and processing |load at the
site. It is possible, although not recomended, to conpose a site
fromservers at widely different locations. Further, it is even
possi ble to conpose two different sites fromthe sane set of servers

Each service site is defined by an HS SITE value. HS SITEis a
pre-defined Handl e System data type. An HS SITE val ue defines a
service site by identifying the server conputers (e.g., |P addresses)

that conprise the site along with their service configurations (e.qg.

Sun, et al. I nf or mat i onal [ Page 14]



RFC 3651 Handl e System Service Definition Novernber 2003

port nunbers). HS SITE values are typically assigned to nam ng
authority handles. The set of HS SITE val ues assigned to a nanmi ng
authority handle is called the service information for the nam ng
aut hority.

The service information is nanaged by the naming authority

adm nistrator. It nust reflect the configuration of the handle
service for the nanming authority. Note that an additional |ayer of
indirection, called a service handle, can be used to allow nultiple
nam ng authorities to reference a single set of HS SITE val ues, as
described later in this docunment (see section 3.2.3). dients of the
Handl e System depend on the service information to |l ocate the
responsi bl e handl e server before they can send their service
requests. The service information can also be used by clients to

aut henticate any service response fromthe handl e server.

An HS SITE value is a handl e val ue whose <type> field is HS SITE and
whose <data> field consists of the followi ng entries:

<Versi on>

A 2-byte value that identifies the version nunber of the HS SITE
The version nunber identifies the data format used by the HS SITE
value. It is defined to allow backward conpatibility over tine.
Thi s docunent defines the HS SITE with versi on nunber O.

<Pr ot ocol Ver si on>

A 2-byte integer value that identifies the handl e protocol version
The higher byte of the value identifies the major version and the
| ower byte the minor version. Details of the Handl e System
protocol is specified in [8].

<Seri al Nunber >

A 2-byte integer value that increases by 1 (and may wap around
through 0) each time the HS SITE val ue gets changed. It is used in
the Handl e System protocol to synchronize the HS SITE val ues

bet ween client and server

<Pri mar yMask>
An 8-bit mask that identifies the primary site(s) of the handle

service. The first bit of the octet is the <MultiPrimary> bit. It
i ndi cates whet her the handle service has nultiple primary sites.
The second bit of the octet is the <PrimarySite> bit. It indicates

whether the HS SITE value is a primary site. A primary site is the
one that supports adninistrative operations for its handles. A
<MultiPrimary> entry with zero value indicates that the handle
service has a single primary site and all handle adninistration has
to be done at that site. A non-zero <MultiPrimary> entry indicates
that the handl e service has nmultiple prinmary sites. Each prinary
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site may be used to adm nistrate handl es nanaged under the handl e
service. Handl es nanaged by such service may identify its primary
sites using an HS PRI MARY val ue, as described in section 3.2.5.

<HashOpti on>

An 8-bit octet that identifies the hash option used by the service
site to distribute handl es anong its servers. Valid options

i ncl ude HASH BY _NA (0x00), HASH BY LOCAL (0x01), or HASH BY HANDLE
(0x02). These options indicate whether the hash operation should
only be applied to the nanming authority portion of the handle, or
only the |l ocal nane portion of the handle, or the entire handl e,
respectively. The standard MD5 hashing algorithm[14] is used by
each service site to distribute handles anong its servers

<HashFilter>
An UTF8-string entry reserved for future use.

<Attri butelist>

A 4-byte integer followed by a list of UTF8-string pairs. The

i nteger indicates the nunber of UTF8-string pairs that follow

Each UTF8-string pair is an <attribute>: <value> pair. They are
used to add literal explanations of the service site. For exanple,
if the <attribute> is "Organization", the <value> should contain a
description of the organization hosting the service site. Oher
<attribute>s nmay be defined to hel p distinguish the service sites
from each ot her.

<Nunmc¥ Ser ver >

A 4-byte integer that defines the nunber of servers in the service
site. The entry is followed by a list of <ServerRecord>s. Each
<Server Record> defines a handle server that is part of the service
site. Each <ServerRecord> consists of the followi ng data fields:

<ServerRecord> ::= <Serverl D>
<Addr ess> <Publ i cKeyRecor d> <Servi cel nterface>

where each field is defined as fol |l ows:

<Server| D>

A 4-byte unsigned integer that uniquely identifies a server
process under the service site. <ServerlD>s do not have to
begin with 1 and they don’t have be consecutive nunbers. They
are used to distinguish servers under a service site from each
other. Note that there can be nultiple servers residing on any
gi ven conputer, each with a different <Serverl D>.
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<Addr ess>
The 16-byte I Pv6 [15, 16] address of the handl e server. Any
| Pv4 address should be presented as :::::FFFF: xxxx: xxxx (where

XXXX: XXXX can be any 4-byte | Pv4 address).

<Publ i cKeyRecor d>

A 4-byte integer followed by a byte-array that contains the
server’'s public key. The integer specifies the size of the
byte-array. The byte-array (for the publickey) consists of
three parts: a UTF8-string that describes the key type, a
two-byte option field reserved for future use, and a byte-array
that contains the public key itself. For exanple, the UTF8-
String "DSA PUB KEY" indicates that the <PublicKeyRecord>
contains a DSA public key. The storage format of the DSA key
in the byte-array could then be found fromthe handl e

"0.type/ DSA_PUB_KEY". Public key in the <PublicKeyRecord> can
be used to authenticate any service response fromthe handl e
server.

The <Publ i cKeyRecord> nmay al so contain an X. 509 certificate.
This happens if the key type field contains the UTF8-String
"CERT. X509". In this case, "CERT.X509" will map to the handl e
"0. TYPE/ CERT. X509". The handle may contain information that
describes the syntax and semantics of the public key or its
certificate. Additional key type nmay al so be registered (as
handl es under "O0.TYPE') to further distinguish different kinds
of X. 509 certificates. For exanple, "CERT.X509. DSA" may be
used to denote X 509 certificates that contain DSA public keys.
If the key type field of a <PublicKeyRecord> decl ares

" CERT. X509. DSA", the <PublicKeyRecord> nust contain a X 509
certificate with a DSA public key init."

<Servicelnterface> ::= <l nterfaceCounter>
* [ <ServiceType>
<Transm ssi onPr ot ocol >
<Por t Nunber > ]

A 4-byte integer followed by an array of triplets consisting of
<Servi ceType, TransnissionProtocol, PortNunber>. The 4-byte

i nteger specifies the nunber of triplets. Each triplet lists a
service interface provided by the handl e server. For each
triplet, the <ServiceType> is an octet (as a bit nask) that
specifies whether the interface is for handl e resol ution
(0x01), handl e administration (0x02), or both. The
<Transm ssi onProtocol > is also an octet (as a bit mask) that
specifies the transm ssion protocol. Possible transm ssion
protocol s include TCP (0x01), UDP (0x02), and HTTP (0x04). The
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<Port Nunber> is a 4-byte unsigned integer that specifies the
port nunber used by the interface. The default port nunber is
2641.

Figure 3.2.2 shows an exanple of handle service site in terns of a

HS SITE value. The HS SITE value is assigned to the naming authority
handl e "0. NA/ 10". The <PrimaryMask> indicates that it is the only
primary site of the handle service. The site consists of three
handl e servers, as indicated in the <NunCf Server>. These servers
provi de handl e resol ution and adm ni stration service for every handl e
under the nami ng authority "10". The first server record (ServerlD
0) shows two service interfaces, one for handle resolution and the
other for handl e admi nistration. Each interface has its own port.

Each server within a service site is responsible for a subset of
handl es managed by the handle service. Cdients can find the
responsi bl e server by perform ng a coomon hash-operation. The hash-
operation will first convert all ASCI| characters in the handle into
upper-case. It then applies the MD5 hashing upon the portion of the
converted handle string (according to the <HashOption> entry). The
result is a 16-byte integer. The absolute value of the integer will
be di vided by the nunber of servers (specified in the <Nunf Server>
entry). The remainder is the sequence nunber (starting with zero) of
the <ServerRecord> listed in the HS SITE value. Fromthe
<ServerRecord>, clients can find the | P address of the handle server
for their handl e requests.
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<i ndex>: 2
<type>: HS_SI
<dat a>:
Ver si on:
Pr ot ocol Ver si on:
Seri al Nunber :
Pri mar yMask:
Mul tiPrinmary:
PrimarySite:
HashQOpti on:
HashFil ter:
Attri butelLi st:
NunCf Ser ver :

{followed by a list of <ServerRecord>}

Server| D
Addr ess:

Publ i cKeyRecord: HS DSAKEY,

FALSE
TRUE

HASH BY_ HANDLE
{enpty UTF8-String}

0 {followed by no attributes}

3

: FFFF: 132. 151. 1. 155
i QQUR2R. . .

Servicelnterface
Servi ceType:

Por t Nunber :

Servi ceType:

Tr ansni ssi onPr ot ocol :

Por t Nunber :

I
I
I
I
I
| Transm ssi onPr ot ocol :
I
I
I
I
I

<TTL>: 24 hours
<permni ssion>: PUBLI C READ, ADM N WRI TE
<reference>. {enpty}

Resol uti on_Only

TCP & UDP
2641

Admin only
TCP
2642

Fig. 3.2.2: The primary service site for the naning authority "10"

3. Nanming Authority

The HS NA DELEGATE i s
t he exact sane fornmat
HS NA DELEGATE val ues

Sun,

et al.

Del egati on Service:

HS_NA DELEGATE

a pre-defined Handl e System data type. It has
as the HS _SITE val ue.
are used to describe service sites of a LHS.

I nf or mat i onal

Li ke HS SI TE val ues,

[ Page 19]



RFC 3651 Handl e System Service Definition Novernber 2003

HS NA DELEGATE val ues nay be assigned to naning authority handles to
designate naning authority admnistration to a LHS. A naning
authority handle with a set of HS NA DELEGATE val ues indicates that
all child nanming authorities of the naming authority are managed by
the LHS described by the HS NA DELEGATE val ues

For exanpl e, suppose the nanming authority "foo.bar" decides to have
its child nanming authorities delegated to a LHS. To achi eve this,
one may assign the naming authority handle "0.NA/foo.bar" with a set
of HS _NA DELEGATE val ues that describes the LHS. The set of

HS NA DELEGATE val ues indicate that the service information of any
child namng authority of the "foo.bar", such as "foo.bar.baz", can
be found by querying the naming authority handle "0.NA foo. bar. baz"
fromthe LHS.

3.2.4. Service Handl e: HS SERV

Any handl e service, global or local, can be defined in terns of a set
of HS SITE values. These HS SITE val ues nay be assigned directly to
the rel evant naming authority handle, or an additional |evel of
indirection may be introduced through the use of service handles. A
service handl e may be thought of as a nane for a handle service. It
may be used to maintain the HS SITE val ues for the handl e service and
referenced froma nam ng authority handle via a HS SERV value. A

HS SERV val ue is a handl e val ue whose <type> field is HS SERV and
whose <data> field contains the reference to the service handle.

HS SERV val ues are typically assigned to nanming authority handles to
refer clients to the responsible handl e service.

Use of service handle allows sharing of service informati on anong

mul tiple nanming authorities. It also allows changes to service
configuration (e.g., adding a new site) to be nade in one place
rather than in every nam ng authority handl e involved. The mechani sm
may al so be used to support service referral from one handl e service
to anot her for whatever reason

A nam ng authority handl e may have no nore than one HS SERV val ue
assigned to it, otherwise it is an error. |If a naming authority
handl e has both a Iist of HS SITE values and an HS SERV val ue, the
HS SI TE val ues shoul d be used as the service information for the
nam ng authority.

Service handl es can be registered under the reserved naming authority
"0.SERV'. Handl es under "0.SERV' are nanaged by the GHR For
exanpl e, the service handle "0. SERV/ 123" may be created to maintain
the service information for the handl e service that manages handl es
under the nami ng authority "123" and any of its sub-nam ng
authorities.
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Simlarly, a service handle "0.SERV/a.b.c" nay be created to host the
service information for the handl e service that nmanages handl es under
the nanming authority "a.b.c".

The use of service handl es rai ses several special considerations.
Multiple levels of service handl e redirection should be avoi ded due
to their lack of efficiency, but are not signaled as an error
Looped reference of service handl es or HS SERV val ues that point to
non- exi stent servi ce handl es shoul d be caught and error conditions
passed back to the user.

3.2.5. Alias Handle: HS ALIAS

In practice, it is very possible that a digital object nay have
multiple names that will identify the object. The Handle System
supports such feature via the pre-defined data type HS ALIAS. An

HS ALI AS value is a handl e val ue whose <type> field is HS ALI AS and
whose <data> field contains a reference to another handle. A handle
with a HS ALIAS value is an alias handle to the handle referenced in
the HS_ALI AS value. An alias handle should not have any additiona
handl e val ues other than HS ALIAS or HS ADM N (for admi ni stration)
values. This is necessary to prevent any inconsistency between a
handl e and its aliases.

During a handle resolution, a client nmay get back an HS ALI AS val ue.
This indicates that the handle in question is an alias handle. The
client may then retry the query against the handle specified in the
HS ALI AS value until final results are obtained.

The use of alias handle introduces a nunber of special
considerations. For exanple, nultiple levels of aliases should be
avoi ded for the sake of efficiency, but are not signaled as an error.
Alias | oops and aliases that point to non-existent handl es shoul d be
caught and error conditions passed back to the user.

One potential use of alias handle would be to support the transfer of
ownershi p of any naned resource. Wien a resource identified by a
handl e transfers from one organi zation to another, a new handle for
the resource may be created. To avoid inconsistency and any broken
reference, the handl e used before the ownership transfer may be
changed into an alias handle and point its HS ALIAS value to the
newl y created handl e.

3.2.6. Primary Site: HS_ PRI MARY
HS PRI MARY is a pre-defined data type used to designate the primary

service sites for any given handle. A handle service with nultiple
primary service sites is called a nulti-primary service. Oherw se
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it is called a single-primary service. Each handl e nmanaged by a

mul ti-primary handle service may specify its primary service sites in
terms of an HS_PRI MARY val ue. A HS PRI MARY val ue is a handl e val ue
whose <type> field is HS PRI MARY and whose <data> field contains a
list of references to HS SITE val ues. Each of these HS SITE defi nes
a primary service site for the handl e.

There can be at nost one HS PRI MARY val ue assigned to each handl e.
Oherwise it is an error. A handle with no HS PRI MARY val ue but
managed by a nmulti-primary handle service is not an error. 1In this
case, every primary service site of the handle service will also be
the prinmary site for the handle. Handles nanaged by a single-prinmary
handl e service do not need any HS PRI MARY val ues and any such val ues
shoul d be ignored.

3.2.7. Handle Value List: HS VLIST

HS VLIST is a pre-defined data type that allows a handl e value to be
used as a reference to a list of other handle values. An HS VLIST
val ue is a handl e val ue whose <type> is HS VLI ST and whose <dat a>
consists of a 4-byte unsigned integer followed by a |list of
references to other handl e values. The integer specifies the nunber
of references in the list. The references may refer to handl e val ues
under the sane handl e or handl e values from any ot her handles. Each
reference is encoded as an UTF8-string foll owed by a 4-byte unsigned
integer that identifies the referenced handle and its val ue index.

HS VLI ST val ues may be used to define adm nistrator groups for
handles. In this case, each reference in the HS VLIST defines a
menber of the adnministrator group and the HS VLI ST value identifies
the group as a whole. dient software nmust be careful, however, to
avoid cyclic definition of value references.

4. Handl e System Service Model

The Handl e Systemis a distributed global nanme service. It consists
of a single distributed dobal Handle Registry (GHR) and unlimted
nunber of Local Handle Services (LHS). These service conponents
provi de the nanme service (both resolution and administration) on
behal f of Handl e System client conponents. Handle Systemclient
components may al so choose to use Handl e System m ddl e-ware
conponents (e.g., the Handl e System caching service) for efficiency.
This section describes these conmponents and their relationships to
each ot her.
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4.1. Handl e System Service Conponents

The Handl e System defines a hierarchical service nodel. At the top
level is the single distributed gl obal handl e service, also known as
the G obal Handle Registry (GHR). Underneath the GHR, there can be
any nunber of Local Handl e Services (LHSs). Each LHS nust be
registered with the GHR to manage handl es under a distinct set of
nam ng authorities. Nam ng authorities are managed by the GHR via
nami ng authority handles (i.e., handles under the naming authority
"0.NA"). A naming authority handle can also be used to |ocate the
service information (in terns of HS_SITE val ues) that describes the
handl e service responsi ble for handl es under the nam ng authority.
Fromthe service information, clients can choose a service site and
| ocate the responsible server for their handl e requests.

Handl e System servi ce conponents are scal able and extensible to
acconmodat e any | arge amount of service |load. A handle service,

gl obal or local, nay consist of nultiple service sites, replicating
each other. Each service site may al so consist of a cluster of
conmput ers working together to serve its respective nanespace. Having
multiple service sites avoids any single point of failure and all ows
| oad bal anci ng anmong these service sites. Using nultiple servers at
any service site distributes the service load into nultiple server
processes and allows | ess powerful conputers to be utilized for the
name service

4.1.1. dobal Handle Registry (GHR

The G obal Handle Registry (GHR) is nmainly used to manage nam ng
authority handl es and to provide service information for every nani ng
authority under the Handle System The GHR nay al so be used to
manage and provide resolution and adm nistration service to non-

nam ng-authority handles. Unlike any LHS, which nostly manages
handl es under a few naming authorities, the GHRis prinmarily used to
regi ster naming authorities and provide service information for every
LHS. In other words, the GHR is the single root service that

regi sters every LHS and provides their service infornmation via the
use of naming authority handle(s). Every naning authority under the
Handl e System nust be regi stered under the GHR as a naming authority
handl e. The nami ng authority handl e provides the service information
of the handl e service that nanages all the handl es under the nam ng
authority. The service information may be provided in terns of a set
of HS SITE val ues, or an HS SERV value that refers to a service
handl e, as described earlier.

The GHR may consist of multiple service sites, each described in a

HS SI TE val ue. These HS SITE val ues are assigned to the designated
nam ng authority handle "0.NA/0.NA", also called the root handle. The
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root handle is the nam ng authority handl e that maintains the service
information for GHR  Top |l evel nami ng authorities can only be
created by adnministrators of the root handle.

In order to communicate with the GHR client software needs the GHR
service information beforehand. The service information nmay be
distributed initially with the client software, or obtained fromsone
other secure sources (e.g., postal mail, secure web site, etc.).
Cient software may keep the service information to comrunicate with
the GHR until the service information becones expired (according to
its TTL). The GHR nust update its service information (assigned to
the root handle) every tinme it changes its configuration. dient
software with out-dated service information will be notified of the
update every tine it conmunicates with the GHR.  The CGHR nust be

mai ntai ned in such a way that any client software with out-dated GHR
service information can still query the root handle for the | atest
updat e.

Fig. 4.1.1 shows the GHR service information in terns of a set of

HS SI TE val ues. The GHR may consi st of a nunber of service sites,
each described in a HS_SITE value. The figure shows a GHR service
site located in US East Coast, as indicated in the <AttributelList>.
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: :
| PublicKeyRecord: HS DSAKEY, i QCuR2Rnw. ..

| Servicelnterface |
| |
| |
| |

Servi ceType: Resol ution & Admin
Transm ssi onProtocol : TCP & UDP
Por t Nunber : 2641

<TTL>: 24 hours

<perm ssi on>: PUBLI C_READ, ADM N _WRI TE
<reference>: {enpty}

|
| ||
| <index>: 3 | |
| <type>: HS SITE | |
| <data>: | | |
| Ver si on: 1 | |
| Protocol Version: 2.1 | |
| Seri al Nurber : 1 | |
| Pri mar yMask: | |
| Mul tiPrimary: TRUE | |
| PrimarySite: TRUE | | |
| HashOpti on: HASH_BY_HANDLE | |
| HashFilter: {enpty UTF8-String} | | |
| AttributelList: 1 | |
| Description: Service site at US East Coast | |
| Nuncf Ser ver: 3 | |
| ||
| e ||
| e | ||
| e | ||
| Serverl D 1 | |
| Addr ess: : FFFF: 132. 151. 2. 150 | |
| ||
| ||
| ||
| ||
| ||
| |||
| ||
| ||
| ||
| ||
| |

Figure 4.1.1: GHR service information

The GHR and its service information provide an entry point for any
client software to communicate with the Handle System For any given
handl e, client software can query the GHR for its nam ng authority
handle. This will return the service information of the LHS that
manages every handl e under the nam ng authority. The service
information will direct the client software to the handle server
within the LHS that manages the handl e.
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On the other hand, a nam ng authority

may only be "honed" at one LHS. Note that a nanming authority may
al so be homed at the GHR

Sun,

<i ndex>: 3
<type>: HS SITE
<dat a>:
Ver si on: 1
Protocol Version: 2.1
Seri al Nunber : 1
Pri mar yMask:
Mul ti Primary: FALSE
PrimarySite: TRUE
HashOpti on: HASH_BY_LOCALNANME
HashFilter: {enpty UTF8-String}
AttributelList: 1
Description: Local Service for "10"
NunmCf Ser ver : 2
Server| D: 1
Addr ess: : FFFF: 132. 151. 3. 150

Publ i cKeyRecord: HS DSAKEY, i QCUuR2R. ..
Servi cel nt ef ace:

Servi ceType: Resol ution & Admin

Transni ssi onPr ot ocol : TCP & UDP

Por t Nunber : 2641
<TTL>: 24 hours

<perni ssion>. PUBLI C READ, ADM N WRI TE
<reference>: {enpty}

et al

Figure 4.1.2: LHS service infornmation
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Li ke the GHR, a LHS may al so consist of nmany service sites with each
site described by an HS SITE value. The set of HS SITE val ues for
any LHS may be assigned to a service handle or to the rel evant nam ng
authority handle(s). Fig. 4.1.2 shows an exanple of HS SITE val ues
for a LHS. These HS SITE val ues are assigned to the nam ng authority
handl e "0. NA/ 10". This suggests that the nanming authority "10" is
"hormed" at the LHS specified in these HS SI TE val ues. Cients may
query the GHR to obtain the service information in order to

comrmuni cate with the LHS. Administrators of the nam ng authority
handl e are responsible for maintaining the service informtion and
keeping it up to date.

Note that a LHS nmay refer its clients to another LHS in response to a
service request. This allows the LHS to further distribute its
service in a hierarchical fashion

4.2. Handle System M ddl e- Ware Conponent s

Handl e System mi ddl e-ware conponents currently include Handl e System
caching servers and Handl e System proxy servers. These Handl e System
m ddl e-ware conponents are clients to Handl e System service
components, but servers to Handle Systemclient software. Handle
System ni ddl e-ware conponents are used to provide additiona
interfaces to the basic handl e service. For exanple, a Handle System
caching server may be used to share resolution results within a |oca
community. Additionally, a Handle System proxy server can be used to
bypass any organi zational firewall via HITP tunneling.

4.2.1. Handle System Caching Service

Handl e System caching service can be used to reduce the network
traffic between Handl e Systemclients and servers. Caching handl e
data, including the service information of any LHS, allows re-use of
i nformati on obtained fromearlier queries.

Each handl e value contains a <TTL> (Tine to Live) field that tells a
caching service how |l ong the cached val ue may be regarded as valid.
A zero-value TTL indicates that the value can only be used for the
transaction in progress and should not be cached. A caching service
may obtain its data directly froma handl e service, or from another
caching service that eventually gets its data fromthe handl e

servi ce.
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A caching service may be defined in terns of an HS SITE val ue and nay
consi st of nmultiple caching servers. For any given handle, clients
can find the responsible caching server within the caching service by
usi ng the sane hashing algorithmas used in locating the handle
server within any handl e servi ce.

Caching services are not part of any Handl e System adm ni stration or
aut hentication hierarchy. The Handle System protocol does not

aut henti cate any response froma caching service. Cients are
responsible to set up their trust relationship with the caching
service that they select. They will also rely on the caching service
to properly authenticate any response from any handl e server

4.2.2. Handl e System Proxy Server

Handl e System proxy servers can be used to enabl e handl e resol ution
via other Internet protocols. For example, CNRI has built and nade
avai |l abl e a Handl e System HTTP Proxy Server that will process any
handl e resolution in terns of HITP protocol. The current DNS address
for the proxy server is at "hdl.handle.net". The proxy server allows
any handle to be resolved via a HITP URL. The URL can be constructed
as "http://hdl.handl e. net/<handl e>", where <handl e> can be any handl e
fromthe Handl e System For exanple, the handle
"ncstrl.vatech_cs/tr-93-35" can be resolved via the HTTP URL
"http://hdl.handl e. net/ncstrl.vatech cs/tr-93-35" fromany web
browser. In this case, the URL is sent to the proxy server in terns
of a HTTP request. The proxy server will query the Handl e System for
the handl e data and return the results in terns of HITP response.

Usi ng HTTP URLs all ows handl es to be resol ved from standard web
browsers without any additional client software. However, such
reference to the handle also ties itself to the proxy server. |If the
proxy server changes its DNS nane or otherw se becones invalid, the
reference (i.e., the HTTP URL) to the handle will break. Thus the
sel ection or use of proxy server should be carefully eval uated.

Proxy servers are not part of any Handl e System adninistration or
aut hentication hierarchy. The Handl e System protocol does not

aut henticate any response froma proxy server. dients are
responsible to set up their trust relationship with the proxy server
that they select. They will also rely on the proxy server to
properly authenticate any response from any handl e server

4.3. Handle System dient Conponents
Handl e System client conponents are client software that comruni cates

with the Handl e System service conponents. Cdient software may speak
the Handl e System protocol and send its request directly to a service
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conmponent. The response fromthe service conponent nay be the fina
answer to the request, or a referral to another service conponent.
The client software will have to follow the referral in order to
conpl ete the transaction

Cient software may al so be configured to tunnel its request via a

m ddl e-ware conmponent. The niddl e-ware conponent will thus be
responsi ble for obtaining the final result and returning it to the
client. Unlike service conponents, niddle-ware conponents will only
return final results of client’s request. No service referral wll
be returned from m ddl e-ware conponents.

Various Handl e Systemclient conponents nay be devel oped for various
applications. The CNRI Handl e System Resolver [17] is one such
conponent. The resolver extends web browsers (e.g., Netscape or

M crosoft Internet Explorer) in such a way that handl es can be
resolved directly in ternms of "hdl:" Uniform Resource Identifiers
(URIs). The Gail web browser [18], a freely downl oadabl e software
devel oped in Python [19], al so supports the "hdl:" URl schene and
will resolve handl es accordingly. For exanple, the handle

"10. 1045/ j ul y95-arnms" nay be resolved by entering its handle URl as
"hdl : 10. 1045/ j ul y95-arns” into any of these resol ver-enabl ed
browsers. Details of the handle URI syntax will be specified in a
separ ate docunent.

5. Handl e System Qperation Mde

Handl e System operations can be categorized into resolution and

adm nistration. Clients use the handl e resolution service to query
for any handl e values. Handle adm nistration allows clients to
manage handl es, includi ng addi ng and del eti ng handl es, and updati ng
their values. It also deals with naming authority adninistration via
nami ng authority handles. This section explains how various Handl e
System conponents work together to acconplish these service

operati ons.

Both resolution and adninistration nmay require authentication of the
client. The authentication can be done via the Handl e System

aut hentication protocol described later in this section. Whether
aut hentication is required or not depends on the kind of operation

i nvol ved and the perm ssions assigned to the rel evant handl e val ue,
and policies deployed by the rel evant service conponents.

The Handl e System protocol specifies the syntax and semantics of each

nmessage exchanged between Handl e Systemclients and its server
components. This section provides a high |level overview of the
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protocol used to acconplish any service operation. The exact
programmatic detail of each nessage (i.e., their byte |ayout or
syntax) is specified in a separate docunent [8].

5.1. Handle System Service Request and Response

The Handl e System provides its service in response to client
requests. A client may send a request to any handle server to
provoke a response. The response either provides an answer to the
request, or a status code with associated information that either
refers the request to another service conponent, asks for client
aut hentication, or signals sone error status.

Each handl e under the Handl e Systemis nanaged by its honme service.
The naning authority handl e provides the service information (in
terns of HS SERV or HS SITE val ues) of the handl e service that
manages all handl es under the nam ng authority. Any handl e request
nmust be directed to the hone service of the handle in question
Cients may find the home service by querying the correspondi ng
nam ng authority handl e against the GHR. Alternatively, this
information may be found in a local cache or even be part of a |oca
client configuration. Gven the service information, clients my
select a service site and |ocate the responsible handl e server within
the site.

To resolve the handle "ncstrl.vatech_cs/te-93-35", for exanple,

client software needs to know the home service for the naning
authority "ncstrl.vatech_cs". The hone service can be obtained by
querying the nam ng authority handle "0.NA/ncstrl.vatech_cs" agai nst
the GHR  The GHR will return the service information in terns of the
HS SI TE val ues assigned to the naming authority handle. Fromthe
service information, clients can pick a service site, find the
responsi bl e handl e server within the site, and send the resol ution
request to the handle server.

Cients may require digital signatures froma handl e server in order
to authenticate any response fromthe server. The signature can be
generated using the server’'s private key. Cients may verify the
signature using the public key available fromthe service information
(refer to the <PublicKeyRecord> entry discussed in 3.2.2).

A conmuni cati on session may al so be established between any client
and handl e server. Each session is identified by a unique session ID
managed by the server. A session may be used to nanage requests that
require nmultiple interactions. It may also be used to share any TCP
connection or authentication information anmong nultiple service
transacti ons. Each session may establish a session key and use it to
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aut henti cate any nessage exchanged within the session. It nay al so
be used to encrypt any nessage between the client and the server to
achi eve data confidentiality.

The foll owi ng di agram shows a handl e resol ution process in ternms of
messages exchanged between client software and Handl e System service

conmponents. |In this case, the client is trying to resolve the handl e
"nestrl.vatech _cs/tr-93-35". It assumes that the client has yet

obtai ned the service information of the LHS "honed" by the naming
authority "ncstrl.vatech.cs”". The client has to get the service

informati on fromthe nam ng authority handl e managed by the GHR  The
service information allows the client to |locate the responsible LHS
and query for the handl e val ue.

[HS dient] ---------------"""“" o > [ d obal Handl e Registry]
1. ask for the service
information fromthe
nam ng authority handl e
"0.NA/ ncstrl.vatech_cs"

[HS dient] <----------mmmmmmmmi e [ d obal Handl e Registry]
2. service information for
the naming authority
"ncstrl.vatech_cs"

[HS dient] ---------------mmmmmma oo > [Local Handl e Service]
3. query the handl e
"ncstrl.vatech_cs/tr-93-35"
agai nst the responsible
handl e server

...
(optional client authentication, depending on the service request)
...
[HS dient] <----------mmmmmmmaiaa oo [ Local Handl e Service]
4. query result fromthe handl e
server + (optional) server
signature
Figure 5.1: Handle resol ution exanple
In Figure 5.1, the client is configured to conmunicate with the GHR

for any handle service. 1In this case, the client first queries the
GHR to find the hone service for the handle’'s nam ng authority. The
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GHR returns the service information of the LHS that nmanages every
handl e under the nanming authority. Fromthe service information, the
client can find the responsi ble handl e server and query the server
for the handle. The server nmay set up a session to authenticate the
client if any of the handle value requires authentication

O herwi se, the server will sinply return the handl e value to the
client. The server nmay send a digital signature as part of its
response if required by the client.

The above procedure assunes that the client software already has the
GHR service information. That information was |ikely obtained from
the client software distribution. The GHR will notify the client
software if it learns that the service information used by the client
software is out of date. Cdient software nmay retrieve the | atest
service information fromthe root handle "0. NA 0. NA". The root handle
al so mai ntains the public key that may be used to authenticate the
service information.

Note that a client may cache the service information of any nam ng
authority so that subsequent queries for handl es under the sane
nami ng authority may reuse the service information and bypass the
first two steps shown in Figure 5.1. dient software nmay al so be
configured to query a caching or proxy server directly for any

handle. In this case, the caching or proxy server will act as the
[HS dient] in Figure 5.1 before returning the query result to the
client.

Cient software under certain organization nmay al so el ect to bypass
the GHR and conmunicate directly with a LHS managed by the

organi zation. Doing so may achi eve qui cker response for handl es
managed under the LHS. The client software will be referred to the
GHR for handl es not nanaged by the LHS

5.2. Handl e System Aut hentication Protoco

The Handl e System supports handl e adnini stration over the public
Internet. Access controls can be defined on each handl e value. The
Handl e System aut hentication protocol is the protocol used by any
handl e server to authenticate handl e adm ni strator upon any

adm ni stration request. The authentication is also necessary when
clients query for handl e values that are read-only by the handl e
adm nistrator. Handle adninistration include adding, deleting or
nodi fyi ng handl e val ues, and addi ng or del eting handles. Naning
authority adninistrations are carried out as handl e adm ni strations
over the correspondi ng naming authority handl es.
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The Handl e System aut henti cati on protocol does not perform any server
aut hentication. However, a client may authenticate any server
response by asking the server to sign its response with digita

si gnat ure.

By default, the Handl e System authenticates clients via a chall enge-
response protocol. That is, after receiving a client’s request, the
server issues a challenge to the client if authentication is
necessary. To be authenticated as the adm nistrator, the client has
to return a chall enge-response, a nessage that denonstrates
procession of the adm nistrator’s secret. The secret nmay be the
private key or the secret key of the adnmnistrator. This challenge-
response allows the server to authenticate the client as the handl e
adm nistrator. Upon successful authentication, the server wll
fulfill the client’s request if the adnministrator is given sufficient
perm ssi on.

For exanple, suppose a client sends a request to the handle server to

add a new handl e value. The server will issue a challenge to the
client in order to authenticate the client as one of the handle
admi nistrators. If the client possesses the private key of the

adm nistrator, she can use it to sign the server’s challenge and
return the signature as part of her chall enge-response. The server
will validate the signature in order to authenticate the client. The
client will be notified if the validation fails. Oherw se, the
server will further check if the admi nistrator has the permission to
add the handle value. |If so, the server will add the handle val ue
and report success to the client. Oherw se, a perm ssion-denied
message will be returned.
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The followi ng diagram shows a typical authentication process in terns
of the nmessages exchanged between the client and the handl e server

[dient] ---------mmm e > [Handl e Server]
1. client request
+ (optional) client credential

[Aient] <------mmmmmmi i [ Handl e Server]
2. server’'s challenge to client
+ (i.e., nonce + MD5 of client request)

[Cient] -------mmmmmm e > [Handl e Server]
3. reference to handl e adni ni strator
+ chal | enge-response fromclient

[dient] <--------mmmmmm i [ Handl e Server]
4. server acknow edgenent

Fi gure 5.2: Handl e System aut hentication process

In Figure 5.2, the client sends an adninistration request to the
handl e server (along with optional credential discussed later). The
server decides that client authentication is required and issues a
challenge to the client. The client identifies itself as a handle
adm nistrator and returns the chall enge-response to the server. The
server authenticates the client as the admi nistrator based on the

chal | enge-response. It also checks to see if the adm nistrator is
aut hori zed for the administration request. |If so, the server wll
fulfill the request and acknow edge the client.

Handl e servers nust authenticate the client before fulfilling any

request that requires adninistrator privilege. The exact

aut henti cation process varies dependi ng on whet her public key or
secret key is used by the adnmnistrator. |t also depends on whet her
the handl e used to store the administrator’s key is managed by the
sanme handl e server or not.

When public key is used, the chall enge-response fromthe client
contains its digital signature over the server’'s challenge. The
server can authenticate the client by verifying the digital signature
based on the administrator’s public key. |If secret key is used, the
chal | enge-response fromthe client carries the Message Authenticate
Code (MAC) generated using the secret key. The server nmay
authenticate the client by generating the same MAC using the

adm nistrator’s secret key and conparing it agai nst the chall enge-
response.
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The reference to handle administrator in Fig 5.2 is also called a
key-reference. It refers to a handle value that contains the key
used by the administrator. |If the key-reference is managed by the
sanme handl e server (e.g., a handl e value assigned to the sane

handl e), the server may use the key directly to do the
authentication. |If the key-reference is nmanaged by sonme other handl e
server (whether or not within the same handl e service), the server
will have to send a verification-request to this other handl e server
call it the key-server, in order to authenticate the client. The
verification-request to the key-server carries both the server’s

chal  enge and the client’s chall enge-response. The key-server will
return a verification-response, signed using the key-server’'s private
key. The content of the verification-response will depend on the

handl e val ue referenced by the key-reference. |f the key-reference
refers to a public key used by the adnministrator, the verification-
response will contain the public key of the adm nistrator.

O herw se, the key-server will verify the challenge-response on
behal f of the requesting server and return the result in the
verification-response. The follow ng di agram shows the control flow
of the authentication process where the key-reference refers to a
handl e val ue that contains the adm nistrator’s public (or secret) key
and the key-server is sone other handl e server.
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| 1. client request.

2. session ID
+ server’s chal |l enge

| |
| |
| | |
| | |
| | |
| Handle | <-----c-mmmm e | Handl e
| System | | server |
| client | 3. session ID | receiving
| | + response to the chall enge | client |
| | + adm ni strator reference | request |
| | e > | |
| | | |
| | 6 server acknow edgenent |
| S R LR | |
| N
4. Verification | | 5. verifi-
request | cation
| response
| | (signed)
|

The handl e server (the
key-server) that nanages
the key referenced by

t he key-reference

Figure 5.3: Authentication process requiring verification
froma second handl e server

Secret key based authentication via a second handl e server, i.e., the
key server, provides a convenient way to share a conmon secret key
(e.g., pass phrase) among handl es managed by different handl e
servers. However, it should not be used to manage hi ghly sensitive
handl es or handl e data. The authentication process itself is
expensive and relies on a third party, i.e., the key-server, for
proper operation. Additionally, the secret key itself is subject to
dictionary attack since the key-server cannot determ ne whether the
verification-request cones froma legitimte handle server. A handle
service may set its local policy so that secret key based

aut hentication can only be carried out if the handl e server
(receiving the client request) is also the key-server
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Local handl e services nmay define additional |ocal policies for
aut henti cation and/ or authorization. Handle System service
components may al so choose to use other Internet authentication
mechani sms such as Kerberos [20] or some Transport Layer Security
protocol [21]. Details of these will be addressed in a separate
docunent .

6. Security Considerations

Handl e System security considerations are discussed in the "Handl e
System Overview' [1] and that discussion applies equally to this
docunent .

The Handl e System del egates handl e adnministration to each handl e
adm ni strator who may or nmay not be the server adnministrator. Handle
adm nistrators are allowed to choose their own public/secret keys
used for authentication. The security of Handl e System

aut henti cati on depends on the proper key selection and its

mai nt enance by the handle adm nistrator. Handl e adm nistrators nust
choose and protect their authentication keys carefully in order to
protect the handle data. Handle server inplenmentations nay depl oy
policies that regulate the selection of public/secret keys used for
aut hentication. For exanple, a handle server may require that any
aut henti cation key nust be no | ess than certain nunber of bits. It
may al so prohibit the use of secret keys because of the potentia
dictionary attack.

The Handl e System data nodel supports execution perm ssion

(PUBLI C_EXECUTE, ADM N _EXECUTE) for each handle value. VWhile this
all ows better sharing of network resources, it also raises nany
security considerations. Execution privilege should be restricted
within the pernissions of certain user account (corresponding to the
handl e admi ni strator) on the server to prevent systemw de

di sruption. Switching between conputing platforns for the server
shoul d al so be careful to avoid any unexpected behavi or

| npl enent ati ons nay choose not to support the execution perm ssion
or provide options so that it can be disabl ed.

To protect against any irresponsible use of systemresource, handle
servers may inplenent quota control. The quota control can be used
to put limts on the nunber of handles under a naming authority, the
nunber of handl e val ues all owed for any given handle, the maxi num
size of any handl e val ue, and t he nunber of sub-nam ng authorities
under a nanming authority. Handle servers mnust report error if the
result of a handle admi nistration violates any of these linits.
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