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Abstract

Establ i shing nultinedia streans nust take into account requirenments
for end-to-end QoS, authorization of network resource usage and
accurate accounting for resources used. During session set up
policies my be enforced to ensure that the nedia streans being
requested lie within the bounds of the service profile established
for the requesting host. Simlarly, when a host requests resources
to provide a certain QS for a packet flow, policies nay be enforced
to ensure that the required resources lie within the bounds of the
resource profile established for the requesting host.

To prevent fraud and to ensure accurate billing, this docunent
descri bes various scenarios and nechani sns that provide the |inkage
required to verify that the resources being used to provide a
requested QS are in-line with the nmedia streans requested (and

aut hori zed) for the session.

Haner, et al. I nf or mat i onal [ Page 1]



RFC 3521 Session Set-up with Media Authorization April 2003

Tabl e

PP

8.
9

10.
11.
12.
13.
14.

of Contents
Introducti on. ... ... 2
Conventions used in this document.......... ... ... ... ... .. ...... 3
Definition of terms. ... ... ... .. . e 4
The Coupled Model .. ... . . . . e e 5
4.1 Coupl ed Model Message Flows.......... ... ... . ... 6
4.2 Coupl ed Model Authorization Token......................... 8
4.3 Coupled Model Protocol Inmpacts............ ... ... . 8
The Associ ated Mddel <<using One Policy Server>>. ............... 8
5.1 Associ ated Mbdel Message Fl ows
<<using One Policy Server>>. ... ... ... ... 9
5.2 Associ at ed Model Authorization Token
<<using One Policy Server>>. .. ... ... .. .. 11
5.3 Associ at ed Mbdel Protocol |npacts
<<using One Policy Server>>. ... ... ... . ... .. 11
5.4 Associ at ed Mbdel Network | npacts
<<using One Policy Server>>. ... .. ... . . ... 12
The Associ ated Mddel <<using Two Policy Servers>>.............. 12
6.1 Associ at ed Mbdel Message Fl ows
<<using Two Policy Servers>>. ............c0uiiiiiineii... 13
6.2 Associ at ed Mbdel Authorization Token
<<using Two Policy Servers>>. .. ... ... ... .. ... 15
6.3 Associ at ed Mbdel Protocol |npacts
<<using Two Policy Servers>>. . ... ..... ... i, 16
The Non-Associated Mdel ... ... . . . . . i 16
7.1 Non- Associ ated Mbdel Message Flow. .......... ... ... ....... 17
7.2 Non- Associ at ed Mbdel Authorization Token................. 19
7.3 Non- Associ ated Mbdel Protocol Inpacts.................... 19
CONCI USI ONS. . .o 20
Security Considerati ONS. . ........ i e 21
Normative References. . ...... ... .. e 22
Informative References. .. ... ... . . . . . i 23
ACKnOoW edgment S. . . . .. 23
Aut hor s’ Addr esSes. . ... 24
Ful | Copyright Statement.............. ... . .. 25

1. Introduction

Vari ous nechani sns have been defined through which end hosts can use
a session managenent protocol (e.g., SIP [6]) to indicate that QS
requirenents nust be nmet in order to successfully set up a session
However, a separate protocol (e.g., RSVP [7]) is used to request the
resources required to neet the end-to-end QS of the nedia stream

To
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prevent fraud and to ensure accurate billing, some linkage is
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required to verify that the resources being used to provide the
requested QS are in-line with the nedia streans requested (and
aut hori zed) for the session.

Thi s docunment describes such a linkage through use of a "token" that
provides capabilities simlar to that of a gate in [12] and of a
ticket in the push nodel of [10]. The token is generated by a policy
server (or a session managenent server) and is transparently rel ayed
through the end host to the edge router where it is used as part of
the policy-controlled fl ow adm ssi on process.

In sone environnents, authorization of nedia streans can exploit the
fact that pre-established relationships exist between el enents of the
network (e.g., session nanagenent servers, edge routers, policy
servers and end hosts). Pre-established relationships assune that
the different network elements are configured with the identities of
the other network elenents and, if necessary, are configured with
security keys, etc. required to establish a trust relationship. In
ot her environnents, however, such pre-established relationships nmay
not exist either due to the conplexity of creating these associations
a priori (e.g., in a network with nany el enents), or due to the

di fferent business entities involved (e.g., service provider and
access provider), or due to the dynam c nature of these associations
(e.g., in a nobile environnment).

In this docunent, we describe these various scenarios and the
mechani sms used for exchangi ng infornmation between network el enents
in order to authorize the use of resources for a service and to
coordi nate acti ons between the session and resource nmanagenent
entities. Specific extensions to session managenent protocols (e.qg.
SIP [6], H 323), to resource reservation protocols (e.g., RSVP [4],
YESSIR) and to policy nanagenent protocols (e.g., COPS-PR [9], COPS-
RSVP [3]) required to realize these scenarios and nmechani sns are
beyond the scope of this document.

For clarity, this docunent will illustrate the nedia authorization
concepts using SIP for session signalling, RSVP for resource
reservation and COPS for interaction with the policy servers. Note,
however, that the framework could be applied to a nmultinedi a services
scenario using different signalling protocols.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].
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3. Definition of terns

Figure 1 introduces a generic nodel for session establishnent, QS
and policy enforcenent.
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Figure 1: Ceneric nedia authorization network node

EH - End Host: The End Host is a device used by a subscriber to
access network services. The End Host includes a client for
requesting network services (e.g., through SIP) and a client for
requesting network resources (e.g., through RSVP)

ER - Edge Router: The Edge Router is a network el enent connecting the
end host to the rest of the Resource Control Donmin. The Edge Router
contains a PEP to enforce policies related to resource usage in the
Resource Control Domain by the End Host. It also contains a
signalling agent (e.g., for RSVP) for handling resource reservation
requests fromthe End Host.
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PDP - Policy Decision Point: The PDP is a logical entity located in
the Policy Server that is responsible for authorizing or denying
access to services and/or resources.

PEP - Policy Enforcement Point: The PEP is a logical entity that
enforces policy decisions nade by the PDP. Note that other PEPs nay
reside in other network el ements not shown in the nodel of Figure 1
however they will not be discussed in this docunent.

PS - Policy Server: The Policy Server is a network el ement that
includes a PDP. Note that there may be a PS in the Service Contro
Domain to control use of services and there may be a separate PS in
the Resource Control Dormain to control use of resources along the
packet forwarding path. Note also that network topol ogy nmay require
mul tiple Policy Servers within either Domain, however they provide
consi stent policy decisions to offer the appearance of a single PDP
i n each Domai n.

RCD - Resource Control Domain: The Resource Control Domain is a

| ogi cal grouping of elenents that provide connectivity along the
packet forwarding paths to and froman End Host. The RCD contains ER
and PS entities whose responsibilities include managenent of
resources along the packet forwarding paths. Note that there may be
one or nore RCDs within an autononous donai n.

SCD - Service Control Domain: The Service Control Domain is a |ogica
groupi ng of elenments that offer applications and content to

subscri bers of their services. The Session Managenent Server resides
inthe SCD along with a PS. Note that there nmay be one or nore SCDs
within an aut ononous domai n.

SM5 - Sessi on Managenent Server: The Session Managenent Server is a
network el enent providing session nmanagenent services (e.g.

tel ephony call control). The Session Managenent Server contains a
PEP to enforce policies related to use of services by the End Host.
It also contains a signalling agent or proxy (e.g., for SIP) for
handl i ng service requests fromthe End Host.

4. The Coupl ed Model
In sone environnments, a pre-established trust relationship exists

bet ween el enents of the network (e.g., session nmanagenent servers
edge routers, policy servers and end hosts). W refer to this as the

"coupl ed nodel", indicating the tight relationship between entities
that is presumed. The key aspects of this scenario are the
fol | owi ng:
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- Policy decisions, including nedia authorization, are nade by a
single Policy Server.

- The Edge Router, Session Managenent Servers and Policy Server
i nvol ved in establishing the session are known a priori. For
exanpl e, the End Host may be configured to use a Session
Managenment Server associated with the Edge Router to which the EH
i s connected.

- There are pre-defined trust rel ationships between the SM5 and the
PS and between the ER and the PS.

E R +
SREEEE + | |
| | 1 S LR + 2 |
| [-------- >| Session Managenent |----- >| |
| ESEEREEEE | Ser ver | <--- | |
| | 4 R R + 3 | |
| End | | Policy |
| Host | | Server |
| | | |
| | 5 e LR + 6 | |
| |-------- >| Edge |----- >| |
| [ <-------- | Rout er [ <----- |
| | 8 S L + 7| |
R + | |
E R +
Fi gure 2: The Coupl ed Mde
4.1 Coupl ed Model Message Fl ows
In this nodel, it is assuned that there is one Policy Server serving

both the Service Control and Resource Control Domains and that there
are pre-defined trust rel ationshi ps between the PS and SM5 and
between the PS and ER  Communi cati ons between these entities are

t hen possible as described below Only the originating side flows
are described for sinplicity. The same concepts apply to the

term nating side

1. The End Host issues a session set-up request (e.g., SIPINVITE) to
t he Sessi on Managenent Server indicating, anong other things, the
medi a streans to be used in the session. As part of this step
the End Host may authenticate itself to the Session Managenent
Server.
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2. The Sessi on Managenent Server, possibly after waiting for
negoti ati on of the nedia streams to be conpleted, sends a policy
deci sion request (e.g., COPS REQ to the Policy Server in order to
determine if the session set-up request should be allowed to
proceed.

3. The Policy Server sends a decision (e.g., COPS DEC) to the Session
Management Server, possibly after nodifying the paraneters of the
media to be used. Included in this response is a "token" that can
subsequently be used by the Policy Server to identify the session
and the nedia it has authorized.

4. The Session Managenent Server sends a response to the End Host
(e.g., SIP 200 or 183) indicating that session set-up is conplete
or is progressing. Included in this response is a description of
the negotiated nmedia along with the token fromthe Policy Server.

5. The End Host issues a request (e.g., RSVP PATH) to reserve the
resources necessary to provide the required QS for the nedia
stream Included in this request is the token fromthe Policy
Server provided via the Session Managenent Server.

6. The Edge Router intercepts the reservation request and sends a
policy decision request (e.g., COPS REQ to the Policy Server in
order to determine if the resource reservation request should be
allowed to proceed. Included in this request is the token from
the Policy Server provided by the End Host. The Policy Server
uses this token to correlate the request for resources with the
medi a aut hori zation previously provided to the Sessi on Managenent
Server.

7. The Policy Server sends a decision (e.g., COPS DEC) to the Edge
Rout er, possibly after nodifying the paraneters of the resources
to be reserved.

8. The Edge Router, possibly after waiting for end-to-end negotiation
for resources to be conpleted, sends a response to the End Host
(e.g., RSVP RESV) indicating that resource reservation is conplete
or i s progressing.
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4.2 Coupl ed Model Authorization Token

In the Coupled Model, the Policy Server is the only network entity
that needs to interpret the contents of the token. Therefore, in
this nodel, the contents of the token are inplenentation dependent.
Since the End Host is assuned to be untrusted, the Policy Server
SHOULD t ake neasures to ensure that the integrity of the token is
preserved in transit; the exact nechanisns to be used are al so

i mpl erent ati on dependent.

4.3 Coupl ed Mbdel Protocol Inpacts

The use of a nedia authorization token in the Coupled Mdel requires
the addition of new fields to several protocols:

- Resource reservation protocol. A new protocol field or object
MUST be added to the resource reservation protocol to
transparently transport the token fromthe End Host to the Edge
Router. The content and internal structure (if any) of this
obj ect SHOULD be opaque to the resource reservation protocol. For
exanple, this is achieved in RSVP with the Policy Data object
defined in [8].

- Policy managenent protocol. A new protocol field or object MJST
be added to the policy nanagenent protocol to transparently
transport the token fromthe Policy Server to the Session
Managenment Server and fromthe Edge Router to the Policy Server
The content and internal structure (if any) of this object SHOULD
be opaque to the policy nmanagenent protocol. For exanple, this is
achieved in COPS-RSVP with the Policy Data object defined in [8].

- Session managenent protocol. A new protocol field or object MJST
be added to the session managenment protocol to transparently
transport the nedia authorization token fromthe Session
Managenment Server to the End Host. The content and interna
structure (if any) of this object SHOULD be opaque to the session
managenent protocol (e.g., SIP [6]).

5. The Associ ated Mbdel <<using One Policy Server>>

In this scenario, there are multiple instances of the Session
Managenment Servers, Edge Routers and Policy Servers. This leads to a
network of sufficient conplexity that it precludes distributing

know edge of network topology to all network entities. The key
aspects of this scenario are the follow ng:
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- Policy decisions, including nmedia authorization, are nade by the
same Policy Server for both the Session Managenent Server and the
Edge Router. However, the Policy Server may change on a per-
transaction basis, i.e., on a per policy request basis.

- The Edge Router, Session Managenent Server and Policy Server
i nvol ved in establishing the session are not known a priori. For
exanpl e, the End Host may be dynanically configured to use one of
a pool of Session Managenment Servers and each of the Session
Managenment Servers may be statically configured to use one of a
pool of Policy Servers.

I n anot her exanple, the End Host nmay be nobile and continually
changi ng the Edge Router that its point of attachment uses to
conmuni cate with the rest of the network.

- There are pre-defined trust rel ationships between the SM5 and the
PS and between the ER and the PS.

R + oo +
| SMS ' n’ |<--> PS'm |
i + [ +|

SRR + L | ||

| I +oo2] N

| [-------- >| Session Management |----- >| | |

| [ <-------- | Server 1 | <----- | |

| |4 e + 3] ]

| End | | Policy | |

| Host | R LT T + | Server | |
| | | ER " n’ | | 1 ||
| | 5 raRAREEEELEEEEEE R + | | ||
| |- >| Edge |-+ 6 | ||
| | <-eoeeeee | Rout er |- >| ||
| |8 e T ||
[ + <----- | | -+
Fom e oo - +

Fi gure 3: The Associ ated Mdel using One Policy Server
5.1 Associ at ed Model Message Fl ows <<using One Policy Server>>

In this nodel, it is assuned that a Policy Server can nake deci sions
for both the Service Control and Resource Control Domains and that
there are pre-defined trust relationships between the PS and SM5 and
between the PS and ER  Communi cati ons between these entities are
then possible as described below Only the originating side flows
are described for sinplicity. The sane concepts apply to the

term nating side
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The End Host issues a session set-up request (e.g., SIPINVITE) to
t he Session Managenent Server indicating, anong other things, the
medi a streans to be used in the session. As part of this step

the End Host may authenticate itself to the Session Managenent
Server.

The Sessi on Managenent Server, possibly after waiting for

negoti ati on of the nedia streanms to be conpleted, sends a policy
deci sion request (e.g., COPS REQ to the Policy Server in order to
determine if the session set-up request should be allowed to
proceed.

The Policy Server sends a decision (e.g., COPS DEC) to the Session
Management Server, possibly after nodifying the paraneters of the
media to be used. Included in this response is a "token" that can
subsequently be used by the Policy Server to identify the session
and the nedia it has authorized.

The Sessi on Managenent Server sends a response to the End Host

(e.g., SIP 200 or 183) indicating that session set-up is conplete
or is progressing. Included in this response is a description of
the negotiated nmedia along with the token fromthe Policy Server.

The End Host issues a request (e.g., RSVP PATH) to reserve the
resources necessary to provide the required QS for the nedia
stream Included in this request is the token fromthe Policy
Server provided via the Session Managenent Server.

The Edge Router intercepts the reservation request and inspects
the token to learn which Policy Server authorized the nedia. It
then sends a policy decision request to that Policy Server in
order to determine if the resource reservation request should be
allowed to proceed. Included in this request is the token from
the Policy Server provided by the End Host. The Policy Server
uses this token to correlate the request for resources with the
medi a aut hori zation previously provided to the Sessi on Managenent
Server.

The Policy Server sends a decision to the Edge Router, possibly
after nodifying the parameters of the resources to be reserved.

The Edge Router, possibly after waiting for end-to-end negotiation
for resources to be conpleted, sends a response to the End Host
(e.g., RSVP RESV) indicating that resource reservation is conplete
or i s progressing.
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5.2

Associ at ed Mbdel Authorization Token <<using One Policy Server>>

Since the ER does not know which SM5 and PS are involved in session
establ i shnent, the token MJST incl ude:

A correlation identifier. This is information that the Policy
Server can use to correlate the resource reservation request with
the medi a authorized during session set up. The Policy Server is
the only network entity that needs to interpret the contents of
the correlation identifier therefore, in this nodel, the contents
of the correlation identifier are inplenmentation dependent. Since
the End Host is assuned to be untrusted, the Policy Server SHOULD
take measures to ensure that the integrity of the correlation
identifier is preserved in transit; the exact mechanisms to be
used are al so inplenentati on dependent.

The identity of the authorizing entity. This information is used
by the Edge Router to determ ne which Policy Server should be used
to solicit resource policy decisions.

In sone environments, an Edge Router nmay have no nmeans for
determining if the identity refers to a legitimte Policy Server
withinits domain. |In order to protect against redirection of
aut hori zation requests to a bogus authorizing entity, the token
SHOULD al so i ncl ude

Aut hentication data. This authentication data is cal cul ated over
all other fields of the token using an agreed nechanism The
mechani sm used by the Edge Router is beyond the scope of this
docunent .

The detailed semantics of an authorization token are defined in [4].

5.3

Associ at ed Mbdel Protocol |npacts <<using One Policy Server>>

The use of a nedia authorization token in this version of the
Associ ated Mbdel requires the addition of new fields to severa
protocol s:

Hamer ,

Resource reservation protocol. A new protocol field or object
MUST be added to the resource reservation protocol to
transparently transport the token fromthe End Host to the Edge
Router. The content and internal structure of this object MJST be
specified so that the Edge Router can distinguish between the

el ements of the token described in Section 5.2. For exanple, this
is achieved in RSVP with the Policy Data object defined in [8].
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5.4

- Policy managenent protocol. A new protocol field or object MJST
be added to the policy nanagenent protocol to transparently
transport the token -- or at least the correlation identifier --
fromthe Edge Router to the Policy Server. The content and
internal structure of this object SHOULD be opaque to the policy
managenent protocol. For exanple, this is achieved in COPS- RSVP
with the Policy Data object defined in [8].

- Session managenent protocol. A new protocol field or object MJST
be added to the session nmanagenent protocol to transparently
transport the nedia authorization token fromthe Session
Managenment Server to the End Host. The content and interna
structure of this object SHOULD be opaque to the session
managenent protocol (e.g., SIP [6]).

Associ ated Mbdel Network |npacts <<using One Policy Server>>

The use of a nedia authorization token in this version of the
Associ ated Mbdel requires that the Edge Router inspect the token to
| earn which Policy Server authorized the nedia. |n sone
environnents, it nmay not be possible for the Edge Router to perform
this function; in these cases, an Associ ated Mdel using Two Policy
Servers (section 6) is required.

This version of the Associated Mddel also requires that the Edge
Router interact with nultiple Policy Servers. Policy decisions are
made by the same Policy Server for both the Session Managenent Server
and the Edge Router, however the Policy Server may change on per-
transaction basis. Note that the COPS franmework does not currently
all ow PEPs to change PDP on a per-transaction basis. To use this
nodel , a new framework nust be defined for policy decision
outsourcing. This nodel also inplies that the Policy Servers are
able to interact and/or make decisions for the Edge Router in a
consi stent manner (e.g., as though there is only a single RCD Policy
Server). How this is acconplished is beyond the scope of this
docunent .

The Associ ated Mddel <<using Two Policy Servers>>

In this scenario, there are multiple instances of the Session
Managenment Servers, Edge Routers and Policy Servers. This leads to a
network of sufficient conplexity that it precludes distributing

know edge of network topology to all network entities. The key
aspects of this scenario are the foll ow ng:

- Policy decisions, including media authorization, are nade by
Policy Servers

Hamer, et al. I nf or mat i onal [ Page 12]
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- There is a PSin the Resource Contro

the PSin the Service Contro

- The Edge Router,
i nvol ved in establishing the
exanpl e, the End Host may be
a pool of Session Managenent
and continually changing the
conmuni cate with the rest of

- There is a pre-defined trust
SCD PS.

- There is a pre-defined trust
RCD PS.

- There is a pre-defined trust
Policy Servers

Session Set-up with Media Authorization
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Domain that is separate from

Domai n.

Sessi on Managenent Server and Policy Servers

session are not known a priori. For
dynamically configured to use one of
Servers or the End Host may be nobile
Edge Router that it uses to

t he network.

rel ati onshi p between the SM5 and the

rel ati onship between the ER and the

rel ati onshi p between the RCD and SCD

e e e ek + E R +
too---- + | SMVE “ n’ | | |
| | 1 B R L + | | SCD
| |[-------- >| Session Managenent |-+ 2 | Policy
| [ <-------- | Server [----- >| Server
| | 4 R LT F<-mm - | |
| End | 3 H-------- +
| | 7N
| Host | R R + | v 8
| | | ER ' | e +
| |5 e 1 |
| [-------- >| Edge |-+ 6| RCD |
| [ <-------- | Rout er [----- > Policy |
| | 10 e L EE T +<--- -| Server
oo + 9 | |
Fom e e e - +
Fi gure 4: The Associ ated Mddel using Two Policy Servers
6.1 Associ at ed Mbdel Message Fl ows <<using Two Policy Servers>>
In this nodel, it is assuned that there is one Policy Server for the
Service Control Donmain and a different Policy Server for the Resource
Control Domain. There are pre-defined trust relationshi ps between
the SCD PS and SM5, between the RCD PS and ER and between the RCD and
SCD Policy Servers. Conmunications between these entities are then
possi bl e as described below Only the originating side flows are
described for sinplicity. The same concepts apply to the term nating
si de.
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The End Host issues a session set-up request (e.g., SIP INVITE)
to the Session Managenent Server indicating, anong other things,
the media streans to be used in the session. As part of this
step, the End Host may authenticate itself to the Session
Managenment Server.

The Sessi on Managenent Server, possibly after waiting for

negoti ati on of the nedia streanms to be conpleted, sends a policy
deci sion request (e.g., COPS REQ to the SCD Policy Server in
order to determine if the session set-up request should be

al l owed to proceed.

The SCD Policy Server sends a decision (e.g., COPS DEC) to the
Sessi on Managenent Server, possibly after nodifying the
paraneters of the media to be used. Included in this response is
a "token" that can subsequently be used by the SCD Policy Server
to identify the session and the nedia it has authorized.

The Sessi on Managenent Server sends a response to the End Host
(e.g., SIP 200 or 183) indicating that session set-up is conplete
or is progressing. Included in this response is a description of
the negotiated nmedia along with the token fromthe SCD Policy
Server.

The End Host issues a request (e.g., RSVP PATH) to reserve the
resources necessary to provide the required QS for the nedia
stream Included in this request is the token fromthe SCD
Policy Server provided via the Session Managenent Server.

The Edge Router intercepts the reservation request and sends a
policy decision request (e.g., COPS REQ to the RCD Policy Server
in order to determine if the resource reservation request should
be allowed to proceed. Included in this request is the token
fromthe SCD Policy Server provided by the End Host.

The RCD Policy Server uses this token to |l earn which SCD Policy
Server authorized the nedia. It then sends an authorization
request [11] to that SCD Policy Server in order to determine if
the resource reservation request should be allowed to proceed.
Included in this request is the token fromthe SCD Policy Server
provi ded by the End Host.

The SCD Policy Server uses this token to correlate the request
for resources with the nedia authorization previously provided to
t he Session Managenent Server. The SCD Policy Server sends a
decision [11] to the RCD Policy Server on whether the requested
resources are within the bounds authorized by the SCD Policy
Server.
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9. The RCD Policy Server sends a decision (e.g., COPS DEC) to the
Edge Router, possibly after nodifying the paraneters of the
resources to be reserved.

10. The Edge Router, possibly after waiting for end-to-end
negoti ation for resources to be conpleted, sends a response to
the End Host (e.g., RSVP RESV) indicating that resource
reservation is conplete or is progressing

6.2 Associ at ed Mbdel Authorization Token <<using Two Policy Servers>>

Since the RCD Policy Server does not know which SMS and SCD PS are
i nvol ved i n session establishnent, the token MJST incl ude:

- Acorrelation identifier. This is information that the SCD Policy
Server can use to correlate the resource reservation request with
the medi a aut hori zed during session set up. The SCD Policy Server
is the only network entity that needs to interpret the contents of
the correlation identifier therefore, in this nodel, the contents
of the correlation identifier are inplenentati on dependent. Since
the End Host is assumed to be untrusted, the SCD Policy Server
SHOULD t ake neasures to ensure that the integrity of the
correlation identifier is preserved in transit; the exact
mechani snms to be used are al so inpl enentati on dependent.

- The identity of the authorizing entity. This information is used
by the RCD Policy Server to determ ne which SCD Policy Server
shoul d be used to verify the contents of the resource reservation
request.

In sone environnments, an RCD Policy Server nmay have no neans for
determining if the identity refers to a legitinmate SCD Policy Server.
In order to protect against redirection of authorization requests to
a bogus authorizing entity, the token SHOULD i ncl ude:

- Authentication data. This authentication data is cal cul ated over
all other fields of the token using an agreed nechanism The
mechani sm used by the RCD Policy Server is beyond the scope of
this docunent.

Note that the information in this token is the sane as that in
Section 5.2 for the "One Policy Server" scenario.

The detailed semantics of an authorization token are defined in [4].
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6.3 Associ at ed Mbdel Protocol |npacts <<using Two Policy Servers>>

The use of a nedia authorization token in this version of the
Associ ated Mbdel requires the addition of new fields to severa
pr ot ocol s:

- Resource reservation protocol. A new protocol field or object
MUST be added to the resource reservation protocol to
transparently transport the token fromthe End Host to the Edge
Router. The content and internal structure of this object SHOULD
be opaque to the resource reservation protocol. For exanple, this
is achieved in RSVP with the Policy Data object defined in [8].

- Policy managenment protocol. A new protocol field or object MJST
be added to the policy nanagenment protocol to transport the token
fromthe SCD Policy Server to the Session Managenent Server and
fromthe Edge Router to the RCD Policy Server. The content and
internal structure of this object MJST be specified so that the
Policy Servers can distingui sh between the el enents of the token
described in Section 6.2. For exanple, this is achieved in COPS-
RSVP with the Policy Data object defined in [8].

- Session managenent protocol. A new protocol field or object MJST
be added to the session nanagenent protocol to transparently
transport the nedia authorization token fromthe Session
Managenment Server to the End Host. The content and interna
structure of this object SHOULD be opaque to the session
managenent protocol (e.g., SIP [6]).

Note that these inpacts are the sane as those discussed in Section
5.3 for the "One Policy Server" scenario. However the use of two
Policy Servers has one additional inpact:

- Authorization protocol. A new protocol field or object MJIST be
added to the authorization protocol to transport the token from
the RCD Policy Server to the SCD Policy Server. The content and
internal structure of this object MJST be specified so that the
Policy Servers can distinguish between the elements of the token
described in Section 6. 2.

7. The Non- Associ at ed Mdel

In this scenario, the Session Managenent Servers and Edge Routers are
associated with different Policy Servers, the network entities do not
have a priori know edge of the topology of the network and there are
no pre-established trust relationshi ps between entities in the
Resource Control Domain and entities in the Service Control Domain.
The key aspects of this scenario are the foll ow ng:
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- Policy decisions, including nedia authorization, are nade by
Policy Servers

- The PS in the Resource Control Domain is separate fromthe PS in
the Service Control Domain.

- There is a pre-defined trust relationship between the SM5 and the
SCD PS.

- There is a pre-defined trust relationship between the ER and the
RCD PS.

- There are no pre-defined trust relationships between the ER and
SMS or between the RCD and SCD Policy Servers.

Fomm e o - +

oo + | |

| | 1 S R + 2 SCD

| [-------- >| Session Management |----- >| Policy

| [ <-------- | Server | <----- | Server

| | 4 o - + 3 | |

| End | A +

| Host

| | oo +

| | 5 o + 6 | |

| [-------- >| Edge [----- > RCD

| [ <---ve---- | Rout er [ <----- | Policy |

| | 8 R R + 7 | Server

oo + | |
Fom e oo - +

Fi gure 5: The Non- Associ at ed Mde
7.1 Non- Associ at ed Mbdel Message Fl ow

In this nodel it is assuned that the policy servers nmake i ndependent
decisions for their respective donains, obviating the need for

i nformati on exchange between policy servers. This nodel also enables
sessi on aut horizati on when comuni cati on between policy servers is

not possible for various reasons. It may al so be used as a neans to
speed up session setup and still ensure proper authorization is
per f or ned.

Thi s nmodel does not preclude the possibility that the policy servers
may communi cate at other tines for other purposes (e.g., exchange of
accounting information).
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Conmuni cati ons between network entities in this nodel is described

bel

ow. Only the originating side flows are described for sinplicity.

The sane concepts apply to the term nating side.

1

Hamer ,

The End Host issues a session set-up request (e.g., SIPINVITE) to
t he Sessi on Managenent Server indicating, anong other things, the
medi a streans to be used in the session. As part of this step

the End Host may authenticate itself to the Session Managenent
Server.

The Sessi on Managenent Server, possibly after waiting for

negoti ation of the nedia streans to be conpleted, sends a policy
deci sion request (e.g., COPS REQ to the SCD Policy Server in
order to determine if the session set-up request should be allowed
to proceed.

The SCD Policy Server sends a decision (e.g., COPS DEC) to the
Sessi on Managenent Server, possibly after nodifying the paraneters
of the nmedia to be used. Included in this response is a "token"
that can subsequently be used by the RCD Policy Server to

det ermi ne what nedi a has been authori zed.

The Sessi on Managenent Server sends a response to the End Host
(e.g., SIP 200 or 183) indicating that session set-up is conplete
or is progressing. Included in this response is a description of
the negotiated nedia along with the token fromthe SCD Policy
Server.

The End Host issues a request (e.g., RSVP PATH) to reserve the
resources necessary to provide the required QS for the nedia
stream Included in this request is the token fromthe SCD Policy
Server provided via the Session Managenent Server.

The Edge Router intercepts the reservation request and sends a
policy decision request (e.g., COPS REQ to the RCD Policy Server
in order to determine if the resource reservation request should
be allowed to proceed. Included in this request is the token from
the SCD Policy Server provided by the End Host.

The RCD Policy Server uses this token to extract information about
the media that was authorized by the SCD Policy Server. The RCD
Policy Server uses this information in nmaking its decision on

whet her the resource reservation should be allowed to proceed.

The Policy Server sends a decision (e.g., COPS DEC) to the Edge

Rout er, possibly after nodifying the paranmeters of the resources
to be reserved.
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8.

In

The Edge Router, possibly after waiting for end-to-end negotiation
for resources to be conpleted, sends a response to the End Host
(e.g., RSVP RESV) indicating that resource reservation is conplete
or is progressing

Non- Associ at ed Model Authorizati on Token

this nodel, the token MJST contain sufficient information to allow

the RCD Policy Server to make resource policy decisions autononously
fromthe SCD Policy Server. The token is created using information
about the session received by the SM5. The information in the token
MUST i ncl ude:

Calling party name or | P address (e.g., from SDP "c=" paraneter).

Called party nanme or | P address (e.g., from SDP "c=" paraneter).

The characteristics of (each of) the nedia strean(s) authorized
for this session (e.g., codecs, naximum bandwi dth from SDP " n¥"
and/ or "b=" paraneters).

The authorization lifetine. To protect against replay attacks,
the token should be valid for only a few seconds after the start
tinme of the session.

The identity of the authorizing entity to allow for validation of
t he t oken.

Aut hentication data used to prevent tanmpering with the token
This authentication data is calculated over all other fields of
the token using an agreed nmechanism The nechani sm used by the
RCD Policy Server is beyond the scope of this docunent.

Furthernore, the token MAY incl ude:

The lifetinme of (each of) the nedia strean(s) (e.g., fromSDP "t="
paraneter). This field nmay be useful in pre-paid scenarios in
order to limt the lifetinme of the session

The Calling and called party port nunmbers (e.g., fromthe
paraneter).

=

The detail ed semantics of an authorization token are defined in [4].

7.3

Non- Associ at ed Mbdel Protocol |npacts

The use of a nmedia authorization token in the Non-Associ ated Mde
requires the addition of new fields to several protocols:

Hamer ,
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- Resource reservation protocol. A new protocol field or object
MUST be added to the resource reservation protocol to
transparently transport the token fromthe End Host to the Edge
Router. The content and internal structure of this object SHOULD
be opaque to the resource reservation protocol. For exanple, this
is achieved in RSVP with the Policy Data object defined in [8].

- Policy managenent protocol. A new protocol field or object MJST
be added to the policy nanagenment protocol to transport the token
fromthe SCD Policy Server to the Session Managenent Server and
fromthe Edge Router to the RCD Policy Server. The content and
internal structure of this object MJST be specified so that the
Policy Servers can distingui sh between the el enents of the token
described in Section 7.2. For exanple, this is achieved in COPS-
RSVP with the Policy Data object defined in [8].

- Session managenent protocol. A new protocol field or object MJST
be added to the session nanagenent protocol to transparently
transport the nedia authorization token fromthe Session
Managenment Server to the End Host. The content and interna
structure of this object SHOULD be opaque to the session
managenent protocol (e.g., SIP [6]).

8. Concl usi ons

Thi s docunent defines three nodels for session set-up with nmedia
aut hori zati on:

- The Coupl ed Model which assumes a priori know edge of network
topol ogy and where pre-established trust relationships exist
bet ween network entities.

- The Associ ated Mddel where there are common or trusted policy
servers but know edge of the network topology is not known a
priori.

- The Non-Associ ated Mbdel where know edge of the network topol ogy
is not known a priori, where there are different policy servers
i nvol ved and where a trust relationship does not exist between the
policy servers

The Associ ated Model is applicable to environnents where the network
el ements involved in establishing a session have a pre-deternined
trust relationship but where their identities nust be determ ned
dynami cal |y during session set up. The Non-Associated Mdel is
applicable to environnments where there is a conpl ex network topol ogy
and/ or where trust relationshi ps between domains do not exist (e.g.
when they are different business entities).
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In any given network, one or nore of these nodels nay be applicable.

I ndeed, the nodel to be used may be chosen dynamically during session
establ i shment based on know edge of the end points involved in the
call. 1In all cases, however, there is no need for the End Host or

t he Sessi on Managenent Server to understand or interpret the

aut hori zation token - to themit is an opaque protocol elenent that
is sinply copied fromone contai ner protocol to another

Finally, the franework defined in this document is extensible to any
ki nd of session managenent protocol coupled to any one of a nunber of
resource reservation and/ or policy managenent protocols.

9. Security Considerations

The purpose of this docunent is to describe a mechanismfor media
aut hori zation to prevent theft of service.

For the authorization token to be effective, its integrity MJST be
guaranteed as it passes through untrusted network entities such as
the End Host. This can be achi eved by using authentication data.
There is no requirenent for encryption of the token since it does not
contain confidential information that nmay be used by malicious users.

Thi s docunent assumes that trust relationships exist between various
network entities, as described in each of the nodels. The neans for
establ i shing these rel ationshi ps are beyond the scope of this
docunent .

The different interfaces between the network entities described in
this docunent have different natures requiring different security
characteristics:

- The edge router and RCD policy server MJST have a trust
relationship. |If necessary, this relationship can be enforced
through a formal security association [14].

- The network policies exchanged over the interface between edge
router and RCD policy server SHOULD be integrity protected. This
can be acconplished using integrity mechanisns built into the
policy control protocol (e.g., the Integrity object in COPS [2])
or through generic IP security mechanisns [14].

-  The SCD and RCD policy servers MJST have a trust relationship in

the associated nodel. |f necessary, this relationship can be
enforced through a fornmal security association [14].
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The i nformati on exchanged over the interface between policy
servers SHOULD be integrity protected. This can be acconplished
using integrity mechanisnms built into the policy exchange protoco
[2] or through generic IP security mechani sns [14].

The end host SHOULD be authenticated by the RCD to protect against
identity theft. The network resource request/responses should be
protected agai nst corruption and spoofing. Thus, the interface
bet ween host and edge router SHOULD provide integrity and

aut henti cation of messages. For exanple, [13] provides integrity
and aut hentication of RSVP nessages.

The end host SHOULD be authenticated by the SCD to protect against
identity theft. The session setup request/response should be
protected agai nst corruption and spoofing. Thus, the interface
bet ween host and SM5 SHOULD provide integrity and authentication
of nessages.

The SM5 and the SCD policy server MJST have a a trust
relationship. |If necessary, this relationship can be enforced
through a formal security association [14].

The network policies exchanged over the interface between the SM5
and SCD policy server SHOULD be integrity protected. This can be
acconpl i shed using integrity mechanisns built into the policy
control protocol (e.g., the Integrity object in COPS [2]) or

t hrough generic I P security nmechanisns [14].
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