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Abstr act
This specification defines the addressing architecture of the IP
Version 6 (I Pv6) protocol. The docunent includes the | Pv6 addressing
nodel , text representations of |Pv6 addresses, definition of |Pv6

uni cast addresses, anycast addresses, and nulticast addresses, and an
| Pv6 node’s required addresses.
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1

I ntroduction

This specification defines the addressing architecture of the IP
Version 6 (I Pv6) protocol. It includes the basic formats for the
various types of |Pv6 addresses (unicast, anycast, and nulticast).

The authors would like to acknow edge the contributions of Paul
Francis, Scott Bradner, JimBound, Brian Carpenter, Matt Crawford,
Deborah Estrin, Roger Fajman, Bob Fink, Peter Ford, Bob G lligan
Dimtry Haskin, Tom Harsch, Christian Huitema, Tony Li, Geg

M nshal |, Thomas Narten, Erik Nordmark, Yakov Rekhter, Bill Sinpson
Sue Thonson, Markku Savel a, and Larry Masinter

| Pv6 Addressing

| Pv6 addresses are 128-bit identifiers for interfaces and sets of
interfaces (where "interface" is as defined in section 2 of [IPV6]).
There are three types of addresses:

Uni cast: An identifier for a single interface. A packet sent to a
uni cast address is delivered to the interface identified
by that address.

Anycast : An identifier for a set of interfaces (typically bel ongi ng
to different nodes). A packet sent to an anycast address
is delivered to one of the interfaces identified by that
address (the "nearest" one, according to the routing
protocol s’ neasure of distance).

Multicast: An identifier for a set of interfaces (typically bel onging
to different nodes). A packet sent to a nulticast address
is delivered to all interfaces identified by that address.

There are no broadcast addresses in |Pv6, their function being
superseded by nulticast addresses.

In this docunent, fields in addresses are given a specific nane, for

exanpl e "subnet". When this nanme is used with the term"ID" for
identifier after the nane (e.g., "subnet ID"'), it refers to the
contents of the named field. Wen it is used with the term"prefix"
(e.g., "subnet prefix") it refers to all of the address fromthe left

up to and including this field.

In IPv6, all zeros and all ones are |egal values for any field,
unl ess specifically excluded. Specifically, prefixes may contain, or
end with, zero-valued fields.
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2.1 Addressi ng Model

| Pv6 addresses of all types are assigned to interfaces, not nodes.
An | Pv6 unicast address refers to a single interface. Since each
interface belongs to a single node, any of that node’s interfaces
uni cast addresses nmay be used as an identifier for the node.

Al interfaces are required to have at |east one |ink-Iocal unicast
address (see section 2.8 for additional required addresses). A
single interface may al so have multiple | Pv6 addresses of any type
(uni cast, anycast, and nulticast) or scope. Unicast addresses with
scope greater than |ink-scope are not needed for interfaces that are
not used as the origin or destination of any |IPv6 packets to or from
non- nei ghbors. This is sonetinmes convenient for point-to-point
interfaces. There is one exception to this addressing nodel

A uni cast address or a set of unicast addresses may be assigned to
nmul tiple physical interfaces if the inplenentation treats the
mul ti pl e physical interfaces as one interface when presenting it
to the internet layer. This is useful for |oad-sharing over
mul ti pl e physical interfaces.

Currently 1 Pv6 continues the | Pv4 nodel that a subnet prefix is
associated with one Iink. Miltiple subnet prefixes nmay be assigned
to the sane |ink.

2.2 Text Representation of Addresses

There are three conventional forns for representing | Pv6 addresses as
text strings:

1. The preferred formis x:Xx:Xx:X:X:X:X:X, where the "x’s are the
hexadeci mal val ues of the eight 16-bit pieces of the address.

Exanpl es:
FEDC: BA98: 7654: 3210: FEDC: BA98: 7654: 3210
1080: 0: 0: 0: 8: 800: 200C: 417A
Note that it is not necessary to wite the |eading zeros in an
i ndi vidual field, but there nust be at |east one nuneral in every
field (except for the case described in 2.).
2. Due to sonme nethods of allocating certain styles of |Pv6
addresses, it will be comon for addresses to contain |ong strings

of zero bits. In order to nake witing addresses containing zero
bits easier a special syntax is available to conpress the zeros.
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The use of i ndi cates one or nore groups of 16 bits of zeros.
The "::" can only appear once in an address. The "::" can al so be
used to conpress leading or trailing zeros in an address.

For exanple, the foll ow ng addresses:

1080: 0: 0: 0: 8: 800: 200C: 417A a uni cast address
FFO1:0:0:0:0:0:0:101 a multicast address
0:0:0:0:0:0:0: 1 t he | oopback address
0:0:0:0:0:0:0:0 the unspecified addresses

may be represented as:

1080: : 8: 800: 200C: 417A a uni cast address
FFO1:: 101 a nulticast address
N t he | oopback address

the unspecified addresses
3. An alternative formthat is sonetinmes nore conveni ent when deal i ng
with a mxed environment of |Pv4 and | Pv6 nodes is
X:X:x:x:x:x:d.d.d.d, where the 'x's are the hexadeci mal val ues of
the six high-order 16-bit pieces of the address, and the "d' s are
the deci mal val ues of the four |loworder 8-bit pieces of the
address (standard | Pv4 representation). Exanples:
0:0:0:0:0:0:13.1.68.3
0: 0: 0: 0: O0: FFFF: 129. 144. 52. 38
or in conpressed form
::13.1.68.3
. FFFF: 129. 144, 52. 38
2.3 Text Representation of Address Prefixes
The text representation of |Pv6 address prefixes is simlar to the
way | Pv4 addresses prefixes are witten in CIDR notation [CIDR]. An
| Pv6 address prefix is represented by the notation
i pv6- addr ess/ prefix-length
wher e

i pv6- addr ess is an | Pv6 address in any of the notations listed
in section 2.2.
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prefix-length is a decimal value specifying how nmany of the
| eft nost contiguous bits of the address conprise
the prefix.

For exanple, the following are | egal representations of the 60-bit
prefix 12AB00000000CD3 (hexadeci nal):

12AB: 0000: 0000: CD30: 0000: 0000: 0000: 0000/ 60
12AB: : CD30: 0: 0: 0: 0/ 60
12AB: 0: 0: CD30: : /60
The following are NOT | egal representations of the above prefix:

12AB: 0: 0: CD3/ 60 may drop | eading zeros, but not trailing zeros,
within any 16-bit chunk of the address

12AB: : CD30/ 60 address to left of "/" expands to
12AB: 0000: 0000: 0000: 0000: 000: 0000: CD30

12AB: : CD3/ 60 address to left of "/" expands to
12AB: 0000: 0000: 0000: 0000: 000: 0000: 0CD3

When witing both a node address and a prefix of that node address
(e.g., the node’s subnet prefix), the two can conbi ned as foll ows:

t he node address 12AB: 0: 0: CD30: 123: 4567: 89AB: CDEF
and its subnet nunber 12AB: 0: 0: CD30: :/ 60

can be abbreviated as 12AB: 0: 0: CD30: 123: 4567: 89AB. CDEF/ 60
2.4 Address Type ldentification

The type of an | Pv6 address is identified by the high-order bits of
the address, as follows:

Addr ess type Bi nary prefix | Pv6 notation Section
Unspeci fi ed 00...0 (128 hits) .. /128 2.5.2
Loopback 00...1 (128 bits) ::1/128 2.5.3
Mul ti cast 11111111 FFOO::/8 2.7

Li nk-1 ocal wuni cast 1111111010 FE80: : /10 2.5.6
Site-1ocal unicast 1111111011 FECO: : /10 2.5.6
d obal uni cast (everything el se)

Anycast addresses are taken fromthe uni cast address spaces (of any
scope) and are not syntactically distinguishable from unicast
addr esses.

H nden & Deering St andards Track [ Page 6]



RFC 3513 | Pv6 Addressing Architecture April 2003

The general format of global unicast addresses is described in
section 2.5.4. Sonme special - purpose subtypes of global unicast
addresses which contain enbedded | Pv4 addresses (for the purposes of
| Pv4-1 Pv6 interoperation) are described in section 2.5.5.

Future specifications nmay redefine one or nore sub-ranges of the

gl obal wuni cast space for other purposes, but unless and until that

happens, inplenmentations nust treat all addresses that do not start
with any of the above-listed prefixes as global unicast addresses.

2.5 Uni cast Addresses

| Pv6 uni cast addresses are aggregable with prefixes of arbitrary
bit-length simlar to | Pv4 addresses under O assless | nterdonain
Rout i ng.

There are several types of unicast addresses in IPv6, in particular
gl obal wunicast, site-local unicast, and link-local unicast. There
are al so sonme speci al - purpose subtypes of global unicast, such as

| Pv6 addresses with enbedded | Pv4 addresses or encoded NSAP
addresses. Additional address types or subtypes can be defined in
the future.

| Pv6 nodes nmay have considerable or little know edge of the interna
structure of the | Pv6 address, depending on the role the node plays
(for instance, host versus router). At a mininum a node may

consi der that unicast addresses (including its own) have no interna

structure:

| 128 bits |
T T ., +
| node address |
T S N N N .. +
A slightly sophisticated host (but still rather sinple) my

additionally be aware of subnet prefix(es) for the link(s) it is
attached to, where different addresses nmay have different val ues for

n
| n bits | 128-n bits

o e e e e e e e e e e e e e e e e e e e e e e e e e e S +
| subnet prefix | interface ID |
S N TS e +

Though a very sinple router may have no know edge of the interna
structure of |Pv6 unicast addresses, routers will nore generally have
know edge of one or nore of the hierarchical boundaries for the
operation of routing protocols. The known boundaries will differ
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fromrouter to router, depending on what positions the router holds
in the routing hierarchy.

2.5.1 Interface ldentifiers

Interface identifiers in | Pv6 unicast addresses are used to identify
interfaces on a link. They are required to be unique within a subnet

prefix. It is recommended that the sanme interface identifier not be
assigned to different nodes on a link. They may al so be uni que over
a broader scope. |In some cases an interface’'s identifier will be

derived directly fromthat interface’ s |link-layer address. The sane
interface identifier may be used on nultiple interfaces on a single
node, as long as they are attached to different subnets.

Note that the uniqueness of interface identifiers is independent of

t he uni queness of |Pv6 addresses. For exanple, a gl obal unicast
address nmay be created with a non-gl obal scope interface identifier
and a site-local address nmay be created with a gl obal scope interface
identifier.

For all unicast addresses, except those that start with binary val ue
000, Interface IDs are required to be 64 bits long and to be
constructed in Mdified EU -64 fornat.

Modi fied EUl -64 format based Interface identifiers nmay have gl obal
scope when derived froma global token (e.g., |EEE 802 48-bit MAC or
| EEE EU -64 identifiers [EU64]) or may have | ocal scope where a

gl obal token is not available (e.g., serial links, tunnel end-points,
etc.) or where global tokens are undesirable (e.g., tenporary tokens
for privacy [PRIV]).

Modi fied EU -64 format interface identifiers are forned by inverting
the "u" bit (universal/local bit in | EEE EU -64 term nol ogy) when
formng the interface identifier fromI|EEE EU -64 identifiers. In
the resulting Modified EU -64 format the "u" bit is set to one (1) to
i ndi cate global scope, and it is set to zero (0) to indicate |oca
scope. The first three octets in binary of an | EEE EUl -64 identifier
are as foll ows:

0 00 11 2
|0 7 8 56 3|
B LT
| cccc| ccug| cecec| cecc| cecc| cecc
B T T T T

written in Internet standard bit-order , where "u" is the
uni versal /local bit, "g" is the individual/group bit, and "c" are the
bits of the conpany_id. Appendix A "Creating Mdified EU -64 fornat
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Interface Identifiers" provides exanples on the creation of Mdified
EU -64 format based interface identifiers.

The motivation for inverting the "u" bit when formng an interface
identifier is to make it easy for system adm nistrators to hand
configure non-gl obal identifiers when hardware tokens are not

avail able. This is expected to be case for serial |inks, tunnel end-
points, etc. The alternative would have been for these to be of the
form 0200: 0: 0: 1, 0200:0:0:2, etc., instead of the much sinpler 1, 2,
etc.

The use of the universal/local bit in the Mdified EU -64 fornat
identifier is to allow devel opnent of future technology that can take
advantage of interface identifiers with gl obal scope.

The details of formng interface identifiers are defined in the
appropriate "I Pv6e over <link>" specification such as "IPv6 over
Et hernet" [ETHER], "IPv6 over FDDI" [FDDI], etc.

2.5.2 The Unspecified Address

The address 0:0:0:0:0:0:0:0 is called the unspecified address. It
must never be assigned to any node. It indicates the absence of an
address. One exanple of its use is in the Source Address field of
any | Pv6 packets sent by an initializing host before it has |earned
its own address.

The unspecified address nust not be used as the destination address
of I Pv6 packets or in IPv6 Routing Headers. An IPv6 packet with a
source address of unspecified nust never be forwarded by an | Pv6
router.

2.5.3 The Loopback Address

The unicast address 0:0:0:0:0:0:0:1 is called the | oopback address.
It may be used by a node to send an | Pv6 packet to itself. It may
never be assigned to any physical interface. It is treated as
having |ink-local scope, and may be thought of as the link-Iloca

uni cast address of a virtual interface (typically called "the

| oopback interface") to an inmaginary link that goes nowhere.

The | oopback address nust not be used as the source address in | Pv6
packets that are sent outside of a single node. An IPv6 packet with
a destination address of |oopback rmust never be sent outside of a
singl e node and rmust never be forwarded by an IPv6 router. A packet
received on an interface with destination address of |oopback nust be
dr opped.
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2.5.4 dobal Unicast Addresses
The general format for |Pv6 gl obal unicast addresses is as foll ows:
| n bits | mbits | 128-n-mbits |

| global routing prefix | subnet ID | interface ID |

where the global routing prefix is a (typically hierarchically-
structured) value assigned to a site (a cluster of subnets/links),
the subnet IDis an identifier of a link within the site, and the
interface IDis as defined in section 2.5.1.

Al'l gl obal unicast addresses other than those that start with binary
000 have a 64-bit interface IDfield (i.e., n + m= 64), formatted as
described in section 2.5.1. dobal unicast addresses that start with
bi nary 000 have no such constraint on the size or structure of the
interface ID field.

Exanpl es of gl obal unicast addresses that start with binary 000 are
the 1 Pv6 address with enbedded | Pv4 addresses described in section
2.5.5 and the I Pv6 address containing encoded NSAP addresses
specified in [NSAP]. An exanple of global addresses starting with a
bi nary val ue other than 000 (and therefore having a 64-bit interface
IDfield) can be found in [ AGGR].

2.5.5 | Pv6 Addresses with Enbedded | Pv4 Addresses

The 1 Pv6 transition nechanisns [ TRAN] include a technique for hosts
and routers to dynamically tunnel |Pv6 packets over |Pv4 routing
infrastructure. |Pv6 nodes that use this technique are assigned
special | Pv6 unicast addresses that carry a global |Pv4 address in
the loworder 32 bits. This type of address is ternmed an "I Pv4-
conmpati ble I Pv6 address” and has the format:

| 80 bits | 16 | 32 bits |

Note: The I Pv4 address used in the "I Pv4-conpatible | Pv6 address”
nmust be a gl obal |l y-uni que | Pv4 uni cast address.

A second type of | Pv6 address which holds an enbedded | Pv4 address is
al so defined. This address type is used to represent the addresses
of 1 Pv4 nodes as | Pv6 addresses. This type of address is terned an
"I Pv4- mapped | Pv6 address" and has the fornat:
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| 80 bits | 16 | 32 bits |

2.5.6 Local -Use | Pv6 Uni cast Addresses

There are two types of |ocal-use unicast addresses defined. These
are Link-Local and Site-Local. The Link-Local is for use on a single
link and the Site-Local is for use in a single site. Link-Loca
addresses have the follow ng format:

| 10 I

| bits | 54 bits | 64 bits |
N T T N +
[ 1111111010| 0 | interface ID |
Fom e e - o e e e e e e e e o e e e e e e e e e e e a o +

Li nk- Local addresses are designed to be used for addressing on a
single link for purposes such as automatic address configuration
nei ghbor discovery, or when no routers are present.

Routers nust not forward any packets with Iink-local source or
destinati on addresses to other I|inks.

Site-Local addresses have the follow ng format:

| 10 |

| bits | 54 bits | 64 bits |
Fomm e - o e e e e e e e e oo o e e e e e e e e e oo - o +
[ 1111111011 subnet 1D | interface ID |
[ T o e e e e e aa oo Fom e e e e e e ee e +

Site-1ocal addresses are designed to be used for addressing inside of
a site without the need for a global prefix. Al though a subnet ID
may be up to 54-bits long, it is expected that gl obally-connected
sites will use the sane subnet IDs for site-local and gl oba

prefixes.

Rout ers nust not forward any packets with site-local source or
destinati on addresses outside of the site.
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2.6 Anycast Addresses

An | Pv6 anycast address is an address that is assigned to nore than
one interface (typically belonging to different nodes), with the
property that a packet sent to an anycast address is routed to the
"nearest" interface having that address, according to the routing
protocol s’ neasure of distance.

Anycast addresses are allocated fromthe uni cast address space, using
any of the defined unicast address formats. Thus, anycast addresses
are syntactically indistinguishable from unicast addresses. Wen a
uni cast address is assigned to nore than one interface, thus turning
it into an anycast address, the nodes to which the address is
assigned nust be explicitly configured to know that it is an anycast
addr ess.

For any assigned anycast address, there is a longest prefix P of that
address that identifies the topological region in which all
interfaces belonging to that anycast address reside. Wthin the
region identified by P, the anycast address nust be naintained as a
separate entry in the routing system (comonly referred to as a "host
route"); outside the region identified by P, the anycast address may
be aggregated into the routing entry for prefix P

Note that in the worst case, the prefix P of an anycast set nay be
the null prefix, i.e., the nenbers of the set nmay have no topol ogi ca
locality. In that case, the anycast address nust be maintained as a
separate routing entry throughout the entire internet, which presents
a severe scaling limt on how nmany such "gl obal " anycast sets may be
supported. Therefore, it is expected that support for global anycast
sets nmay be unavail able or very restricted.

One expected use of anycast addresses is to identify the set of
routers belonging to an organi zati on providing internet service.
Such addresses could be used as internedi ate addresses in an | Pv6
Routi ng header, to cause a packet to be delivered via a particular
service provider or sequence of service providers

Some ot her possible uses are to identify the set of routers attached
to a particular subnet, or the set of routers providing entry into a
particul ar routing domain.

There is little experience with wi despread, arbitrary use of internet
anycast addresses, and sone known conplications and hazards when
using themin their full generality [ANYCST]. Until nore experience
has been gai ned and sol utions are specified, the follow ng
restrictions are inposed on | Pv6 anycast addresses:
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0 An anycast address nust not be used as the source address of an

| Pv6 packet.

0 An anycast address nust not be assigned to an IPv6 host, that is,
it may be assigned to an I Pv6 router only.
2.6.1 Required Anycast Address
The Subnet - Rout er anycast address is predefined. |Its format is as
fol | ows:
| n bits | 128-n bits
o m e e oo mee oo e +
| subnet prefix | 00000000000000
o e e e e e e ie oo oo +

The "subnet prefix" in an anycast
identifies a specific link. This
the same as a uni cast address for

address is the prefix which
anycast address is syntactically
an interface on the link with the

interface identifier set to zero

Packets sent to the Subnet-Router anycast address will be delivered
to one router on the subnet. All routers are required to support the
Subnet - Rout er anycast addresses for the subnets to which they have
interfaces.

The subnet-router anycast address is intended to be used for
applications where a node needs to comunicate with any one of the
set of routers.

2.7 Multicast Addresses
interfaces

An interface may belong to any
Miul ti cast addresses have the foll ow ng

An I Pv6 nulticast address is an identifier for a group of
(typically on different nodes).
nunber of nulticast groups.

fornat:

| 8 | 4] 4| 112 bits |
oo T T e +
| 111121111] fI gs| scop| group ID |
Fom e e e - e +

binary 11111111 at the start of the address identifies the
address as being a nulticast address.

+- - - -+
flgs is a set of 4 flags: | O] O] O] T|
+- - - -+
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The high-order 3 flags are reserved, and nust be initialized
to O.

T = 0 indicates a permanently-assigned ("well-known")
mul ti cast address, assigned by the Internet Assigned Nunber
Authority (1 ANA).

T = 1 indicates a non-pernmanently-assigned ("transient")
mul ti cast address.

scop is a 4-bit nmulticast scope value used to limt the scope
of the nmulticast group. The values are:

reserved

i nterface-local scope
i nk-1ocal scope
reserved

adm n-| ocal scope
site-1ocal scope
(unassi gned)

(unassi gned)
organi zati on-1 ocal scope
(unassi gned)

(unassi gned)

(unassi gned)

(unassi gned)

(unassi gned)

gl obal scope

reserved

TMUOWP>OO~NOUDNWNEREO

i nterface-local scope spans only a single interface on a
node, and is useful only for |oopback transm ssion of
mul ticast.

link-local and site-local nulticast scopes span the sane
topol ogi cal regions as the correspondi ng uni cast scopes.

adm n-local scope is the snallest scope that nust be

adm nistratively configured, i.e., not automatically derived
from physi cal connectivity or other, non- nulticast-rel ated
configuration.

organi zation-1ocal scope is intended to span nultiple sites
bel onging to a single organization

scopes | abel ed "(unassigned)" are available for
adm nistrators to define additional multicast regions.

H nden & Deering St andards Track [ Page 14]



RFC 3513 | Pv6 Addressing Architecture April 2003

group IDidentifies the multicast group, either pernanent or
transient, within the given scope.

The "meani ng" of a permanently-assigned nulticast address is

i ndependent of the scope value. For exanple, if the "NIP servers
group” is assigned a permanent nulticast address with a group ID of
101 (hex), then:

FFO01:0:0:0:0:0:0:101 neans all NTP servers on the sane interface
(i.e., the sanme node) as the sender.

FF02: 0: 0: 0: 0: 0: 0: 101 neans all NTP servers on the sane |link as the
sender .

FFO05:0:0:0:0: 0: 0: 101 neans all NTP servers in the sane site as the
sender.

FFOE: 0: 0: 0: 0: 0: 0: 101 neans all NITP servers in the internet.

Non- per manent | y- assi gned mrul ti cast addresses are neani ngful only
within a given scope. For exanple, a group identified by the non-
per manent, site-local multicast address FF15:0:0:0:0:0:0: 101 at one
site bears no relationship to a group using the sane address at a
different site, nor to a non-pernmanent group using the same group ID
with different scope, nor to a permanent group with the sane group

I D.

Mul ti cast addresses nust not be used as source addresses in | Pv6
packets or appear in any Routing header.

Rout ers nust not forward any nulticast packets beyond of the scope
i ndicated by the scop field in the destination nulticast address.

Nodes must not originate a packet to a nulticast address whose scop
field contains the reserved value O; if such a packet is received, it
nmust be silently dropped. Nodes should not originate a packet to a
mul ti cast address whose scop field contains the reserved value F; if
such a packet is sent or received, it nust be treated the same as
packets destined to a global (scop E) nulticast address.

2.7.1 Pre-Defined Multicast Addresses
The following well-known nulticast addresses are pre-defined. The
group ID s defined in this section are defined for explicit scope

val ues.

Use of these group IDs for any other scope values, with the T flag
equal to 0, is not allowed.
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Reserved Multicast Addresses: FF00: 0:0:0:0:0:0: 0
FF01:0:0:0:0:0:0: 0
FF02:0:0:0:0:0:0: 0
FF03:0:0:0:0:0:0: 0
FF04:0:0:0:0:0:0: 0
FF05:0:0:0:0:0:0: 0
FF06:0:0:0:0:0:0:0
FFO07:0:0:0:0:0:0: 0
FF08:0:0:0:0:0:0: 0
FF09:0:0:0:0:0:0: 0
FFOA: 0:0:0:0:0:0: 0
FFOB: 0:0:0:0:0:0: 0
FFO0C. 0:0:0:0:0:0:0
FFOD: 0: 0: 0: 0: 0: 0: O
FFOE: 0: 0: 0: 0: 0: 0: O
FFOF:0:0:0:0:0:0: 0

The above mnulticast addresses are reserved and shall never be
assigned to any multicast group.

Al'l Nodes Addresses: FF01:0:0:0:0:0:0: 1
FF02:0:0:0:0:0:0: 1
The above nulticast addresses identify the group of all |Pv6 nodes,

within scope 1 (interface-local) or 2 (link-local).

Al'l Routers Addresses: FF01:0:0:0:0:0:0: 2
FF02:0:0:0:0:0:0: 2
FF05:0:0:0:0:0:0: 2

The above mnulticast addresses identify the group of all IPv6 routers,

within scope 1 (interface-local), 2 (link-local), or 5 (site-local).
Sol i cited- Node Address: FFO02:0:0:0: 0: 1: FFXX: XXXX

Solicited-node nulticast address are conputed as a function of a
node’ s uni cast and anycast addresses. A solicited-node nulticast
address is forned by taking the |l oworder 24 bits of an address
(uni cast or anycast) and appending those bits to the prefix

FF02: 0: 0: 0: 0: 1: FF0O: : /104 resulting in a nmulticast address in the
range

FF02: 0: 0: 0: 0: 1: FFOO: 0000
to

FF02: 0: 0: 0: 0: 1: FFFF: FFFF
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For exanple, the solicited node nmulticast address corresponding to
the | Pv6 address 4037::01: 800: 200E: 8C6C i s FF02::1: FFOE: 8C6C. | Pv6
addresses that differ only in the high-order bits, e.g., due to
mul ti ple high-order prefixes associated with different aggregations,
will map to the sane solicited-node address thereby, reducing the
nunber of nulticast addresses a node nust join.

A node is required to conpute and join (on the appropriate interface)
the associated Solicited-Node nulticast addresses for every unicast
and anycast address it is assigned.

2.8 A Node’'s Required Addresses

A host is required to recognize the foll ow ng addresses as
identifying itself:

o0 Its required Link-Local Address for each interface.

0 Any additional Unicast and Anycast Addresses that have been
configured for the node’'s interfaces (nanually or
automatically).

o The | oopback address.

0 The All-Nodes Milticast Addresses defined in section 2.7.1.

0 The Solicited-Node Milticast Address for each of its unicast
and anycast addresses.

o0 Milticast Addresses of all other groups to which the node
bel ongs.

A router is required to recognize all addresses that a host is
required to recogni ze, plus the follow ng addresses as identifying
itself:

0 The Subnet-Router Anycast Addresses for all interfaces for
which it is configured to act as a router

o0 Al other Anycast Addresses with which the router has been
confi gur ed.

0 The All-Routers Milticast Addresses defined in section 2.7.1.

3. Security Considerations
| Pv6 addressi ng docunments do not have any direct inpact on |nternet

infrastructure security. Authentication of |IPv6 packets is defined
in [AUTH .
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4. | ANA Consi derations
The table and notes at http://ww.isi.edu/in-
not es/ i ana/ assi gnnment s/ i pv6- addr ess-space. txt should be replaced wth
the foll ow ng:
| NTERNET PROTOCCL VERSI ON 6 ADDRESS SPACE

The initial assignnment of |Pv6 address space is as foll ows:

Al'l ocation Prefix Fraction of
(bi nary) Addr ess Space

Unassi gned (see Note 1 bel ow) 0000 0000 1/ 256

Unassi gned 0000 0001 1/ 256

Reserved for NSAP All ocation 0000 001 1/ 128 [ RFC1888]

Unassi gned 0000 01 1/ 64

Unassi gned 0000 1 1/ 32

Unassi gned 0001 1/ 16

d obal Uni cast 001 1/8 [ RFC2374]

Unassi gned 010 1/8

Unassi gned 011 1/8

Unassi gned 100 1/8

Unassi gned 101 1/8

Unassi gned 110 1/8

Unassi gned 1110 1/ 16

Unassi gned 1111 0 1/ 32

Unassi gned 1111 10 1/ 64

Unassi gned 1111 110 1/ 128

Unassi gned 1111 1110 0O 1/ 512

Li nk- Local Uni cast Addresses 1111 1110 10 1/ 1024

Site-Local Unicast Addresses 1111 1110 11 1/ 1024

Mul ti cast Addresses 1111 1111 1/ 256

Not es:

1. The "unspecified address", the "l oopback address", and the |Pv6
Addresses with Enbedded | Pv4 Addresses are assigned out of the
0000 0000 binary prefix space.

2. For now, I ANA should limt its allocation of IPv6 unicast address
space to the range of addresses that start with binary value 001
The rest of the gl obal unicast address space (approxi nately 85% of
the 1 Pv6 address space) is reserved for future definition and use,
and is not to be assigned by ANA at this tine.
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APPENDI X A: Creating Mddified EUI -64 fornat Interface ldentifiers

Dependi ng on the characteristics of a specific link or node there are
a nunber of approaches for creating Mdified EU -64 format interface
identifiers. This appendi x descri bes sonme of these approaches.

Li nks or Nodes with | EEE EUI -64 Identifiers
The only change needed to transforman | EEE EU -64 identifier to an

interface identifier is to invert the "u" (universal/local) bit. For
exanple, a globally unique IEEE EU -64 identifier of the form

|0 111 33 4| 4 6
| O 5|6 1] 2 71 8 3
S L T S S
|ccccccOgcccccccc|ccccccccnnnnnnnn1nnnnnnnnnnnnnnnn1nnnnnnnnnnnnnnnn1

where "c" are the bits of the assigned conpany_id, "0" is the value
of the universal/local bit to indicate gl obal scope, "g" is

i ndividual/group bit, and "ni' are the bits of the manufacturer-

sel ected extension identifier. The IPv6 interface identifier would
be of the form

|0 111 33 4| 4 6

| 0 | 6 | 2 | 8 3]
S S S S +
|cccccclgcccccccc|ccccccccnnnnnnnn1nnnnnnnnnnnnnnnn1nnnnnnnnnnnnnnnn1

The only change is inverting the value of the universal/local bit.
Li nks or Nodes with | EEE 802 48 bit MAC s

[EU 64] defines a nmethod to create a | EEE EUI -64 identifier froman

| EEE 48bit MAC identifier. This is to insert two octets, with
hexadeci mal val ues of OxFF and OxFE, in the nmiddle of the 48 bit MAC
(between the conpany_id and vendor supplied id). For exanple, the 48
bit | EEE MAC wi th gl obal scope:
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|0 111 33 4
| 0 I 1] 7I
S S S
|ccccccOgcccccccc|ccccccccnnnnnnnn1nnnnnnnnnnnnnnnn1
o

where "c" are the bits of the assigned conpany_id, "0" is the val ue
of the universal/local bit to indicate gl obal scope, "g" is

i ndividual/group bit, and "n' are the bits of the manufacturer-

sel ected extension identifier. The interface identifier would be of

the form

|0 111 33 4| 4 6
| O 5| 6 1] 2 7|8 3
S S S S
|cccccclgcccccccc|ccccccccllllllll|11111110nnnnnnnn1nnnnnnnnnnnnnnnn1
e o

When | EEE 802 48bit MAC addresses are available (on an interface or a
node), an inplenentation may use themto create interface identifiers
due to their availability and uni queness properties.

Links with O her Kinds of ldentifiers

There are a nunber of types of links that have |ink-layer interface
identifiers other than | EEE ElI U-64 or | EEE 802 48-bit MACs. Exanples
i ncl ude Local Talk and Arcnet. The nethod to create an Mdified EU -
64 format identifier is to take the link identifier (e.g., the

Local Talk 8 bit node identifier) and zero fill it to the left. For
exanple, a Local Talk 8 bit node identifier of hexadeci mal val ue 0x4F
results in the following interface identifier

|0 11 3|3 4| 4 6
| 0 | 1] | 3|
oo - oo - oo - oo - +
| 0000000000000000| 0000000000000000| 0000000000000000| 0000000001001111
oo oo oo oo +

Note that this results in the universal/local bit set to "0" to
i ndi cate | ocal scope.

Li nks wi thout ldentifiers
There are a nunber of links that do not have any type of built-in
identifier. The nost common of these are serial |inks and configured

tunnels. Interface identifiers nust be chosen that are unique within
a subnet-prefix.
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When no built-in identifier is available on a link the preferred
approach is to use a global interface identifier from another
interface or one which is assigned to the node itself. Wen using
this approach no other interface connecting the sane node to the same
subnet -prefix may use the sanme identifier

If there is no global interface identifier available for use on the
link the inplementation needs to create a | ocal -scope interface
identifier. The only requirenment is that it be unique within a
subnet prefix. There are many possi bl e approaches to select a
subnet -prefi x-unique interface identifier. These include:

Manual Confi guration
Node Serial Nunber
O her node-specific token

The subnet-prefix-unique interface identifier should be generated in
a manner that it does not change after a reboot of a node or if
interfaces are added or deleted fromthe node.

The selection of the appropriate algorithmis link and inplenentation
dependent. The details on fornming interface identifiers are defined
in the appropriate "I Pv6 over <link>" specification. It is strongly
recommended that a collision detection algorithmbe inplenented as
part of any automatic al gorithm
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APPENDI X B: Changes from RFC-2373

The foll owi ng changes were made from RFC-2373 "I P Version 6
Addr essing Architecture"”

Clarified text in section 2.2 to allow "::
nore groups of 16 bits of zeros.
Changed uni queness requirenent of Interface ldentifiers from
unique on a link to unique within a subnet prefix. Also added a
recomendation that the sanme interface identifier not be assigned
to different machines on a link
Change site-local fornmat to nake the subnet ID field 54-bit |ong
and renove the 38-bit zero's field.
Added description of nulticast scop values and rules to handle the
reserved scop val ue 0.
Revi sed sections 2.4 and 2.5.6 to sinplify and clarify how
different address types are identified. This was done to insure
that inplenentations do not build in any know edge about gl oba
uni cast format prefixes. Changes include:
0 Renoved Format Prefix (FP) termn nol ogy
0 Revised list of address types to only include exceptions to
gl obal wunicast and a singe entry that identifies everything
el se as d obal Unicast.
0 Renoved list of defined prefix exceptions fromsection 2.5.6
as it is nowthe nain part of section 2.4.
Clarified text relating to EUI-64 identifiers to distinguish
between I1Pv6’s "Mddified EU-64 format" identifiers and | EEE EU -
64 identifiers.
Combi ned the sections on the d obal Unicast Addresses and NSAP
Addresses into a single section on d obal Unicast Addresses
generalized the dobal Unicast format, and cited [ AGGR] and [ NSAP]
as exanpl es.
Reordered sections 2.5.4 and 2.5.5.
Removed section 2.7.2 Assignnment of New | Pv6 Multicast Addresses
because this is being redefined el sewhere.
Added an | ANA consi derations section that updates the | ANA | Pv6
address al |l ocati ons and docunents the NSAP and AGCR al | ocati ons.
Added clarification that the "I Pv4-conpatible | Pv6 address" nust
use gl obal |Pv4 unicast addresses.
Di vided references in to normati ve and non-normative sections.
Added reference to [PRIV] in section 2.5.1
Added clarification that routers nust not forward nulticast
packets outside of the scope indicated in the nulticast address.
Added clarification that routers nust not forward packets with
source address of the unspecified address.
Added clarification that routers nmust drop packets received on an
interface with destination address of | oopback
Carified the definition of |IPv4-napped addresses.

to represent one or
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-  Renoved the ABNF Description of Text Representations Appendi X.
- Renoved the address bl ock reserved for |PX addresses.
- Milticast scope changes:
0 Changed nane of scope value 1 from "node-local" to
"interface-local"
0 Defined scope value 4 as "adnin-local"
- Corrected reference to RFC1933 and updated references.
- Many small changes to clarify and make the text nore consistent.
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Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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