Net wor k Wor ki ng Group K. Zeil enga

Request for Comments: 3494 OpenLDAP Foundati on

obsol etes: 1484, 1485, 1487, 1488, 1777, March 2003
1778, 1779, 1781, 2559

Cat egory: |Informationa

Li ghtwei ght Directory Access Protocol version 2 (LDAPv2)
to Historic Status

Status of this Meno

This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abstract

Thi s document recommends the retirenent of version 2 of the

Li ght wei ght Directory Access Protocol (LDAPv2) and ot her dependent
speci fications, and discusses the reasons for doing so. This
docunent recommends RFC 1777, 1778, 1779, 1781, and 2559 (as well as
docunents they superseded) be noved to Historic status.

Li ghtwei ght Directory Access Protocol, version 2

LDAPv2 (Lightweight Directory Access Protocol, version 2)
[RFC1777] [ RFC1778] [ RFC1779] is an Internet Protocol used to access

X. 500- based directory services. This docunent reconmends that LDAPv2
and ot her dependent specifications be retired. Specifically, this
docunent recommends RFC 1777, 1778, 1779, 1781, and 2559 (as well as
docunents they superseded) be noved to Historic status. The reasons
for taking this action are discussed bel ow

LDAPv2 was published in 1995 as a Draft Standard. Since its
publication, a nunber of inadequacies in the specification have been
di scovered. LDAPv3 [RFC3377] was published in 1997 as a Proposed
Standard to resolve these inadequacies. Wile LDAPv3 is currently
being revised [LDAPbis], it is clearly technically superior to
LDAPv2.

The LDAPv2 specification is not generally adhered to; that is, an

i ndependent |y devel oped i npl enentation of the specification would not
interoperate with existing inplenentations, as existing
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i mpl enent ati ons use syntaxes and semantics different than those
prescribed by the specification. Below are two exanpl es.

1) Existing LDAPv2 inplenmentations do not commonly restrict
textual values to A5 (ASCI1) and T.61 (Tel etex) as required by
RFC 1777 and RFC 1778. Sone existing inplenentations use | SO
8859-1, others use UCS-2, others use UTF-8, and sone use the
current local character set.

2) RFC 1777 requires use of the textual string associated with
AttributeType in the X. 500 Directory standards. However,
exi sting inplenentations use the NAME associated with the
AttributeType in the LDAPv3 schena [ RFC2252]. That is, LDAPv2
requires the organi zation name attribute be naned
"organi zati onNane", not "o"
In addition, LDAPv2 does not provide adequate security features for
use on the Internet. LDAPv2 does not provide any nechani smfor data
integrity or confidentiality. LDAPv2 does not support nodern
aut henti cati on nmechani sms such as those based on DI GEST- MD5, Ker beros
V, and X.509 public keys.

Dependent Specifications

Since the publication of RFC 1777, 1778, and 1779, there have been
addi ti onal standard track RFCs published that are dependent on these
techni cal specifications, including:

"Using the OSI Directory to Achieve User Friendly Nam ng"
[ RFC1781]

and

"Internet X 509 Public Key Infrastructure Qperational Protocols -
LDAPv2" [ RFC2559].

RFC 1781 is a technical specification for "User Friendly Nani ng"
whi ch replies on particular syntaxes described in RFC 1779. RFC
2253, which replaced RFC 1779, elimnated support for the "User
Friendly Nami ng" syntaxes. RFC 1781 is currently a Proposed

St andar d.

RFC 2559 is primarily an applicability statenent for using LDAPv2 in
providing Public Key Infrastructure. It depends on RFC 1777 and
updates RFC 1778. |If LDAPv2 is noved to Historic status, so nust
this docunment. RFC 2559 is currently a Proposed Standard
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Security Considerations

LDAPv2 does not provide adequate security nechani sns for general use
on the Internet. LDAPv3 offers far superior security nechanisns,

i ncludi ng support for strong authentication and data confidentiality
services. Moving LDAPv2 to Historic may inprove the security of the
I nternet by encouragi ng inplenentation and use of LDAPv3.

Recommendat i ons

Devel opers shoul d not inplement LDAPv2 per RFC 1777, as such woul d
result in an inplenentation that will not interoperate with existing
LDAPv2 inpl enentations. Developers should inplenment LDAPv3 instead.

Depl oyers shoul d recogni ze that significant interoperability issues
exi st between current LDAPv2 inplenentations. LDAPv3 is clearly
technically superior to LDAPv2 and hence shoul d be used i nstead.

It is recoomended that RFC 1777, RFC 1778, RFC 1779, RFC 1781, and
RFC 2559 be npved to Historic status.

The previously superseded specifications RFC 1484, 1485, 1487, and
1488 (by RFC 1781, 1779, 1777, and 1778, respectively) should al so be
noved to Historic status.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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