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Abst ract

Thi s docunment describes how to exchange structured business data
securely using SMIP transport for Electronic Data |Interchange, (ED -
either the Anmerican Standards Conmittee X12 or UN EDI FACT, Electronic
Data | nterchange for Administration, Commerce and Transport), XM or
other data used for business to business data interchange. The data
i s packaged using standard M ME content-types. Authentication and
privacy are obtai ned by using Cryptographic Message Syntax (S/ M ME)
or OpenPCGP security body parts. Authenticated acknow edgenents nake
use of nultipart/signed replies to the original SMIP nessage.
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1.0 Introduction

Previous work on Internet EDI focused on specifying M ME content
types for ED data ([2] RFC 1767). This docunent expands on RFC 1767
to specify use of a conprehensive set of data security features
specifically data privacy, data integrity/authenticity, non-
repudi ati on of origin and non-repudi ation of receipt. This docunent
al so recogni zes contenporary RFCs and is attenpting to "re-invent" as
little as possible. Wile this docunent focuses specifically on EDI
data, any other data type is al so supported.

Wth an enhancenent in the area of "receipts", as described bel ow
(5.2), secure Internet M ME based EDI can be acconplished by using
and conplying with the foll ow ng RFCs:

-RFC 821 SMIP

-RFC 822 Text Message Formats

-RFC 1767 EDI Content Type

-RFC 1847 Security Miultiparts for MM
-RFC 1892 Mul tipart/ Report

-RFC 2015, 3156, 2440 M NME/ PGP

-RFC 2045 to 2049 M ME RFCs
- RFC 2298 Message Disposition Notification
-RFC 2630, 2633 S/M ME v3 Specification

Qur intent here is to define clearly and precisely how these are used
together, and what is required by user agents to be conpliant with
this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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2.0 Overview
2.1 Purpose of a Security CGuideline for MM EDI

The purpose of these specifications is to ensure interoperability
bet ween EDI user agents, invoking sone or all of the commonly
expected security features. This docunent is also NOT linmted to
strict EDI use, but applies to any electronic comerce application
wher e busi ness data needs to be exchanged over the Internet in a
secur e nanner.

2.2 Definitions

2.2.1 Terms
EDI El ectronic Data I nterchange
EC El ectroni c Conmerce
Recei pt The functional nessage that is sent froma
receiver to a sender to acknow edge
recei pt of an EDI/EC i nterchange.
Si gned Recei pt Sanme as above, but with a digital

si gnature.

Message Disposition The Internet nessaging format used to
Notification convey a receipt. This termis used
i nterchangeably with receipt. A signed
MDN is a signed receipt.

Non- r epudi ati on of NRR is a "legal event" that occurs when
Recei pt (NRR) the original sender of an EDI/EC
i nterchange has verified the signed
recei pt com ng back fromthe receiver.
NRR IS NOT a functional or a technical
nessage.

PGP/ M ME Digital envel ope security based on the
Pretty Good Privacy (PGP) standard
(Zi merman), integrated with M ME Security
Multiparts [6].

S/I'M ME A format and protocol for adding

Crypt ographi ¢ signature and/or encryption
services to Internet M ME nessages.
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2.2.2 The secure transmni ssion | oop

This docunent’s focus is on the formats and protocols for exchanging
EDI content that has had security applied to it using the Internet’s
messagi ng environnment .

The "secure transm ssion | oop" for EDI involves one organization
sending a signed and encrypted EDI interchange to anot her

organi zation, requesting a signed receipt, followed |later by the
recei ving organization sending this signed receipt back to the
sendi ng organi zation. In other words, the follow ng transpires:

-The organi zation sending EDI/EC data signs and encrypts the data
using either PGP/MME or SMME In addition, the nessage will
request a signed receipt to be returned to the sender of the
nessage

-The receiving organi zati on decrypts the nmessage and verifies the
signature, resulting in verified integrity of the data and
authenticity of the sender.

-The receiving organi zation then returns a signed receipt to the
sendi ng organi zation in the formof a nessage disposition
notification message. This signed receipt will contain the hash
of the signature fromthe received nessage, indicating to the
sender that the received nessage was verified and/ or decrypted

properly.

The above describes functionality which, if inplenmented, would
satisfy all security requirenments. This specification, however,

| eaves full flexibility for users to decide the degree to which they
want to deploy those security features with their tradi ng partners.

2.2.3 Definition of receipts

The termused for both the functional activity and nessage for

acknow edgi ng recei pt of an EDI/EC interchange is receipt, or signed
receipt. The first termis used if the acknow edgrment is for an

i nterchange resulting in a receipt which is NOT signed. The second
termis used if the acknow edgnment is for an interchange resulting in
a receipt which IS signed. The nmethod used to request a receipt or a
signed receipt is defined in RFC 2298, "An Extensible Message For nat
for Message Disposition Notifications"

The "rul e" is:

- If areceipt is requested, explicitly specifying that the receipt
be signed, then the receipt MJUST be returned with a signature.
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- If areceipt is requested, explicitly specifying that the receipt
be signed, but the recipient cannot support the requested
protocol format or requested MC al gorithns, then a receipt,
ei ther signed or unsigned SHOULD be returned.

- If a signature is not explicitly requested, or if the signed
recei pt request paraneter is not recognized by the UA, a receipt
may or nmay not be returned. This behavior is consistent with the
MDN RFC 2298.

A termoften used in conbination with receipts is "Non-Repudi ation of
Receipt (NRR). NRR refers to a |l egal event which occurs only when
the original sender of an interchange has verified the signed receipt
com ng back fromrecipient of the nessage. Note that NRR is not
possi bl e wi t hout signatures.

2.3 Assunptions
2.3.1 EDI Process Assunptions

-Encrypted object is an ED |nterchange
This specification assunes that a typical ED interchange is the
| owest | evel object that will be subject to security services.

In ANSI X12, this neans anything between, and including segnents | SA
and | EA. I n EDI FACT, this means anything between, and including,
segments UNA/UNB and UNZ. In other words, the EDI interchanges

i ncludi ng envel ope segnments remain intact and unreadabl e during
secure transport.

EDI envel ope headers are encrypted

Congruent with the above statenent, EDI envel ope headers are NOT
visible in the M ME package. 1In order to optimnize routing from
exi sting comercial EDI networks (called Val ue Added Networks or
VANs) to the Internet, work may need to be done in the future to
define ways to pull out sone of the envelope information to nake
them visi bl e; however, this specification does not go into any
detail on this.

X12.58 and UN EDI FACT security considerations

The nmpost conmon EDI standards bodies, ANSI X12 and EDI FACT, have
defined internal provisions for security. X12.58 is the security
mechani sm for ANSI X12 and AUTACK provides security for EDI FACT.
Thi s specification DOES NOT dictate use or non-use of these security
standards. They are both fully conpatible, though possibly
redundant, with this specification
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2.3.2 Flexibility Assunptions
-Encrypted or unencrypted data

This specification allows for EDI nessage exchange where the ED
data can either be un-protected or protected by neans of encryption

Si gned or unsigned data

This specification allows for EDI nmessage exchange with or w thout
digital signature of the original ED transm ssion

Use of receipt or not

This specification allows for EDI message transnission with or

wi thout a request for receipt notification. |If a signed receipt
notification is requested however, a mc value is REQU RED as part
of the returned receipt, unless an error condition occurs in which a
m ¢ val ue cannot be returned. |In error cases, an un-signed receipt
or MDN SHOULD be returned with the correct "disposition nodifier"
error val ue.

Formatti ng choi ces

This specification defines the use of two nethods for formatting ED
contents that have security applied to it:

- PGP/ M MVE
-S/I'M ME

This specification relies on the guidelines set forth in RFC

2015/ 3156/ 2440, as reflected in [4] "M M Security with Pretty Good
Privacy" (PGP); OpenPGP Message Format, and RFC 2633/ 2630 [ 8]

"S/M ME Version 3 Message Specification; Cryptographic Message
Syntax". PGP/MME or SSMME as defined in this Applicability

st at enent.

Hash function, nessage di gest choices

When a signature is used, it is RECOMVENDED that the SHA1l hash

al gorithm be used for all outgoing nessages, and that both MD5 and
SHA1 be supported for incom ng nessages.

In summary, the follow ng eight pernutati ons are possible in any
gi ven trading relationship:

(1) Sender sends unencrypted data, does NOT request a receipt.
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(2) Sender sends unencrypted data, requests a signed or unsigned
recei pt. The receiver sends back the signed or unsigned
receipt.

(3) Sender sends encrypted data, does NOT request a receipt.

(4) Sender sends encrypted data, requests a signed or unsigned
recei pt. The receiver sends back the signed or unsigned
receipt.

(5) Sender sends signed data, does NOT request a signed or unsigned
receipt.

(6) Sender sends signed data, requests a signed or unsigned receipt.
Recei ver sends back the signed or unsigned receipt.

(7) Sender sends encrypted and signed data, does NOT request a
signed or unsigned receipt.

(8) Sender sends encrypted and signed data, requests a signed or
unsi gned recei pt. Receiver sends back the signed or unsigned
receipt.

NOTE: Users can choose any of the eight possibilities, but only
exanple (8), when a signed receipt is requested, offers the whole
suite of security features described in the "Secure transm ssion
| oop" above.

3.0 Referenced RFCs and Their Contribution

3.1 RFC 821 SMIP [ 7]

This is the core nail transfer standard that all MIAs need to adhere
to.

3.2 RFC 822 Text Message Format [ 3]
Defi nes nessage header fields and the parts naking up a nessage.
3.3 RFC 1847 M ME Security Miltiparts [ 6]

Thi s docunent defines security nmultiparts for MM
mul tipart/encrypted and nul ti part/signed.

3.4 RFC 1892 Multipart/report [9]

This RFC defines the use of the nultipart/report content type,
sonet hing that the MDN RFC 2298 buil ds upon
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3.5 RFC 1767 EDI Content [2]

This RFC defines the use of content type "application" for ANSI X12
(application/EDI-X12), EDI FACT (application/EDI FACT) and nutually
defined EDI (application/EDI-Consent).

3.6 RFC 2015, 3156, 2440 PGP/ M ME [4]

These RFCs define the use of content types "multipart/encrypted"
"mul tipart/signed", "application/pgp encrypted" and
"appl i cation/pgp-signature” for defining M ME PGP content.

3.7 RFC 2045, 2046, and 2049 M ME [1]

These are the basic M M standards, upon which all MM rel ated RFCs
build, including this one. Key contributions include definition of
"content type", "sub-type" and "nultipart", as well as encoding

gui del i nes, which establishes 7-bit US-ASCI| as the canonica
character set to be used in Internet nessaging.

3.8 RFC 2298 Message Disposition Notification [5]
This Internet RFC defines how a nessage di sposition notification
(MDN) is requested, and the fornmat and syntax of the MDN. The MDN is
t he basis upon which receipts and signed receipts are defined in this
speci fication.

3.9 RFC 2633 and 2630 S/M ME Version 3 Message Specifications [8]
This specification describes how M Me shall carry CMS bjects

4.0 Structure of an EDI M ME Message - Applicability

4.1 Introduction
The structures bel ow are described hierarchically in terns of which
RFC s are applied to formthe specific structure. For details of how
to code in conpliance with all RFC s involved, turn directly to the
RFC s referenced.

Al so, these structures describe the initial transm ssion only.
Recei pts, and requests for receipts are handled in section 5.
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4.2 Structure of an EDI M ME Message - PGP/ M ME
4.2.1 No Encryption, No Signature

- RFC822/ 2045
- RFC1767 (application/EDl xxxx or /xm)

4.2.2 No Encryption, Signature

- RFC822/ 2045
- RFC1847 (mul tipart/signed)
- RFC1767 (application/EDl xxxx or /xm)
- RFC2015/ 2440/ 3156 (application/ pgp-si gnature)

4.2.3 Encryption, No Signature

- RFC822/ 2045
- RFC1847 (mul tipart/encrypted)
- RFC2015/ 2440/ 3156 (application/ pgp-encrypted)
-"Version: 1"
- RFC2015/ 2440/ 3156 (application/octet-streanm
-RFC1767 (application/ED xxxx or /xm) (encrypted)

4.2.4 Encryption, Signature

- RFC822/ 2045
- RFC1847 (mul tipart/encrypted)
- RFC2015/ 2440/ 3156 (application/ pgp-encrypted)
-"Version: 1"
- RFC2015/ 2440/ 3156 (application/octet-stream
-RFC1847 (mul tipart/signed) (encrypted)
-RFC1767 (application/ED xxxx or /xm)(encrypted)
- RFC2015/ 2440/ 3156 (application/ pgp-signature) (encrypted)

4.3 Structure of an EDI M ME Message - S/M ME
4.3.1 No Encryption, No Signature

- RFC822/ 2045
- RFC1767 (application/ED xxxx or /xm)

4.3.2 No Encryption, Signature
- RFC822/ 2045
- RFC1847 (mul tipart/signed)

- RFC1767 (application/ED xxxx or /xm)
- RFC2633 (application/ pkcs7-signature)
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4.3.3 Encryption, No Signature

- RFC822/ 2045
- RFC2633 (application/pkcs7-m ne)
- RFC1767 (application/EDl xxxx or /xm ) (encrypted)

4.3.4 Encryption, Signhature

- RFC822/ 2045
- RFC2633 (application/pkcs7-m ne)
-RFC1847 (mul tipart/signed) (encrypted)
- RFC1767 (application/EDI xxxx or /xm) (encrypted)
- RFC2633 (application/ pkcs7-signature) (encrypted)

5.0 Receipts
5.1 Introduction

In order to support non-repudiation of receipt (NRR), a signed

recei pt, based on digitally signing a nessage disposition
notification, is to be inplenented by a receiving trading partner’s
UA (User Agent). The nmessage disposition notification, specified by
RFC 2298 is digitally signed by a receiving trading partner as part
of a nmultipart/signed MME nessage.

The follow ng support for signed receipts is REQU RED

1) The ability to create a multipart/report; where the report-type =
di sposition-notification

2) The ability to calculate a nessage integrity check (MC) on the
recei ved message. The calculated MC value will be returned to
the sender of the message inside the signed receipt.

4) The ability to create a nultipart/signed content with the nessage
di sposition notification as the first body part, and the signature
as the second body part.

5) The ability to return the signed receipt to the sending trading
partner.

The signed receipt is used to notify a sending trading partner that
requested the signed receipt that:

1) The receiving tradi ng partner acknow edges recei pt of the sent EDI
I nt er change
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2) If the sent nessage was signed, then the receiving trading partner
has authenticated the sender of the EDI |nterchange.

3) If the sent nmessage was signed, then the receiving trading partner
has verified the integrity of the sent EDI Interchange.

Regar dl ess of whether the EDI |nterchange was sent in S/M M or
PGP/ M ME format, the receiving trading partner’s UA MJST provide the
foll owi ng basic processing:

1) If the sent EDI Interchange is encrypted, then the encrypted
symretric key and initialization vector (if applicable) is
decrypted using the receiver’s private key.

2) The decrypted symetric encryption key is then used to decrypt the
EDI | nt erchange

3) The receiving trading partner authenticates signatures in a
message using the sender’s public key. The authentication
al gorithmperforns the foll ow ng:

a) The nmessage integrity check (MC or Message Digest), is
decrypted using the sender’s public key.

b) A MC on the signed contents (the M ME header and encoded ED
obj ect, as per RFC 1767) in the nessage received is cal cul ated
usi ng the same one-way hash function that the sending trading
partner used.

c) The M C extracted fromthe nessage that was sent, and the MC
cal cul ated using the sanme one-way hash function that the
sendi ng trading partner used is conpared for equality.

4) The receiving trading partner formats the MDN and sets the
calculated M Cinto the "Received-content-MC' extension field.

5) The receiving trading partner creates a nultipart/signed M M=
message according to RFC 1847.

6) The MDN is the first part of the multipart/signed nessage, and the

digital signature is created over this MDN, including its MM
headers.
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7) The second part of the nultipart/signed nessage contains the
digital signature. The "protocol" option specified in the second
part of the nultipart/signed is as follows:

S/'M ME: protocol = "application/pkcs-7-signature”
PGP/ M ME: protocol = "application/pgp-signature"

8) The signature information is fornmatted according to S/M ME or
PGP/ M ME speci fications.

The EDI Interchange and the RFC 1767 M ME EDI content header, can
actually be part of a nulti-part MM content-type. Wen the ED
Interchange is part of a multi-part MM content-type, the M C MJST
be cal cul ated across the entire nulti-part content, including the
M ME headers.

The signed MDN, when received by the sender of the EDI Interchange
can be used by the sender:

1) As an acknow edgnent that the EDI |nterchange sent, was delivered
and acknow edged by the receiving trading partner. The receiver
does this by returning the original nmessage id of the sent nessage
in the MDN portion of the signed receipt.

2) As an acknow edgnent that the integrity of the ED Interchange was
verified by the receiving trading partner. The receiver does this
by returning the calculated M C of the received ED |nterchange
(and 1767 M ME headers) in the "Received-content-MC' field of the
si gned MDN

3) As an acknow edgnent that the receiving trading partner has
aut henticated the sender of the ED | nterchange.

4) As a non-repudiation of receipt when the signed MDN is
successfully verified by the sender with the receiving trading
partner’s public key and the returned mc value inside the MDN is
the same as the digest of the original nessage.

5.2 Requesting a Signed Recei pt
Message Disposition Notifications are requested as per RFC 2298,
"An Extensible Message Format for Message Disposition Notification"
A request that the receiving user agent issue a nessage di sposition

notification is made by placing the foll owi ng header into the nessage
to be sent:
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MDN- r equest - header = "Di sposition-notification-to"
mai | - addr ess

The mail -address field is specified as an RFC 822 user @onai n
address, and is the return address for the nessage di sposition
notification.

In addition to requesting a nessage disposition notification, a
nmessage di sposition notification that is digitally signed, or what
has been referred to as a signed receipt, can be requested by placing
the following in the nessage header follow ng the "D sposition-
Notification-To" I|ine.

Di sposition-notification-options =
"Di sposition-Notification-Options" ":"
di sposition-notification-paraneters
wher e

di sposition-notification-paranmeters =

paraneter *(";" paraneter)
wher e
paraneter = attribute "=" inportance ", " 1#val ue"
wher e
i nportance = "required" | "optional”

So the Disposition-notification-options string could be:

si gned-r ecei pt - prot ocol =opti onal, <protocol synbol >;
si gned-recei pt-m cal g=optional, <mcalgl> <micalg2>,...

The currently supported val ues for <protocol synbol> are
"pkcs7-signature", for the S/M M detached signature fornmat, or
"pgp-signature", for the pgp signature fornat.

The currently supported values for MC al gorithmval ues are:

Al gorithm Val ue

used
VD5 nd5
SHA- 1 shal
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(Historical Note: Some early inplenentations of EDIINT enitted and
expected "rsa-nd5" and "rsa-shal" for the micalg paraneter.)

Recei ving agents SHOULD be able to recover gracefully froma nicalg
paraneter value that they do not recognize

An exanple of a fornatted options |line would be as foll ows:

Di sposition-notification-options:
si gned-r ecei pt - prot ocol =opti onal, pkcs7-signature;
si gned-recei pt-ni cal g=optional, shal, nd5

The senantics of the "signed-receipt-protocol" paraneter is as
fol | ows:

1) The "signed-receipt-protocol" parameter is used to request a
signed receipt fromthe recipient trading partner. The
"si gned-recei pt-protocol” paraneter also specifies the format in
whi ch the signed receipt should be returned to the requester

The "signed-receipt-nicalg" paraneter is alist of MC algorithns
preferred by the requester for use in signing the returned
receipt. The list of MC algorithms should be honored by the
recipient fromleft to right.

Bot h the "signed-receipt-protocol” and the "signed-receipt-mcalg"
option paraneters are REQU RED when requesting a signed receipt.

2) The "inportance" attribute of "Optional" is defined in the MON RFC
2298 and has the foll owi ng neaning:

Paraneters with an inportance of "Optional" pernmit a UA that does
not understand the particular options parameter to still generate
a MON in response to a request for a MDN. A UA that does not
under stand the "signed-receipt-protocol" paraneter, or the
"signed-receipt-mcalg” will obviously not return a signed
receipt.

The inportance of "Optional" is used for the signed receipt
paraneters because it is RECOWENDED that an MDN be returned to
the requesting trading partner even if the recipient could not
sign it.

The returned MDN will contain information on the disposition of

the nmessage as well as why the MDN coul d not be signed. See the
Di sposition field in section 5.3 for nore infornmation
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Wthin an EDI trading relationship, if a signed receipt is
expected and is not returned, then the validity of the transaction

is up to the trading partners to resolve. |In general, if a signed
receipt is required in the trading relationship and is not
recei ved, the transaction will likely not be considered valid

5.2.1 Additional Signed Receipt Considerations

The "rules" stated in Section 2.2.3 for signed receipts are as
fol |l ows:

1) Wien a receipt is requested, explicitly specifying that the
recei pt be signed, then the receipt MIUST be returned with a
si gnature.

2) When a receipt is requested, explicitly specifying that the
recei pt be signed, but the recipient cannot support either the
requested protocol format, or requested M C algorithns, then
either a signed or unsigned recei pt SHOULD be returned.

3) When a signature is not explicitly requested, or if the signed
recei pt request paraneter is not recognized by the UA then no
recei pt, an unsigned receipt, or a signed recei pt MAY be returned
by the recipient.

NOTE: For Internet EDI, it is RECOVWENDED t hat when a signature is
not explicitly requested, or if paraneters are not recogni zed, that
the UA send back at a minimum an unsigned receipt. If a signed
recei pt however was always returned as a policy, whether requested or
not, then any fal se unsigned receipts can be repudi at ed.

When a request for a signed receipt is made, but there is an error in
processing the contents of the nessage, a signed receipt MJST stil

be returned. The request for a signed receipt SHALL still be
honored, though the transaction itself may not be valid. The reason
for why the contents could not be processed MJUST be set in the

"di sposition-field".

When a request for a signed receipt is made, the
"Recei ved-content-M C' MJST al ways be returned to the requester.
The" Recei ved- content-M C' MJST be cal cul ated as foll ows:

- For any signed nessages, the MC to be returned is cal culated on
the RFC1767 M ME header and content. Canonicalization as specified
in RFC 1848 MUST be performed before the MC is cal cul ated, since
the sender requesting the signed receipt was al so REQU RED t o
canoni cal i ze
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For encrypted, unsigned nessages, the MCto be returned is

cal cul ated on the decrypted RFC 1767 M ME header and content. The
content after decryption MJUST be canonicalized before the MCis
cal cul at ed

For unsigned, unencrypted nessages, the M C MJST be cal cul ated over
the nmessage contents prior to Content-Transfer-Encodi ng and without
the M ME or any other RFC 822 headers, since these are sonetines
altered or reordered by MIAs.

5.3 Message Disposition Notification Format

The format of a nessage disposition notification is specified in RFC
2298. For use in Internet EDI, the following format will be used:

content-type - per RFC 1892 and the RFC 2298 specification
reporting-ua-field - per RFC 2298 specification

MDN- gat eway-field - per RFC 2298 specification
original-recipient-field - per RFC 2298 specification
final-recipient-field - per RFC 2298 specification
original -nessage-id-field - per RFC 2298 specification

di sposition-field - the follow ng "disposition-node" val ues SHOULD
be used for Internet ED :

"automatic-action" - The disposition described by the disposition
type was a result of an automatic action
rather than an explicit instruction by the
user for this nmessage.

"manual - acti on" - The disposition described by the disposition
type was a result of an explicit instruction
by the user rather than sone sort of
automatically perforned action.

"MDN- sent -automatically" - The MDN was sent because the UA had
previously been configured to do so.

"MDN- sent - manual 1 y" - The user explicitly gave permission for this
particular MDN to be sent.
"MDN- sent - manual I y" is nmeaningful wth
"manual - action”, but not with
"autonatic-action".
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- disposition-field - the follow ng "disposition-type" val ues SHOULD
be used for Internet EDI:

"processed" - The message has been processed in sone manner (e.g.
printed, faxed, forwarded, gatewayed) without being
di splayed to the user. The user nay or nmay not see
the nmessage | ater.

"failed" - A failure occurred that prevented the proper generation
of an MDN. Mre information about the cause of the
failure may be contained in a Failure field. The
"failed" disposition type is not to be used for the
situation in which there is sone problemin processing
the message other than interpreting the request for an
MDN. The "processed" or other disposition type with
appropriate disposition nodifiers is to be used in such
situations.

- disposition-field - the follow ng "disposition-nodifier" val ues
SHOULD be used for Internet EDI:

"error" - An error of sone sort occurred that prevented successfu
processing of the nessage. Further information is
contained in an Error field.

"warni ng" - The nmessage was successfully processed but sonme sort of
exceptional condition occurred. Further Information is
contained in a Warning field.

5.3.1 Message Disposition Notification Extensions

The following "extension field" will be added in order to support
signed receipts for RFC 1767 M ME content type and nultipart M ME
content types that include the RFC 1767 M ME content type. The
extension field" defined below follows the "disposition-field" in the
IVDN.

The "Recei ved-content-M C' extension field is set when the integrity
of the received nmessage is verified. The MC is the base64 encoded
quantity conmputed over the received nmessage with a hash function

For details of "what" the "Received-content-MC' should be cal cul at ed
over, see Section 5.2.1. The algorithmused to calculate the

"Recei ved-content-M C' val ue MJST be the sane as the "nical g" val ue
used by the sender in the nultipart/signed nessage. Wen no
signature is received, or the nic-alg paranmeter is not supported then
it is RECOVWENDED that the SHA1 al gorithm be used to calcul ate the

M C on the received nessage or nessage contents.
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This field is set only when the contents of the nessage are processed
successfully. This field is used in conjunction with the recipient’s
signature on the MDN in order for the sender to verify "non-
repudi ati on of receipt".

- extension field = "Received-content-MC" ":" MC
wher e:
<M C = <base64M cVal ue> "," <nical g>

<base64M cVal ue> = the result of one way hash function, base64
encoded.

< mcalg> = the nicalg value defined in RFC1847, an | ANA
regi stered MC algorithmID token.

5.3.2 Disposition Mde, Type, and Modifier Use

Qui delines for use of the "disposition-node", "disposition-type", and
"di sposition-nodifier" fields within Internet EDI are discussed in
this section. The "disposition-node", "disposition-type', and
"disposition-nodifier’ fields are described in detail in RFC 2298.
The "disposition-node’, "disposition-type" and "di sposition-nodifier"
val ues SHOULD be used as foll ows:

5.3.2.1 Successful Processing

When the request for a receipt or signed receipt, and the received
message contents are successfully processed by the receiving ED UA
a recei pt or MDN SHOULD be returned with the "di sposition-type" set
to there is no explicit way for a user to control the sending of the
MDN, then the first part of the "disposition-node" should be set to

"automatic-action". Wen the MDN is being sent under user
configurable control, then the first part of the "disposition-node"
shoul d be set to "mamnual -action". Since a request for a signed

recei pt should al ways be honored, the user MJST not be allowed to
configure the UA to not send a signed recei pt when the sender
requests one.

The second part of the "disposition-node" is set to "NMDN sent -
manual | y" if the user gave explicit pernission for the MDN to be
sent. Again, the user MJUST not be allowed to explicitly refuse to
send a signed recei pt when the sender requests one. The second part
of the "disposition-node" is set to "MDN-sent-autonatically" whenever
the EDI UA sends the MDN automatically, regardl ess of whether the
sendi ng was under a user’s, administrator’s, or under software
control
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Since EDI content is generally handl ed autonmatically by the EDI UA, a
request for a receipt or signed receipt will generally return the
following in the "disposition-field"

Di sposition: automatic-action/ MDN-sent-automatically; processed

Note this specification does not restrict the use of the

"di sposition-node" to just automatic actions. Manual actions are
valid as long as it is kept in mind that a request for a signed
recei pt MJST be honored.

5.3.2.2 Unprocessed Content

The request for a signed receipt requires the use of two
"disposition-notification-options", which specify the protocol fornat
of the returned signed receipt, and the MC algorithmused to
calculate the m c over the nessage contents. The "disposition-field"
val ues that should be used in the case where the nessage content is
being rejected or ignored, for instance if the EDI UA determ nes that
a signed recei pt cannot be returned because it does not support the
requested protocol format, so the EDI UA chooses not to process the
message contents itself, should be specified in the MDN

"di sposition-field" as follows:

Di sposition: "disposition-node";
fail ed/ Failure: unsupported fornat

The syntax of the "failed" "disposition-type" is general, allow ng
the sending of any textual information along with the "fail ed”

"di sposition-type". For use in Internet EDI, the followi ng "failed"
val ues are defined:

"Failure: unsupported format" "Failure: unsupported M C-al gorithns"
5.3.2.3 Content Processing Errors

When errors occur processing the received nessage content, the

"di sposition-field" should be set to the "processed" "disposition-

type" value and the "error" "disposition-nodifier" value. For use in

Internet EDI, the following "error" "disposition-nodifier" values are

defi ned:

"Error: decryption-failed" - the receiver could not decrypt the
nessage contents.

"Error: authentication-failed" - the receiver could not authenticate
t he sender.
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"Error: integrity-check-failed" - the receiver could not verify
content integrity.

"Error: unexpected-processing-error"” - a catch-all for any additiona
processing errors.

An exanpl e of how the "disposition-field" would | ook when cont ent
processing errors are detected is as foll ows:

Di sposi tion: "disposition-node"
processed/ Error: decryption-failed

5.3.2.4 Content Processing Warnings

Situations arise in EDI where even if a trading partner cannot be

aut henticated correctly, the trading partners still agree to continue
processing the EDI transactions. Transaction reconciliation is done
between the trading partners at a later tinme. 1In the content

processi ng warning situations as descri bed above, the "di sposition-
field" SHOULD be set to the "processed" "disposition-type" val ue, and
the "warni ng" "disposition-nodifier" value. For use in Internet ED,
the follow ng "warning" "disposition-nodifier" values are defined:

"Warni ng: authentication-failed, processing continued"

An exanpl e of how the "disposition-field" would | ook when content
processing warnings are detected is as foll ows:

Di sposition: "disposition-node"; processed/Wrning:
aut hentication-failed, processing continued

5.4 Message Disposition Notification Processing
5.4.1 Large File Processing

Large EDI Interchanges sent via SMIP can be automatically fragnmented
by sone nmessage transfer agents. A subtype of nmessage/partial, is
defined in RFC 2045 [1] to allow |l arge objects to be delivered as
separate pieces of mail and to be autonmatically reassenbl ed by the
recei ving user agent. Using nmessage/partial, can help alleviate
fragmentation of |arge nessages by different nessage transfer agents,

but does not conpletely elimnate the problem It is still possible
that a piece of a partial nessage, upon re-assenbly, nay prove to
contain a partial nmessage as well. This is allowed by the Internet

standards, and it is the responsibility of the user agent to
reassenbl e the fragnmented pieces.
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It is RECOWENDED that the size of the EDI |nterchange sent via SMIP
be configurable so that if fragnentation is needed, then

nmessage/ partial can be used to send the large ED Interchange in
smal | er pieces. RFC 2045 [1] defines the use of Content-Type:
message/ parti al

Not e: Support of the nessage/partial content type for use in Internet
EDI is OPTIONAL and in the absence of know edge that the recipient
supports partial it SHOULD NOT be used.

The receiving UAis required to re-assenble the original nmessage

bef ore sending the nessage disposition notification to the origina
sender of the nessage. A nessage disposition notification is used to
specify the disposition of the entire nessage that was sent, and
shoul d not be returned by a processing UA until the entire nessage is
received, even if the received nessage requires re-assenbling.

5.4.2 Exanple

The following is an exanple of a signed receipt returned by a UA
after successfully processing a MME EDI content type. The sending
tradi ng partner has requested a return signed receipt.

This exanple follows the S/M M application/ pkcs-7-signature fornat.

NOTE: This exanple is provided as an illustration only, and is not
consi dered part of the protocol specification. |If an exanple
conflicts with the protocol definitions specified above or in the
other referenced RFCs, the exanple is wong.

To: <recipient email >

Subj ect :

From <sender enuil >

Dat e: <date>

M me-Version: 1.0

Content - Type: nultipart/signed; boundary="separator"
m cal g=shal; protocol ="application/ pkcs7-signature"

- - separ at or
& Content-Type: nultipart/report; report-type=di sposition
& notification; boundary="xxxxx"
&
& - - XXXXX
& Content-Type: text/plain
&
& The nessage sent to Recipient <Recipi ent @ycl onesoftware. con»
& has been received, the EDI |nterchange was successfully
& decrypted and its integrity was verified. |In addition, the
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sender of the nessage, Sender <Edi _Sender @ycl onesof t ware. conp
was aut henticated as the originator of the nmessage. There is
no guarantee however that the EDI |nterchange was
syntactically correct, or was received by the ED

appl i cation.

- = XXXXX
Content - Type: nessage/di sposition-notification

Reporting- UA: | nterchange. cycl onesoftware.com (Cl 2.2)
Original -Reci pient: rfc822; Edi_Recipi ent @ycl onesoftware. com
Fi nal - Reci pient: rfc822; Edi _Recipient@ycl onesoftware.com
Oigi nal - Message-1 D <17759920005. 12345@ycl onesof t ware. com >
Di sposition: autonatic-action/ MDN-sent-automatically; processed
Recei ved-content-M C. Qhl Y2sgSWs0XwdyaXRl Q shal

- = XXXXX
Cont ent - Type: nessage/ rfc822

To: <recipient enmail >
Subj ect :

[additional header fields go here]
- - XXXXX- -

- - separ at or

Cont ent - Type: application/ pkcs7-signature; name=sni ne. p7s;
Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachnent; fil enanme=sm ne. p7s

M | HygYJKoZl hveNAQc Dol | Huz CCB7c CAQAXgf | wge8CAQAWY
Zgwg YMk Fj AUBgNVBAMTDVRI cnJ51 EhhcnRpbntx EDAOCBgNVBA
0TBONZQOx PTk Ux DDAKBgNVBASs TAO4v QTEQVA4 GAL UEBX VHU=

separ at or - -

lines preceded with "&" is what the signature is cal cul ated

details on how to prepare the nultipart/signed with protocol =
I'ication/pkcs7-signature" see the "S/M ME Message Specification

PKCS Security Services for MME".)
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Note: As specified by RFC 1892 [9], returning the original or
portions of the original nessage in the third body part of the

mul ti part/report is not required. This is an optional body part. It
i s RECOVWENDED t hat the received headers fromthe original nessage be
placed in the third body part, as they can be hel pful in tracking
probl ens.

Al'so note that the textual first body part of the nultipart/report
can be used to include a nore detail ed explanation of the error
conditions reported by the disposition headers. The first body part
of the multipart/report when used in this way, allows a person to
better diagnose a problemin detail

6.0 Public Key Certificate Handling
6.1 Near Term Approach

In the near term the exchange of public keys and certification of

t hese keys nust be handl ed as part of the process of establishing a
trading partnership. The UA and/or EDI application interface nust

mai ntai n a dat abase of public keys used for encryption or signatures,
in addition to the mapping between ED trading partner I D and RFC 822
[3] emnil address. The procedures for establishing a trading
partnership and configuring the secure EDI nessagi ng system ni ght
vary anong tradi ng partners and software packages

For systems whi ch make use of X. 509 certificates, it is RECOMMENDED
that trading partners self-certify each other if an agreed upon
certification authority is not used. 1t is highly RECOMVENDED t hat
when trading partners are using S'MME, that they al so exchange
public key certificates using the recommendati ons specified in the
S/'M ME Version 3 Message Specification. The nessage formats and
S/ M ME conformance requirenents for certificate exchange are
specified in this docunent.

This applicability statenent does NOT require the use of a
certification authority. The use of a certification authority is
t her ef ore OPTI ONAL.

6.2 Long Term Approach
In the long term additional Internet-ED standards may be devel oped
to sinplify the process of establishing a trading partnership,

including the third party authentication of trading partners, as well
as attributes of the trading rel ationship.
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7.0 Security Considerations

This entire docunent is concerned with secure transport of business
to business data, and considers both privacy and authentication
i ssues.

Extracted from S/M ME Version 2 Message Specification

40-bit encryption is considered weak by nost cryptographers. Using
weak cryptography offers little actual security over sending plain
text. However, other features of S/M Mg such as the specification
of tripleDES or AES and the ability to announce stronger
cryptographic capabilities to parties with whom you conmuni cat e,
al | ow senders to create nmessages that use strong encryption. Using
weak cryptography is never reconmended unless the only alternative is
no cryptography. Wen feasible, sending and receiving agents shoul d
i nform senders and recipients the relative cryptographic strength of
nessages.

Extracted from S/ MM Version 2 Certificate Handling:

When processing certificates, there are many situati ons where the
processing mght fail. Because the processing may be done by a user
agent, a security gateway, or other program there is no single way
to handl e such failures. Just because the methods to handl e the
failures has not been listed, however, the reader should not assune
that they are not inportant. The opposite is true: if a certificate
is not provably valid and associated with the nessage, the processing
sof tware shoul d take imredi ate and noticeable steps to informthe end
user about it.

Some of the nany places where signature and certificate checking
nm ght fail include:

- no certificate chain leads to a trusted CA

- no ability to check the CRL for a certificate
- an invalid CRL was received

- the CRL being checked is expired

- the certificate is expired

- the certificate has been revoked

There are certainly other instances where a certificate nay be
invalid, and it is the responsibility of the processing software to
check themall thoroughly, and to decide what to do if the check
fails.
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Appendi x | ANA Regi stration Form

A 1 1 ANA registration of the signed-receipt-protocol content
di sposition paraneter

Par anet er - nane: si gned-recei pt-protocol
Syntax: See section 5.2 of this docunent
Specification: See section 5.2 of this docunent

A.2 1ANA registration of the signed-receipt-micalg content
di sposition paraneter

Par anet er - name: signed-receipt-nicalg
Syntax: See section 5.2 of this docunent
Specification: See section 5.2 of this docunent

A.3 1 ANA registration of the Received-content-M C MDN ext ensi on
field name

Extension field nanme: Received-content-MC
Syntax: See section 5.3.1 of this docunent
Specification: See section 5.3.1 of this docunent
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revoked by the Internet Society or its successors or assigns. Vv This
docunment and the information contained herein is provided on an "AS

I S* basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG TASK
FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT
LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON HEREI N W LL
NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Hardi ng, et. al. St andards Track [ Page 29]



