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Abstr act

Thi s docunent defines a set of PRovisioning Oasses (PRCs) and
textual conventions that are common to all clients that provision
policy using Conmon Open Policy Service (COPS) protocol for

Pr ovi si oni ng.

Structure of Policy Provisioning Information (SPPlI) describes a
structure for specifying policy information that can then be
transmitted to a network device for the purpose of configuring policy
at that device. The nodel underlying this structure is one of well-
defined (PRCs) and instances of these classes (PRIs) residing in a
virtual information store called the Policy Infornmation Base (PlB)

One way to provision policy is by nmeans of the (COPS) protocol with
the extensions for provisioning. This protocol supports multiple
clients, each of which may provision policy for a specific policy
domai n such as QoS, virtual private networks, or security.

As described in COPS usage for Policy Provisioning (COPS-PR), each
client supports a non-overlapping and i ndependent set of PIB nodul es.
However, sonme PRovi sioning Cl asses are common to all subject-
categories (client-types) and need to be present in each
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Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

1. G ossary
PRC PRovi sioning Class. A type of policy data. See [PCLTERM.
PRI PRovi si oni ng I nstance. An instance of a PRC. See [POLTERM.
PI B Policy Information Base. The database of policy information

See [ POLTERM
PDP Pol i cy Decision Point. See [RAP-FRAVEWORK] .
PEP Policy Enforcenent Point. See [RAP-FRAVEWORK] .
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2. Ceneral PIB Concepts
2.1. Roles

The policy to apply to an interface nmay depend on many factors, such
as inmutabl e characteristics of the interface (e.g., Ethernet or
frame relay), the status of the interface (e.g., half or ful

dupl ex), or user configuration (e.g., branch office or headquarters
interface). Rather than specifying policies explicitly for each
interface of all devices in the network, policies are specified in
terns of interface functionality.

To describe these functionalities of an interface, we use the concept
of "Roles". A Role is sinply a string that is associated with an
interface. A given interface may have any nunber of roles

si mul t aneously. Provisioning classes have an attribute called a

"Rol eConbi nation" which is a | exicographically ordered set of roles.
I nstances of a given PRovisioning Class are applied to an interface
if and only if the set of roles in the role conbination matches the
set of the roles of the interface.

Thus, roles provide a way to bind policy to interfaces w thout having
to explicitly identify interfaces in a consistent manner across al
network devices. That is, roles provide a level of indirection to
the application of a set of policies to specific interfaces. This
separates the policy definition fromdevice inplenmentation specific
interface identification. Furthernmore, if the sane policy is being
applied to several interfaces, that policy needs to be pushed to the
device only once, rather than once per interface, as long as the
interfaces are configured with the sane rol e conbination

We point out that, in the event that the adninistrator needs to have
a unique policy for each interface, the adm nistrator can configure
each interface with a unique role.

The PEP sends all its Capability Set Nanes, Role Conbinations, Policy
Controlled Interfaces, and their relationships to the PDP in the
first COPS request (REQ nessage for a handl e, and whenever any
updates or deletes occur. The PDP can install new instances or
change existing instances of these PRIs. This operation can also
occur in subsequent request nessages generated in response to COPS
state synchroni zati on (SSQ requests and | ocal configuration changes.

The conparing of roles (or role conbinations) is case sensitive.
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By convention, when formatting the rol e-conbi nati on for exchange
within a protocol nmessage, within a PIB object’s value, or as a
printed value, the set is formatted in | exicographical order of the
role’s ASCI| values; that is, the role that is first is formatted
first. For exanple, "a+b" and "b+a" are NOT different role-

conbi nations; rather, they are different formatting of the sane

rol e-conbi nati on, and hence for this exanple:

"atb" is the valid formatting of that rol e-conbination
"b+a" is an invalid formatting of that rol e-conbination

The rol e-conbination of interfaces to which no roles have been
assigned is known as the "null" role-conbination. (Note the

del i berate use of lower-case letters for "null" so that it avoids
confusion with the ASCII NULL character that has a val ue of zero but
a length of one.)

In an "install" or an "install-notify" class, the wldcard role-
conmbination "*" can be used. In addition to providing for
interface-specific roles, it also allows for other optinizations in
reduci ng the nunber of rol e-conbinations for which a policy has to be
specified. For exanple:

Suppose we have three interfaces:
Roles A, B and Rl are assigned to interface I1
Roles A, B and R2 are assigned to interface 12

Roles A, B and R3 are assigned to interface I3

Then, a PRI of a fictional |fDscpAssignTable that has the follow ng
values for its attributes:

i f DscpAssi gnPrid =1

i f DscpAssi gnRol es = "*+A+B"

i f DscpAssi gnNane = "4queues”
i f DscpAssi gnDscpMap = 1

will apply to all three interfaces, because "*" matches with Rl, R2
and R3. The policies can be assigned to an interface due to nore
than one wi |l d-carded role conbo matching a given interface’'s role
conbo string. The PDP should attenpt to resolve conflicts between
policies before sending policies to the PEP. In the situation where
the PDP sends nultiple policies to a PEP and they do conflict, either
because of an error by the PDP or because of a device specific
conflict, the PEP MIST reject the installation of the conflicting
policies and return an error.
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Fornmal |y,

- The wildcard Role is denoted by "*",

- The "*" Role is not allowed to be defined as part of the role-
conbi nation of an interface as notified by the PEP to the PDP; it
is only allowed in policies installed/deleted via COPS-PR fromthe
PDP to the PEP.

- For a policy to apply to an interface when the policy's role-
conmbination is "*+a+b", the interface’s rol e-conbination

- Must include "a" and "b", and
- Can include zero or nore other roles.

- The wildcard character "*" is |listed before the other roles as "*"
is lexicographically before "a"; however, the wildcard natches any
zero or nore roles, irrespective of |exicographical order. For
exanpl e: "*+b+e+g" would natch "at+b+c+e+f +g"

Note that the characters "+" and "*" MJST not be used in an
interface Role. The Franework Role PIB nodule in section 4 of this
docunent contains the Role and Rol eConbi nati on Textual Conventi ons.

2.1.1. An Exanple

The functioning of roles mght be best understood by an exanple.
Suppose | have a device with three interfaces, with roles as foll ows:

I F1: "finance"
| F2: "finance"
| F3: "manager"

Suppose, | also have a PDP with two policies:

P1l: Packets from finance departnent (role "finance") get DSCP 5
P2: Packets from nmanagers (role "manager") get DSCP 6

To obtain policy, the PEP reports to the PDP that it has some
interfaces with role conbination "finance" and sone with role
conbi nation "nmanager". In response, the PDP downl oads policy P1
associated with role conbination "finance" and downl oads a second
policy P2 associated with role conbination "nanager"

Now suppose the finance person attached to IF2 is pronmpted to manager
and so the system adninistrator adds the role "manager" to I F2. The
PEP now reports to the PDP that it has three role conbinations: sone
interfaces with role conbination "finance", some with role

conbi nation "manager" and sone with rol e conbination
"finance+manager”. |n response, the PDP downl oads an additiona
third policy associated with the new rol e conbi nati on

"fi nance+manager”.

Sahita, et. al. I nf or mat i onal [ Page 5]



RFC 3318 Framewor k Policy Information Base March 2003

How the PDP deternines the policy for this new role conbination is
entirely the responsibility of the PDP. It could do so

algorithmically or by rule. For exanple, there nmight be a rule that

speci fies that manager policy takes preference over departnent
policy. O there mght be a third policy installed in the PDP as
fol | ows:

P3: Packets from finance nmanagers (role "finance" and role
"manager") get DSCP 7

The point here is that the PDP is required to determ ne what policy
applies to this new role conbination and to download a third policy
to the PEP for the role conbination "finance+nmanager"”, even if that
policy is the sanme as one already downl oaded. The PEP is not
required (or allowed) to construct policy for new role conbi nations
fromexisting policy.

2. 2. Managenent of Rol e-Conbi nations fromthe PDP

The PEP notifies the PDP of the Rol e-Conbi nati on assigned to each
interface and capability set nanme in a COPS configuration request
(instances of the frwklfRol eConboTable). The first request sent to
the PDP nust be a "full state’ request. A ’'full state request for
PEP includes notify and install-notify table PRIs for the PEP which

nmust be interpreted as the conplete state of the PEP and nust not be

a

interpreted as updates to any previous set of PRIs sent in a previous

nmessage. Any previous PRIs fromthe PEP should be discarded when a
"full state’ request is received for the particul ar request handl e.
A request is specified as a "full state’ request by setting the
frwkPi bl ncarnationFul | State attribute in the frwkPi bl ncarnation PRI
sent in the request.

Al existing frwklfRol eConbo instances nust be sent to the PDP in the

first configuration request for a request handle. |If the Role-
Combi nations are not assigned specific values, default ('null’)

Rol e- Conbi nati ons nust be sent to the PDP for all iflndices active on

the PEP and updates nust be sent every tine the Iflndices are

updated. The PEP may notify the PDP of the Capability sets (if any)

via the frwkCapabilitySet Table. |If the PEP does not need to notify
the PDP of capability sets, it nust set the capability set nane in
t he frwkl f Rol eConboTabl e instances to a zero length string.

In response to this configuration request, if applicable, the PDP nmay
send policies for the PEP in a solicited decision or nust send a nul

decision. The PEP nust then send a solicited report nessage for the

deci si on.
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At any later tine, the PDP can update the Rol e-Conbi nati ons assi gned
to a specific interface, identified by Iflndex, or for an aggregate,
identified by the capability set nane, via an unsolicited decision to
the PEP on any open request handle. The PDP does this by sending
updated PRIs for the frwklfRol eConboTabl e.

When the Interface Role Conbination associations are updated by the
PDP, the PEP SHOULD send updated 'full state’ requests for all open
contexts. A context is an instantiation of the PIB nodul e(s)
nanespace identified by a unique COPS handle for a particul ar COPS
client type. This is true even if the PEP s request state changes
due to an internal event or if the state is changed by the PDP. |f
the rol e-conbi nati on updates were sent by the PDP, the PEP SHOULD
send these updated requests only if it can process the unsolicited
deci sion containing the frwklfRol eConbo PRI's successfully, and it
MUST do so after sending the success report for the unsolicited
decision. |If the PEP failed to process the decision (i.e., the
frwkl f Rol eConbo PRIs), it MJUST only send a failure report to the PDP

On the other hand, the PDP nust not expect to receive the updated
requests with the revised rol e-conbination information until after it
recei ves a success report for these updates fromthe PEP. |If the PDP
does not receive updated requests on some request handles, the PEP
nmust not be sent decision updates for that frwklfRol eConbo updates,
i.e., the PDP nust have the previous request state that it naintained
for that request handl e.

Note that, any unsolicited decisions received by the PEP in the tine
period after it receives updates to its Rol e-Conbi nati on associ ati ons
and before receiving solicited decisions for the updated requests it
sent for all context handles, could possibly contain outdated
policies corresponding to the ol d Rol e-Conbi nati on associ ations as
notified by this PEP in a previous request state.

The PDP nust respond to the updated requests by solicited decisions,
sending policies if applicable or null decisions. The PEP nust
respond to these solicited decisions with solicited reports to

conpl ete the transaction.

2.3. Updating a Request State

This section describes the nessages exchanged between the PEP and PDP
when the PEP is updating a previously sent request for a particular
COPS handle. Note that a PEP can increnentally update a request only
if the frwkPiblncarnationFull State attribute is shown to be supported
via the supported PRC table. |If this attribute is not supported, the
PDP nust treat all PEP requests as the full request state.
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2.3.1 Full Request State

When the PEP wants to send the entire request state to the PDP (for
exanpl e, in response to a Synchroni ze State Request fromthe PDP)
the PEP MUST send the incarnation instance with the

frwkPi bl ncarnationFul | State attribute set to 'true’

A PDP that receives an incarnation instance in the request nessage
with this attribute set to 'true’, nust clear the request information
it maintains for this request handle and re-install the information
received.

If this attribute is set to 'false’ or if the incarnation instance is
m ssing in the request nessage, the request nust be interpreted as an
i ncrenental update to the previous request nessage.

2.3.2 Installing PRIs in a Request

If the PEP wants to install additional PRIs for a request handle, the
PEP MJUST ensure that the frwkPiblncarnationFull State attribute is set
to 'false’, and the PEP MJUST use new (unused in this context)

I nstancelds [SPPI] for these PRIs.

When a PDP receives instances with new Instancelds for a request with
t he frwkPi bl ncarnationFull State in the incarnation instance set to
"false’, or if the request has no incarnation information, it nust
interpret these PRIs as an increnmental update to the request state
and add themto the request state it maintains for this handle.

2.3.3 Updating PRI's in a Request

If the PEP wants to update previously installed PRIs for a request
handl e, the PEP MJST ensure that the frwkPiblncarnationFull State
attribute is set to 'false’ for these PRIs. Note that the PEP nust
send the sanme Instancelds for the PRIs being updated. |If the PEP
uses new | nstancelds, the PDP nust interpret themas Install’s for
this request state.

Wien a PDP receives a request with instances having Instancelds that
exist inits state for that handle with the

frwkPi bl ncarnationFul |l State in the incarnation instance set to
"false’ or if the request has no incarnation information, it nust
interpret these PRIs as an update to the PRIs in the request state it
mai ntains for this handle.
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2.3.4 Renoving PRIs froma Request

If the PEP wants to renove previously installed PRIs for a request
handl e, the PEP MJUST ensure that the frwkPi bl ncarnationFull State
attribute is set to 'false’, and MJUST send the PRI bindings with the
PRID set to the Instanceld of the PRI to be renoved, and the |length
field in the EPD object header set to the header |ength only,
effectively setting the data length to zero

Note that the PEP nust send the sane Instancelds for the PRIs being
renoved. |If the PEP sends new Instancelds and the length field in
the EPD object header is set to the header length only (inplying the
data length is zero), the PEP is attenpting to renove an

unknown/ non-exi stent PRI. This SHOULD result in the PDP sendi ng
error PRIs in the solicited decision (see section 2.3.6 for a
description of the frwkErrorTable).

If the PEP sends new I nstancelds, and the length field in the EPD

obj ect header is greater than the header length only (inplying the
EPD obj ect has sone attributes encoded in it), the PDP will interpret
this as an install of the PRI if it can decode the EPD successfully.

When a PDP receives a request with instances having Instancelds that
exist inits state for that handle with the

frwkPi bl ncarnationFull State in the incarnation instance set to
"false’, or if the request has no incarnation information, and the
length field in the EPD object header is set to the header |ength
only (inplying the data length is zero), it nmust renove these PRI's
fromthe request state it maintains for this handle.

2. 3.5 Renovi ng EXTENDED, AUGMENTED PRI s

The PEP shoul d renpve t he extended/ augnented PRIs when it renoves the
base PRIs in the same COPS nessage. See [SPPI] for a description of
EXTENDED/ AUGVENTED PRCs. A PDP that receives renmpoves for a base PR
nmust inplicitly renove the extensions.

2.3.6 Error Handling in Request updates

If the PDP cannot process all the request installs/updates/renoves in
the COPS request message successfully, it MJST rollback to its

previ ous request state and it MJST send a solicited decision to the
PEP that contains frwkErrorTabl e i nstances. These instances contain
an error code and a sub-code as defined in the [COPS-PR] CPERR
object. For exanple, if the PEP tries to renmpove an instance that
does not exist, the 'prilnstancelnvalid error code nmust be sent to
the PEP in a frwkError PRI. The frwkError PRIs al so contain the PRC
and the Instanceld of the error-causing PRI. The PEP may then
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exam ne these error PRIs and resend the nodified request. Note that,
until the PEP resends the request updates/renoves, it will have
configuration information for the |ast successful request state it
sent to the PDP

2.4. Multiple PIB Instances

[ COPS-PR] supports multiple, disjoint, independent instances of the
PIB to represent multiple instances of configured policy. The intent
is to allow for the pre-provisioning of policy that can then be nade
active by a single, short decision fromthe PDP

A COPS context can be defined as an i ndependent COPS request state
for a particular subject category (client-type). A context may be an
out sourci ng context or a configuration context. A configuration
context is an instance of the PIB triggered and controlled by the
PDP, whi ch contains device setup information. This device
configuration information dictates the device behavior as specified
by the PDP. An outsourcing context on the other hand, is a PIB
instance that is triggered fromthe PEP side and is a request to the
PDP for action. The action requested will be interpreted in the
domain of the client-type. Configuration contexts belong to a set of
configuration contexts for a specific client type - out of which one
configuration context nay be active. However, multiple outsourcing
contexts can be active sinultaneously.

Wth the [ COPS-PR] protocol, each of these states is identified by a
uni que client handle. The creation and deletion of these PIB

i nstances can be controlled by the PDP as described in [ COPS-PR] or
can be triggered by an event by the PEP. A PEP nust open at |east
one "request-state" for configuration for a given subject-category
(client type). Additional "request-states" at the PEP nmay be
initiated by the PDP or asynchronously generated by the PEP for

out sourcing due to local events, which will be fully specified by the
PRI D/ EPD data carried in the request.

The frwkPi bl ncarnationlnCtxtSet flag defines a set of contexts out of
whi ch only one context can be active at any given tine. This set is
called the 'configuration contexts’ set. At nost, one context may be
active fromthis "configuration context’ set at any given tine.
Contexts that have the frwkPi bl ncarnationlnCxtSet attribute set to
"true’ belong to this set. Contexts that do not belong to this set
have the frwkPi bl ncarnati onl nCt xt Set set to 'false’ and belong to the
set of ’'outsourcing contexts’'. Note that a PEP can have these two
sets of contexts only if the frwkPi blncarnationl nCtxtSet attribute is
shown to be supported via the supported PRC table. If the
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frwkPi bl ncarnati onl nCt xt Set is not supported, a PEP nust treat all
contexts as belonging to the set of ’'configuration contexts’ i.e., at
the nost one context can be active at any given tine.

Note that in the event that a PEP has a capability change such as a
card hot swap or any other change in its notify information that nay
warrant a policy refresh, a subsequent conplete or increnental
request must be issued to the PDP containing the new updated
capabilities for all the configuration contexts. A request for re-
configuration is issued for all request state configuration contexts,
both for the active configuration context as well as any inactive
configuration contexts. This is to ensure that when an inactive
configuration context is activated, it has been pre-configured with
policies conpatible with the PEP's current capabilities.

Al t hough many PI B instances may be configured on a device (the
maxi mum nunber of these instances being determ ned by the device
itself), only one of the contexts fromthe 'configuration contexts
set can be active at any given tine; the active one being sel ected by
the PDP. The Framework PIB supports the attribute

frwkPi bl ncarnati onActive in the frwkPi bl ncarnati onTable to allow the
PDP to denote the PIB instance as being active in a COPS decision
message, and simlarly, to report the active state (active or not) of
the PIB instance to the PDP in a COPS request nessage.

When the PEP installs an attribute frwkPiblncarnationActive that is
"true’ in one PIB instance which belongs to the 'configuration
contexts’ set, the PEP must ensure, re-setting the attribute if
necessary, that the frwkPi bl ncarnationActive attribute is "false’ in
all other installed contexts that belong to this set. To switch
contexts, the PDP should set the frwkPiblncarnationActive attribute
to 'true’ in the context it wants to nake the active context. The
PDP shoul d set this attribute in a context to "false’ only if it
wants to send an inactive context to the PEP or deactivate the active
context on the PEP. If an active context is nmade inactive w thout
activating another context, the PEP nust not have any policies
enforced fromany configuration contexts installed.

2.5. Reporting and Configuring of Device Capabilities

Each network device providing policy-based services has its own

i nherent capabilities. These capabilities can be hardware specific,
e.g., an Ethernet interface supporting input classification, or can
be statically configured, e.g., supported queuing disciplines. These
capabilities are organized into Capability Sets, with each Capability
Set given a uni que nanme (frwkCapabilitySet Name) and associated with a
set of Role Conbinations. |In that way, each Role Combination may be
associated with a set of interfaces. These capabilities are
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communi cated to the PDP when policy is requested by the PEP. Know ng
device capabilities, the PDP can send the PRIs relevant to the
specific device, rather than sending the entire PIB

Specific capability PRCs may be defined in other PIBs. These
capability instances are grouped via the frwkCapabilitySetTable. |If
the PEP wi shes to send capability information to the PDP, the PIB
must indi cate which capabilities the PEP nmay send to the PDP by neans
of the "notify’ PIB-ACCESS cl ause as described in [SPPI]. If a PIB
does not have any capabilities to communicate to the PDP, it nust not
send any instances for the frwkCapabilitySetTable. If in this case

t he frwklfRol eConmbo table is used to conmuni cate rol e conbi nations
assigned to interfaces (via Iflndex), the frwkRol eConboCapSet Nare
attribute in the frwklfRol eConmboTabl e i nstances nust be set to a zero
I ength string.

2.6. Reporting of Device Limtations

3.

To facilitate efficient policy installation, it is inportant to
understand a device's lintations in relation to the advertised
device capabilities. Limtations may be cl ass-based, e.g., an
"install" class is supported as a "notify" or only a limted nunber
of class instances may be created, or attribute-based. Attribute
limtations, such as supporting a restricted set of enunerations or
requiring related attributes to have certain val ues, detai
implementation lintations at a fine |level of granularity.

A PDP can avoid certain installation issues in a proactive fashion by
taking into account a device's limtations prior to policy
installation rather than in a reactive node during installation. As
with device capabilities, device linitations are comrmuni cated to the
PDP when policy is requested.

Reported device limtations may be acconpani ed by gui dance val ues
that can be used by a PDP to determ ne acceptabl e values for the
identified attri butes.

The Franmework TC PI B nodul e

FRAVEWORK- TC-PIB  PIB-DEFINITIONS ::= BEG N

| MPORTS MODULE-1 DENTI TY, TEXTUAL- CONVENTI ON

Unsi gned32, pib FROM COPS- PR- SPPI ;

frwkTcPi b MODULE- | DENTI TY

SUBJECT- CATEGORIES { all
LAST- UPDATED "200302130000Z" -- 13 Feb 2003
ORGANI ZATI ON "I ETF RAP WG'
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CONTACT- I NFO "Keith McC oghri e
Cisco Systems, Inc.
170 West Tasnman Drive,
San Jose, CA 95134-1706 USA
Phone: +1 408 526 5260
Emai | : kzm@i sco. com

John Seligson

Nortel Networks, Inc.

4401 Great America Parkway
Santa C ara, CA 95054 USA
Phone: +1 408 495 2992

Emai |l : jseligso@ortel net works. com
Ravi Sahita
I ntel Labs.

2111 NE 25th Ave.

H |l sboro, OR 97124 USA
Phone: +1 503 712 1554

Enmil: ravi.sahita@ntel.com

RAP WG Mailing list: rap@ps.ietf.org "
DESCRI PTI ON
"The PIB nodul e containing the Role and Rol eConbi nati on
Textual Conventions and other generic TCs.

Copyright (C) The Internet Society (2003). This version of
this PIB nodule is part of RFC 3318; see the RFC itself for

full legal notices."
REVI SI ON "200302130000Z2" -- 13 Feb 2003
DESCRI PTION "lInitial version, published in RFC 3318."
o= { pib 3}
Rol e :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Arole represents a functionality characteristic or
capability of a resource to which policies are applied.
Exanpl es of roles include Backbone_interface,

Frame_Rel ay_interface, BGP-capabl e-router, web-server
firewall, etc.

The only valid character set is US-ASCII. Valid characters
are a-z, A-Z, 0-9, period, hyphen and underscore. A role
must always start with a letter (a-z or A-Z). A role nust
not contain the US-ASCI| characters '*’ or '+ since they
have speci al neani ng associated with them explained in the
Rol eConbi nati on TEXTUAL CONVENTI ON. "
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SYNTAX OCTET STRING (S| ZE (1..31))

Rol eConbi nati on :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An octet string containing concatenated Roles. For the
format specification of roles, refer to the 'Role TEXTUAL-
CONVENTI ON. A valid Rol e Conbinati on nust be forned by a set
of valid Roles, concatenated by the US-ASCI| character '+
where the roles are in | exicographic order frommninumto
maxi mum For exanple, "a+b’ and 'b+a’ are NOT different

rol e-conbi nations; rather, they are different formatting of
the sane (one) rol e-conbination

Notice the roles within a role-conbination are in

Lexi cographi c order from mni rumto maxi mum hence, we
decl are:

"atb’ is the valid formatting of the rol e-conbination

"b+a’ is an invalid fornmatting of the rol e-conbination

Notice the need of zero-length rol e-conbination as the role-
conmbination of interfaces to which no roles have been
assigned. This role-conbination is also known as the "null
rol e-conbination. (Note the deliberate use of |ower case
letters to avoid confusion with the US-ASCI|I NULL character
whi ch has a value of zero but Iength of one.)

The US-ASCI|I character '*' is used to specify a wild carded
Rol e Conbi nation. '*' nust not be used to w | dcard Rol es.
Hence, we decl are:
"*+at+b’ is a valid wild carded Rol e Conbination
"eth*+a+b’ is not a valid wild carded Rol e Comnbi nati on
Note that since Roles are |exicographically listed in a Role
Conmbi nation, the following is an invalid role conbination
since '*' is lexicographically before "a’: ’atb+* ."

SYNTAX OCTET STRING (SIZE (0..255))

PrcldentifierQd ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An O D that identifies a PRC. The value MJUST be an O D
assigned to a PRC s entry definition. The Entry definition
of a PRC has an O D val ue XxxTable.1 where XxxTable is the
O D assigned to the PRC tabl e object.

An attribute with this syntax MJST specify a PRC, which is

defined in the PIB nodul e(s) registered in the context of
the client-type used.
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An attribute with this syntax cannot have the value 0.0
(zeroDotZero). If the attribute using this syntax can be set
to 0.0 use the PrcldentifierQ dO Zero TEXTUAL- CONVENTI ON
whi ch makes such use explicit.”

SYNTAX OBJECT | DENTI FI ER

PrcldentifierQ dO Zero ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An O D that identifies a PRC or zeroDotZero (0.0). The

val ue MUST be an O D assigned to a PRC s entry definition or
0.0 (zeroDotZero). The Entry definition of a PRC has an QD
val ue XxxTabl e.1 where XxxTable is the O D assigned to the
PRC tabl e object.

An attribute with this syntax can have the value 0.0
(zeroDot Zero) to indicate that it currently does not
identify a PRC "

SYNTAX OBJECT | DENTI FI ER

Attrldentifier ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A Unsigned32 value that identifies an attribute in a PRC by
its sub-id. The sub-id is the OD assigned to this attribute
in the PRC definition.

A Attridentifier value is always interpreted within the
context of an attribute of type PrcldentifierGd or
PrcldentifierQ dOrZero. The PrcldentifierGd (or

PrcldentifierQ dOr Zero) object which defines the context
must be registered i mredi ately before the object which uses
the Attrlidentifier textual convention. |If the context
defining attribute is of type PrcldentifierQ dO Zero and has
the value 0.0, then in that case this attribute value has no
meani ng.

An attribute with this syntax MJST specify a sub-id which
MUST be defined in the PRC identified (if any) in the
PrcldentifierGd (or PrcldentifierQ dOZero) attribute. The
PrcldentifierGd (orZero) and the Attrlidentifier attributes
together identify a particular attribute in a particular
PRC.
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An attribute with this syntax cannot have the value 0
(zero). If the attribute using this syntax can be set
to O use the AttridentifierO Zero TEXTUAL- CONVENTI ON whi ch
makes that explicit."

SYNTAX Unsi gned32 (1..4294967295)

AttrlidentifierOZero ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A Unsigned32 value that identifies an attribute in a PRC by
its sub-id or has the value O (zero). The sub-id if non-
zero, is the OD assigned to this attribute in the PRC
definition.

An AttrldentifierOrZero value is always interpreted within
the context of an attribute of type PrcldentifierGd or
PrcldentifierG dOrZero. The PrcldentifierGd (or
PrcldentifierQ dO Zero) object that defines the context nust
be registered i medi ately before the object which uses the
AttrlidentifierOrZero textual convention. If the context
defining attribute is of type PrcldentifierQ dOZero and has
the value 0.0, then in that case this attribute value has no
meani ng.

An attribute with this syntax can have the value 0 (zero) to
indicate that it currently does not identify a PRC
attribute. If it has a non-zero value, the
PrcldentifierGd (orZero) and the AttrldentifierO Zero
attributes together identify a particular attribute in a
particul ar PRC "

SYNTAX Unsi gned32

AttrlidentifierG d ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An ODthat identifies an attribute in a PRC. The val ue
MUST be an O D assigned to a PRC s attribute definition. The
| ast sub-id is the sub-id of the attribute as it is

defined in the PRC entry definition. The prefix OD (after
dropping the last sub-id) is the OD assigned to the Entry
object of a defined PRC. The Entry definition of a PRC has
an O D val ue XxxTable.1 where XxxTable is the O D assi gned
to the PRC Tabl e object.

An attribute with this syntax MJST not have the value 0.0
(zeroDot Zero). If 0.0 is a valid value, the TEXTUAL
CONVENTI ON AttrldentifierQ dO Zero nust be used whi ch makes
such use explicit."
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SYNTAX OBJECT | DENTI FI ER

AttrlidentifierQO dO Zero ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An O Dthat identifies an attribute in a PRC or has a val ue
0.0 (zeroDot Zero). The value MJUST be an O D assigned to a
PRC s attribute definition or the value 0.0.

If not 0.0, the last sub-id MJST be the sub-id of the
attribute as it is defined in the PRC Entry object
definition. The prefix QD (after dropping the |last sub-id)
is the OD assigned to the Entry object of a defined PRC
The Entry definition of a PRC has an O D val ue XxxTable. 1
Where, XxxTable is the O D assigned to the PRC Tabl e

obj ect.

An attribute with this syntax can have the value 0.0
(zeroDot Zero) to indicate that it currently does not
identify a PRC's attribute."

SYNTAX OBJECT | DENTI FI ER

Cient Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An Unsi gned32 value that identifies a COPS Client-type. An
attribute with this syntax nust be set to zero if it does
not specify a COPS client-type for the PRI."
REFERENCE
"The COPS (Common Open Policy Service) Protocol, RFC 2748."
SYNTAX Unsi gned32 (0..65535)

ClientHandl e :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An octet string that identifies a COPS Cient handle. A
zero length value inplies the attribute does not specify a
valid client handle."
REFERENCE
"The COPS (Common Open Policy Service) Protocol, RFC 2748."
SYNTAX OCTET STRI NG (Sl ZE(O. . 65535))

END
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4. Sumary of the Franework PIB
The Framework PIB defines four groups of PRCs:
4.1. Base PIB classes G oup

This contains PRCs intended to describe the PRCs supported by the
PEP, PRC and/or attribute limtations and its current configuration

PRC Support Table

As the technol ogy evol ves, we expect devices to be enhanced
with new PIBs, existing PIBs to add new PRCs and exi sting PRCs
to be augnented or extended with new attributes. Also, it is
likely that some existing PRCs or individual attributes of PRCs
wi || be deprecated. The PRC Support Tabl e describes the PRCs
that the device supports as well as the individual attributes
of each PRC. Using this information the PDP can potentially
tailor the policy to nore closely match the capabilities of the
device. The PRC Support Table instances are specific to the
particul ar Subject Category (Cient-Type). That is, the PRC
Support Table for Subject Category 'A wll not include

i nstances for classes supported by the Subject Category 'B
Note that the COPS client-type [ COPS] used for Framework PIB
PRI s sent/received over COPS-PR MJST be the uni que SUBJECT-
CATEGORY nunber assigned for the area of policy bei ng managed
(e.g., QS, Security etc). The PEP MJUST ignore the attributes
that it reports as not Supported in the decision fromthe PDP
The PEP SHOULD not send duplicate PRC support instances in a
COPS Request and the PDP MUST ignore duplicate instances and
MUST use the first instance received for a supported PRCin a
COPS Request .

PIB I ncarnati on Tabl e

This PRC contains exactly one row (corresponding to one PRI)
per context. It identifies the PDP that was the last to

downl oad policy into the device and al so contains an identifier
to identify the version of the policy currently downl oaded.
This identifier, both its syntax and val ue, is neaningful only
to the PDPs. 1t is intended to be a nechani sm whereby a PDP
when accepting a connection froma PEP, can easily identify a
known incarnation of policy. This PRC defines a flag via which
the installed contexts are divided into a set of contexts

(" configuration contexts’) out of which only one context is
active and a the remaining contexts forma set of ’'outsourcing
contexts’ which are all active. The incarnation PRC al so
defines an attribute to indicate which configuration context is
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the active one at the present tine in the 'configuration
contexts’ set. The incarnation instance is specific to the
particul ar Subject Category (Cient-Type).

Component Linmitations Tabl e

Sonme devices nmay not be able to inplenent the full range of

values for all attributes. |In principle, each PRC supports a
set of errors that the PEP can report to the PDP in the event
that the specified policy is not inplementable. It may be

preferable for the PDP to be infornmed of the device limtations
before actually attenpting to install policy, and while the
error can indicate that a particular attribute value is
unacceptable to the PEP, this does not help the PDP ascertain
whi ch val ues woul d be acceptable. To alleviate these
limtations, the PEP can report sonme limtations of attribute
val ues and/or classes and possi bly gui dance val ues for the
attribute in the Conponent Limitations Table

Device |ldentification Table

This PRC contains a single PRI that contains device-specific
information that is used to facilitate efficient policy
installation by a PDP. The instance of this PRCis reported to
the PDP in a COPS request nessage so that the PDP can take into
account certain device characteristics during policy
installation.

4.2. Device Capabilities group

This group contains the PRCs that describe the characteristics of
interfaces of the device and the Rol e Conbi nati ons assigned to them

Capabilities Set Table

The capabilities the PEP supports are described by rows in this
PRC (frwkCapabilitySet Table). Each row, or instance of this

cl ass, associates a unique capability nane with a set of
capabilities that an entity on the PEP nmay support. The uni que
nane is used to forma set of capabilities that the nane
represents. The capability references can specify instances in
rel evant capability tables in any PIB. The PEP notifies the
PDP of these capability sets and then the PDP configures the
interfaces, per role conbination. The unique nane
(frwkCapabilitySet Nane) is not to be confused with the |fType
object in the Interfaces G oup MB [ RFC2863] .

Sahita, et. al. I nf or mat i onal [ Page 19]



RFC 3318 Framewor k Policy Information Base March 2003

Interface and Rol e Conbi nati on Tabl e

The Capabilities Set Table (explai ned above) describes the
entities on the PEP (for exanple, interfaces) by their
capabilities, by assigning the capability sets a uni que nane
(frwkCapabilitySetNane). It is possible to tailor the behavior
of interfaces by assigning specific role-conbinations to the
capability sets. This allows interfaces with the same
capability sets to be assigned different policies, based on the
current roles assigned to them At the PDP, configuration is
done in terms of these interface capability set nanes and the
rol e-conbi nati ons assigned to them Thus, each row of this
class is a <Interface Index, interface capability set nane,
Rol e Conmbo> tuple, that indicates the roles that have been
assigned to a particular capability set (as identified by
frwkRol eConboCapSet Nane) and to a particular interface. Note
that the uniqueness criteria for this PRC has all the
attributes, thus a frwkRol eConboCapSet Nane may have nultiple
role-conbinations that it is associated with. Via the Iflndex,
this PRC answers the questions of ’'which interfaces have a
specific role conbination?” and 'what role conbination a
specific interface is a part of ?

4.3. Cassifier group

This group contains the IP, | EEE 802 and Internal Label Cassifier

el ements. The set of tables consist of a Base Filter table that
contains the Index Instanceld and the Negation flag for the filter.
This frwkBaseFilterTable is extended to formthe IP Filter table, the
802 Filter table [802] and the Internal Label table. Filters may

al so be defined outside this docunent and used to extend the Base
Filter table.

The Extended classes do not have a separate |ndex val ue. |Instances of
t he extended cl asses have the sane indices as their base class
instance. |Inheritance is achieved using the EXTENDS keyword as
defined in [SPPI].

4. 4. Marker group

This group contains the 802 marker and internal |abel marker PRCs.
The 802 marker nmay be applied to mark 802 packets with the required
VLAN | d and/or priority value. The Internal Label nmarker is applied
to traffic in order to label it with a network device specific |abel
Such a label is used to assist the differentiation of an input flow
after it has been aggregated with other flows. The label is
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i mpl enentati on specific and nay be used for other policy related
functions like flow accounting purposes and/ or other data path
treatments.

5. The Franework Pl B Modul e
FRAMEWORK- PI B PIB-DEFINITIONS ::= BEG N

| MPORTS
Unsi gned32, | nteger32, MODULE-| DENTI TY,
MODULE- COVPLI ANCE, OBJECT- TYPE, OBJECT- GROUP, pib
FROM COPS- PR- SPPI
I nstanceld, Prid
FROM COPS- PR- SPPI - TC
Rol eConbi nation, PrcldentifierGd, AttrldentifierO Zero,
dientType, CientHandl e
FROM FRAMEWORK- TC- Pl B
| net Addr ess, | net AddressType,
| net Addr essPrefi xLength, | netPort Nunber
FROM | NET- ADDRESS- M B
I nterfacel ndex
FROM | F-M B
DscpOr Any
FROM DI FFSERV- DSCP- TC
Trut hVal ue, PhysAddress
FROM SNWPv2- TC
SnnpAdni nString
FROM SNWVP- FRAVEWORK- M B;

framewor kPi b MODULE- | DENTI TY

SUBJECT- CATEGORIES { all }

LAST- UPDATED "200302130000Z" -- 13 Feb 2003

ORGANI ZATI ON "I ETF RAP WG'

CONTACT- | NFO "
Keith McC oghrie
Cisco Systenms, Inc.
170 West Tasman Drive,
San Jose, CA 95134-1706 USA
Phone: +1 408 526 5260
Email : kzm@i sco. com

John Seligson

Nortel Networks, Inc.

4401 G eat America Parkway

Santa O ara, CA 95054 USA

Phone: +1 408 495 2992

Emai |l : jseligso@ortel networks. com
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Ravi Sahita
Intel Labs.
2111 NE 25th Ave.

Hi |l sboro, OR 97124 USA
Phone: +1 503 712 1554
Email: ravi.sahita@ntel.com

RAP WG Mailing list: rap@ps.ietf.org"

DESCRI PTI ON
"A PIB nodul e containing the base set of PRCs that
provi de support for nmanagenent of nultiple PIB contexts,
association of roles to device capabilities and other
reusable PRCs. PEPs are required for to inplenment this
PIBif the above features are desired. This PIB defines
PRCs applicable to "all’ subject-categories.

Copyright (C) The Internet Society (2003). This version
of this PIB nobdule is part of RFC 3318; see the RFC
itself for full legal notices."

REVI SI ON "200302130000Z" ~-- 13 Feb 2003

DESCRI PTI ON
"Initial version, published in RFC 3318."

o= { pib 2}
-- The root OD for PRCs in the Franework PIB

frwkBasePi bCl asses
OBJECT IDENTIFIER ::= { frameworkPib 1 }

-- PRC Support Tabl e
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f rwkPr cSupport Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkPrcSupportEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"Each instance of this PRC specifies a PRC that the device
supports and a bit string to indicate the attributes of the
class that are supported. These PRIs are sent to the PDP to
indicate to the PDP which PRCs, and which attributes of
these PRCs, the device supports.

Al install and install-notify PRCs supported by the device
must be represented in this PRC. Notify PRCs nay be
represented for informational purposes.”

::={ frwkBasePi bCl asses 1 }

frwkPr cSupport Entry OBJECT- TYPE

SYNTAX FrwkPr cSupport Entry
STATUS current
DESCRI PTI ON

"An instance of the frwkPrcSupport class that identifies a
specific PRC and associ ated attri butes as supported
by the device."

PI B-1 NDEX { frwkPrcSupportPrid }
UNI QUENESS { f rwkPrcSupport SupportedPrc }

c:={ frwkPrcSupportTable 1 }

FrwkPr cSupport Entry ::= SEQUENCE {
frwkPr cSupport Prid I nstancel d
f r wkPr cSuppor t Support edPrc PrcldentifierG d
f rwkPr cSupport SupportedAttrs OCTET STRI NG

}

frwkPr cSupport Prid OBJECT- TYPE
SYNTAX | nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkPrcSupport class.”

c:={ frwkPrcSupportEntry 1 }
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f r wkPr cSupport Support edPrc OBJECT- TYPE

SYNTAX PrcldentifierQ d
STATUS current
DESCRI PTI ON

"The object identifier of a supported PRC. The value is the
O D of the Entry object of the PRC definition. The Entry
bj ect definition of a PRC has an O D with value XxxTable. 1
Where, XxxTable is the O D assigned to the PRC Tabl e
bj ect definition. There nay not be nore than one instance
of the frwkPrcSupport class with the sanme val ue of
f r wkPr cSupport SupportedPrc. "

::={ frwkPrcSupportEntry 2 }

f rwkPr cSupport Support edAttrs OBJECT- TYPE

SYNTAX OCTET STRI NG
STATUS current
DESCRI PTI ON

"A bit string representing the supported attributes of the
class that is identified by the frwkPrcSupport SupportedPrc
obj ect.

Each bit of this bit string corresponds to a class
attribute, with the nost significant bit of the i-th octet
of this octet string corresponding to the (8*i - 7)-th
attribute, and the least significant bit of the i-th octet
corresponding to the (8*i)-th class attribute. Each bit
speci fies whether or not the corresponding class attribute
is currently supported, with a 1" indicating support and a
"0’ indicating no support.

If the value of this bit string is Nbits long and there are
nore than N class attributes then the bit string is
logically extended with 0's to the required | ength.
On the other hand, If the PDP receives a bit string of
length N and there are less that N class attributes then the
PDP shoul d ignore the extra bits in the bit string, i.e.
assune those attributes are unsupported.”

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084, section
2.2.1."

::={ frwkPrcSupportEntry 3 }

-- PIB Incarnati on Tabl e
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f rwkPi bl ncar nati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkPi bl ncarnationEntry
Pl B- ACCESS install-notify

STATUS current

DESCRI PTI ON

"This PRC contains a single PRovisioning |Instance per
installed context that identifies the current incarnation
of the PIB and the PDP or network nmanager that installed
this incarnation. The instance of this PRCis reported to
the PDP in the REQ nessage so that the PDP can (attenpt to)
ascertain the current state of the PIB. A network manager
may use the instance to determ ne the state of the device.

::= { frwkBasePi bCl asses 2 }

f rwkPi bl ncarnati onEntry OBJECT- TYPE

SYNTAX FrwkPi bl ncar nati onEntry
STATUS current
DESCRI PTI ON

"An instance of the frwkPiblncarnation class. Only
one instance of this PRC is ever instantiated per context"

Pl B-1 NDEX { frwkPi bl ncarnationPrid }

::={ frwkPiblncarnationTable 1 }

FrwkPi bl ncarnati onEntry ::= SEQUENCE {
frwkPi bl ncarnationPrid | nst ancel d,
f rwkPi bl ncar nat i onName SnnpAdmi nStri ng,
f rwkPi bl ncar nati onl d OCTET STRI NG
frwkPi bl ncarnati onLongevity | NTEGER,
frwkPi bl ncarnationTt | Unsi gned32,
f rwkPi bl ncar nati onl nCt xt Set Trut hVal ue
frwkPi bl ncar nati onActi ve Tr ut hval ue
frwkPi bl ncarnati onFul | St ate Tr ut hval ue
}
f rwkPi bl ncarnati onPri d OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An index to uniquely identify an instance of this PRC "

::={ frwkPi bl ncarnationEntry 1 }
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f rwkPi bl ncar nati onNane OBJECT- TYPE

SYNTAX SnnmpAdmi nString (SIZE (0..255))
STATUS current
DESCRI PTI ON

"The nanme of the PDP that installed the current incarnation
of the PIBinto the device. A zero-length string value for
this type inplies the PDP has not assigned this type any
val ue. By default, it is the zero length string."

::={ frwkPiblncarnationEntry 2 }

f rwkPi bl ncar nati onl d OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. . 255))
STATUS current
DESCRI PTI ON
"An IDto identify the current incarnation. It has neaning

to the PDP/ manager that installed the PIB and perhaps its
standby PDPs/ nmanagers. A zero-length string val ue for
this type inplies the PDP has not assigned this type any
val ue. By default, it is the zero-length string."

::={ frwkPiblncarnationEntry 3 }

frwkPi bl ncarnati onLongevity OBJECT- TYPE
SYNTAX | NTEGER {
expi reNever (1),
expi rel nmedi ate(2),
expi reOnTi meout (3)
}
STATUS current
DESCRI PTI ON
"This attribute controls what the PEP does with the
downl oaded policy on a Cient Cose nmessage or a | oss of
connection to the PDP

If set to expireNever, the PEP continues to operate with the

installed policy indefinitely. |f set to expirel mediate,
the PEP i nmedi ately expires the policy obtained fromthe PDP
and installs policy fromlocal configuration. |If set to

expi reOnTi meout, the PEP continues to operate with the
policy installed by the PDP for a period of tinme specified
by frwkPi bl ncarnationTtl. After this time (and it has not
reconnected to the original or new PDP) the PEP expires this
policy and reverts to local configuration

For all cases, it is the responsibility of the PDP to check

the incarnati on and downl oad new policy, if necessary, on a
reconnect. On receiving a Renove-State for the active
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context, this attribute value MJST be ignored and the PEP

shoul d expire the policy in that active context immediately.

Policy enforcement tining only applies to policies that have

been installed dynanmically (e.g., by a PDP via COPS)."
REFERENCE

"COPS Usage for Policy Provisioning. RFC 3084."

::={ frwkPi bl ncarnationEntry 4 }

frwkPi bl ncarnati onTt| OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
STATUS current
DESCRI PTI ON

"The nunber of seconds after a Client Close or TCP timeout
for which the PEP continues to enforce the policy in the
PIB. After this interval, the PIB is considered expired and
the device no longer enforces the policy installed in the
Pl B.

This attribute is only neaningful if
frwkPi bl ncarnati onLongevity is set to expireOnTi neout."

::={ frwkPiblncarnationEntry 5 }

f rwkPi bl ncar nati onl nCt xt Set OBJECT- TYPE

SYNTAX Trut hVal ue
STATUS current
DESCRI PTI ON

"When the PDP installs a PRI with this flag set to "true’ it
inmplies this context belongs to the set of contexts out of
whi ch at the npst one context can be active at a given tine.
If this attribute is set to "false’ this context is one of
t he outsourcing (sinultaneous active) contexts on the PEP

This attribute is "true’ for all contexts belong to the set
of configuration contexts. Wthin the configuration context
set, one context can be active identified by the
frwkPi bl ncarnati onActive attribute.”

REFERENCE
"Trut hVal ue Textual Convention, defined in RFC 2579."

::={ frwkPiblncarnationEntry 6 }

Sahita, et. al. I nf or mat i onal [ Page 27]



RFC 3318 Framewor k Policy Information Base March 2003

f rwkPi bl ncar nati onActi ve OBJECT- TYPE

SYNTAX Tr ut hval ue
STATUS current
DESCRI PTI ON

"When the PDP installs a PRI on the PEP with this attribute
set to 'true’ and if this context belongs to the
"configuration contexts’ set, i.e., the

frwkPi bl ncarnationlnCtxtSet is set to "true’, then the PIB
instance to which this PRI bel ongs nmust becone the active
PIB instance. In this case, the previous active instance
fromthis set MJUST becone inactive and the

frwkPi bl ncarnati onActive attribute in that PIB instance MJUST
be set to ’'false’

When the PDP installs an attribute frwkPiblncarnationActive
on the PEP that is 'true’ in one PIB instance and if the
context belongs to the ’'configuration contexts’ set, the PEP
nmust ensure, re-setting the attribute if necessary, that the
frwkPi bl ncarnati onActive attribute is ’'false’ in all other
contexts which belong to the 'configuration contexts’ set."

::={ frwkPiblncarnationEntry 7 }

f rwkPi bl ncar nati onFul | St ate OBJECT- TYPE

SYNTAX Trut hval ue
STATUS current
DESCRI PTI ON

"This attribute is interpreted only when sent in a COPS
request message fromthe PEP to the PDP. It does not have
any neani ng when sent fromthe PDP to the PEP.

If this attribute is set to "true’ by the PEP, then the
request that the PEP sends to the PDP nust be interpreted as
the conplete configuration request for the PEP. The PDP nust
in this case refresh the request information for the
handl e that the request containing this PRI was received on
If this attribute is set to 'false’, then the
request PRIs sent in the request nust be interpreted as

updates to the previous request PRIs sent using that handle.
See section 3.3 for details on updating request state
i nformation."

REFERENCE
"RFC 3318 Section 2.3"

::={ frwkPiblncarnationEntry 8 }

-- Device ldentification Table
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frwkDevi cel dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkDevi cel dEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"This PRC contains a single PRovisioning |nstance that
cont ai ns general purpose device-specific information that is
used to facilitate efficient policy communication by a PDP
The instance of this PRCis reported to the PDP in a COPS
request nessage so that the PDP can take into account
certain device characteristics during policy installation."

::={ frwkBasePi bdl asses 3 }

frwkDevi cel dEnt ry OBJECT- TYPE

SYNTAX FrwkDevi cel dEntry
STATUS current
DESCRI PTI ON

"An instance of the frwkDeviceld class. Only one instance of
this PRCis ever instantiated.”

PI B-1 NDEX { frwkDeviceldPrid }
c:={ frwkDeviceldTable 1 }

FrwkDevi cel dEntry ::= SEQUENCE {
frwkDevi cel dPrid I nst ancel d,
frwkDevi cel dDescr SnnpAdmi nStri ng,
frwkDevi cel dMaxMsg Unsi gned32,
frwkDevi cel dMaxCont ext s Unsi gned32

}

frwkDevi cel dPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An index to uniquely identify an instance of this PRC "

.= { frwkDeviceldEntry 1}
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frwkDevi cel dDescr OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (1..255))
STATUS current
DESCRI PTI ON

"A textual description of the PEP. This value should include
the nane and version identification of the PEP s hardware
and software."

c:={ frwkDeviceldEntry 2 }

frwkDevi cel dvaxMsg OBJECT- TYPE

SYNTAX Unsi gned32 (64..4294967295)
UNI TS "octets"

STATUS current

DESCRI PTI ON

"The maxi num COPS- PR nessage size, in octets, that the
device is capable of processing. Received nessages with a
size in excess of this value nmust cause the PEP to return an
error to the PDP containing the global error code
" maxMsgSi zeExceeded’. This is an additional error-avoi dance
nmechani smto allow the adninistrator to know the maxi num
nmessage size supported so that they have the ability to
control the nessage size of nessages sent to the device
This attribute nust have a non-zero val ue. The device should
send the MAX value for Unsigned32 for this attribute if it
not defined."

DEFVAL { 4294967295 }

1= { frwkDeviceldEntry 3}

f rwkDevi cel dvVaxCont ext s OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
UNI TS "cont ext s"

STATUS current

DESCRI PTI ON

"The maxi mum nunber of uni que contexts supported by
the device. This is an additional error-avoi dance mechani sm
to allow the admi nistrators to have the ability to know the
maxi mum nunber of contexts supported so that they can
control the nunber of configuration contexts they install on
the device. This attribute nust have a non-zero value. The
devi ce should send the MAX val ue for Unsigned32 for this
attribute if it not defined."

DEFVAL { 4294967295 }

::={ frwkDeviceldEntry 4 }
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-- Conponent Limtations Table

frwkConpLi mi t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkConpLi mtsEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"This PRC supports the ability to export information
detailing PRC/ attribute inplementation limtations to the
pol i cy managenent system Instances of this PRC apply only
for PRCs with access type 'install’ or 'install-notify’.

Each instance of this PRC identifies a PRovisioning dass

or attribute and a limitation related to the inplenentation
of the class/attribute in the device. Additional information
provi di ng guidance related to the linmtation may al so be
present. These PRIs are sent to the PDP to indicate which
PRCs or PRC attributes the device supports in a restricted
manner . "

::={ frwkBasePi bCl asses 4 }

frwkConpLi mitsEntry OBJECT- TYPE

SYNTAX FrwkConpLi m t sEntry
STATUS current
DESCRI PTI ON

"An instance of the frwkConpLinmts class that identifies
a PRC or PRC attribute and a limtation related to the PRC
or PRC attribute inplenentation supported by the device.
COPS-PR lists the error codes that MUST be returned (if
applicable)for policy installation that don’t abide by the
restrictions indicated by the lintations exported. [SPPI]
defines an | NSTALL- ERRORS cl ause that allows PIB designers
to define PRC specific error codes that can be returned for
policy installation. This allows efficient debugging of PIB
i mpl enent ati ons. "

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084."

PI B-1 NDEX { frwkConpLimtsPrid }

UNI QUENESS { frwkConpLi m t sConponent,
frwkConpLi mi t sAttr Pos,
f rwkConpLi ni t sNegat i on,
frwkConpLi ni t sType,
f rwkConpLi mi t sSubType,
f rwkConpLi m t sGui dance }
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c:={ frwkConpLinitsTable 1 }

FrwkConpLi mi t sEntry ::= SEQUENCE {
frwkConpLimtsPrid I nst ancel d,
f r wkConpLi m t sConponent PrcldentifierQd,
frwkConpLi mi t sAttr Pos AttridentifierO Zero,
f rwkConpLi mi t sNegati on Tr ut hval ue,
frwkConpLi ni t sType | NTEGER,
f rwkConpLi i t sSubType | NTEGER,
f rwkConpLi m t sGui dance OCTET STRI NG
}
frwkConpLi mitsPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkConpLinits class.”

o= { frwkConpLimtsEntry 1}

f rwkConpLi m t sConponent OBJECT- TYPE

SYNTAX PrcldentifierQ d
STATUS current
DESCRI PTI ON

"The value is the OD of a PRC (the table entry) which is
supported in sonme linted fashion or contains an attribute
that is supported in sone linmted fashion with regard to
it’s definition in the associated PIB nodul e. The same O D
may appear in the table several tines, once for each

i mpl enentation |imtation acknow edged by the device."

o= { frwkConpLimtsEntry 2}

frwkConpLi m t sAttr Pos OBJECT- TYPE

SYNTAX AttrldentifierOZero
STATUS current
DESCRI PTI ON

"The relative position of the attribute within the PRC
specified by the frwkConpLi m tsConponent. A value of 1 would
represent the first columar object in the PRC and a val ue
of N would represent the Nth columar object in the PRC. A
val ue of zero (0) indicates that the linmt applies to the
PRC itself and not to a specific attribute.”

c:={ frwkConpLintseEntry 3 }
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frwkConpLi i t sNegati on OBJECT- TYPE
SYNTAX Trut hval ue
STATUS current
DESCRI PTI ON
"A bool ean value ,if 'true', negates the conponent limt
exported. "

ci={ frwkCompLimitsEntry 4 }

f rwkConpLi mit sType OBJECT- TYPE

SYNTAX | NTEGER {
pri SpacelLi nmted(1),
attrVal ueSupLi m ted(2),
attr EnunSupLi ni t ed(3),
attrLengthLinited(4),
prcLim tedNotify(5)
}

STATUS  current

DESCRI PTI ON
"A val ue describing an inplementation limtation for the
device related to the PRC or PRC attribute identified by
the frwkConplLi nitsConmponent and the frwkConpLimntsAttrPos
attributes

Val ues for this object are one of the foll ow ng:

pri SpaceLimited(1l) - No nore instances than that specified
by the guidance value may be installed in the given class.
The conponent identified MIST be a valid PRC. The SubType
used MJST be val ueOnly(9).

attrVal ueSupLimted(2) - Limted values are acceptable for
the identified conponent. The conponent identified MIST be a
valid PRC attribute. The gui dance OCTET STRING wi |l be
decoded according to the attribute type.

attrEnunSupLinmted(3) - Linmted enuneration values are | ega
for the identified conponent. The attribute identified MJST
be a valid enumtype.

attrLengthLimted(4) - The length of the specified

value for the identified conponent is limted. The conponent
identified MUST be a valid PRC attribute of base-type OCTET
STRI NG

prcLimtedNotify (5) - The component is currently linited

for use by request or report nessages prohibiting decision
installation. The conponent identified nust be a valid PRC "
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c:={ frwkConpLintseEntry 5 }

f rwkConpLi i t sSubType OBJECT- TYPE
SYNTAX | NTEGER {

none(1),

| engthM n(2),
| engt hMax(3),
rangeM n(4),
rangeMax(5),
enumM n(6),
enumvax(7),
enunmOnl y(8),
val ueOnl y(9),
bi t Mask( 10)

STATUS current
DESCRI PTI ON

Sahi t a,

et.

"This object indicates the type of guidance rel ated
to the noted linmtation (as indicated by the
frwkConpLi mitsType attribute) that is provided

in the frwkConpLi m t sGui dance attribute.

A val ue of "none(1l)’ nmeans that no additional
gui dance is provided for the noted limtation type.

A value of 'lengthM n(2)’ neans that the gui dance
attribute provides data related to the mnini num
acceptable length for the value of the identified
component. A correspondi ng class instance
specifying the "l engthMax(3)’' value is required
in conjunction with this sub-type.

A value of 'lengthMax(3)' means that the guidance
attribute provides data related to the maxi num
acceptable length for the value of the identified
conponent. A correspondi ng class instance
specifying the "lengthMn(2)' value is required
in conjunction with this sub-type.

A val ue of 'rangeM n(4)’ neans that the gui dance
attribute provides data related to the | ower bound
of the range for the value of the identified
conmponent. A correspondi ng class instance

speci fying the 'rangeMax(5)’ value is required

in conjunction with this sub-type.

A val ue of ’rangeMax(5)’ neans that the gui dance
attribute provides data related to the upper bound

al . I nf or mat i onal
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of the range for the value of the identified
conmponent. A correspondi ng class instance
specifying the "rangeMn(4)’ value is required
in conjunction with this sub-type.

A val ue of "enunmM n(6)’ neans that the gui dance
attribute provides data related to the | owest

enuner ation acceptable for the value of the
identified conponent. A corresponding

cl ass instance specifying the 'enumvax(7)’

value is required in conjunction with this sub-type.

A val ue of ’enumvax(7)’ neans that the gui dance
attribute provides data related to the | argest
enurer ati on acceptable for the value of the
identified conponent. A corresponding

cl ass instance specifying the "enumM n(6)’

value is required in conjunction with this sub-type.

A val ue of ’"enumnly(8)' neans that the gui dance
attribute provides data related to a single
enurer ati on acceptable for the value of the

i dentified conponent.

A value of 'valueOnly(9)' nmeans that the guidance
attribute provides data related to a single

val ue that is acceptable for the identified
conponent .

A val ue of ’bitMsk(10)' neans that the gui dance
attribute is a bit mask such that all the conbinations of
bits set in the bitnmask are acceptabl e values for the

i dentified conponent which should be an attribute of type

"BITS .

For exanple, an inplenentation of the frwklpFilter class may
be limted in several ways, such as address nask, protoco
and Layer 4 port options. These linitations could be
exported using this PRCwith the follow ng instances:

Conponent Type Sub- Type Qui dance
Dst Prefi xLength attrValueSupLinmited valueOnly 24
SrcPrefixLength attrValueSupLinited valueOnly 24
Pr ot ocol attrVal ueSupLimted rangeMn 10
Pr ot ocol attrVal ueSupLimted rangeMax 20
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The above entries describe a nunber of |linmtations that
may be in effect for the frwklpFilter class on a given
device. The limtations include restrictions on acceptable
val ues for certain attributes.

Al'so, an inplenentation of a PRC may be limted in the ways
it can be accessed. For instance, for a fictitious PRC
dscpMapEntry, which has a PIB-ACCESS of 'install-notify’
Conmponent Type SubType Cui dance
dscpMapEntry prcLinmtedNotify none zero-length string."
o= { frwkConpLimtsEntry 6 }

f rwkConpLi m t sGui dance OBJECT- TYPE

SYNTAX OCTET STRI NG
STATUS current
DESCRI PTI ON

"A val ue used to convey additional information related
to the inplementation limtation. Note that a gui dance
value will not necessarily be provided for all exported
limtations. If a guidance value is not provided, the
val ue nust be a zero-length string.

The format of the guidance value, if one is present as

i ndi cated by the frwkConpLinitsSubType attri bute,

is described by the following table. Note that the
format of gui dance value is dictated by the base-type of
t he conponent whose limtation is being exported,
interpreted in the context of the frwkConpLinitsType and
frwkConpLi ni t sSubType val ues. Any other restrictions
(such as size/range/ enunerated val ue) on the guidance
val ue MUST be conplied with according to the definition
of the conponent for which guidance is being specified.

Not e that nunbers are encoded in network byte order

Base Type Val ue

Unsi gned32/ 1 nt eger 32/ I NTEGER  32-bit val ue.

Unsi gned64/ | nt eger 64 64-bit Val ue

OCTET STRI NG octets of data.

ab 32-bit O D conponents.
BI TS Bi nary octets of length

same as Component specified."”

c:={ frwkConpLinitsEntry 7 }
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-- Conpl ete Reference specification table

frwkRef erenceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkRef erenceEntry
Pl B- ACCESS install-notify

STATUS current

DESCRI PTI ON

"Each instance of this PRC specifies a reference to a PR
in a specific PIB context (handle) for a specific client-
type. This table gives the PDP the ability to set up
policies that span installed contexts and the PEP the
ability to reference instances in another, perhaps
configured context. The PEP nust send a
"attrRef erenceUnknown’ COPS-PR error to the PDP if it
encounters an invalid reference. "

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084, error
codes section 4.5."

::={ frwkBasePi bCl asses 5 }

frwkRef erenceEntry OBJECT- TYPE

SYNTAX FrwkRef erenceEntry
STATUS current
DESCRI PTI ON

"Entry specification for the frwkReferenceTable."

PI B-1 NDEX { frwkReferencePrid }
UNI QUENESS { }

= { frwkReferenceTable 1}

FrwkRef erenceEntry ::= SEQUENCE {
frwkRef er encePri d I nst ancel d
frwkRef erenced i ent Type dientType
frwkRef erenced i ent Handl e d i ent Handl e
f rwkRef er encel nst ance Prid

}

frwkRef erencePrid OBJECT- TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON
"An arbitrary integer index that uniquely identifies an
i nstance of the frwkReference cl ass."”
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.= { frwkReferenceEntry 1 }

frwkRef erenced i ent Type OBJECT- TYPE

SYNTAX dient Type
STATUS current
DESCRI PTI ON

"I's unused if set to zero else specifies a client-type for
which the reference is to be interpreted. This non-zero
client-type nust be activated explicitly via a separate
COPS client-open else this attribute is not valid."

.= { frwkReferenceEntry 2 }

frwkRef erenced i ent Handl e OBJECT- TYPE

SYNTAX dient Handl e
STATUS current
DESCRI PTI ON

"Must be set to specify a valid client-handle in the scope
of the client-type specified."

c:={ frwkReferenceEntry 3 }

f rwkRef er encel nst ance OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"References a PRI in the context identified by
frwkRef erenced i entHandl e for client-type identified by
frwkRef erenced i ent Type. "

i:={ frwkReferenceEntry 4 }

-- Error specification table

frwkError Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkErrorEntry

Pl B- ACCESS i nst al

STATUS current

DESCRI PTI ON
"Each instance of this PRC specifies a class specific
error object. Instances of this PRC are transient, i.e

i nstances received in a COPS decision nessage nust not be
mai ntai ned by the PEP in its copy of the PIB instances. This
PRC allows a PDP to send error information to the PEP if the
PDP cannot process updates to a Request successfully.”
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.= { frwkBasePi bd asses 6 }

frwkErrorEntry OBJECT- TYPE

SYNTAX FrwkErrorEntry
STATUS current
DESCRI PTI ON

"Entry specification for the frwkErrorTable."

PIB-I NDEX { frwkErrorPrid }

UNI QUENESS {
f rwkEr r or Code,
f rwkEr r or SubCode,
frwkErrorPrc,
frwkErrorl nstance

}
:={ frwkErrorTable 1 }

FrwkErrorEntry ::= SEQUENCE {
frwkErrorPrid | nst ancel d,
f r wkEr r or Code Unsi gned32,
f r wkEr r or SubCode Unsi gned32,
frwkErrorPrc PrcldentifierQd,
frwkErrorl nstance I nst ancel d
}
frwkErrorPrid OBJECT-TYPE
SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the frwkError class."

c:={ frwkErrorEntry 1 }

f rwkEr r or Code OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
STATUS current
DESCRI PTI ON
"Error code defined in COPS-PR CPERR object."
REFERENCE

"COPS Usage for Policy Provisioning. RFC 3084."
o= { frwkErrorEntry 2 }
f r wkEr r or SubCode OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
STATUS current
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DESCRI PTI ON
"The cl ass-specific error object is used to conmunicate
errors relating to specific PRCs."

c:={ frwkErrorEntry 3}

frwkErrorPrc OBJECT- TYPE

SYNTAX PrcldentifierQ d
STATUS current
DESCRI PTI ON

"The PRC due to which the error specified by codes
(frwkErrorCode , frwkErrorSubCode) occurred."

ci={ frwkErrorEntry 4 }

frwkErrorl nstance OBJECT- TYPE

SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"The PRI of the identified PRC (frwkErrorPrc) due to which
the error specified by codes (frwkErrorCode
frwkError SubCode) occurred. Miust be set to zero if unused."

c:={ frwkErrorEntry 5 }

-- The device capabilities and role conbo cl asses group

frwkDevi ceCapd asses
OBJECT IDENTIFIER ::= { franeworkPib 2 }

-- Capability Set Table

frwkCapabi | i t ySet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkCapabilitySetEntry
Pl B- ACCESS notify

STATUS current

DESCRI PTI ON

"This PRC describes the capability sets that exist on the
interfaces on the device. The capability set is given a

uni que name that identifies a set. These capability set
nanes are used by the PDP to deternine policy information to
be associated with interfaces that possess simlar sets of
capabilities."”
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.= { frwkDevi ceCapCl asses 1 }

frwkCapabilitySet Entry OBJECT- TYPE

SYNTAX FrwkCapabilitySet Entry
STATUS current
DESCRI PTI ON

"An instance of this PRC describes a particular set of

capabilities and associates a unique nane with the set."

PI B-1 NDEX { frwkCapabilitySetPrid }

UNI QUENESS { frwkCapabilitySet Nane,
frwkCapabi l i tySet Capability }

o= { frwkCapabilitySetTable 1 }

FrwkCapabilitySet Entry ::= SEQUENCE {
frwkCapabilitySetPrid I nst ancel d
frwkCapabi | i t ySet Nane SnnpAdmi nStri ng,
frwkCapabi l i tySet Capability Prid

}

frwkCapabi litySet Prid OBJECT- TYPE

SYNTAX I nst ancel d
STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies a
i nstance of the class."

:={ frwkCapabilitySetEntry 1 }

frwkCapabi | i t ySet Nane OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (1..255))
STATUS current
DESCRI PTI ON

"The name for the capability set. This nanme is the unique
identifier of a set of capabilities. This attribute nust not
be assigned a zero-length string."

o= { frwkCapabilitySetEntry 2 }

frwkCapabi |l i tySet Capability OBJECT- TYPE

SYNTAX Prid
STATUS current
DESCRI PTI ON

"The conplete PRC O D and instance identifier specifying the
capability PRC instance for the interface. This attribute
references a specific instance of a capability table. The
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capability table whose instance is referenced nust be
defined in the client type specific PIB that this PIBis
used with. The referenced capability instance becones a part
of the set of capabilities associated with the specified
frwkCapabi | i tySet Nane. "

c:={ frwkCapabilitySetEntry 3 }

-- Interface and Rol e Conbi nati on Tabl es

f rwkRol eConboTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkRol eConboEnt ry
Pl B- ACCESS install-notify

STATUS current

DESCRI PTI ON

"This is an abstract PRC that may be extended or referenced
to enunerate the role conbinations, capability set nanes
assigned to any interface on a PEP. The identification of
the interface is to be defined by its extensions or
referenci ng PRCs."

::= { frwkDevi ceCapCl asses 2 }

f rwkRol eConboEnt ry OBJECT- TYPE

SYNTAX Fr wkRol eConboEnt ry
STATUS current
DESCRI PTI ON

"An instance of this PRC describes one association of an
interface to a rol e-conbi nation and capability set nane .
Note that an interface can have nultiple associations. This
constraint is controlled by the extending or referencing
PRC s uni queness cl ause. "

PI B-1 NDEX { frwkRol eConboPrid }
UNI QUENESS { }

::= { frwkRol eConboTable 1}

FrwkRol eConboEntry ::= SEQUENCE {
f rwkRol eConboPri d | nst ancel d,
f r wkRol eConboRol es Rol eConbi nati on,
f r wkRol eConboCapSet Narre SnnpAdmi nStri ng
}
f rwkRol eConboPri d OBJECT- TYPE

SYNTAX I nst ancel d
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frwk

frwk

STATUS current
DESCRI PTI ON

"An arbitrary integer index that uniquely identifies an
i nstance of the class.”

::={ frwkRol eConboEntry 1 }

Rol eConboRol es OBJECT- TYPE
SYNTAX Rol eConbi nati on
STATUS current
DESCRI PTI ON

"The rol e conbination assigned to a specific interface."

::= { frwkRol eConboEntry 2 }

Rol eConboCapSet Name OBJECT- TYPE

SYNTAX SnnmpAdmi nString (SIZE (0..255))
STATUS current

DESCRI PTI ON

"The nanme of the capability set associated with

the Rol e Conbi nati on specified in frwkRol eConmboRol es. |f
this is a zero length string it inplies the PEP is not
exporting any capability set information for this

Rol eConbi nati on. The PDP must then use the Rol eCombi nati ons
provi ded as the only nmeans of assigning policies

If a non-zero length string is specified, the name nust

exi st in frwkCapabilitySetTable."

::={ frwkRol eConboEntry 3 }

nterface, Role Conbi nati on associ ation via |flndex

frwkl f Rol eConmboTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Frwkl f Rol eConboEnt ry

Pl B- ACCESS install-notify

STATUS current

DESCRI PTI ON
"This PRC enunerates the interface to role conbination and
f rwkRol eConboCapSet Nanme mapping for all policy managed
interfaces of a device. Policy for an interface depends not
only on the capability set of an interface but also on its
roles. This table specifies all the <interface index,
interface capability set nanme, role conbination> tuples
currently on the device"

.= { frwkDevi ceCapCl asses 3 }
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frwkl f Rol eConboEnt ry OBJECT- TYPE

SYNTAX Frwkl f Rol eConboEnt ry
STATUS current
DESCRI PTI ON

"An instance of this PRC describes the association of

a interface to an capability set nane and a role

conbi nati on.

Note that a capability set nanme can have multiple role
conbi nati ons assigned to it, but an Iflndex can have only
one rol e conbi nati on associ ated. "

EXTENDS { frwkRol eConboEntry }
UNI QUENESS { frwkl f Rol eConbol f | ndex,
f r wkRol eConboCapSet Nare }

::={ frwklfRol eConboTable 1 }

Frwkl f Rol eConmboEntry ::= SEQUENCE ({
f rwkl f Rol eConbol f | ndex I nt erfacel ndex
}
f rwkl f Rol eConbol f | ndex OBJECT- TYPE
SYNTAX I nt er f acel ndex
STATUS current
DESCRI PTI ON

"The value of this attribute is the iflndex which is
associated with the specified Rol eConbination and interface
capability set nane."

::= { frwklfRol eConboEntry 1 }

-- The C assification classes group

frwkd assi fierd asses
OBJECT IDENTIFIER ::={ franeworkPib 3 }

-- The Base Filter Table

frwkBaseFi | t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FrwkBaseFilterEntry
Pl B- ACCESS instal |
STATUS current
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DESCRI PTI ON
"The Base Filter class. A packet has to nmatch all
fields in an Filter. W Idcards nay be specified for those
fields that are not relevant."

:={ frwkCassifierOasses 1}

frwkBaseFilterEntry OBJECT- TYPE

SYNTAX FrwkBaseFi lterEntry
STATUS current
DESCRI PTI ON

"An i nstance of the frwkBaseFilter class.
PI B- I NDEX { frwkBaseFilterPrid }
c:={ frwkBaseFilterTable 1 }

FrwkBaseFilterEntry ::= SEQUENCE {
frwkBaseFilterPrid I nstancel d
frwkBaseFi |t er Negati on Trut hval ue

}

frwkBaseFilterPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An integer index to uniquely identify this Filter anong al

the Filters."
.= { frwkBaseFilterEntry 1 }

frwkBaseFi |t er Negati on OBJECT- TYPE

SYNTAX Trut hVal ue
STATUS current
DESCRI PTI ON

"This attribute behaves like a logical NOT for the filter
If the packet matches this filter and the value of this
attribute is "true’', the action associated with this filter

is not applied to the packet. |If the value of this
attribute is '"false’, then the action is applied to the
packet . "

.= { frwkBaseFilterEntry 2 }

-- The IP Filter Table
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frwkl pFilterTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Frwkl pFilterEntry
Pl B- ACCESS i nstall

STATUS current

DESCRI PTI ON

"Filter definitions. A packet has to match all fields in a
filter. WIdcards nay be specified for those fields that
are not relevant."

| NSTALL- ERRORS {
i nval i dDst L4Port Data(1),
i nval i dSrcL4Port Dat a( 2)

}
o= { frwkC assifierdasses 2 }

frwkl pFilterEntry OBJECT- TYPE

SYNTAX Frwkl pFilterEntry
STATUS current
DESCRI PTI ON

"An instance of the frwklpFilter class."”

EXTENDS { frwkBaseFilterEntry }

UNI QUENESS { frwkBaseFilterNegation,
frwkl pFi | t er Addr Type,
frwkl pFi | t er Dst Addr,
frwkl pFi |l ter Dst Prefi xLengt h,
frwkl pFi |l t er SrcAddr,
frwkl pFilterSrcPrefixLength,
frwkl pFilterDscp,
frwkl pFilterFl owd,
frwkl pFilterProtocol,
frwkl pFilterDstL4Port M n,
frwkl pFilterDstL4Port Max,
frwkl pFilterSrcL4Port M n,
frwkl pFilterSrcL4Port Max }

i={ frwklpFilterTable 1}

Frwkl pFilterEntry ::= SEQUENCE {
frwkl pFi | t er Addr Type | net Addr essType,
frwkl pFi | t er Dst Addr | net Addr ess,
frwkl pFilterDst PrefixLength |netAddressPrefixLength,
frwkl pFilterSrcAddr | net Addr ess,
frwkl pFilterSrcPrefixLength |netAddressPrefixLength,
frwkl pFil terDscp DscpOr Any,
frwklpFilterFl owd I nt eger 32,
frwkl pFilterProtocol Unsi gned32,
frwkl pFilterDstL4Port M n | net Por t Nunber,
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frwkl pFilterDst L4Port Max | net Por t Nunber,
frwkl pFilterSrcL4Port M n | net Por t Nurnber ,
frwkl pFilterSrcL4Port Max | net Por t Nunber
}
frwkl pFi |l t er Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
STATUS current
DESCRI PTI ON

"The address type enuneration value to specify the type of
the packet’s | P address.

Whil e other types of addresses are defined in the
| net Addr essType textual convention, an IP filter can only
use I Pv4 and I Pv6 addresses directly to classify traffic.
Al'l other |netAddressTypes require mapping to the
corresponding I pv4d or | Pv6 address before being used to
classify traffic. Therefore, this object as such is not
limted to | Pv4 and | Pv6 addresses, i.e., it can be assigned
any of the valid values defined in the | net AddressType TC,
but the mapping of the address values to I Pv4 or |Pv6
addresses for the address attributes (frwklpFilterDstAddr
and frwkl pFilterSrcAddr) nust be done by the PEP. For
exanpl e when dns (16) is used, the PEP nust resolve
the address to IPv4 or IPv6 at install tine."

REFERENCE
"Textual Conventions for Internet Network Addresses.
RFC 3291."

o= frwklpFilterEntry 1}

frwkl pFil ter Dst Addr OBJECT- TYPE

SYNTAX | net Addr ess
STATUS current
DESCRI PTI ON

"The | P address to match agai nst the packet’s
destination | P address. If the address type is 'ipvé4',
"ipve', 'ipv4z’ or 'ipv6z’ then, the attribute
frwkl pFilterDstPrefixLength indicates the nunber of bits
that are relevant. "
REFERENCE
"Textual Conventions for Internet Network Addresses.
RFC 3291."

i={ frwklpFilterEntry 2 }
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frwkl pFilterDstPrefixLength OBJECT- TYPE

SYNTAX | net Addr essPrefi xLength
STATUS current
DESCRI PTI ON

"The length of a mask for the matching of the destination

| P address. This attribute is interpreted only if the

| net AddressType is 'ipvd', 'ipvdz', 'ipve or 'ipv6z’

Masks are constructed by setting bits in sequence fromthe
nost -signi fi cant bit downwards for

frwkl pFilterDstPrefixLength bits length. Al other bits in
the mask, up to the nunber needed to fill the |length of
the address frwklpFilterDst Addr are cleared to zero. A zero
bit in the nmask then nmeans that the corresponding bit in

t he address al ways natches.

In 1 Pv4 addresses, a length of 0 indicates a match of any
address; a length of 32 indicates a match of a single host
address, and a |l ength between 0 and 32 indicates the use of
a CIDR Prefix. IPv6 is sinlar, except that prefix |engths
range fromOo0..128."

REFERENCE
"Textual Conventions for Internet Network Addresses.
RFC 3291."

DEFVAL { O }

o= { frwklpFilterEntry 3}

frwkl pFilterSrcAddr OBJECT- TYPE

SYNTAX | net Addr ess

STATUS current

DESCRI PTI ON
"The | P address to match agai nst the packet’'s source |IP
address. If the address type is "ipvd', 'ipv6', 'ipvdz or

"ipv6z’ then, the attribute frwklpFilterSrcPrefixLength

i ndi cates the nunber of bits that are relevant."”
REFERENCE

"Textual Conventions for Internet Network Addresses.

RFC 3291."

r={ frwklpFilterEntry 4 }

frwkl pFilterSrcPrefixLength OBJECT- TYPE

SYNTAX | net Addr essPrefixLength
UNI TS "bits"

STATUS current

DESCRI PTI ON

"The length of a mask for the matching of the source IP
address. This attribute is interpreted only if the
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| net AddressType is 'ipvd', 'ipvdz', 'ipve or 'ipv6z’
Masks are constructed by setting bits in sequence fromthe
nost -signi fi cant bit downwards for

frwkl pFilterSrcPrefixLength bits length. Al other bits in
the mask, up to the nunber needed to fill the |length of
the address frwklpFilterSrcAddr are cleared to zero. A
zero bit in the mask then neans that the corresponding bit
in the address al ways mat ches.

In 1 Pv4 addresses, a length of O indicates a match of any
address; a length of 32 indicates a match of a single host
address, and a |l ength between 0 and 32 indicates the use of
a CIDR Prefix. IPv6 is sinmlar, except that prefix |engths
range fromOo0..128."
REFERENCE
"Textual Conventions for Internet Network Addresses.
RFC 3291."
DEFVAL { O }

o= { frwklpFilterEntry 5}

frwkl pFilterDscp OBJECT- TYPE

SYNTAX DscpOr Any
STATUS current
DESCRI PTI ON

"The value that the DSCP in the packet can have and
match this filter. A value of -1 indicates that a specific
DSCP val ue has not been defined and thus all DSCP val ues
are considered a match. "
REFERENCE
"Managenent | nfornation Base for the Differentiated Services
Architecture. RFC 3289."
DEFVAL { -1}

i={ frwklpFilterEntry 6 }

frwklpFilterFl o d OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..1048575)
STATUS current
DESCRI PTI ON

"The flow | abel or flowidentifier in an |IPv6 header
that may be used to discrimnate traffic flows.
The value of -1 for this attribute MIUST inply that
any flow | abel value in the | Pv6 header will match,
resulting in the flow |l abel field of the | Pv6 header
being ignored for matching this filter entry."

cr={ frwklpFilterEntry 7 }
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frwkl pFil terProtocol OBJECT- TYPE

SYNTAX Unsi gned32 (0. .255)
STATUS current
DESCRI PTI ON

"The layer-4 protocol Id to match agai nst the |Pv4 protoco
nunber or the | Pv6 Next-Header nunber in the packet. A value

of 255 nmeans nmatch all. Note the protocol nunmber of 255 is
reserved by | ANA, and Next-Header nunber of 0 is used in
| Pv6. "

DEFVAL { 255 }
o= frwklpFilterEntry 8 }

frwkl pFil ter Dst L4Port M n OBJECT- TYPE

SYNTAX | net Por t Nunber
STATUS current
DESCRI PTI ON

"The mi ni num val ue that the packet’s layer 4 destination
port nunber can have and match this filter. This val ue nust
be equal to or lesser that the value specified for this
filter in frwklpFilterDstL4Port Max.

COPS- PR error code 'attrValuelnvalid nust be returned if
the frwklpFilterSrcL4PortMn is greater than
frwkl pFil terSrcL4Port Max"

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084, error
codes section 4.5."

DEFVAL { O }

o= { frwklpFilterEntry 9 }

frwkl pFilterDst L4Port Max OBJECT- TYPE

SYNTAX | net Por t Nunber
STATUS current
DESCRI PTI ON

"The maxi mum val ue that the packet’s layer 4 destination
port nunber can have and match this filter. This val ue nust
be equal to or greater that the value specified for this
filter in frwklpFilterDstL4PortM n.

COPS- PR error code "attrValuelnvalid nust be returned if
the frwkl pFilterDstL4PortMax is | ess than
frwkl pFil ter Dst L4Port M n"

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084, error
codes section 4.5."
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DEFVAL { 65535 }
o= { frwklpFilterEntry 10 }

frwkl pFilterSrcL4Port M n OBJECT- TYPE

SYNTAX | net Por t Nunber
STATUS current
DESCRI PTI ON

"The m ni num val ue that the packet’s layer 4 source port
nunber can have and match this filter. This val ue nust
be equal to or lesser that the value specified for this
filter in frwklpFilterSrcL4Port Max.

COPS-PR error code 'attrValuelnvalid nust be returned if
the frwklpFilterSrcL4PortMn is greated than
frwkl pFilterSrcL4Port Max"

REFERENCE
"COPS Usage for Policy Provisioning. RFC 3084, error
codes section 4.5."

DEFVAL { 0 }

r=f{ frwklpFilterEntry 11 }

frwkl pFilterSrcL4Port Max OBJECT- TYPE

SYNTAX | net Por t Nunber
STATUS current
DESCRI PTI ON

"The maxi num val ue that the packet’s layer 4 source port
nunber can have and match this filter. This value nust be
equal to or greater that the value specified for this filter
in frwklpFilterSrcL4Port M n.

COPS-PR error code 'attrValuelnvalid nust be returned if
the frwklpFilterSrcL4PortMax is | ess than
frwkl pFilterSrcL4Port M n"

REFERENCE
"COPS Usage for Policy Provisioning. RFC error codes
section 4.5."

DEFVAL { 65535 }

i={ frwklpFilterEntry 12 }

-- The | EEE 802 Filter Table

frwk802Fi | t er Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Frwk802FilterEntry
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Pl B- ACCESS i nstal |
STATUS current
DESCRI PTI ON

"| EEE 802-based filter definitions. A class that contains

attributes of |IEEE 802 (e.g., 802.3) traffic that form

filters that are used to performtraffic classification.”
REFERENCE

"I EEE Standards for Local and Metropolitan Area Networks.

Overview and Architecture, ANSI/IEEE Std 802, 1990."
:={ frwkd assifierd asses 3}

frwk802Fi | terEntry OBJECT- TYPE

SYNTAX Frwk802Fi I terEntry
STATUS current
DESCRI PTI ON

"| EEE 802-based filter definitions. An entry specifies
(potentially) several distinct matching conmponents. Each
conponent is tested against the data in a franme

i ndividually. An overall match occurs when all of the

i ndi vi dual conponents match the data they are conpared
against in the frame being processed. A failure of any
one test causes the overall match to fail.

Wl dcards may be specified for those fields that are not
rel evant."

EXTENDS { frwkBaseFilterEntry }

UNI QUENESS { frwkBaseFilterNegation,
frwk802Fi | t er Dst Addr,
frwk802Fi | t er Dst Addr Mask,
frwk802Fi | t er SrcAddr,
frwk802Fi | t er Sr cAddr Mask,
frwk802Fi | t er VI anl d,
frwk802Fi I t er VI anTagRequi r ed,
frwk802Fi | t er Et her Type,
frwk802FilterUserPriority }

o= { frwk802FilterTable 1}

Frwk802Fi lterEntry ::= SEQUENCE {

frwk802Fi | t er Dst Addr PhysAddr ess,
frwk802Fi | t er Dst Addr Mask PhysAddr ess,
frwk802Fi | t er Sr cAddr PhysAddr ess,
frwk802Fi | t er Sr cAddr Mask PhysAddr ess,
frwk802Fi I terVl anl d I nt eger 32,
frwk802Fi I t er VI anTagRequi red | NTEGER,
frwk802Fi | t er Et her Type I nt eger 32,

frwk802FilterUserPriority BI TS
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}

frwk802Fi | t er Dst Addr OBJECT- TYPE
SYNTAX PhysAddr ess
STATUS current
DESCRI PTI ON

"The 802 address agai nst which the 802 DA of inconing
traffic streans will be conpared. Franes whose 802 DA
mat ches the physical address specified by this object,
taking into account address w |l dcarding as specified by the
frwk802Fi | t er Dst Addr Mask object, are potentially subject to
the processing guidelines that are associated with this
entry through the related action class.”

REFERENCE
"Textual Conventions for SMv2, RFC 2579."

c:={ frwk802FilterEntry 1 }

frwk802Fi | t er Dst Addr Mask OBJECT- TYPE

SYNTAX PhysAddr ess
STATUS current
DESCRI PTI ON

"This object specifies the bits in a 802 destination address
that shoul d be consi dered when performng a 802 DA

conpari son agai nst the address specified in the
frwk802Fi | t er Dst Addr obj ect .

The value of this object represents a mask that is logically
and’ ed with the 802 DA in received franes to derive the

val ue to be conpared against the frwk802FilterDst Addr
address. A zero bit in the mask thus neans that the
corresponding bit in the address always matches. The
frwk802Fi | t er Dst Addr val ue nust al so be nasked using this
val ue prior to any conpari sons.

The length of this object in octets nust equal the length in
octets of the frwk802FilterDst Addr. Note that a mask with no
bits set (i.e., all zeroes) effectively wldcards the
frwk802Fi | t er Dst Addr obj ect. "

c:={ frwk802FilterEntry 2 }

frwk802Fi | t er SrcAddr OBJECT- TYPE

SYNTAX PhysAddr ess
STATUS current
DESCRI PTI ON

"The 802 MAC address agai nst which the 802 MAC SA of
incomng traffic streans will be conpared. Franes whose 802
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MAC SA mat ches the physical address specified by this

obj ect, taking into account address wi |l dcarding as specified
by the frwk802FilterSrcAddr Mask object, are potentially
subject to the processing guidelines that are associ ated
with this entry through the related action class.”

{ frwk802FilterEntry 3 }

frwk802Fi | t er Sr cAddr Mask OBJECT- TYPE

SYNTAX PhysAddr ess
STATUS current
DESCRI PTI ON

"This object specifies the bits in a 802 MAC source address
that shoul d be consi dered when perfornming a 802 MAC SA
conpari son agai nst the address specified in the
frwk802Fi | t er SrcAddr obj ect .

The value of this object represents a mask that is logically
and’ed with the 802 MAC SA in received franes to derive the
val ue to be conpared against the frwk802FilterSrcAddr
address. A zero bit in the mask thus neans that the
corresponding bit in the address always matches. The
frwk802Fi | ter SrcAddr val ue nust al so be nmasked using this
val ue prior to any conparisons

The length of this object in octets nust equal the Iength in
octets of the frwk802FilterSrcAddr. Note that a mask with no
bits set (i.e., all zeroes) effectively wldcards the
frwk802Fi | t er SrcAddr object.”

{ frwk802FilterEntry 4 }

frwk802Fi | ter VI anl d OBJECT- TYPE

SYNTAX Integer32 (-1 | 1..4094)
STATUS current
DESCRI PTI ON

Sahi t a,

"The VLAN ID (VID) that uniquely identifies a VLAN
within the device. This VLAN may be known or unknown
(i.e., traffic associated with this VID has not yet
been seen by the device) at the time this entry

is instantiated.

Setting the frwk802FilterVlianld object to -1 indicates that
VLAN data shoul d not be considered during traffic
classification."

{ frwk802FilterEntry 5 }
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frwk802Fi | t er VI anTagRequi red OBJECT- TYPE
SYNTAX | NTEGER {
taggedOnl y(1),
priorityTaggedPl us(2),
unt aggedOnl y(3),
i gnoreTag(4)

STATUS current
DESCRI PTI ON
"Thi s object indicates whether the presence of an
| EEE 802.1Q VLAN tag in data link [ayer frames nust
be consi dered when deternining if a given frane
mat ches this 802 filter entry.

A val ue of ’"taggedOnly(1)' neans that only frames
containing a VLAN tag with a non-Null VID (i.e., a
VIDin the range 1..4094) will be considered a match.

A value of 'priorityTaggedPlus(2)’ neans that only
franmes containing a VLAN tag, regardl ess of the val ue
of the VID, will be considered a natch

A val ue of ’untaggedOnly(3)’ indicates that only
untagged franes will match this filter conponent.

The presence of a VLAN tag is not taken into
consideration in ternms of a match if the value is
"ignoreTag(4)’."

c:={ frwk802FilterEntry 6 }

frwk802Fi | t er Et her Type OBJECT- TYPE

SYNTAX Integer32 (-1 | O0..’ffff’'h)
STATUS current
DESCRI PTI ON

"This object specifies the value that will be conpared
agai nst the value contained in the EtherType field of an
| EEE 802 franme. Exanple settings would include 'IP
(0x0800), 'ARP' (0x0806) and 'IPX (0x8137).

Setting the frwk802Fi|lterEther TypeMn object to -1 indicates
that Et her Type data should not be considered during traffic
classification.

Note that the position of the EtherType field depends on
the underlying frame format. For Ethernet-I1 encapsul ation
the EtherType field follows the 802 MAC source address. For
802. 2 LLC/ SNAP encapsul ation, the EtherType val ue foll ows
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the Organi zation Code field in the 802.2 SNAP header. The
value that is tested with regard to this filter conponent
t heref ore depends on the data link layer frane format being
used. If this 802 filter conmponent is active when there is
no EtherType field in a frame (e.g., 802.2 LLC), a match is
i mplied. "

o= { frwk802FilterEntry 7 }

frwk802Fi I terUserPriority OBJECT- TYPE
SYNTAX BI TS {
mat chPriority0(0),
mat chPriorityl(1),
mat chPriority2(2),
mat chPriority3(3),
mat chPriority4(4),
mat chPriority5(5),
mat chPriority6(6),
mat chPriority7(7)
}
STATUS current
DESCRI PTI ON
"The set of values, representing the potential range
of user priority values, against which the val ue contained
in the user priority field of a tagged 802.1 frame is
conmpared. A test for equality is perfornmed when determ ning
if a match exists between the data in a data link |ayer
frane and the value of this 802 filter conponent. Miltiple
val ues may be set at one tine such that potentially severa
different user priority values nmay natch this 802 filter
conponent .

Setting all of the bits that are associated with this

obj ect causes all user priority values to match this
attribute. This essentially makes any conpari sons

with regard to user priority values unnecessary. Untagged
franes are treated as an inplicit match."

c:={ frwk802FilterEntry 8 }

-- The Internal |abel filter extension

frwkl Label Fil t er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Frwkl Label FilterEntry
Pl B- ACCESS i nst al
STATUS current
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DESCRI PTI ON
"Internal label filter Table. This PRC is used to achi eve
classification based on the internal flow |label set by the
PEP possibly after ingress classification to avoid
re-classification at the egress interface on the same PEP."

:={ frwkC assifierdasses 4 }

frwkl Label FilterEntry OBJECT- TYPE

SYNTAX Frwkl Label FilterEntry
STATUS current
DESCRI PTI ON

"Internal |abel filter entry definition."
EXTENDS { frwkBaseFilterEntry }
UNI QUENESS { frwkBaseFilterNegation
frwkl Label Filterl Label }

o= { frwklLabel FilterTable 1 }

Frwkl Label FilterEntry ::= SEQUENCE {
frwkl Label Fil terl Label OCTET STRI NG
}
frwkl Label Filterl Label OBJECT- TYPE
SYNTAX OCTET STRI NG
STATUS current
DESCRI PTI ON

"The Label that this flow uses for differentiating traffic
flows. The flow labeling is neant for network device
i nternal usage. A value of zero length string matches al
internal |abels."”

c:={ frwklLabelFilterEntry 1 }

-- The Marker classes group

frwkMar ker Cl asses
OBJECT IDENTIFIER ::= { frameworkPib 4 }

-- The 802 Narker Table

frwk802Mar ker Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Frwk802Mar ker Entry
Pl B- ACCESS i nst al
STATUS current
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DESCRI PTI ON
"The 802 Marker class. An 802 packet can be marked with the
specified VLAN id, priority level."

c:={ frwkMarkerC asses 1 }

frwk802Mar ker Entry OBJECT- TYPE

SYNTAX Fr wk802Mar ker Ent ry
STATUS current
DESCRI PTI ON

"frwk802Mar ker entry definition.”

PI B-1 NDEX { frwk802MarkerPrid }
UNI QUENESS { frwk802Mar ker VI anl d,
frwk802Mar kerPriority }

c:={ frwk802MarkerTable 1 }

Frwk802Mar ker Entry: : = SEQUENCE {
frwk802Mar ker Pri d I nst ancel d,
f rwk802Mar ker VI anl d Unsi gned32,
frwk802Mar kerPriority Unsi gned32

}

frwk802MarkerPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An integer index to uniquely identify this 802 Marker."

o= { frwk802MarkerEntry 1 }

frwk802Mar ker VI anld OBJECT- TYPE

SYNTAX Unsi gned32 (1..4094)
STATUS current
DESCRI PTI ON

"The VLAN ID (VID) that uniquely identifies a VLAN within
t he device."

c:={ frwk802MarkerEntry 2 }

frwk802MarkerPriority OBJECT- TYPE

SYNTAX Unsi gned32 (0..7)
STATUS current
DESCRI PTI ON

"The user priority field of a tagged 802.1 frane."

.= { frwk802MWarkerEntry 3 }

Sahita, et. al. I nf or mat i onal [ Page 58]



RFC 3318 Framewor k Policy Information Base March 2003

-- The Internal Label WNarker Tabl e

f rwkl Label Mar ker Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Frwkl Label Marker Entry
Pl B- ACCESS instal |

STATUS current

DESCRI PTI ON

"The Internal Label Marker class. A flowin a PEP can be
marked with an internal |abel using this PRC "

o= { frwkMarkerd asses 2 }

frwkl Label Mar ker Entry OBJECT- TYPE

SYNTAX Frwkl Label Mar ker Entry
STATUS current
DESCRI PTI ON

"frwkl Label kMarker entry definition."

Pl B-1 NDEX { frwklLabel MarkerPrid }
UNI QUENESS { frwkl Label Marker| Label }

.= { frwklLabel VarkerTable 1 }

Frwkl Label Marker Entry: : = SEQUENCE {
frwkl Label Mar ker Pri d | nst ancel d,
f rwkl Label Mar ker | Label OCTET STRI NG

}

frwkl Label MarkerPrid OBJECT- TYPE
SYNTAX I nstancel d
STATUS current
DESCRI PTI ON
"An integer index to uniquely identify this Label Marker."

::= { frwkl Label MarkerEntry 1 }

f rwkl Label Mar ker | Label OBJECT- TYPE

SYNTAX OCTET STRI NG
STATUS current
DESCRI PTI ON

"This internal l|abel is inplenmentation specific and nmay be
used for other policy related functions like flow
accounti ng purposes and/or other data path treatnents."

::= { frwklLabel VarkerEntry 2 }
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-- Conformance Section

f rwkBasePi bConf or mance

OBJECT IDENTIFIER ::= { franeworkPib 5 }

f rwkBasePi bConpl i ances
OBJECT | DENTI FI ER : :

{ frwkBasePi bConfornance 1 }

f rwkBasePi bG oups
OBJECT | DENTI FI ER : :

{ frwkBasePi bConfornance 2 }

f rwkBasePi bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornance to the
Framework PIB."

MODULE -- this nodul e

MANDATORY- GROUPS { frwkPrcSupport G oup,
f rwkPi bl ncar nat i onG oup,
frwkDevi cel dGr oup,
f rwkConpLi mi t sG oup,
frwkCapabi l i tySet Group,
f r wkRol eConboGr oup,
frwkl f Rol eConmboG oup }

OBJECT frwkPi bl ncarnati onLongevity
PIB-M N-ACCESS notify
DESCRI PTI ON

"Install support is required if policy expiration is to
be supported.”

OBJECT f rwkPi bl ncar nati onTt |
PIB-M N-ACCESS notify
DESCRI PTI ON

"Install support is required if policy expiration is to
be supported.”

OBJECT f rwkPi bl ncar nat i onl nCt xt Set
PIB-M N-ACCESS notify
DESCRI PTI ON

"Install support is required if configuration contexts
and outsourcing contexts are both to be supported.”

OBJECT f rwkPi bl ncarnati onFul | St ate
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PIB-M N-ACCESS notify

DESCRI PTI ON
"Install support is required if incremental updates to
request states is to be supported.”

GROUP  frwkReferenceG oup
DESCRI PTI ON
"The frwkReferenceGoup is mandatory if referencing
across PIB contexts for specific client-types is to be
supported. "

GROUP  frwkError Group
DESCRI PTI ON
"The frwkErrorGoup is mandatory sending errors in
decisions is to be supported.”

CGROUP  frwkBaseFilter G oup
DESCRI PTI ON
"The frwkBaseFilterGoup is mandatory if filtering
based on traffic conponents is to be supported.”

GROUP  frwkl pFilterG oup
DESCRI PTI ON
"The frwklpFilterGoup is mandatory if filtering
based on IP traffic conponents is to be supported.”

CGROUP  frwk802FilterGoup
DESCRI PTI ON
"The frwk802FilterGoup is mandatory if filtering
based on 802 traffic criteriais to be supported.”

CGROUP  frwkl Label Filter G oup
DESCRI PTI ON
"The frwkl Label FilterGoup is nmandatory if filtering
based on PEP internal label is to be supported.™

GROUP  frwk802Mar ker Group
DESCRI PTI ON
"The frwk802MarkerGroup is mandatory if marki ng a packet
with 802 traffic criteria is to be supported.™

GROUP  frwkl Label Mar ker G oup
DESCRI PTI ON
"The frwkl Label Marker G oup is nandatory if marking a
flowwith internal labels is to be supported.”

::={ frwkBasePi bConpliances 1 }
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f r wkPr cSupport G oup OBJECT- GROUP
OBJECTS {
f rwkPr cSupport Pri d,
f r wkPr cSupport Support edPr c,
f rwkPr cSupport SupportedAttrs }
STATUS current
DESCRI PTI ON
"Objects fromthe frwkPrcSupportTable."

::={ frwkBasePi bGoups 1 }

frwkPi bl ncarnati onGr oup OBJECT- GROUP
OBJECTS {

f rwkPi bl ncar nati onPri d,
f rwkPi bl ncar nat i onNane,
f rwkPi bl ncar nati onl d,
f rwkPi bl ncar nat i onLongevity,
frwkPi bl ncarnati onTt|,
f rwkPi bl ncar nati onl nCt xt Set,
f rwkPi bl ncar nati onActi ve,
frwkPi bl ncarnationFul | State

}
STATUS current
DESCRI PTI ON
"Objects fromthe frwkDevi cePi bl ncarnati onTabl e. "

::= { frwkBasePi bG oups 2 }

frwkDevi cel dG oup OBJECT- GROUP

OBJECTS {
frwkDevi cel dPri d,
frwkDevi cel dDescr,
frwkDevi cel dMaxMsg,
frwkDevi cel dMaxCont exts }

STATUS current

DESCRI PTI ON
"CObjects fromthe frwkDevicel dTabl e. "

::={ frwkBasePi bGoups 3}

frwkConpLi m t sG oup OBJECT- GROUP
OBJECTS {

frwkConpLi mi tsPrid,
f rwkConpLi ni t sConponent,
frwkConpLi ni t sAttr Pos,
f rwkConpLi mi t sNegat i on,
f rwkConpLi m t sType,
frwkConpLi mi t sSubType,
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f rwkConpLi mi t sGui dance }
STATUS current
DESCRI PTI ON
"CObjects fromthe frwkConplLinitsTable."

;.= { frwkBasePi bGroups 4 }

frwkRef erenceG oup OBJECT- GROUP
OBJECTS {
frwkRef erencePri d,
frwkRef erenced i ent Type,
frwkRef erenced i ent Handl e,
f rwkRef er encel nst ance }
STATUS current
DESCRI PTI ON
"Objects fromthe frwkReferenceTable."

;.= { frwkBasePi bGroups 5 }

frwkError Group OBJECT- GROUP

OBJECTS {
frwkErrorPrid,
f rwkEr r or Code,
f rwkEr r or SubCode,
frwkErrorPrc,
frwkErrorlnstance }

STATUS current

DESCRI PTI ON
"Cbjects fromthe frwkErrorTable."

.= { frwkBasePi bGroups 6 }

frwkCapabi litySet G oup OBJECT- GROUP
OBJECTS {
frwkCapabi litySetPrid,
frwkCapabi | i t ySet Nane,
frwkCapabi l i tySet Capability }
STATUS current
DESCRI PTI ON

"Objects fromthe frwkCapabilitySetTable."

;.= { frwkBasePi bGroups 7 }

frwkRol eConmboG oup OBJECT- GROUP
OBJECTS {
f rwkRol eConboPri d,
f rwkRol eConboRol es,
fr wkRol eConboCapSet Nane }
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STATUS current
DESCRI PTI ON
"(bjects fromthe frwkRol eConboTabl e. "

1= { frwkBasePi bGoups 8 }

frwkl f Rol eConboGr oup OBJECT- GROUP
OBJECTS { frwklfRol eConbol flndex }
STATUS current
DESCRI PTI ON
"Objects fromthe frwklfRol eConboTabl e. ™

;.= { frwkBasePi bGroups 9 }

frwkBaseFi | t er G oup OBJECT- GROUP
OBJECTS {
frwkBaseFi |l terPrid,
frwkBaseFi | t er Negation }
STATUS current
DESCRI PTI ON
"(bjects fromthe frwkBaseFilterTable."

::={ frwkBasePi bG oups 10 }

frwkl pFilterGoup OBJECT- GROUP

OBJECTS {
frwkl pFi | t er Addr Type,
frwkl pFi | t er Dst Addr,
frwkl pFi |t er Dst Prefi xLengt h,
frwkl pFil t er SrcAddr,
frwkl pFilterSrcPrefixLength,
frwkl pFil terDscp,
frwkl pFilterFl o d,
frwkl pFi |t er Protocol ,
frwkl pFilterDstL4Port M n,
frwkl pFi |t er Dst L4Port Max,
frwkl pFilterSrcL4PortM n,
frwkl pFil ter SrcL4Port Max }

STATUS current

DESCRI PTI ON

"Cbjects fromthe frwklpFilterTable."

.= { frwkBasePi bGroups 11 }
frwk802Fi | t er G oup OBJECT- GROUP
OBJECTS {

frwk802Fi | t er Dst Addr ,
frwk802Fi | t er Dst Addr Mask,
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frwk802Fi | t er Sr cAddr,
frwk802Fi | t er Sr cAddr Mask,
frwk802Fi I terVl anl d,
frwk802Fi I t er VI anTagRequi r ed,
frwk802Fi | t er Et her Type,
frwk802FilterUserPriority }
STATUS current
DESCRI PTI ON
"Objects fromthe frwk802FilterTable."

c:={ frwkBasePi bG oups 12 }

frwkl Label Filter G oup OBJECT- GROUP
OBJECTS { frwkl Label Filterl Label }
STATUS current
DESCRI PTI ON
"Objects fromthe frwklLabel FilterTable."

.= { frwkBasePi bGroups 13 }

frwk802Mar ker G oup OBJECT- GROUP

OBJECTS {
frwk802Mar ker Pri d,
f rwk802Mar ker VI anl d,
frwk802Mar kerPriority }

STATUS current

DESCRI PTI ON
"Objects fromthe frwk802Marker Tabl e. "

.= { frwkBasePi bGroups 14 }

frwkl Label Mar ker G oup OBJECT- GROUP
OBJECTS {
frwkl Label Mar ker Pri d,
frwkl Label Mar ker | Label }
STATUS current
DESCRI PTI ON
"Objects fromthe frwkl Label Marker Tabl e. "

::={ frwkBasePi bG oups 15 }

END
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6. Security Considerations

It is clear that this PIB is used for configuration using [COPS-PR],
and anyt hing that can be configured can be m sconfigured, with a
potentially disastrous effect. At this witing, no security holes
have been identified beyond those that the COPS base protoco

security is itself intended to address. These relate primarily to
controll ed access to sensitive information and the ability to
configure a device - or which nmight result fromoperator error, which
i s beyond the scope of any security architecture.

There are a nunber of PRovisioning Classes defined in this PIB that
have a PI B- ACCESS cl ause of install and install-notify (read-create).
These are:

frwkPi bl ncarnati onTabl e: Ml icious access of this PRC can cause the
PEP to use an incorrect context of policies.

frwkRef erenceTabl e: Malicious access of this PRC can cause the PEP to
interpret the installed policy in an incorrect nanner.

frwkErrorTabl e: Malicious access of this PRC can cause the PEP to
incorrectly assume that the PDP could not process its nessages.

FrwkCapabi | i t ySet Tabl e, frwkRol eConboTabl e and frwkl f Rol eConboTabl e:
Mal i ci ous access of these PRCs can cause the PEP to apply policies to
the wong interfaces.

FrwkBaseFi | ter Tabl e, frwklpFilterTable, frwk802FilterTable and
frwkl Label Fil ter Tabl e: Malicious access of these PRCs can cause

uni ntended classification of traffic on the PEP potentially | eading
to incorrect policies being applied.

frwk802Mar ker Tabl e, frwkl Label Marker Tabl e: Mal i ci ous access of these
PRCs can cause uni ntended marking of traffic on the PEP potentially
| eading to incorrect policies being applied.

Such objects nmay be considered sensitive or vulnerable in sone
networ k environnents. The support for "lInstall" or "lInstall-Notify"
deci sions sent over [COPS-PR] in a non-secure environment wthout
proper protection can have a negative effect on network operations.
There are a nunber of PRovisioning Classes in this PIB that may
contain information that nay be sensitive froma business
perspective, in that they nmay represent a custoner’'s service contract
or the filters that the service provider chooses to apply to a
customer’s ingress or egress traffic. There are no PRCs that are
sensitive in their own right, such as passwords or nonetary anounts.
It may be inportant to control even "Notify"(read-only) access to
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these PRCs and possibly to even encrypt the values of these PRI's when
sendi ng them over the network via COPS-PR. The use of | PSEC between
the PDP and the PEP, as described in [COPS], provides the necessary
protection against security threats. However, even if the network
itself is secure, there is no control as to who on the secure network
is allowed to "Install/Notify" (read/change/create/delete) the PRIs
in this PIB.

It is then a custoner/user responsibility to ensure that the PEP/ PDP
giving access to an instance of this PIB, is properly configured to
gi ve access to only the PRIs and principals (users) that have
legitimate rights to indeed "Install"™ or "Notify" (change/create/

del ete) them

7. | ANA Consi derati ons

Thi s docunent describes the frameworkPi b and frwkTcPib Policy
Informati on Base (PIB) nodul es for registration under the "pib"
branch registered with I ANA.  The | ANA has assigned PIB nunbers 2 and
3, respectively.

Both these PIBs use "all" in the SUBJECT- CATEGORI ES cl ause, i.e.,
they apply to all COPS client types. No new COPS client type is to
be registered for these two PIB nodul es.
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