Net wor k Wor ki ng Group J. Rosenberg

Request for Comments: 3219 dynam csof t
Cat egory: Standards Track H Sal ama
Ci sco Systens

M Squire

Hat t eras Net wor ks
January 2002

Tel ephony Routing over IP (TRIP)
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2002). Al Rights Reserved.
Abst r act

Thi s docunent presents the Tel ephony Routing over IP (TRIP). TRIPis
a policy driven inter-admnistrative domain protocol for advertising
the reachability of telephony destinations between |ocation servers,
and for advertising attributes of the routes to those destinations.
TRIP's operation is independent of any signaling protocol, hence TRI P
can serve as the tel ephony routing protocol for any signaling

pr ot ocol .

The Border Gateway Protocol (BGP-4) is used to distribute routing

i nformati on between administrative domains. TRIP is used to

di stribute tel ephony routing infornmation between tel ephony

adm ni strative donmains. The sinmilarity between the two protocols is
obvi ous, and hence TRIP is nodel ed after BGP-4.
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1. Termi nology and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [1].

A framework for Tel ephony Routing over IP (TRIP) is described in [2].
We assume the reader is famliar with the franework and term nol ogy
of [2]. W define and use the following terns in addition to those
defined in [2].

Tel ephony Routing Information Base (TRIB): The database of reachabl e
t el ephony destinations built and maintained at an LS as a result of
its participation in TRIP

| P Tel ephony Administrative Donmain (I TAD): The set of resources
(gateways, location servers, etc.) under the control of a single
adm nistrative authority. End users are custoners of an | TAD.

Less/ More Specific Route: Aroute Xis said to be less specific than
aroute Y if every destination in Y is also a destination in X, and X
and Y are not equal. In this case, Y is also said to be nore
specific than X

Aggregation: Aggregation is the process by which multiple routes are
conmbined into a single less specific route that covers the sane set
of destinations. Aggregation is used to reduce the size of the TRIB
bei ng synchroni zed with peer LSs by reducing the nunber of exported
TRI P routes.

Peers: Two LSs that share a | ogical association (a transport
connection). |If the LSs are in the sane I TAD, they are interna
peers. Oherwi se, they are external peers. The |ogical association
between two peer LSs is called a peering session
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Tel ephony Routing Information Protocol (TRIP): The protocol defined
in this specification. The function of TRIP is to advertise the
reachability of tel ephony destinations, attributes associated wth
the destinations, as well as the attributes of the path towards those
destinations.

TRI P destination: TRIP can be used to nmanage routing tables for
nmul ti ple protocols (SIP, H323, etc.). In TRIP, a destination is the
conmbi nation of (a) a set of addresses (given by an address fam ly and
address prefix), and (b) an application protocol (SIP, H323, etc).

2. Introduction

The gateway | ocation and routing problem has been introduced in [2].
It is considered one of the nore difficult problens in |P tel ephony.
The selection of an egress gateway for a tel ephony call, traversing
an | P network towards an ultimate destination in the PSTN, is driven
in large part by the policies of the various parties along the path,
and by the relationshi ps established between these parties. As such,
a global directory of egress gateways in which users | ook up
destination phone nunbers is not a feasible solution. Rather

i nformati on about the availability of egress gateways is exchanged
bet ween providers, and subject to policy, made available locally and
then propagated to other providers in other | TADs, thus creating
routes towards these egress gateways. This would all ow each provider
to create its own database of reachabl e phone nunbers and the

associ ated routes - such a database could be very different for each
provi der dependi ng on policy.

TRIPis an inter-donmain (i.e., inter-1TAD) gateway | ocation and
routing protocol. The primary function of a TRI P speaker, called a

| ocation server (LS), is to exchange information with other LSs.

This information includes the reachability of tel ephony destinations,
the routes towards these destinations, and information about gateways
towar ds those tel ephony destinations residing in the PSTN. The TRI P
requirenents are set forth in [2].

LSs exchange sufficient routing information to construct a graph of

| TAD connectivity so that routing | oops may be prevented. In
addition, TRIP can be used to exchange attributes necessary to
enforce policies and to select routes based on path or gateway
characteristics. This specification defines TRIP s transport and
synchroni zati on nmechani sns, its finite state machine, and the TRI P
data. This specification defines the basic attributes of TRIP. The
TRIP attribute set is extendible, so additional attributes may be
defined in future docunents
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TRIP is nodel ed after the Border Gateway Protocol 4 (BGP-4) [3] and
enhanced with some link state features, as in the Open Shortest Path
First (OSPF) protocol [4], IS IS [5], and the Server Cache
Synchroni zati on Protocol (SCSP) [6]. TRIP uses BG” s inter-domain
transport mechani sm BG™ s peer conmmunication, BG” s finite state
machi ne, and sinmlar formats and attributes as BG°. Unlike BGP
however, TRIP permits generic intra-domain LS topol ogi es, which
sinplifies configuration and increases scalability in contrast to
BG” s full mesh requirenment of internal BGP speakers. TRIP uses an
i ntra-domain flooding mechanismsinilar to that used in OSPF [4],
IS-1S [5], and SCSP [6].

TRIP permits aggregation of routes as they are advertised through the
network. TRIP does not define a specific route selection algorithm

TRIP runs over a reliable transport protocol. This elimnates the
need to inplement explicit fragnentation, retransm ssion

acknow edgnment, and sequencing. The error notification nechanism
used in TRIP assunes that the transport protocol supports a gracefu
close, i.e., that all outstanding data will be delivered before the
connection is closed.

TRIP s operation is independent of any particul ar tel ephony signaling
protocol. Therefore, TRIP can be used as the routing protocol for
any of these protocols, e.g., H 323 [7] and SIP [8].

The LS peering topology is independent of the physical topol ogy of
the network. 1In addition, the boundaries of an | TAD are independent
of the boundaries of the |ayer 3 routing autononous systenms. Neither
internal nor external TRIP peers need to be physically adjacent.

3. Summary of Operation

This section sumari zes the operation of TRIP. Details are provided
in later sections.

3.1. Peering Session Establishnent and Mai nt enance

Two peer LSs forma transport protocol connection between one
anot her. They exchange nessages to open and confirmthe connection
paraneters, and to negotiate the capabilities of each LS as well as
the type of information to be advertised over this connection

KeepAl i ve nessages are sent periodically to ensure adjacent peers are
operational. Notification nessages are sent in response to errors or
special conditions. |If a connection encounters an error condition, a
Notification nessage is sent and the connection is closed.

Rosenberg, et. al. St andards Track [ Page 5]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

3. 2. Dat abase Exchanges

Once the peer connection has been established, the initial data flow
is a dunp of all routes relevant to the new peer (In the case of an
external peer, all routes in the LS s Adj-TRIB-CQut for that externa
peer. In the case of an internal peer, all routes in the Ext-TRI B
and all Adj-TRIBs-1n). Note that the different TRIBs are defined in
Section 3.5.

I ncrenental updates are sent as the TRIP routing tables (TRIBs)
change. TRIP does not require periodic refresh of the routes.
Therefore, an LS nust retain the current version of all routing
entries.

If a particular ITAD has nultiple LSs and is providing transit
service for other | TADs, then care nust be taken to ensure a

consi stent view of routing within the I TAD. When synchronized the
TRIP routing tables, i.e., the Loc-TRIBs, of all internal peers are
i denti cal

3.3. Internal Versus External Synchronization

As with BGP, TRIP distinguishes between internal and external peers.
Wthin an I TAD, internal TRIP uses |ink-state nechanisns to flood
dat abase updates over an arbitrary topology. Externally, TRIP uses
poi nt-to-point peering relationships to exchange database

i nformati on.

To achieve internal synchronization, internal peer connections are
configured between LSs of the sane | TAD such that the resulting
intra-domain LS topology is connected and sufficiently redundant.
This is different fromBG s approach that requires all interna
peers to be connected in a full nesh topol ogy, which may result in
scaling problens. When an update is received froman internal peer,
the routes in the update are checked to deternmine if they are newer
than the version already in the database. Newer routes are then
flooded to all other peers in the sane donain.

3.4. Advertising TRI P Routes

In TRIP, a route is defined as the conbination of (a) a set of
destination addresses (given by an address famly indicator and an
address prefix), and (b) an application protocol (e.g. SIP, H323,
etc.). Cenerally, there are additional attributes associated wth
each route (for exanple, the next-hop server).
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TRIP routes are advertised between a pair of LSs in UPDATE nessages.
The destination addresses are included in the Reachabl eRout es
attribute of the UPDATE, while other attributes describe things Iike
the path or egress gateway.

If an LS chooses to advertise a TRIP route, it nay add to or nodify
the attributes of the route before advertising it to a peer. TRIP
provi des mechani sms by which an LS can informits peer that a
previously advertised route is no |longer available for use. There
are three methods by which a given LS can indicate that a route has
been w t hdrawn from service:

- Include the route in the WthdrawnRoutes Attribute in an UPDATE
message, thus marking the associ ated destinations as being no
| onger available for use.

- Advertise a replacenent route with the sanme set of destinations
in the Reachabl eRoutes Attribute.

- For external peers where flooding is not in use, the LSto-LS
peer connection can be closed, which inplicitly renoves from
service all routes which the pair of LSs had advertised to each
ot her over that peer session. Note that termninating an
i nternal peering session does not necessarily renove the routes
advertised by the peer LS as the sane routes may have been
received fromnmultiple internal peers because of flooding. |If
an LS determines that another internal LS is no |onger active
(fromthe | TAD Topol ogy attributes of the UPDATE nmessages from
other internal peers), then it MJST renove all routes
originated into the LS by that LS and rerun its decision
process.

3.5. Tel ephony Routing Information Bases
A TRIP LS processes three types of routes:

- External routes: An external route is a route received from an
external peer LS

- Internal routes: An internal route is a route received froman
internal LS in the same | TAD.

- Local routes: Alocal route is a route locally injected into
TRIP, e.g. by configuration or by route redistribution from
anot her routing protocol

The Tel ephony Routing Infornmation Base (TRIB) within an LS consists
of four distinct parts:
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Adj -TRIBs-1n: The Adj-TRIBs-1n store routing information that
has been | earned frominbound UPDATE nessages. Their contents
represent TRIP routes that are available as an input to the
Deci sion Process. These are the "unprocessed" routes received.
The routes from each external peer LS and each internal LS are
mai ntai ned in this database independently, so that updates from
one peer do not affect the routes received from another LS.
Note that there is an Adj-TRIB-In for every LS within the
domai n, even those with which the LS is not directly peered.
Ext-TRIB: There is only one Ext-TRI B database per LS. The LS
runs the route selection algorithmon all external routes
(stored in the Adj-TRIBs-In of the external peers) and |oca
routes (may be stored in an Adj-TRIB-1n representing the |oca
LS) and selects the best route for a given destination and
stores it in the Ext-TRIB. The use of Ext-TRIB will be
expl ai ned further in Section 10.3.1

Loc-TRIB: The Loc-TRIB contains the local TRIP routing
information that the LS has selected by applying its |loca
policies to the routing information contained in its Adj-
TRIBs-In of internal LSs and the Ext-TRI B

Adj-TRIBs-Qut: The Adj-TRIBs-Qut store the information that
the I ocal LS has selected for advertisement to its externa
peers. The routing information stored in the Adj-TRI Bs- Qut
will be carried in the local LS s UPDATE nessages and
advertised to its peers.

Figure 1 illustrates the relationship between the four parts of the
routing information base.

Loc-TRI B

AN

Deci si on Process
N N |
. | | l
Adj - TRI Bs-1n | Vv
(I'nternal LSs) | Adj - TRI Bs- Qut
|
|

|
Ext- TRI B

AN AN

| |
Adj-TRIB-1n Local Routes
(External Peers)

Figure 1: TRIB Rel ationshi ps
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Al t hough the conceptual nopdel distinguishes between Adj-TRI Bs-1n,
Ext-TRI B, Loc-TRI B, and Adj-TRIBs-Qut, this neither inplies nor
requires that an inplenmentation nust maintain four separate copies of
the routing informati on. The choice of inplenentation (for exanple,
4 copies of the information vs. 1 copy with pointers) is not
constrai ned by the protocol

3.6. Routes in TRIP

A route in TRIP specifies a range of numbers by being a prefix of
those nunbers (the exact definition & syntax of route are in 5.1.1).
Arbitrary ranges of nunbers are not atomically representable by a
route in TRIP. A prefix range is the only type of range supported
atonmically. An arbitrary range can be acconplished by using multiple
prefixes in a Reachabl eRoutes attribute (see Section 5.1 & 5.2). For
exanpl e, 222-xxxx thru 999-xxxx could be represented by including the
prefixes 222, 223, 224,...,23,24,...,3,4,...,9 in a Reachabl eRout es
attri bute.

3.7. Aggregation

Aggregation is a scaling enhancenent used by an LS to reduce the
nunber of routing entries that it has to synchronize with its peers.
Aggregation may be perforned by an LS when there is a set of routes
{R1, R2, ...} inits TRIB such that there exists a |l ess specific
route R where every valid destination in Ris also a valid
destination in {Rl, R2, ...} and vice-versa. Section 5 includes a
description of how to conbine each attribute (by type) on the {R1l,
R2, ...} routes into an attribute for R

Note that there is no nmechanismwi thin TRIP to communicate that a
particul ar address prefix is not used or valid within a particul ar
address fanmily, and thus that these addresses could be skipped during
aggregation. LSs may use nethods outside of TRIP to |learn of invalid
prefixes that may be ignored during aggregation

An LS is not required to perform aggregation, however it is
reconmended whenever maintaining a smaller TRIBis inmportant. An LS
deci des based on its local policy whether or not to aggregate a set
of routes into a single aggregate route.

Whenever an LS aggregates nultiple routes where the NextHopServer is
not identical in all aggregated routes, the NextHopServer attribute
of the aggregate route nmust be set to a signalling server in the
aggregating LS s domain.
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When an LS resets the NextHopServer of any route, and this nmay be
perfornmed because of aggregation or other reasons, it has the effect
of addi ng another signalling server along the signalling path to
these destinations. The end result is that the signalling path

bet ween two destinations may consist of rmultiple signalling servers
across nultiple donains.

4. Message Formats

This section describes nessage formats used by TRIP. Messages are
sent over a reliable transport protocol connection. A nmessage MJST
be processed only after it is entirely received. The naxi nrum nessage
size is 4096 octets. Al inplenentations MJST support this maxi nrum
nmessage size. The snallest nessage that MAY be sent consists of a
TRI P header without a data portion, or 3 octets.

4.1. Message Header For nmat
Each nessage has a fixed-size header. There may or nay not be a data

portion follow ng the header, depending on the nessage type. The
| ayout of the header fields is shown in Figure 2.

0 1 2
012345678901234567890123
ook o e e R +
| Length | Type |
o e e oo oo S +

Figure 2: TRI P Header

Length: This 2-octet unsigned integer indicates the total |ength of
t he message, including the header, in octets. Thus, it allows one to
locate, in the transport-level stream the beginning of the next
message. The value of the Length field nust always be at |least 3 and
no greater than 4096, and may be further constrai ned dependi ng on the
message type. No padding of extra data after the nessage is all owed,
so the Length field nust have the snall est val ue possible given the
rest of the nessage.

Type: This 1-octet unsigned integer indicates the type code of the
message. The follow ng type codes are defined:

1 - OPEN

2 - UPDATE

3 - NOTI FI CATI ON
4 - KEEPALI VE

Rosenberg, et. al. St andards Track [ Page 10]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

4.2. OPEN Message For mat

After a transport protocol connection is established, the first
message sent by each side is an OPEN nmessage. |If the OPEN nessage is
accept abl e, a KEEPALI VE nessage confirm ng the OPEN i s sent back.
Once the OPEN is confirnmed, UPDATE, KEEPALIVE, and NOTI FI CATI ON
messages may be exchanged

The minimum |l ength of the OPEN nessage is 17 octets (including
message header). OPEN nessages not neeting this mninmmrequirenment
are handl ed as defined in Section 6. 2.

In addition to the fixed-size TRI P header, the OPEN nessage contains
the followi ng fields:

0 1 2 3

01234567890123456789012345678901
S S RS S +
| Ver si on | Reser ved | Hol d Ti e
R R oo o e oo +
| My | TAD |
Fom e e e e e oo oo Fom e e e e e oo oo S e +
| TRIP ldentifier
S S RS S +
| Optional Paraneters Len | Optional Paraneters (variable)..
R R oo o e oo +

Figure 3: TRI P OPEN Header

Ver si on:

This 1-octet unsigned integer indicates the protocol version of the
message. The current TRIP version nunber is 1

Hol d Ti ne:

This 2-octet unsigned integer indicates the nunber of seconds that
the sender proposes for the value of the Hold Tinmer. Upon receipt of
an OPEN nessage, an LS MJST cal cul ate the value of the Hold Tiner by
using the snmaller of its configured Hold Tinme and the Hold Tine
received in the OPEN nessage. The Hold Tinme MJST be either zero or
at least three seconds. An inplenentation MAY reject connections on
the basis of the Hold Tine. The calcul ated val ue indicates the
maxi mum nunber of seconds that nay el apse between the receipt of
successi ve KEEPALI VE and/ or UPDATE nessages by the sender

This 4-octet unsigned integer indicates the | TAD nunber of the
sender. The | TAD nunber nust be unique for this domain within this
conf ederati on of cooperating LSs.
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| TAD nunbers are assigned by | ANA as specified in Section 13. This
docunent reserves | TAD nunber 0. | TAD nunbers from1 to 255 are
designated for private use

TRIP Identifier:

This 4-octet unsigned integer indicates the TRIP Identifier of the
sender. The TRIP ldentifier MJST uniquely identify this LS within
its ITAD. A given LS MAY set the value of its TRIP Identifier to an
| Pv4 address assigned to that LS. The value of the TRIP Identifier
is determ ned on startup and MJST be the same for all peer
connections. \When conparing two TRIP identifiers, the TRIP
Identifier is interpreted as a nunerical 4-octet unsigned integer

Optional Paraneters Length:

This 2-octet unsigned integer indicates the total |length of the
Optional Paraneters field in octets. |If the value of this field is
zero, no Optional Paraneters are present.

Optional Paraneters

This field may contain a |list of optional paraneters, where each
paraneter is encoded as a <Paraneter Type, Parameter Length,

Par anmet er Val ue> triplet.

0 1 2
01234567890123456789012345678901
R R oo o e oo +

| Par anet er Type | Par anet er Length
T T S [ TS +
| Par anet er Val ue (variable)..

S S [ S +

Figure 4: Optional Paraneter Encoding

Par anet er Type:
This is a 2-octet field that unanbi guously identifies individua
par ameters

Par anet er Lengt h:
This is a 2-octet field that contains the |l ength of the Paraneter
Value field in octets.

Par anet er Val ue:

This is a variable length field that is interpreted according to the
val ue of the Paranmeter Type field.
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4.2.1. Open Message Optional Parameters

Thi s docunent defines the follow ng Optional Paraneters for the OPEN
nessage

4.2.1.1. Capability Information

Capability Information uses Optional Paraneter type 1. This is an
optional paraneter used by an LS to convey to its peer the list of
capabilities supported by the LS. This pernits an LS to learn of the
capabilities of its peer LSs. Capability negotiation is defined in
Section 8.

The paraneter contains one or nore triples <Capability Code,
Capability Length, Capability Value> where each triple is encoded as
shown bel ow

0 1 2
01234567890123456789012345678901
R R oo o e oo +

| Capability Code | Capability Length
T T S [ TS +
| Capability Value (variable)..

S S [ S +

Figure 5: Capability Optional Paraneter

Capability Code
Capability Code is a 2-octet field that unanbi guously identifies
i ndi vidual capabilities.

Capability Length:
Capability Length is a 2-octet field that contains the length of the
Capability Value field in octets.

Capabi lity Val ue:
Capability Value is a variable length field that is interpreted
according to the value of the Capability Code field.

Any particular capability, as identified by its Capability Code, may
appear nore than once within the Optional Paraneter.

Thi s docunent reserves Capability Codes 32768-65535 for vendor -
specific applications (these are the codes with the first bit of the
code value equal to 1). This docunent reserves value 0. Capability
Codes (other than those reserved for vendor specific use) are
controlled by ANA. See Section 13 for | ANA considerations.
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The following Capability Codes are defined by this specification

Code Capability
1 Rout e Types Supported
2 Send Receive Capability

4.2.1.1.1. Route Types Supported

The Route Types Supported Capability Code lists the route types
supported in this peering session by the transnmtting LS. An LS MJST
NOT use route types that are not supported by the peer LS in any
particul ar peering session. |If the route types supported by a peer
are not satisfactory, an LS SHOULD terni nate the peering session.

The format for a Route Type is:

0 1 2
01234567890123456789012345678901
S S RS S +
| Address Fanily | Appl i cation Protocol
R R oo o e oo +

Figure 6: Route Types Supported Capability

The Address Fanmily and Application Protocol are as defined in Section
5.1.1. Address Fanily gives the address fanily being routed (within
t he Reachabl eRoutes attribute). The application protocol lists the
application for which the routes apply. As an exanple, a route type
for TRIP could be <E. 164, SIP> indicating a set of E. 164
destinations for the SIP protocol

The Route Types Supported Capability MAY contain nmultiple route types
in the capability. The nunber of route types within the capability

i s the maxi num nunber that can fit given the capability length. The
Capability Code is 1 and the length is variable.

4.2.1.1.2. Send Receive Capability

This capability specifies the node in which the LS will operate with
this particular peer. The possible nodes are: Send Only node,
Receive Only node, or Send Receive node. The default node is Send
Recei ve node

In Send Only npde, an LS transnits UPDATE nessages to its peer, but
the peer MUST NOT transmit UPDATE nessages to that LS. If an LS in
Send Only node recei ves an UPDATE nessage fromits peer, it MJST

di scard that nmessage, but no further action should be taken

Rosenberg, et. al. St andards Track [ Page 14]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

The UPDATE nessages sent by an LS in Send Only node to its intra-
domai n peer MJST include the | TAD Topol ogy attri bute whenever the
topol ogy changes. A useful application of an LS in Send Only node
with an external peer is to enable gateway registration services.

If a service provider ternmnates calls to a set of gateways it owns
but never initiates calls, it can set its LSs to operate in Send Only
node, since they only ever need to generate UPDATE nessages, not
receive them If an LS in Send Receive nbde has a peering session
with a peer in Send Only node, that LS MIJST set its route

di ssem nation policy such that it does not send any UPDATE nessages
to its peer.

In Receive Only node, the LS acts as a passive TRIP listener. It
recei ves and processes UPDATE nessages fromits peer, but it MJST NOT
transmt any UPDATE nessages to its peer. This is useful for
managenent stations that wish to collect topology information for

di spl ay purposes.

The behavior of an LS in Send Receive npbde is the default TRIP
operation specified throughout this docunent.

The Send Receive capability is a 4-octet unsigned nuneric value. It
can only take one of the follow ng three val ues:

1 - Send Receive node
2 - Send only node
3 - Receive Only node

A peering session MJST NOT be established between two LSs if both of
themare in Send Only node or if both of themare in Receive Only
nmode. |If a peer LS detects such a capability m snmatch when
processi ng an OPEN nessage, it MJST respond wi th a NOTI FI CATI ON
message and cl ose the peer session. The error code in the
NOTI FI CATI ON nessage nust be set to "Capability Msmatch."

An LS MUST be configured in the sane Send Receive node for all peers.
4. 3. UPDATE Message For mat

UPDATE nessages are used to transfer routing information between LSs.

The information in the UPDATE packet can be used to construct a graph

describing the rel ati onshi ps between the various | TADs. By applying

rules to be discussed, routing information | oops and sone ot her
anomal i es can be prevented.
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An UPDATE nessage is used to both advertise and w thdraw routes from
service. An UPDATE nessage may simultaneously advertise and wi thdraw
TRI P routes.

In addition to the TRIP header, the TRI P UPDATE contains a |ist of

routing attributes as shown in Figure 7. There is no paddi ng between
routing attributes.

| First Route Attribute | Second Route Attribute |

Figure 7: TRI P UPDATE For nat

The m ninum | ength of an UPDATE nessage is 3 octets (there are no
mandatory attributes in TR P).

4.3.1. Routing Attributes
A variable |l ength sequence of routing attributes is present in every

UPDATE nmessage. Each attribute is a triple <attribute type,
attribute length, attribute value> of variable |ength.

0 1 2 3

01234567890123456789012345678901
oo oo oo oo +
| Attr. Flags |Attr. Type Code| Attr. Length |
Fom e e e e e oo oo Fom e e e e e oo oo S e +
| Attribute Value (variable) |
S S RS S +

Figure 8: Routing Attribute Format

Attribute Type is a two-octet field that consists of the Attribute
Fl ags octet followed by the Attribute Type Code octet.

The Attribute Type Code defines the type of attribute. The basic
TRI P-defined Attribute Type Codes are discussed later in this
section. Attributes MJST appear in the UPDATE nessage in nunerical
order of the Attribute Type Code. An attribute MJUST NOT be incl uded
nmore than once in the same UPDATE nmessage. Attribute Flags are used
to control attribute processing when the attribute type is unknown.
Attribute Flags are further defined in Section 4. 3. 2.
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This docunent reserves Attribute Type Codes 224-255 for vendor-
specific applications (these are the codes with the first three bits
of the code equal to 1). This docunent reserves value 0. Attribute
Type Codes (other than those reserved for vendor specific use) are
controlled by ANA. See Section 13 for | ANA considerations.

The third and the fourth octets of the route attribute contain the
length of the attribute value field in octets.

The remaining octets of the attribute represent the Attribute Val ue
and are interpreted according to the Attribute Flags and the
Attribute Type Code. The basic supported attribute types, their

val ues, and their uses are defined in this specification. These are
the attributes necessary for proper loop free operation of TRIP, both
inter-domain and intra-domain. Additional attributes nay be defined
in future docunments

4.3.2. Attribute Flags

It is clear that the set of attributes for TRIP will evolve over
time. Hence it is essential that nechanisns be provided to handle
attributes with unrecogni zed types. The handling of unrecognized
attributes is controlled via the flags field of the attribute.

Recogni zed attri butes should be processed according to their specific
definition.

The following are the attribute flags defined by this specification
Bi t Fl ag

0 Wl | - Known Fl ag

1 Transitive Flag

2 Dependent Fl ag

3 Partial Flag

4 Li nk-state Encapsul ated Fl ag
The high-order bit (bit 0) of the Attribute Flags octet is the Wll-
Known Bit. |t defines whether the attribute is not well-known (if
set to 1) or well-known (if set to 0). |Inplenentations are not

required to support not well-known attributes, but MJST support
wel | - known attributes.

The second high-order bit (bit 1) of the Attribute Flags octet is the
Transitive bit. It defines whether a not well-known attribute is
transitive (if set to 1) or non-transitive (if set to 0). For well-
known attributes, the Transitive bit MJST be zero on transnmt and
MJUST be ignored on receipt.

The third high-order bit (bit 2) of the Attribute Flags octet is the
Dependent bit. 1t defines whether a transitive attribute is
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dependent (if set to 1) or independent (if set to 0). For well-known
attributes and for non-transitive attributes, the Dependent bit is
irrelevant, and MJST be set to zero on transnit and MJST be ignored
on receipt.

The fourth high-order bit (bit 3) of the Attribute Flags octet is the
Partial bit. It defines whether the information contained in the not
wel | -known transitive attribute is partial (if set to 1) or conplete
(if set to 0). For well-known attributes and for non-transitive
attributes the Partial bit MJST be set to 0 on transmt and MJST be

i gnored on receipt.

The fifth high-order bit (bit 4) of the Attribute Flags octet is the
Li nk-state Encapsulation bit. This bit is only applicable to certain
attributes (Reachabl eRoutes and WthdrawnRout es) and determ nes the
encapsul ation of the routes within those attributes. |If this bit is
set, link-state encapsulation is used within the attribute.

O herwi se, standard encapsulation is used within the attribute. The
Li nk-state Encapsul ation technique is described in Section 4.3.2.4.
This flag is only valid on the Reachabl eRoutes and Wt hdrawnRout es
attributes. It MJIST be cleared on transnit and MJST be ignored on
receipt for all other attributes.

The other bits of the Attribute Flags octet are unused. They MJST be
zeroed on transmt and ignored on receipt.

4.3.2.1. Attribute Flags and Route Sel ection

Any recogni zed attribute can be used as input to the route selection
process, although the utility of sonme attributes in route selection
is mninal.

4.3.2.2. Attribute Flags and Route Di ssem nation

TRIP provides for two variations of transitivity due to the fact that
internedi ate LSs need not nodify the NextHopServer when propagating
routes. Attributes may be non-transitive, dependent transitive, or

i ndependent transitive. An attribute cannot be both dependent
transitive and i ndependent transitive.

Unr ecogni zed i ndependent transitive attributes nay be propagated by
any internediate LS. Unrecognized dependent transitive attributes
MAY only be propagated if the LS is NOT changi ng the next-hop server
The transitivity variations pernit sone unrecognized attributes to be
carried end-to-end (independent transitive), sonme to be carried

bet ween adj acent next-hop servers (dependent transitive), and other
to be restricted to peer LSs (non-transitive).
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An LS that passes an unrecogni zed transitive attribute to a peer MJST
set the Partial flag on that attribute. Any LS along a path MAY
insert a transitive attribute into a route. |f any LS except the
originating LS inserts a new i ndependent transitive attribute into a
route, then it MJST set the Partial flag on that attribute. |If any
LS except an LS that nodifies the NextHopServer inserts a new
dependent transitive attribute into a route, then it MJST set the
Partial flag on that attribute. The Partial flag indicates that not
every LS along the relevant path has processed and understood the
attribute. For independent transitive attributes, the "rel evant
path" is the path given in the AdvertisenentPath attribute. For
dependent transitive attributes, the relevant path consists only of
those donains thru which this object has passed since the

Next HopServer was |ast nodified. The Partial flag in an independent
transitive attribute MJUST NOT be unset by any other LS along the
path. The Partial flag in a dependent transitive attribute MJST be
reset whenever the NextHopServer is changed, but MJUST NOT be unset by
any LS that is not changi ng the NextHopServer

The rul es governing the addition of new non-transitive attributes are
defined i ndependently for each non-transitive attribute. Any
attribute MAY be updated by an LS in the path.

4.3.2.3. Attribute Flags and Route Aggregation

Each attribute defines howit is to be handl ed during route
aggr egati on.

The rul es governing the handling of unknown attributes are guided by
the Attribute Flags. Unrecognized transitive attributes are dropped
during aggregation. There should be no unrecognized non-transitive
attributes during aggregati on because non-transitive attributes nust
be processed by the local LS in order to be propagated.

4.3.2.4. Attribute Flags and Encapsul ati on
Nornmal |y attributes have the sinple fornmat as described in Section
4.3.1. If the Link-state Encapsulation Flag is set, then the two

additional fields are added to the attri bute header as shown in
Fi gure 9.
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0 1 2 3
01234567890123456789012345678901
I I . T +

| Attr. Flags |Attr. Type Code| Attr. Length
S S B TS S +
| Oiginator TRIP lIdentifier

. . e e +
| Sequence Number

. I . T +
| Attribute Value (variable)

S S B TS S +

Figure 9: Link State Encapsul ation

The Originator TRIP I D and Sequence Number are used to control the
floodi ng of routing updates within a collection of servers. These
fields are used to detect duplicate and old routes so that they are
not further propagated to other LSs. The use of these fields is
defined in Section 10. 1.

4.3.3. Mandatory Attributes

There are no Mandatory attributes in TRIP. However, there are

Condi tional Mandatory attributes. A conditional nandatory attribute
is an attribute, which MUST be included in an UPDATE nessage if

anot her attribute is included in that nessage. For exanple, if an
UPDATE nessage i ncludes a Reachabl eRoutes attribute, it MJIST include
an AdvertisenentPath attribute as well.

The three base attributes in TRIP are WthdrawnRout es,
Reachabl eRout es, and | TAD Topol ogy. Their presence in an UPDATE
message is entirely optional and i ndependent of any other attributes.

4.3.4. TRI P UPDATE Attributes

This section sunmarizes the attributes that may be carried in an
UPDATE nmessage. Attributes MJST appear in the UPDATE nessage in

i ncreasing order of the Attribute Type Code. Additional details are
provided in Section 5.

4.3.4.1. WthdrawnRout es
This attribute lists a set of routes that are being withdrawn from
service. The transmitting LS has deternined that these routes should

no | onger be advertised, and is propagating this information to its
peers.
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4,.3.4.2. Reachabl eRout es

This attribute lists a set of routes that are being added to service.
These routes will have the potential to be inserted into the Adj-
TRIBs-In of the receiving LS and the route selection process will be
applied to them

4.3.4.3. NextHopServer

This attribute gives the identity of the entity to which nessages
shoul d be sent along this routed path. It specifies the identity of
the next hop server as either a host domain nanme or an | P address.

It MAY optionally specify the UDP/ TCP port nunber for the next hop
signaling server. |If not specified, then the default port SHOULD be
used. The NextHopServer is specific to the set of destinations and
application protocol defined in the Reachabl eRoutes attribute. Note
that this is NOT necessarily the address to which nedia (voice,
video, etc.) should be transmitted, it is only for the application
protocol as given in the Reachabl eRoutes attribute.

4.3.4.4. Advertisenent Pat h

The AdvertisenmentPath is anal ogous to the AS PATH in BGP4 [3]. The
attribute records the sequence of dommins through which this

adverti senent has passed. The attribute is used to detect when the
routing advertisenent is looping. This attribute does NOT reflect
the path through which nessages following this route would traverse.
Since the next-hop need not be nodified by each LS, the actual path
to the destination nmight not have to traverse every domain in the
Adverti senent Pat h.

4.3.4.5. RoutedPath

The RoutedPath attribute is anal ogous to the AdvertisenentPath
attribute, except that it records the actual path (given by the Iist
of donmmins) *to* the destinations. Unlike AdvertisenentPath, which
is nodified each tine the route is propagated, RoutedPath is only
nmodi fi ed when the NextHopServer attribute changes. Thus, it records
the subset of the AdvertisenentPath which signaling nessages
following this particular route would traverse

4.3.4.6. Atoni cAggregate

The Atomi cAggregate attribute indicates that a route nay actually

i ncl ude domains not listed in the RoutedPath. If an LS, when
presented with a set of overlapping routes froma peer LS, selects a
| ess specific route without selecting the nore specific route, then
the LS MUST include the Atoni cAggregate attribute with the route. An

Rosenberg, et. al. St andards Track [ Page 21]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

LS receiving a route with an Atom cAggregate attri bute MUST NOT neke
the set of destinations nore specific when advertising it to other
LSs.

4.3.4.7. Local Preference

The Local Preference attribute is an intra-domain attribute used to
informother LSs of the local LS s preference for a given route. The
preference of a route is calculated at the ingress to a domain and
passed as an attribute with that route throughout the domain. O her
LSs within the same | TAD use this attribute in their route selection
process. This attribute has no significance between donai ns.

4.3.4.8. Multi ExitDi sc

There may be nore than one LS peering rel ationship between

nei ghbori ng domains. The MultiExitDisc attribute is used by an LS to
express a preference for one link between the domai ns over another
link between the domains. The use of the MultiExitDisc attribute is
controlled by l|ocal policy.

4.3.4.9. Communities

The Conmunities attribute is not a well-known attribute. It is used
to facilitate and sinplify the control of routing information by
groupi ng destinations into comunities.

4.3.4.10. | TAD Topol ogy

The I TAD topology attribute is an intra-domain attribute that is used
by LSs to indicate their intra-domain topology to other LSs in the
domai n.

4.3.4.11. ConvertedRoute

The ConvertedRoute attribute indicates that an internedi ate LS has
altered the route by changing the route’'s Application Protocol

4. 4. KEEPALI VE Message For mat

TRI P does not use any transport-based keep-alive nmechanismto
deternmine if peers are reachable. |Instead, KEEPALIVE nessages are
exchanged between peers often enough as not to cause the Hold Tiner
to expire. A reasonable maxi numtine between KEEPALI VE nessages
woul d be one third of the Hold Time interval. KEEPALIVE nessages
MUST NOT be sent nore than once every 3 seconds. An inplenentation
SHOULD adj ust the rate at which it sends KEEPALI VE nessages as a
function of the negotiated Hold Tine interval
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If the negotiated Hold Tine interval is zero, then periodi c KEEPALI VE
messages MUST NOT be sent.

The KEEPALI VE nessage consists of only a nmessage header and has a
I ength of 3 octets.

4.5. NOTI FI CATI ON Message For mat
A NOTI FI CATI ON nessage is sent when an error condition is detected.
The TRIP transport connection is closed i mediately after sending a
NOTI FI CATI ON nessage.

In addition to the fixed-size TRI P header, the NOTI FI CATI ON nessage
contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
S S RS S +
| Error Code | Error Subcode | Dat a (vari abl e)
R R oo o e oo +

Fi gure 10: TRI P NOTI FI CATI ON For mat

Error Code:
This 1-octet unsigned integer indicates the type of NOTI FI CATI O\
The followi ng Error Codes have been defi ned:

Error Code Synbol i ¢ Name Ref er ence
1 Message Header Error Section 6.1
2 OPEN Message Error Section 6.2
3 UPDATE Message Error Section 6.3
4 Hol d Ti mer Expired Section 6.5
5 Finite State Machine Error Section 6.6
6 Cease Section 6.7

Error Subcode:

This 1-octet unsigned integer provides nore specific infornmation
about the nature of the reported error. Each Error Code may have one
or nore Error Subcodes associated with it. |f no appropriate Error
Subcode is defined, then a zero (Unspecific) value is used for the
Error Subcode field.

Message Header Error Subcodes:

1 - Bad Message Length.
2 - Bad Message Type.
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OPEN Message Error Subcodes:

- Unsupported Version Nunmber.

- Bad Peer | TAD.

- Bad TRIP Identifier.
Unsupported Optional Paraneter.
- Unacceptable Hold Tine.

- Unsupported Capability.

- Capability M smatch.

~NOoO U WNPE
1

UPDATE Message Error Subcodes:
1 - Malformed Attribute List.

2 - Unrecogni zed Wl | -known Attri bute.
3 - Mssing Wll-known Mandatory Attribute.
4 - Attribute Flags Error.
5 - Attribute Length Error.
6 - Invalid Attribute.
Dat a:

This variable-length field is used to di agnose the reason for the
NOTI FI CATION. The contents of the Data field depend upon the Error
Code and Error Subcode.

Note that the length of the data can be determ ned fromthe nessage
length field by the fornula:

Data Length = Message Length - 5

The m ninum | ength of the NOTIFI CATI ON nessage is 5 octets (including
message header).

5. TRIP Attributes

This section provides details on the syntax and semantics of each
TRI P UPDATE attri bute.

5.1. Wt hdrawnRout es

Condi tional Mandatory: Fal se.

Required Fl ags: Well -known.

Potential Flags: Link-State Encapsul ation (when fl oodi ng).
TRI P Type Code: 1

The Wt hdrawnRoutes specifies a set of routes that are to be renoved

fromservice by the receiving LS(s). The set of routes MAY be enpty,
indicated by a length field of zero.

Rosenberg, et. al. St andards Track [ Page 24]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

5.1.1. Syntax of W thdrawnRoutes

The Wt hdrawnRoutes Attribute encodes a sequence of routes inits
value field. The format for individual routes is given in Section
5.1.1.1. The WthdrawnRoutes Attribute lists the individual routes
sequentially with no padding as shown in Figure 11. Each route
includes a length field so that the individual routes within the
attribute can be delineated.

Figure 11: Wt hdrawnRoutes For mat

5.1.1.1. Generic TRI P Route For mat

The generic format for a TRIP route is given in Figure 12.

0 1 2 3

01234567890123456789012345678901
T T S [ TS +
| Address Famly | Appl i cation Protocol
S S [ S +
| Length | Address (vari abl e)
R R oo o e oo +

Fi gure 12: Generic TRI P Route Format

Address Fanily

The address fanily field gives the type of address for the route.
Three address fanm lies are defined in this Section

Code Address Family

1 Deci mal Routing Nunbers

2 Pent aDeci nal Routing Numbers
3 E. 164 Nunbers

Thi s docunent reserves address family code 0. This docunent reserves
address fam |y codes 32768- 65535 for vendor-specific applications
(these are the codes with the first bit of the code value equal to
1). Additional address famlies may be defined in the future.

Assi gnnent of address family codes is controlled by | ANA  See
Section 13 for | ANA consi derations.
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Application Protocol
The application protocol gives the protocol for which this routing
table is maintained. The currently defined application protocols

are:
Code Pr ot oco
1 SIP
2 H. 323-H. 225.0-Q 931
3 H 323-H 225. 0- RAS
4 H. 323-H 225. 0- Annex- G

Thi s docunent reserves application protocol code 0. This docunent
reserves application protocol codes 32768-65535 for vendor-specific
applications (these are the codes with the first bit of the code
val ue equal to 1). Additional application protocols nay be defined
in the future. Assignment of application protocol codes is
controlled by ANA. See Section 13 for | ANA considerations.

Lengt h:
The length of the address field, in bytes.

Addr ess:

This is an address (prefix) of the famly type given by Address
Family. The octet length of the address is variable and is
deternmined by the length field of the route.

5.1.1.2. Decinmal Routing Nunbers

The Deci mal Routing Nunbers address famly is a super set of all

E. 164 nunbers, national nunbers, |ocal nunbers, and private nunbers.
It can also be used to represent the decimal routing nunbers used in
conjunction with Nunber Portability in some countries/regions. A set
of tel ephone nunbers is specified by a Decinmal Routing Number prefix.
Deci mal Routing Nunber prefixes are represented by a string of
digits, each digit encoded by its ASCI|I character representation
This routing object covers all phone nunbers starting with this
prefix. The syntax for the Decinmal Routing Nunber prefix is:

Deci mal - routi ng- nunber
decimal -digit
DECI MAL-DIG T

*deci mal -di gi t
DECIMAL-DIG T
n OII | n 1II | n 2II | n 3II | n 4II | n 5II | n 6II | n 7II | n 8II | n 9II

This DECI MAL Routing Nunber prefix is not bound in length. This
format is simlar to the format for a gl obal tel ephone nunber as
defined in SIP [8] without visual separators and without the "+"
prefix for international nunbers. This format facilitates efficient
conmpari son when using TRIP to route SIP or H323, both of which use
character based representati ons of phone nunbers. The prefix length

Rosenberg, et. al. St andards Track [ Page 26]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

is determned fromthe length field of the route. The type of
Deci mal Routing Nunber (private, local, national, or international)
can be deduced fromthe first fewdigits of the prefix.

5.1.1. 3. PentaDeci mal Routing Numbers

This address famly is used to represent PentaDeci mal Routing Nunbers
used in conjunction with Nunber Portability in sone
countries/regions. PentaDecimal Routing Nunber prefixes are
represented by a string of digits, each digit encoded by its ASCl
character representation. This routing object covers all routing
nunbers starting with this prefix. The syntax for the PentaDeci ma
Routi ng Nunber prefix is:

Pent aDeci mal - r out i ng- nuber
pent adeci mal -routi ng-di gi t
PENTADECI MAL-DIG T

*pent adeci mal - di gi t
PENTADECI MAL-DIG T
o[ ML M2t M3t M4t 5| 6" " T
"gr|tot|"A "B |"C'|"D'|"E"

Note the difference in al phabets between Deci mal Routing Numbers and
Pent aDeci mal Routing Numbers. A PentaDecinmal Routing Nunber prefix
is not bound in | ength.

Note that the address fanmily, which suits the routing nunbers of a
specific country/regi on depends on the al phabets used for routing
nunmbers in that country/region. For exanple, North American routing
nunmbers SHOULD use the Deci mal Routing Nunbers address fanmily
because their al phabet is limted to the digits "0" through "9"

Anot her exanple, in nost European countries routing nunbers use the
al phabet "0" through "9" and "A" through "E", and hence these
countries SHOULD use the PentaDecimal Routing Nunbers address fanily

5.1.1. 4. E. 164 Nunbers

The E. 164 Nunbers address famly is dedicated to fully qualified

E. 164 nunbers. A set of tel ephone nunbers is specified by a E. 164
prefix. E. 164 prefixes are represented by a string of digits, each
digit encoded by its ASCII character representation. This routing
obj ect covers all phone nunbers starting with this prefix. The
syntax for the E 164 prefix is:

E164- nunber = *el64-digit
E164-digit = E164-DIG T
E164_ DI G T = n OII | n lll | n 2I| | n 3I| | n 4I| | n 5I| | n 6I| | n 7|| | n 8I| | n 9I|
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This format facilitates efficient conparison when using TRIP to route
SIP or H323, both of which use character based representations of
phone nunmbers. The prefix length is deternmined fromthe length field
of the route.

The E. 164 Nunbers address fanily and the Deci nal Routing Nunbers
address fam |y have the sane al phabet. The E. 164 Nunbers address
fam |y SHOULD be used whenever possible. The Decinmal Routing Numbers
address fanmily can be used in case of private nunbering plans or
applications that do not desire to advertise fully expanded, fully
qualified tel ephone nunbers. [If Decinmal Routing Nunbers are used to
advertise non-fully qualified prefixes, the prefixes may have to be
mani pul ated (e.g. expanded) at the boundary between | TADs. This adds
significant conplexity to the | TAD-Border LS, because, it has to map
the prefixes fromthe format used in its own ITAD to the format used
in the peer |TAD.

5. 2. Reachabl eRout es
Condi tional Mandatory: Fal se.
Required Fl ags: Well -known.
Potential Flags: Link-State Encapsul ation (when fl oodi ng).
TRI P Type Code: 2
The Reachabl eRoutes attribute specifies a set of routes that are to
be added to service by the receiving LS(s). The set of routes MAY be
enpty, as indicated by setting the length field to zero.
5.2.1. Syntax of Reachabl eRoutes

The Reachabl eRoutes Attribute has the sane syntax as the
W thdrawnRoutes Attribute. See Section 5.1.1.

5.2.2. Route Oigination and Reachabl eRout es
Routes are injected into TRIP by a nethod outside the scope of this
specification. Possible nethods include a front-end protocol, an
intra-domain routing protocol, or static configuration

5.2.3. Route Selection and Reachabl eRout es
The routes in Reachabl eRoutes are necessary for route sel ection

5.2.4. Aggregation and Reachabl eRout es

To aggregate multiple routes, the set of Reachabl eRoutes to be
aggregated MJUST conmbine to forma |less specific set.
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There is no nechanismwithin TRIP to comuni cate that a particul ar
address prefix is not used and thus that these addresses could be
ski pped during aggregation. LSs MAY use nethods outside of TRIP to
learn of invalid prefixes that nmay be ignored during aggregation

If an LS advertises an aggregated route, it MJST include the
At om cAggregate attribute.

5.2.5. Route Dissem nation and Reachabl eRout es

The Reachabl eRoutes attribute is reconputed at each LS except where
flooding is being used (e.g., within a donmain). It is therefore
possi ble for an LS to change the Application Protocol field of a
route before advertising that route to an external peer

If an LS changes the Application Protocol of a route it advertises,
it MIUST include the ConvertedRoute attribute in the UPDATE nessage.

5.2.6. Aggregation Specifics for Decimal Routing Nunbers, E.164 Nunbers,
and Pent aDeci mal Routing Nunbers

An LS that has routes to all valid nunbers in a specific prefix
SHOULD advertise that prefix as the Reachabl eRoutes, even if there
are nore specific prefixes that do not actually exist on the PSTN
Cenerally, it takes 10 Deci mal Routing/E. 164 prefixes, or 15

Pent aDeci mal Routing prefixes, of length n to aggregate into a prefix
of length n-1. However, if an LS is aware that a prefix is an

i nvalid Deci mal Routing/E.164 prefix, or PentaDecimal Routing prefix,
then the LS MAY aggregate by skipping this prefix. For example, if
the Decimal Routing prefix 19191 is known not to exist, then an LS
can aggregate to 1919 without 19191. A prefix representing an
invalid set of PSTN destinations is sonetines referred to as a

"bl ack-hole." The nethod by which an LS is aware of black-holes is
not within the scope of TRIP, but if an LS has such know edge, it can
use the know edge when aggregati ng.

5. 3. Next HopServer

Condi tional Mandatory: True (if Reachabl eRoutes and/or
Wt hdrawnRoutes attribute is present).

Requi red Fl ags: Wel |l -known.

Potential Flags: None.

TRI P Type Code: 3.
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Gven a route with application protocol A and destinations D, the
Next HopServer indicates to the next-hop that nessages of protocol A
destined for D should be sent to it. This may or nmay not represent
the ultimte destination of those nessages.

5.3. 1. Next HopServer Syntax
For generality, the address of the next-hop server may be of various
types (domain nane, |Pv4, |Pv6, etc). The NextHopServer attribute
i ncludes the | TAD nunber of next-hop server, a length field, and a
next - hop nanme or address.

The syntax for the NextHopServer is given in Figure 13.

0 1 2 3
01234567890123456789012345678901
S S B TS S +
| Next Hop | TAD

R R ook o e e +
| Length | Server (vari able)
S S o e e oo oo +

Fi gure 13: Next HopServer Syntax

The Next-Hop | TAD i ndi cates the domain of the next-hop. Length field
gi ves the nunber of octets in the Server field, and the Server field
contains the nanme or address of the next-hop server. The server
field is represented as a string of ASCII characters. It is defined
as follows:

Server = host [":" port ]
host =< Alegal Internet host donai n name
or an | Pv4 address using the textual representation
defined in Section 2.1 of RFC 1123 [9]
or an I Pv6 address using the textual representation
defined in Section 2.2 of RFC 2373 [10]. The |IPv6
address MJST be enclosed in "[" and "]"
characters. >
port =*DAT

If the port is enpty or not given, the default port is assunmed (e.g.
port 5060 if the application protocol is SIP)

5.3.2. Route Origination and Next HopServer
When an LS originates a routing object into TRIP, it MJST include a

Next HopServer within its domain. The NextHopServer could be an
address of the egress gateway or of a signaling proxy.
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5.3.3. Route Selection and Next HopServer

LS policy may prefer certain next-hops or next-hop domai ns over
ot hers.

5.3.4. Aggregation and Next HopServer

When aggregating multiple routing objects into a single routing
object, an LS MJUST insert a new signaling server fromwthinits
domai n as the new Next HopServer unless all of the routes being
aggr egat ed have the sane next-hop

5.3.5. Route Dissenination and Next HopServer

When propagating routing objects to peers, an LS nmay choose to insert
a signaling proxy within its domain as the new next-hop, or it may

| eave the next-hop unchanged. |Inserting a new next-hop will cause
the signaling nessages to be sent to that address, and will provide
finer control over the signaling path. Leaving the next-hop
unchanged will yield a nore efficient signaling path (fewer hops).

It is a local policy decision of the LS to deci de whether to
propagate or change the Next HopServer.

5.4. Advertisenent Path

Condi tional Mandatory: True (if Reachabl eRoutes and/or
Wt hdrawnRoutes attribute is present).

Required Fl ags: Well -known.

Potenti al Flags: None.

TRI P Type Code: 4.

This attribute identifies the | TADs through which routing infornmation
carried in an advertisenment has passed. The AdvertisenentPath
attribute is anal ogous to the AS PATH attribute in BGP. The
attributes differ in that BG» s AS PATH also reflects the path to the
destination. In TRIP, not every domain need nodify the next-hop, so
the AdvertisenentPath may include many nore hops than the actual path
to the destination. The RoutedPath attribute (Section 5.5) reflects
the actual signaling path to the destination

5.4.1. AdvertisenentPath Syntax
AdvertisenmentPath is a variable length attribute that is conposed of
a sequence of | TAD path segnents. Each |ITAD path segnent is
represented by a type-length-value triple.

The path segment type is a 1l-octet long field with the follow ng
val ues defi ned:
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Val ue Segrment Type

1 AP_SET: unordered set of ITADs a route in the
adverti senent nessage has traversed

2 AP_SEQUENCE: ordered set of ITADs a route in

the adverti sement nessage has traversed

The path segnent length is a 1-octet long field containing the nunber
of ITADs in the path segnent value field.

The path segnment value field contains one or nore | TAD nunbers, each
encoded as a 4-octets long field. |TAD nunbers uniquely identify an
I nternet Tel ephony Adninistrative Domain, and nust be obtained from
| ANA. See Section 13 for procedures to obtain an | TAD nunber from

I ANA.

5.4.2. Route Oigination and Adverti senent Pat h
When an LS originates a route then

- The originating LS shall include its own | TAD nunber in the
AdvertisenentPath attribute of all advertisenents sent to LSs
| ocated in neighboring I TADs. In this case, the | TAD nunber of
the originating LS s ITADw Il be the only entry in the
AdvertisenentPath attri bute.

- The originating LS shall include an enpty AdvertisenentPath
attribute in all advertisenents sent to LSs located in its own
| TAD. An enpty AdvertisenentPath attribute is one whose length
field contains the value zero

5.4.3. Route Selection and Adverti senent Path
The AdvertisenentPath nmay be used for route selection. Possible
criteria to be used are the nunber of hops on the path and the

presence or absence of particular |1 TADs on the path.

As discussed in Section 10, the AdvertisenentPath is used to prevent

routing information fromlooping. |If an LS receives a route with its
own | TAD already in the AdvertisenentPath, the route MJST be
di scarded

5.4.4. Aggregation and Advertisenent Path
The rules for aggregating AdvertisenentPath attributes are given in

the followi ng sections, where the term"path" used in Section 5.4.4.1
and 5.4.4.2 is understood to mean Adverti senent Pat h.
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5.4.4.1. Aggregating Routes with Identical Paths

If all routes to be aggregated have identical path attributes, then
the aggregated route has the sane path attribute as the individua
rout es.

5.4.4.2. Aggregating Routes with Different Paths

For the purpose of aggregating path attributes we nodel each | TAD
within the path as a pair <type, value> where "type" identifies a
type of the path segment (AP_SEQUENCE or AP_SET), and "value" is the
| TAD nunmber. Two | TADs are said to be the same if their
correspondi ng <type, value> are the sane.

If the routes to be aggregated have different path attributes, then
the aggregated path attribute shall satisfy all of the follow ng
condi tions:

- Al pairs of the type AP_SEQUENCE in the aggregated path MJST
appear in all of the paths of routes to be aggregated.

- Al pairs of the type AP_SET in the aggregated path MJST appear
in at least one of the paths of the initial set (they may
appear as either AP_SET or AP_SEQUENCE types).

- For any pair X of the type AP_SEQUENCE that precedes pair Y in
the aggregated path, X precedes Y in each path of the initia
set that contains Y, regardl ess of the type of Y.

- No pair with the sane val ue shall appear nore than once in the
aggregated path, regardl ess of the pair’s type.

An i npl enentation may choose any algorithmthat conforns to these
rules. At a mnimum a conformant inplenentation MJST be able to
performthe following algorithmthat neets all of the above

condi tions:

- Determne the | ongest |eading sequence of tuples (as defined
above) common to all the paths of the routes to be aggregated.
Make this sequence the |eading sequence of the aggregated path.

- Set the type of the rest of the tuples fromthe paths of the
routes to be aggregated to AP_SET, and append themto the
aggr egat ed pat h.

- |If the aggregated path has nore than one tuple with the sane
val ue (regardl ess of tuple’'s type), elimnate all but one such
tuple by deleting tuples of the type AP_SET from the aggregated
pat h.

An inplenentation that chooses to provide a path aggregation

algorithmthat retains significant amounts of path information may
wi sh to use the procedure of Section 5.4.4.3.
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5.4.4.3. Exanple Path Aggregation Al gorithm
An exanple algorithmto aggregate two paths works as foll ows:

- ldentify the I TADs (as defined in Section 5.4.1) wthin each
path attribute that are in the sane relative order within both
path attributes. Two ITADs, X and Y, are said to be in the
sane order if either X precedes Y in both paths, or if Y
precedes X in both paths.

- The aggregated path consists of |ITADs identified in (a) in
exactly the sane order as they appear in the paths to be
aggregated. |If two consecutive |ITADs identified in (a) do not
i medi ately foll ow each other in both of the paths to be
aggregated, then the intervening | TADs (I TADs that are between
the two consecutive | TADs that are the sane) in both attributes
are conbined into an AP_SET path segnent that consists of the
intervening | TADs from both paths; this segnment is then placed
in between the two consecutive I TADs identified in (a) of the
aggregated attribute. |If two consecutive | TADs identified in
(a) inediately follow each other in one attribute, but do not
follow in another, then the intervening | TADs of the latter are
conmbined into an AP_SET path segment; this segnent is then
pl aced in between the two consecutive |ITADs identified in (a)
of the aggregated path.

If as a result of the above procedure a given | TAD nunber appears
nmore than once within the aggregated path, all but the last instance
(rightnost occurrence) of that |TAD nunber should be renmoved fromthe
aggr egat ed pat h.

5.4.5. Route Dissem nation and Adverti senent Path

Wien an LS propagates a route which it has |earned from anot her LS,
it shall nmodify the route’s AdvertisenentPath attribute based on the
| ocation of the LS to which the route will be sent.

- When a LS advertises a route to another LS located in its own
| TAD, the advertising LS MUST NOT nodify the AdvertisenentPath
attribute associated with the route.

- \When a LS advertises a route to an LS located in a nei ghboring
| TAD, then the advertising LS MIST update the Adverti senent Pat h
attribute as follows:
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* |f the first path segnent of the AdvertisenentPath is of
type AP_SEQUENCE, the | ocal systemshall prepend its own
| TAD number as the |l ast element of the sequence (put it in
the | eftnost position).

* |f the first path segnent of the AdvertisenentPath is of
type AP_SET, the local systemshall prepend a new path
segrment of type AP_SEQUENCE to the Advertisenent Path,
including its own | TAD nunber in that segment.

5.5. RoutedPath

Condi ti onal Mandatory: True

(i f Reachabl eRoutes attribute is present).
Required Fl ags: Well -known.

Potential Flags: None.

TRI P Type Code: 5.

This attribute identifies the | TADs through whi ch nessages sent using
this route would pass. The ITADs in this path are a subset of those
in the Adverti senent Pat h.

5.5.1. RoutedPat h Synt ax

The syntax of the RoutedPath attribute is the sanme as that of the
AdvertisenentPath attribute. See Section 5.4.1

5.5.2. Route Origination and Rout edPath

When an LS originates a route it MJST include the RoutedPath
attribute.

- The originating LS shall include its own | TAD nunber in the
Rout edPat h attribute of all advertisenents sent to LSs |ocated
in neighboring I TADs. In this case, the | TAD nunber of the
originating LS s ITADwill be the only entry in the RoutedPath
attribute.

- The originating LS shall include an enpty RoutedPath attribute
in all advertisenents sent to LSs located in its own | TAD. An
enpty RoutedPath attribute is one whose |length field contains
t he val ue zero

5.5.3. Route Sel ection and RoutedPath
The RoutedPath MAY be used for route selection, and in nost cases is
preferred over the AdvertisenentPath for this role. Sone possible

criteria to be used are the nunber of hops on the path and the
presence or absence of particular | TADs on the path.
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5.5.4. Aggregation and Rout edPat h

The rules for aggregating RoutedPath attributes are given in Section
5.4.4.1 and 5.4.4.2, where the term"path" used in Section 5.4.4.1
and 5.4.4.2 is understood to nean RoutedPat h.

5.5.5. Route Dissem nation and RoutedPat h

Wien an LS propagates a route that it |earned fromanother LS, it
nodi fies the route’s RoutedPath attri bute based on the | ocation of
the LS to which the route is sent.

- When an LS advertises a route to another LS located in its own
| TAD, the advertising LS MUST NOT nodify the RoutedPath
attribute associated with the route.

- |If the LS has not changed the NextHopServer attribute, then the
LS MUST NOT change the RoutedPath attribute.

- Oherwi se, the LS changed the NextHopServer and is advertising
the route to an LS in another |ITAD. The advertising LS MJUST
update the RoutedPath attribute as foll ows:

* |If the first path segnent of the RoutedPath is of type
AP_SEQUENCE, the |l ocal systemshall prepend its own | TAD
nunber as the |last elenment of the sequence (put it in the
| ef t nost position).

* |f the first path segnent of the RoutedPath is of type
AP_SET, the |l ocal systemshall prepend a new path segnent of
type AP_SEQUENCE to the RoutedPath, including its own | TAD
nunber in that segnent.

5.6. Aton cAggregate

Condi ti onal Mandatory: Fal se.
Requi red Fl ags: Wel |l -known.
Potential Flags: None.

TRI P Type Code: 6.

The Atomi cAggregate attribute indicates that a route nay traverse
domains not listed in the RoutedPath. |If an LS, when presented with
a set of overlapping routes froma peer LS, selects the |less specific
route without selecting the nore specific route, then the LS includes
the Atoni cAggregate attribute with the routing object.

5.6.1. Atonm cAggregate Syntax

This attribute has length zero (0); the value field is enpty.
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5.6.2. Route Oigination and Atom cAggregate
Routes are never originated with the Atom cAggregate attribute.
5.6.3. Route Selection and Atoni cAggregate

The Atoni cAggregate attribute may be used in route selection - it
i ndi cates that the RoutedPath may be inconplete.

5.6.4. Aggregation and Atoni cAggregate

If any of the routes to aggregate has the Atom cAggregate attribute,
then so MJST the resultant aggregate.

5.6.5. Route Dissenination and Atoni cAggregate

If an LS, when presented with a set of overlapping routes froma peer
LS, selects the less specific route (see Section 0) without selecting
the nore specific route, then the LS MJST include the Atoni cAggregate
attribute with the routing object (if it is not already present).

An LS receiving a routing object with an Atomi cAggregate attribute
MUST NOT meke the set of destinations nore specific when advertising
it to other LSs, and MJUST NOT renove the attribute when propagating
this object to a peer LS.

5.7. Local Preference

Condi ti onal Mandatory: Fal se.
Required Fl ags: Well -known.
Potential Flags: None.

TRI P Type Code: 7.

The Local Preference attribute is only used intra-domain, it indicates
the local LS s preference for the routing object to other LSs wthin
the sanme domain. This attribute MIUST NOT be included when

communi cating to an LS in another domain, and MJST be included over

i ntra-domain |inks.

5.7.1. Local Preference Syntax

The Local Preference attribute is a 4-octet unsigned nuneric value. A
hi gher val ue indi cates a hi gher preference.
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5.7.2. Route Oigination and Local Preference

Routes MUST NOT be originated with the Local Preference attribute to
i nter-domain peers. Routes to intra-domain peers MJST be ori gi nated
with the Local Preference attribute.

5.7.3. Route Selection and Local Preference

The Local Preference attribute allows one LS in a domain to calculate
a preference for a route, and to conmmunicate this preference to other
LSs within the domain.

5.7.4. Aggregation and Local Preference
The Local Preference attribute is not affected by aggregation
5.7.5. Route Dissem nation and Local Preference

An LS MUST include the Local Preference attribute when conmuni cati ng
with peer LSs within its own domain. An LS MJUST NOT include the
Local Preference attribute when conmunicating with LSs in other

domai ns. Local Preference attributes received frominter-domain peers
MUST be i gnor ed.

5.8. MultiExitDi sc

Condi ti onal Mandatory: Fal se.
Required Fl ags: Well -known.
Potenti al Flags: None.

TRI P Type Code: 8.

When two | TADs are connected by nore than one set of peers, the

Miulti ExitDisc attribute may be used to specify preferences for routes

recei ved over one of those links versus routes received over other

links. The MultiExitDi sc paraneter is used only for route selection
5.8.1. MultiExitDi sc Syntax

The Multi ExitDisc attribute carries a 4-octet unsigned nuneric val ue
A higher value represents a nore preferred routing object.

5.8.2. Route Oigination and Miulti ExitDi sc
Routes originated to intra-donain peers MJST NOT be originated with

the MultiExitDisc attribute. Wen originating a route to an inter-
domain peer, the MiltiExitDisc attribute may be included
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5.8.3. Route Selection and Multi ExitDi sc

The Multi ExitDisc attribute is used to express a preference when
there are multiple Iinks between two domains. |If all other factors
are equal, then a route with a higher Multi ExitDisc attribute is
preferred over a route with a lower Milti ExitDisc attribute

5.8.4. Aggregation and MiltiExitDi sc

Routes with differing Miulti ExitDi sc paraneters MJST NOT be
aggregated. Routes with the same value in the MiltiExitDi sc
attribute MAY be aggregated and the sane Multi ExitDisc attribute
attached to the aggregated object.

5.8.5. Route Dissem nation and Miulti Exi t Di sc

If received froma peer LS in another domain, an LS MAY propagate the
Multi ExitDisc to other LSs within its domain. The MiltiExitDisc
attribute MJUST NOT be propagated to LSs in other donains.

An LS may add the Miulti ExitDi sc attribute when propagating routing
objects to an LS in another domain. The inclusion of the

Multi ExitDisc attribute is a matter of policy, as is the value of the
attri bute.

5.9. Comunities

Condi ti onal Mandatory: Fal se.

Required Fl ags: Not Well-Known, |ndependent Transitive.
Potential Flags: None.

TRI P Type Code: 9.

A comunity is a group of destinations that share some conmon
property.

The Conmunities attribute is used to group destinations so that the
routi ng decision can be based on the identity of the group. Using
the Conmunities attribute should significantly sinplify the
distribution of routing information by providing an administratively
defined aggregation unit.

Each | TAD admini strator nay define the comunities to which a
particul ar route belongs. By default, all routes belong to the
general Internet Tel ephony comunity.

As an exanple, the Communities attribute could be used to define an

al liance between a group of Internet Tel ephony service providers for
a specific subset of routing information. In this case, nenbers of
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that alliance would accept only routes for destinations in this group
that are advertised by other nenbers of the alliance. O her
destinations would be nore freely accepted. To achieve this, a
menber would tag each route with a designated Community attribute

val ue before dissemnating it. This relieves the nenbers of such an
alliance, fromthe responsibility of keeping track of the identities
of all other menbers of that alliance.

Anot her exanpl e use of the Conmmunities attribute is with aggregation
It is often useful to advertise both the aggregate route and the
conmponent nore-specific routes that were used to formthe aggregate.
These information conponents are only useful to the neighboring TRI P
peer, and perhaps the | TAD of the neighboring TRIP peer, so it is
desirable to filter out the conponent routes. This can be achi eved
by specifying a Conmunity attribute value that the nei ghboring peers
will match and filter on. That way it can be assured that the nore
specific routes will not propagate beyond their desired scope.

5.9.1. Syntax of Comunities

The Conmunities attribute is of variable length. It consists of a
set of 8-octet val ues, each of which specifies a conmunity. The
first 4 octets of the Conmunity value are the Conmunity | TAD Nunber
and the next 4 octets are the Comunity |ID

0 1 2 3
01234567890123456789012345678901
T T S [ TS +
| Community | TAD Nunber 1

S S [ S +
| Community ID 1

R R oo o e oo +
|+ --------------- T S [ TS +

Figure 14: Conmunities Syntax
For admi nistrative assignnment, the follow ng assunptions may be nade:

The Conmunity attribute values starting with a Cormunity | TAD
Number of O0x00000000 are hereby reserved.

The following communities have gl obal significance and their

operation MJST be inplemented in any Conmunity attribute-aware TRI P
LS.
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- NO _EXPORT (Comunity | TAD Nunber = 0x00000000 and Comunity ID
= OxFFFFFF01). Any received route with a community attribute
containing this value MIST NOT be advertised outside of the
receiving TRI P | TAD.

O her comunity val ues MJUST be encoded using an | TAD nunber in the
four nost significant octets. The senmantics of the final four octets
(the Community ID octets) may be defined by the | TAD (e.g., |TAD 690
may define research, educational, and conmercial comunity |IDs that
may be used for policy routing as defined by the operators of that

| TAD) .

5.9.2. Route Oigination and Communities

The Conmunities attribute is not well-known. |f a route has a
Conmunities attribute associated with it, the LS MJST i ncl ude that
attribute in the advertisement it originates

5.9.3. Route Selection and Conmunities

The Conmunities attribute may be used for route selection. A route
that is a nmenber of a certain conmunity nay be preferred over another
route that is not a nenber of that community. Likew se, routes

wi thout a certain comunity value nay be excluded from consideration

5.9.4. Aggregation and Comunities

If a set of routes is to be aggregated and the resultant aggregate
does not carry an Atom c_Aggregate attribute, then the resulting
aggregat e should have a Communities attribute that contains the union
of the Community attributes of the aggregated routes.

5.9.5. Route Dissem nation and Conmuni ties

An LS may mani pul ate the Conmunities attribute before di ssem nating a
route to a peer. Community attribute manipulation may include addi ng
comrmunities, renoving comunities, adding a Conmunities attribute (if
none exists), deleting the Communities attribute, etc.

5.10. | TAD Topol ogy
Condi ti onal Mandatory: Fal se.
Required Fl ags: Well-known, Link-State encapsul at ed.

Potential Flags: None.
TRI P Type Code: 10.
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Wthin an | TAD, each LS nmust know the status of other LSs so that LS
failure can be detected. To do this, each LS advertises its interna
topology to other LSs within the domain. Wen an LS detects that
another LS is no |onger active, the information sourced by that LS
can be deleted (the Adj-TRIB-In for that peer may be cleared). The
| TAD Topol ogy attribute is used to conmunicate this information to
other LSs within the domain.

An LS MUST send a topology update each tinme it detects a change in
its internal peer set. The topology update may be sent in an UPDATE

message by itself or it may be piggybacked on an UPDATE nmessage which

i ncl udes Reachabl eRout es and/ or Wt hdr awnRout es i nf ormati on

When an LS receives a topology update froman internal LS, it MJST
recal cul ate which LSs are active within the I TAD via a connectivity
al gorithmon the topol ogy.

5.10.1. | TAD Topol ogy Syntax

The | TAD Topol ogy attribute indicates the LSs with which the LS is
currently peering. The attribute consists of alist of the TRIP
Identifiers with which the LS is currently peering, the format is
given in Figure 15. This attribute MJST use the link-state
encapsul ati on as defined in Section 4.3.2.4.

0 1 2 3
01234567890123456789012345678901
T T S [ TS +
| TRIP Identifier 1
S S [ S +
| TRIP Identifier 2
R R oo o e oo +

Fi gure 15: | TAD Topol ogy Synt ax
5.10.2. Route Origination and | TAD Topol ogy

The | TAD Topol ogy attribute is independent of any routes in the

UPDATE. Wienever the set of internal peers of an LS changes, it MJST

create an UPDATE with the | TAD Topol ogy Attribute included listing
the current set of internal peers. The LS MJST include this
attribute in the first UPDATE it sends to a peer after the peering
session is established.
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5.10.3. Route Selection and | TAD Topol ogy

This attribute is independent of any routing information in the
UPDATE. Wien an LS receives an UPDATE with an | TAD Topol ogy
attribute, it MJST conpute the set of LSs currently active in the
domain by performng a connectivity test on the | TAD topol ogy as
given by the set of originated | TAD Topol ogy attributes. The LS MJST
locally purge the Adj-TRIB-In for any LS that is no longer active in
the domain. The LS MJUST NOT propagate this purging information to
other LSs as they will make a simlar decision

5.10. 4. Aggregation and | TAD Topol ogy
This information i s not aggregated.
5.10.5. Route Dissem nation and | TAD Topol ogy

An LS MUST ignore the attribute if received froma peer in another
domain. An LS MJUST NOT send this attribute to an inter-domain peer

5.11. ConvertedRoute

Condi ti onal Mandatory: Fal se.
Required Fl ags: Well -known.
Potential Flags: None.

TRI P Type Code: 12.

The ConvertedRoute attribute indicates that an internediate LS has
altered the route by changing the route’s Application Protocol. For
exanple, if an LS receives a route with Application Protocol X and
changes the Application Protocol to Y before advertising the route to
an external peer, the LS MJUST include the ConvertedRoute attribute.
The attribute is an indication that the advertised application
protocol will not be used end-to-end, i.e., the information
advertised about this route is not conplete.

5.11.1. ConvertedRoute Syntax
This attribute has length zero (0); the value field is enpty.
5.11.2. Route Origination and ConvertedRoute

Routes are never originated with the ConvertedRoute attribute.
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5.11. 3. Route Sel ection and ConvertedRoute

The ConvertedRoute attribute may be used in route selection - it
i ndi cates that advertised routing information is not conplete.

5.11. 4. Aggregation and ConvertedRoute

If any of the routes to aggregate has the ConvertedRoute attribute,
then so MUST the resultant aggregate.

5.11.5. Route Di ssem nation and ConvertedRoute

If an LS changes the Application Protocol of a route before
advertising the route to an external peer, the LS MIST include the
ConvertedRoute attri bute.

5.12. Considerations for Defining New TRIP Attributes

Any proposal for defining new TRIP attributes should specify the
fol | owi ng:

- the use of this attribute,

- the attribute s flags,

- the attribute s syntax,

- howthe attribute works with route origination

- howthe attribute works with route aggregation, and

- how the attribute works with route di ssenination and the
attribute’s scope (e.g., intra-domain only |ike
Local Pref erence)

I ANA wi || manage the assignnment of TRIP attribute type codes to new
attributes

6. TRIP Error Detection and Handling

This section describes errors to be detected and the actions to be
taken whil e processing TRI P nessages.

Wien any of the conditions described here are detected, a
NOTI FI CATI ON nessage with the indicated Error Code, Error Subcode,
and Data fields MJIST be sent, and the TRI P connecti on MJST be cl osed.
If no Error Subcode is specified, then a zero Subcode MJUST be used.

The phrase "the TRI P connection is closed" neans that the transport
protocol connection has been closed and that all resources for that
TRI P connecti on have been de-allocated. |f the connection was

inter-domain, then routing table entries associated with the renote
peer MJUST be marked as invalid. Routing table entries MJST NOT be
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marked as invalid if an internal peering session is terninated. The
fact that the routes have been marked as invalid is passed to other
TRI P peers before the routes are deleted fromthe system

Unl ess specified explicitly, the Data field of the NOTIFI CATI ON
nmessage that is sent to indicate an error MJST be enpty.

6.1. Message Header Error Detection and Handling

Al'l errors detected while processing the Message Header are indicated
by sendi ng the NOTI FI CATI ON nessage with the Error Code Message
Header Error. The Error Subcode el aborates on the specific nature of
the error. The error checks in this section MJUST be perforned by
each LS upon receipt of every nessage

If the Length field of the message header is less than 3 or greater
than 4096, or if the Length field of an OPEN nessage is less than the
m ni mum | ength of the OPEN nessage, or if the Length field of an
UPDATE nessage is |l ess than the mnimum Il ength of the UPDATE nessage,
or if the Length field of a KEEPALI VE nessage is not equal to 3, or
if the Length field of a NOTIFI CATI ON nmessage is | ess than the

m ni mum | engt h of the NOTIFI CATI ON nessage, then the Error Subcode
MUST be set to Bad Message Length. The Data field contains the
erroneous Length field.

If the Type field of the nmessage header is not recogni zed, then the
Error Subcode MJST be set to "Bad Message Type." The Data field
contains the erroneous Type field.

6.2. OPEN Message Error Detection and Handling

Al'l errors detected while processing the OPEN nessage are indicated
by sending the NOTI FI CATI ON nessage with the Error Code "OPEN Message
Error." The Error Subcode el aborates on the specific nature of the
error. The error checks in this section MJST be performed by each LS
upon recei pt of every OPEN nessage.

I f the version nunber contained in the Version field of the received
OPEN nessage is not supported, then the Error Subcode MJST be set to
"Unsupported Version Number." The Data field is a 1-octet unsigned
i nteger, which indicates the largest |ocally supported version
nunber, which is less than the version of the renote TRIP peer bid
(as indicated in the recei ved OPEN nessage).

If the ITAD field of the OPEN nessage is unacceptable, then the Error

Subcode MUST be set to "Bad Peer |ITAD." The determ nation of
acceptabl e | TAD nunbers is outside the scope of this protocol
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If the Hold Tinme field of the OPEN nessage i s unacceptable, then the
Error Subcode MJST be set to "Unacceptable Hold Tine." An

i mpl erent ati on MJUST reject Hold Tinme values of one or two seconds.

An inplenentation MAY reject any proposed Hold Tinme. An

i npl ementation that accepts a Hold Tinme MJST use the negotiated val ue
for the Hold Time.

If the TRIP Identifier field of the OPEN nessage is not valid, then
the Error Subcode MUST be set to "Bad TRIP ldentifier." A TRIP
identifier is 4-octets in length and can take any value. An LS
considers the TRIP Identifier invalid if it already has an open
connection with another peer LS that has the sane | TAD and TRI P

| dentifier.

Any two LSs within the sane | TAD MUST NOT have equal TRIP ldentifier
values. This restriction does not apply to LSs in different |TADs
since the purpose is to uniquely identify an LS using its TRIP
Identifier and its | TAD nunber.

If one of the Optional Paranmeters in the OPEN nmessage i s not
recogni zed, then the Error Subcode MJST be set to "Unsupported
Optional Paraneters.”

If the Optional Paraneters of the OPEN nessage include Capability
Information with an unsupported capability (unsupported in either
capability type or value), then the Error Subcode MJST be set to
"Unsupported Capability," and the entirety of the unsupported
capabilities MIJST be listed in the Data field of the NOTI FI CATI ON
nessage.

If the Optional Paraneters of the OPEN nessage include Capability

I nformation whi ch does not match the receiving LS s capabilities,
then the Error Subcode MJUST be set to "Capability Msnmatch," and the
entirety of the mismatched capabilities MIST be listed in the Data
field of the NOTIFI CATI ON nessage.

6.3. UPDATE Message Error Detection and Handling

Al'l errors detected while processing the UPDATE nessage are indicated
by sendi ng the NOTI FI CATI ON nessage with the Error Code "UPDATE
Message Error." The Error Subcode el aborates on the specific nature
of the error. The error checks in this section MJUST be perforned by
each LS upon receipt of every UPDATE nessage. These error checks
MUST occur before fl ooding procedures are invoked with interna

peers.
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I f any recogni zed attribute has Attribute Flags that conflict with
the Attribute Type Code, then the Error Subcode MJUST be set to
"Attribute Flags Error." The Data field contains the erroneous
attribute (type, length and val ue).

If any recogni zed attribute has an Attribute Length that conflicts
with the expected length (based on the attribute type code), then the
Error Subcode MJST be set to "Attribute Length Error." The Data
field contains the erroneous attribute (type, |length and val ue).

If any of the mandatory (i.e., conditional nmandatory attribute and
the conditions for including it in the UPDATE nessage are fulfilled)
wel | -known attributes are not present, then the Error Subcode MJST be
set to "M ssing Wll-known Mandatory Attribute." The Data field
contains the Attribute Type Code of the m ssing well-known
conditional mandatory attri butes.

If any of the well-known attributes are not recognized, then the
Error Subcode MJST be set to "Unrecognized Well-known Attribute."
The Data field contains the unrecogni zed attribute (type, length and
val ue) .

If any attribute has a syntactically incorrect value, or an undefined
val ue, then the Error Subcode is set to "Invalid Attribute." The
Data field contains the incorrect attribute (type, length and val ue).
Such a NOTI FI CATI ON nessage is sent, for exanple, when a

Next HopServer attribute is received with an invalid address.

The information carried by the AdvertisenentPath attribute is checked
for I TAD | oops. | TAD |l oop detection is done by scanning the ful
Advertisenent Path, and checking that the | TAD nunber of the |loca

| TAD does not appear in the AdvertisenentPath. |If the local |TAD
nurmber appears in the AdvertisenentPath, then the route MAY be stored
in the Adj-TRIB-1n. However unless the LS is configured to accept
routes with its own ITAD in the adverti senent path, the route MJST
not be passed to the TRI P Decision Process. The operation of an LS
that is configured to accept routes with its own | TAD nunber in the
adverti senent path are outside the scope of this docunent.

I f the UPDATE nmessage was received froman internal peer and either
the Wt hdrawnRout es, Reachabl eRoutes, or | TAD Topol ogy attribute does
not have the Link-State Encapsul ation flag set, then the Error
Subcode is set to "lnvalid Attribute" and the data field contains the
attribute. Likewi se, the attribute is invalid if received froman
external peer and the Link-State Flag is set.

If any attribute appears nore than once in the UPDATE nmessage, then
the Error Subcode is set to "Malforned Attribute List."

Rosenberg, et. al. St andards Track [ Page 47]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

6. 4. NOTI FI CATI ON Message Error Detection and Handli ng

If a peer sends a NOTI FI CATI ON nmessage, and there is an error in that
message, there is unfortunately no nmeans of reporting this error via
a subsequent NOTI FI CATI ON nessage. Any such error, such as an
unrecogni zed Error Code or Error Subcode, should be noticed, |ogged

| ocally, and brought to the attention of the adninistration of the
peer. The neans to do this, however, are outside the scope of this
docunent .

6.5. Hold Tiner Expired Error Handling

If a system does not receive successive nessages within the period
specified by the negotiated Hold Tine, then a NOTIFI CATI ON nessage
with a "Hold Timer Expired" Error Code MJST be sent and the TRIP
connecti on MJST be cl osed.

6.6. Finite State Machine Error Handling

An error detected by the TRIP Finite State Machine (e.g., receipt of
an unexpected event) MJST result in sending a NOTIFI CATI ON nessage
with the Error Code "Finite State Machine Error" and the TRIP
connecti on MJST be cl osed.

6. 7. Cease

In the absence of any fatal errors (that are indicated in this
section), a TRIP peer MAY choose at any given tinme to close its TRIP
connection by sendi ng the NOTI FI CATI ON nessage with the Error Code
"Cease." However, the Cease NOTI FI CATI ON nessage MJUST NOT be used
when a fatal error indicated by this section exists.

6. 8. Connection Collision Detection

If a pair of LSs try sinultaneously to establish a transport
connection to each other, then two parallel connections between this
pair of speakers might well be formed. W refer to this situation as
connection collision. Cearly, one of these connections nust be

cl osed.

Based on the value of the TRIP Identifier, a convention is
established for detecting which TRIP connection is to be preserved
when a collision occurs. The convention is to conpare the TRIP
Identifiers of the peers involved in the collision and to retain only
the connection initiated by the LS with the higher-valued TRIP

I dentifier.
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Upon recei pt of an OPEN nessage, the local LS MJST exanmine all of its
connections that are in the QpenConfirmstate. An LS MAY al so

exam ne connections in an QpenSent state if it knows the TRI P
Identifier of the peer by neans outside of the protocol. |f anong
these connections there is a connection to a renote LS, whose TRI P
Identifier equals the one in the OPEN nessage, then the |l ocal LS MJST
performthe followi ng collision resolution procedure:

The TRIP Identifier and | TAD of the local LS is conpared to the TRI P
Identifier and | TAD of the renote LS (as specified in the OPEN
message). TRIP ldentifiers are treated as 4-octet unsigned integers
for conparison.

If the value of the local TRIP Identifier is Iess than the renote
one, or if the two TRIP Identifiers are equal and the value of the

| TAD of the local LS is less than value of the | TAD of the renote LS
then the I ocal LS MIST close the TRI P connection that already exists
(the one that is already in the QpenConfirm state), and accept the
TRI P connection initiated by the renpote LS:

1. Gherwise, the local LS closes the newy created TRIP
connection and continues to use the existing one (the one that
is already in the OpenConfirmstate).

2. If a connection collision occurs with an existing TRIP
connection that is in the Established state, then the LS MJST
unconditionally close off the newly created connection. Note
that a connection collision cannot be detected with connections
in ldle, Connect, or Active states.

3. To close the TRIP connection (that results fromthe collision
resol ution procedure), an LS MJST send a NOTI FI CATI ON nessage
with the Error Code "Cease" and the TRI P connecti on MJST be
cl osed.

7. TRIP Version Negotiation

Peer LSs nmay negotiate the version of the protocol by making nultiple
attenpts to open a TRIP connection, starting with the hi ghest version
nunmber each supports. |If an open attenpt fails with an Error Code
"OPEN Message Error" and an Error Subcode "Unsupported Version
Number," then the LS has available the version nunber it tried, the
version nunber its peer tried, the version nunber passed by its peer
in the NOTI FI CATI ON nessage, and the version nunbers that it

supports. |If the two peers support one or nbre combn versions, then
this will allowthemto rapidly deternine the hi ghest common version
In order to support TRIP version negotiation, future versions of TRIP
must retain the format of the OPEN and NOTI FI CATI ON nessages.
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8. TRIP Capability Negotiation

An LS MAY include the Capabilities Option in its OPEN nessage to a
peer to indicate the capabilities supported by the LS. An LS

recei ving an OPEN nessage MJST NOT use any capabilities that were not
i ncluded in the OPEN nessage of the peer when comunicating with that
peer.

9. TRIP Finite State Machi ne

This section specifies TRIP operation in terms of a Finite State
Machine (FSM. Following is a brief sunmary and overvi ew of TRI P
operations by state as determ ned by this FSM A condensed version
of the TRIP FSMis found in Appendix 1. There is one TRI P FSM per
peer and these FSMs operate independently.

Idle state:

Initially TRIPis in the Idle state for each peer. In this state,
TRI P refuses all incom ng connections. No resources are allocated to
the peer. |In response to the Start event (initiated by either the

system or the operator), the local systeminitializes all TRIP
resources, starts the ConnectRetry timer, initiates a transport
connection to the peer, starts listening for a connection that may be
initiated by the renote TRIP peer, and changes its state to Connect.
The exact value of the ConnectRetry timer is a local natter, but
shoul d be sufficiently large to allow TCP initialization

If an LS detects an error, it closes the transport connection and
changes its state to Idle. Transitioning fromthe Idle state
requires generation of the Start event. |If such an event is
generated automatically, then persistent TRIP errors may result in
persistent flapping of the LS. To avoid such a condition, Start
events MJUST NOT be generated inmediately for a peer that was
previously transitioned to Idle due to an error. For a peer that was
previously transitioned to Idle due to an error, the tinme between
consecutive Start events, if such events are generated autonmatically,
MUST exponentially increase. The value of the initial tinmer SHOULD
be 60 seconds, and the time SHOULD be at |east doubled for each
consecutive retry up to sonme maxi nrum val ue.

Any ot her event received in the Idle state is ignored.
Connect State:
In this state, an LS is waiting for a transport protocol connection

to be conpleted to the peer, and is listening for inbound transport
connections fromthe peer.
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If the transport protocol connection succeeds, the local LS clears
the ConnectRetry tiner, conpletes initialization, sends an OPEN
message to its peer, sets its Hold Tinmer to a | arge value, and
changes its state to OpenSent. A Hold Timer value of 4 nminutes is
suggest ed.

If the transport protocol connect fails (e.g., retransm ssion
tinmeout), the local systemrestarts the ConnectRetry tiner, continues
to listen for a connection that nay be initiated by the renote LS,
and changes its state to Active state.

In response to the ConnectRetry tiner expired event, the local LS
cancel s any outstandi ng transport connection to the peer, restarts
the ConnectRetry timer, initiates a transport connection to the
renote LS, continues to listen for a connection that nmay be initiated
by the rempte LS, and stays in the Connect state.

If the local LS detects that a renpte peer is trying to establish a
connection to it and the I P address of the peer is not an expected
one, then the local LS rejects the attenpted connection and conti nues
to listen for a connection fromits expected peers w thout changing
state.

I f an inbound transport protocol connection succeeds, the local LS
clears the ConnectRetry tiner, conpletes initialization, sends an
OPEN nessage to its peer, sets its Hold Timer to a | arge val ue, and
changes its state to OpenSent. A Hold Timer value of 4 ninutes is
suggest ed.

The Start event is ignored in the Connect state.

In response to any other event (initiated by either the systemor the
operator), the local systemreleases all TRI P resources associ ated
with this connection and changes its state to Idle.

Active state:

In this state, an LS is listening for an i nbound connection fromthe
peer, but is not in the process of initiating a connection to the
peer.

If an inbound transport protocol connection succeeds, the |ocal LS
clears the ConnectRetry tiner, conpletes initialization, sends an
OPEN nessage to its peer, sets its Hold Tinmer to a | arge val ue, and
changes its state to OpenSent. A Hold Timer value of 4 ninutes is
suggest ed.
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In response to the ConnectRetry tiner expired event, the |local system
restarts the ConnectRetry timer, initiates a transport connection to
the TRI P peer, continues to listen for a connection that nmay be
initiated by the renote TRI P peer, and changes its state to Connect.

If the local LS detects that a renpte peer is trying to establish a
connection to it and the I P address of the peer is not an expected
one, then the local LS rejects the attenpted connecti on and conti nues
to listen for a connection fromits expected peers w thout changing
state.

Start event is ignored in the Active state.

In response to any other event (initiated by either the systemor the
operator), the local systemreleases all TRI P resources associ ated
with this connection and changes its state to Idle.

penSent state:

In this state, an LS has sent an OPEN nessage to its peer and is
wai ting for an OPEN nmessage fromits peer. Wen an OPEN nessage is
received, all fields are checked for correctness. |If the TRIP
nmessage header checki ng or OPEN nessage checking detects an error
(see Section 6.2) or a connection collision (see Section 6.8), the
| ocal system sends a NOTI FI CATI ON nessage and changes its state to
I dle.

If there are no errors in the OPEN nessage, TRI P sends a KEEPALI VE
message and sets a KeepAlive tiner. The Hold Tinmer, which was
originally set to a |large value (see above), is replaced with the
negotiated Hold Tine val ue (see Section 4.2). |If the negotiated Hold
Tinme value is zero, then the Hold Tine tinmer and KeepAlive tiners are
not started. |If the value of the ITAD field is the same as the | oca
| TAD nunmber, then the connection is an "internal" connection;
otherwise, it is "external" (this will affect UPDATE processing).
Finally, the state is changed to OpenConfirm

If the local LS detects that a renpote peer is trying to establish a
connection to it and the I P address of the peer is not an expected
one, then the local LS rejects the attenpted connection and conti nues
to listen for a connection fromits expected peers w thout changing
st at e.

If a disconnect notification is received fromthe underlying
transport protocol, the local LS closes the transport connection
restarts the ConnectRetry tiner, continues to listen for a connection
that may be initiated by the remote TRIP peer, and goes into the
Active state.
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If the Hold Tinmer expires, the local LS sends a NOTI FI CATI ON nessage
with the Error Code "Hold Tinmer Expired" and changes its state to
I dle.

In response to the Stop event (initiated by either system or
operator) the local LS sends a NOTI FI CATI ON nessage with the Error
Code "Cease" and changes its state to Idle.

The Start event is ignored in the OpenSent state.

In response to any other event the |l ocal LS sends a NOTI FI CATI ON
message with the Error Code "Finite State Machine Error" and changes
its state to ldle.

Wienever TRIP changes its state from OpenSent to Idle, it closes the
transport connection and rel eases all resources associated with that
connecti on.

OpenConfirm state:

In this state, an LS has sent an OPEN to its peer, received an OPEN
fromits peer, and sent a KEEPALIVE in response to the OPEN. The LS
is nowwaiting for a KEEPALI VE or NOTI FI CATI ON nessage i n response to
its OPEN.

If the local LS receives a KEEPALI VE nessage, it changes its state to
Est abl i shed.

If the Hold Timer expires before a KEEPALI VE nessage is received, the
| ocal LS sends NOTI FI CATI ON nessage with the Error Code "Hold Tinmer
Expi red" and changes its state to Idle.

If the local LS receives a NOTIFI CATI ON nmessage, it changes its state
to Idle.

If the KeepAlive timer expires, the local LS sends a KEEPALI VE
message and restarts its KeepAlive tiner.

If a disconnect notification is received fromthe underlying
transport protocol, the local LS closes the transport connection
restarts the ConnectRetry tiner, continues to listen for a connection
that may be initiated by the renote TRIP peer, and goes into the
Active state.

In response to the Stop event (initiated by either the systemor the
operator) the local LS sends NOTIFI CATI ON nmessage with the Error Code
"Cease" and changes its state to Idle.

The Start event is ignored in the OpenConfirmstate.
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In response to any other event the | ocal LS sends a NOTI FI CATI ON
message with the Error Code "Finite State Machine Error" and changes
its state to Idle.

Whenever TRI P changes its state from CQpenConfirmto Idle, it closes
the transport connection and rel eases all resources associated with
t hat connecti on.

Est abl i shed state:
In the Established state, an LS can exchange UPDATE, NOTI FI CATI ON
and KEEPALI VE nessages with its peer

If the negotiated Hold Tinmer is zero, then no procedures are
necessary for keeping a peering session alive. |f the negotiated
Hold Time value is non-zero, the procedures of this paragraph apply.
If the Hold Timer expires, the local LS sends a NOTI FI CATI ON nessage
with the Error Code "Hold Tiner Expired" and changes its state to
Idle. |If the KeepAlive Tiner expires, then the local LS sends a
KeepAl i ve nessage and restarts the KeepAlive Tiner. |If the local LS
recei ves an UPDATE or KEEPALI VE nessage, then it restarts its Hold
Timer. Each tinme the LS sends an UPDATE or KEEPALI VE nessage, it
restarts its KeepAlive Tiner.

If the local LS receives a NOTIFI CATI ON nessage, it changes its state
to ldle.

If the local LS receives an UPDATE nmessage and the UPDATE nessage
error handling procedure (see Section6.3) detects an error, the loca
LS sends a NOTI FI CATI ON nessage and changes its state to Idle.

If a disconnect notification is received fromthe underlying
transport protocol, the local LS changes its state to Idle.

In response to the Stop event (initiated by either the systemor the
operator), the local LS sends a NOTIFI CATI ON nessage with the Error
Code "Cease" and changes its state to Idle.

The Start event is ignored in the Established state.

In response to any other event, the local LS sends a NOTI FI CATI ON
message with Error Code "Finite State Machine Error” and changes its
state to Idle.

Wienever TRIP changes its state from Established to Idle, it closes
the transport connection and rel eases all resources associated with
that connection. Additionally, if the peer is an external peer, the
LS deletes all routes derived fromthat connection
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10. UPDATE Message Handl i ng

An UPDATE nessage may be received only in the Established state.
When an UPDATE nessage is received, each field is checked for
validity as specified in Section 6.3. The rest of this section
presunes that the UPDATE nessage has passed the error-checking
procedures of Section 6. 3.

I f the UPDATE nessage was received froman internal peer, the

fl oodi ng procedures of Section 10.1 MJST be applied. The fl ooding
process synchroni zes the Loc-TRIBs of all LSs within the domain.
Certain routes within the UPDATE nmay be marked as old or duplicates
by the fl ooding process and are ignored during the rest of the UPDATE
processi ng.

I f the UPDATE nmessage contains w thdrawn routes, then the
correspondi ng previously advertised routes shall be renoved fromthe
Adj-TRIB-In. This LS MJST rerun its Decision Process since the
previously advertised route is no | onger available for use.

I f the UPDATE nmessage contains a route, then the route MJUST be placed
in the appropriate Adj-TRIB-In, and the follow ng additional actions
MUST be taken:

1. If its destinations are identical to those of a route currently
stored in the Adj-TRIB-1n, then the new route MIST repl ace the
older route in the Adj-TRIB-In, thus inplicitly w thdraw ng the
ol der route fromservice. The LS MIJST rerun its Decision
Process since the older route is no |l onger avail able for use.

2. If the newroute is nore specific than an earlier route
contained in the Adj-TRIB-1n and has identical attributes, then
no further actions are necessary.

3. If the newroute is nore specific than an earlier route
contained in the Adj-TRIB-1n but does not have identica
attributes, then the LS MJST run its Decision Process since the
nore specific route has inplicitly made a portion of the |ess
specific route unavail able for use.

4. If the new route has destinations that are not present in any
of the routes currently stored in the Adj-TRIB-1n, then the LS
MUST run its Decision Process.

5. If the newroute is less specific than an earlier route
contained in the Adj-TRIB-1n, the LS MJST run its Decision
Process on the set of destinations that are described only by
the |l ess specific route.
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10.

10.

10.

10.

1. Flooding Process

When an LS receives an UPDATE nessage froman internal peer, the LS
floods the new information fromthat nessage to all of its other
internal peers. Flooding is used to efficiently synchronize all of
the LSs within a domain without putting any constraints on the
domain’s internal topology. The flooding nechanismis based on the
techni ques used in OSPF [4] and SCSP [6]. One may argue that TRIP' s
flooding process is in reality a controlled broadcast nechani sm

1.1. Database Infornation

The LS MJST nmi ntain the sequence nunber and originating TRIP
identifier for each link-state encapsulated attribute in an interna
Adj-TRIB-In. These values are included with the route in the
Reachabl eRout es, Wt hdrawnRout es, and | TAD Topol ogy attributes. The
originating TRIP identifier gives the internal LS that originated
this route into the I TAD, the sequence nunber gives the version of
this route at the originating LS.

1. 2. Deternining Newness

For each route in the Reachabl eRoutes or WthdrawnRoutes field, the
LS decides if the route is new or old. This is determ ned by
conparing the Sequence Nunber of the route in the UPDATE with the
Sequence Nunber of the route saved in the Adj-TRIB-In. The route is
new if either the route does not exist in the Adj-TRIB-1n for the
originating LS, or if the route does exist in the Adj-TRIB-1n but the
Sequence Number in the UPDATE is greater than the Sequence Nunber
saved in the Adj-TRIBs-In. Note that the newness test is

i ndependently applied to each |link-state encapsulated attribute in

t he UPDATE (Wt hdrawnRoutes or Reachabl eRoutes or | TAD Topol ogy).

1. 3. Fl ooding

Each route in the Reachabl eRoutes or WthdrawnRoutes field that is
deternmined to be old is ignored in further processing. |If the route
is deternmined to be new then the foll owi ng acti ons occur

If the route is being withdrawn, then the LS MJUST fl ood the wi thdrawn
route to all other internal peers, and MJUST mark the route as
withdrawn. An LS MJST nmaintain routes marked as withdrawn in its

dat abases for MaxPurgeTi ne seconds

If the route is being updated, then the LS MJST update the route in
the Adj-TRIB-In and MIUST flood it to all other internal peers.
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If these procedures result in changes to the Adj-TRIB-In, then the
route is also nmade available for |ocal route processing as descri bed
early in Section 10.

To implenent flooding, the following is recoormended. All routes
received in a single UPDATE nessage that are deternined to be new
shoul d be forwarded to all other internal peers in a single UPDATE
message. O her variations of flooding are possible, but the local LS
MUST ensure that each new route (and any associated attri butes)
received froman internal peer get forwarded to every other interna
peer.

1. 4. Sequence Nunber Considerations

The Sequence Nunber is used to determ ne when one version of a Route
is newer than another version of a route. A |larger Sequence Nunber

i ndi cates a newer version. The Sequence Nunmber is assigned by the LS
originating the route into the local |ITAD. The Sequence Nunber is an
unsi gned 4-octet integer in the range of 1 thru 2731-1 M nSequenceNum
thru MaxSequenceNum). The value 0 is reserved. Wen an LS first
originates a route (including when the LS restarts/reboots) into its

| TAD, it MJST originate it with a Sequence Nunmber of M nSequenceNum
Each time the route is updated within the I TAD by the originator, the
Sequence Nunber MJST be increased.

If it is ever the case that the sequence nunber is MaxSequenceNum 1
and it needs to be increased, then the TRIP nodule of the LS MJST be
di sabl ed for a period of TripDisableTinme so that all routes
originated by this LS with high sequence nunbers can be renoved

1.5. Purging a Route Wthin the I TAD

To withdraw a route that it originated within the I TAD, an LS
includes the route in the WthdrawnRoutes field of an UPDATE nessage.
The Sequence Nunber MJST be greater than the |ast valid version of
the route. The LS MAY choose to use a sequence nunber of
MaxSequenceNum when wi thdrawing routes within its ITAD, but this is
not required.

After withdrawing a route, an LS MJST mark the route as "w t hdrawn"
in its database, and maintain the withdrawn route in its database for
MaxPur geTi ne seconds. |If the LS needs to re-originate a route that
had been purged but is still in its database, it can either re-
originate the route i Mmediately using a Sequence Nunber that is
greater than that used in the withdraw, or the LS may wait unti
MaxPur geTi ne seconds have expired since the route was w thdrawn.
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1.6. Receiving Self-Originated Routes

It is conmon for an LS to receive UPDATES for routes that it
originated within the I TAD via the fl ooding procedure. |If the LS
recei ves an UPDATE for a route that it originated that is newer (has
a hi gher sequence nunber) than the LSs current version, then specia
actions nust be taken. This should be a relatively rare occurrence
and indicates that a route still exists within the | TAD since the LSs
| ast restart/reboot.

If an LS receives a self-originated route update that is newer than
the current version of the route at the LS, then the foll ow ng
actions MJST be taken. |If the LS still w shes to advertise the
information in the route, then the LS MJST increase the Sequence
Number of the route to a value greater than that received in the
UPDATE and re-originate the route. |If the LS does not wish to
continue to advertise the route, then it MJST purge the route as
described in Section 10.1.5.

1.7. Renoving Wthdrawn Routes

An LS SHOULD ensure that routes marked as withdrawn are renoved from
the database in a tinmely fashion after the MaxPurgeTi ne has expired
This could be done, for exanple, by periodically sweeping the

dat abase, and deleting those entries that were w thdrawn nore than
MaxPur geTi ne seconds ago.

2. Decision Process

The Deci sion Process selects routes for subsequent advertisenment by
applying the policies in the local Policy Infornmation Base (PIB) to
the routes stored in its Adj-TRIBs-In. The output of the Decision
process is the set of routes that will be advertised to all peers;
the selected routes will be stored in the local LS s Adj-TRI Bs-CQut.

The selection process is fornalized by defining a function that takes
the attributes of a given route as an argunent and returns a non-
negative integer denoting the degree of preference for the route.

The function that cal culates the degree of preference for a given
route shall not use as its inputs any of the following: the

exi stence of other routes, the non-existence of other routes, or the
attributes of other routes. Route selection then consists of an

i ndi vidual application of the degree of preference function to each
feasible route, followed by the choice of the one with the highest
degree of preference.
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Al internal LSs in an | TAD MJUST run the Decision Process and apply
the sane decision criteria, otherwise it will not be possible to
synchroni ze their Loc-TRI Bs.

The Deci sion Process operates on routes contained in each Adj-TRI Bs-
In, and is responsible for

- selection of routes to be advertised to internal peers
- selection of routes to be advertised to external peers
- route aggregation and route information reduction

The Deci sion Process takes place in three distinct phases, each
triggered by a different event:

- Phase 1 is responsible for calculating the degree of preference
for each route received froman external peer.

- Phase 2 is invoked on conpletion of phase 1. It is responsible
for choosing the best route out of all those available for each
di stinct destination, and for installing each chosen route into
the Loc- TRI B.

- Phase 3 is invoked after the Loc-TRIB has been nodified. It is
responsi ble for dissem nating routes in the Loc-TRIB to each
external peer, according to the policies contained in the PIB
Rout e aggregati on and i nformati on reducti on can optionally be
performed within this phase

2.1. Phase 1: Calculation of Degree of Preference

The Phase 1 decision function shall be invoked whenever the |ocal LS
receives froma peer an UPDATE nessage that advertises a new route, a
repl acenent route, or a w thdrawn route.

The Phase 1 decision function is a separate process that is conpleted
when it has no further work to do.

The Phase 1 decision function shall lock an Adj-TRIB-1n prior to
operating on any route contained within it, and shall unlock it after
operating on all new or replacenent routes contained within it.

The | ocal LS MIST determ ne a degree of preference for each newy

received or replacenent route. |If the route is |learned froman
internal peer, the value of the Local Preference attribute MJST be
taken as the degree of preference. |If the route is learned froman

external peer, then the degree of preference MIST be conputed based
on pre-configured policy information and used as the Local Preference
value in any intra-domain TRI P adverti senent. The exact nature of
this policy information and the conputation involved is a |oca
matter.
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The out put of the degree of preference determination process is the

| ocal preference of a route. The local LS conputes the |oca
preference of routes | earned fromexternal peers or originated
internally at that LS. The local preference of a route |l earned from
an internal peer is included in the Local Preference attribute
associated with that route.

2.2. Phase 2: Route Sel ection

The Phase 2 decision function shall be invoked on conpletion of Phase
1. The Phase 2 function is a separate process that conpletes when it
has no further work to do. Phase 2 consists of two sub-phases: 2a
and 2b. The sane route selection function is applied in both sub-
phases, but the inputs to each phase are different. The Phase 2a
process MJST consider as inputs all external routes, that are present
in the Adj-TRIBs-In of external peers, and all local routes. The

out put of Phase 2a is inserted into the Ext-TRIB. The Phase 2b
process shall be invoked upon conpl etion of Phase 2a and it MJST
consider as inputs all routes in the Ext-TRIB and all routes that are
present in the Adj-TRIBs-In of internal LSs. The output of Phase 2b
is stored in the Loc-TRIB

The Phase 2 decision function MIST be bl ocked from running while the
Phase 3 decision function is in process. The Phase 2 function MJST
lock all Adj-TRIBs-1n and the Ext-TRIB prior to commencing its
function, and MJST unl ock them on conpl etion

If the LS determ nes that the NextHopServer listed in a route is
unreachabl e, then the route MAY be excluded fromthe Phase 2 decision
function. The neans by which such a determination is nade is not
mandat ed here.

For each set of destinations for which one or nore routes exist, the
local LS s route selection function MIST identify the route that has:

- the highest degree of preference, or
- is selected as a result of the tie breaking rules specified in
10.2.2. 1.

Wt hdrawn routes MJST be renpved fromthe Loc-TRIB, Ext-TRI B, and the
Adj - TRI Bs- | n.

2.2.1. Breaking Ties (Phase 2)
Several routes to the same destination that have the sane degree of

preference may be input to the Phase 2 route selection function. The
| ocal LS can select only one of these routes for inclusion in the
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associ ated Ext-TRI B (Phase 2a) or Loc-TRIB (Phase 2b). The local LS
considers all routes with the sanme degrees of preference. The
followi ng algorithmshall be used to break ties

- If the local LS is configured to use the Multi ExitDisc
attribute to break ties, and candidate routes received fromthe
sanme nei ghboring I TAD differ in the value of the MiltiExitDisc
attribute, then select the route that has the larger val ue of
Mul ti ExitDi sc

- If at least one of the routes was originated by an internal LS,
select the route route that was advertised by the internal LS
that has the owest TRIP ID

- Oherwi se, select the route that was advertised by the nei ghbor
domain that has the | owest | TAD nunber.

10. 2. 3. Phase 3: Route Dissenination

The Phase 3 decision function MJST be invoked upon conpl etion of
Phase 2 if Phase 2 results in changes to the Loc-TRIB or when a new
LS-to-LS peer session is established.

The Phase 3 function is a separate process that is conpleted when it
has no further work to do. The Phase 3 routing decision function
MUST be bl ocked fromrunning while the Phase 2 decision function is
in process.

Al'l routes in the Loc-TRIB shall be processed into a correspondi ng
entry in the associated Adj-TRI Bs-CQut. Route aggregation and

i nformati on reduction techni ques (see 10.3.4) MAY optionally be
appl i ed.

Wien the updating of the Adj-TRIBs-Qut is conplete, the local LS MJST
run the external update process of 10.3. 2.

10. 2. 4. Overl appi ng Rout es

When overl apping routes are present in the sane Adj-TRIB-1n, the nore
specific route shall take precedence, in order, fromnost specific to
| east specific.

The set of destinations described by the overlap represents a portion
of the less specific route that is feasible, but is not currently in
use. |If a nore specific route is |later withdrawn, the set of
destinations described by the nore specific route will still be
reachabl e using the | ess specific route.
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If an LS receives overlapping routes, the Decision Process MJST take
into account the semantics of the overlapping routes. |n particular
if an LS accepts the less specific route while rejecting the nore
specific route fromthe sanme peer, then the destinations represented
by the overlap may not forward along the domains listed in the
AdvertisenentPath attribute of that route. Therefore, an LS has the
foll owi ng choi ces

1. Install both the less and the nore specific routes

2. Install the nore specific route only

3. Install the non-overlapping part of the I ess specific route
only (that inplies disaggregation of the | ess-specific route)

4. Aggregate the two routes and install the aggregated route

5. Install the less specific route only

6. Install neither route

If an LS chooses 5), then it SHOULD add Atom cAggregate attribute to
the route. A route that carries Atoni cAggregate attribute MJIST NOT
be de-aggregated. That is, the route cannot be made nore specific.
Forwar di ng al ong such a route does not guarantee that route traverses
only domains listed in the RoutedPath of the route. |If an LS chooses
1), then it MJST NOT advertise the less specific route w thout the
nmore specific route.

3. Updat e- Send Process

The Updat e- Send process is responsi ble for advertisi ng UPDATE
messages to all peers. For exanple, it distributes the routes chosen
by the Decision Process to other LSs that may be | ocated in either
the sane | TAD or a neighboring | TAD. Rules for infornmation exchange
bet ween peer LSs located in different | TADs are given in 10. 3. 2;
rules for information exchange between peer LSs located in the same

| TAD are given in 10. 3. 1.

Before forwarding routes to peers, an LS MJST determ ne which
attributes should be forwarded along with that route. |I|f a not

wel | - known non-transitive attribute is unrecognized, it is quietly
ignored. If a not well-known dependent-transitive attribute is
unrecogni zed, and the NextHopServer attribute has been changed by the
LS, the unrecogni zed attribute is quietly ignored. If a not well-
known dependent-transitive attribute is unrecognized, and the

Next HopServer attribute has not been nodified by the LS, the Partia
bit inthe attribute flags octet is set to 1, and the attribute is
retai ned for propagation to other TRIP speakers. Simlarly, if an
not wel | - known independent-transitive attribute is unrecognized, the
Partial bit in the attribute flags octet is set to 1, and the
attribute is retained for propagation to other TRI P speakers.
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If a not well-known attribute is recognized, and has a valid val ue,
t hen, depending on the type of the not well-known attribute, it is
updated, if necessary, for possible propagation to other TRI P
speakers.

3.1. Internal Updates

The Internal update process is concerned with the distribution of
routing information to internal peers.

When an LS receives an UPDATE nmessage from another TRIP LS |located in
its owmn ITAD, it is flooded as described in Section 10.1.

Wien an LS receives a new route froman LS in a neighboring | TAD, or
if alocal route is injected into TRIP, the LS determ nes the
preference of that route. |If the new route has the highest degree of
preference for all external routes and local routes to a given
destination (or if the route was selected via a tie-breaking
procedure as specified in 10.3.1.1), the LS MJST insert that new
route into the Ext-TRI B database and the LS MUST advertise that route
to all other LSs in its | TAD by nmeans of an UPDATE nmessage. The LS
MUST advertise itself as the Originator of that route within the

| TAD.

When an LS receives an UPDATE nessage with a non-enpty

W thdrawnRoutes attribute froman external peer, or if a local route
is withdrawn fromTRIP, the LS MIST renove fromits Adj-TRIB-1n all
rout es whose destinations were carried in this field. |If the

wi t hdrawn route was previously selected into the Ext-TRIB, the LS
MUST take the follow ng additional steps:

- |If anewroute is selected for adverti senent for those
destinations, then the LS MJST insert the replacenent route
into Ext-TRIB to replace the withdrawn route and advertise it
to all internal LSs.

- |If a replacenent route is not available for advertisenent, then
the LS MJST include the destinations of the route in the
Wt hdrawnRoutes attribute of an UPDATE nmessage, and MJST send
this message to each internal peer. The LS MJST al so renove
the withdrawn route fromthe Ext-TRI B

3.1.1. Breaking Ties (Routes Received from External Peers)
If an LS has connections to several external peers, there will be

mul tiple Adj-TRIBs-In associated with these peers. These databases
m ght contain several equally preferable routes to the sane
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destination, all of which were advertised by external peers. The
local LS shall select one of these routes according to the follow ng
rul es:

- If the LS is configured to use the MultiExitDisc attribute to
break ties, and the candidate routes differ in the value of the
Multi ExitDisc attribute, then select the route that has the
| owest value of Miulti ExitDi sc, else

- Select the route that was advertised by the external LS that
has the | owest TRIP lIdentifier.

3.2. External Updates

The external update process is concerned with the distribution of
routing information to external peers. As part of the Phase 3 route
sel ection process, the LS has updated its Adj-TRIBs-Qut. Al newy
installed routes and all newy unfeasible routes for which there is
no replacenent route MJST be advertised to external peers by neans of
UPDATE nessages.

Any routes in the Loc-TRI B nmarked as withdrawn MJST be renoved.
Changes to the reachabl e destinations within its own | TAD SHALL al so
be advertised in an UPDATE nessage.

3.3. Controlling Routing Traffic Overhead

The TRI P protocol constrains the amount of routing traffic (that is,
UPDATE messages) in order to limt both the |link bandwi dth needed to
adverti se UPDATE nessages and the processing power needed by the
Deci sion Process to digest the information contained in the UPDATE
nessages.

3.3.1. Frequency of Route Advertisenent

The paraneter M nRout eAdvertisenentlnterval determ nes the m ni num
anount of tine that nust el apse between advertisenents of routes to a
particul ar destination froma single LS. This rate liniting
procedure applies on a per-destination basis, although the val ue of

M nRout eAdvertisenmentinterval is set on a per LS peer basis.

Two UPDATE nessages sent froma single LS that advertise feasible
routes to sone conmon set of destinations received from externa

peers MJST be separated by at | east M nRouteAdvertisenentlnterval
Clearly, this can only be achieved precisely by keeping a separate
timer for each conmon set of destinations. This would be unwarranted
overhead. Any technique which ensures that the interval between two
UPDATE nessages sent froma single LS that advertise feasible routes
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to some comon set of destinations received fromexternal peers wll
be at |east M nRouteAdvertisenmentlinterval, and will also ensure that
a constant upper bound on the interval is acceptable.

Two UPDATE nessages, sent froma single LS to an external peer, that
advertise feasible routes to sone common set of destinations received
frominternal peers MJST be separated by at |east

M nRout eAdverti senment | nterval .

Since fast convergence is needed within an I TAD, this rate linmting
procedure does not apply to routes received frominternal peers and
bei ng broadcast to other internal peers. To avoid long-lived bl ack
hol es, the procedure does not apply to the explicit w thdrawal of
routes (that is, routes whose destinations explicitly w thdrawn by
UPDATE nessages) .

This procedure does not limt the rate of route selection, but only
the rate of route advertisenent. |f new routes are selected nultiple
tinmes while awaiting the expiration of M nRouteAdvertisenentlnterval
the last route selected shall be advertised at the end of

M nRout eAdverti senment | nterval .

3.3.2. Frequency of Route Origination

The paraneter M nl TADOri gi nationl nterval deternines the mninum
anount of tine that nust el apse between successive advertisenents of
UPDATE nessages that report changes within the advertising LS s own
| TAD.

3.3.3. Jditter

To mininmze the likelihood that the distribution of TRIP nessages by
a given LS will contain peaks, jitter should be applied to the tinmers
associated with M nl TADO i gi nati onl nterval, KeepAlive, and

M nRout eAdverti senmentinterval. A given LS shall apply the same
jitter to each of these quantities regardless of the destinations to
whi ch the updates are being sent; that is, jitter will not be applied
on a "per peer" basis.

The amount of jitter to be introduced shall be determ ned by
mul ti plying the base value of the appropriate tinmer by a random
factor that is uniformy distributed in the range fromO0.75 to 1.0.
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3.4. Efficient Oganization of Routing Information

Havi ng selected the routing information that it will advertise, a
TRI P speaker may use nethods to organize this information in an
efficient manner. These nethods are discussed in the foll ow ng
sections.

3.4.1. Informati on Reduction

Information reduction may inply a reduction in granularity of policy
control - after information has coll apsed, the sane policies wll
apply to all destinations and paths in the equival ence cl ass.

The Deci sion Process may optionally reduce the anpunt of information
that it will place in the Adj-TRIBs-CQut by any of the follow ng
nmet hods:

- Reachabl eRoutes: A set of destinations can be usually
represented in conpact form For exanple, a set of E. 164 phone
nunmbers can be represented in nore conpact formusing E. 164
prefixes.

- Advertisenent Path: AdvertisementPath information can be
represented as ordered AP_SEQUENCEs or unordered AP_SETSs.
AP_SETs are used in the route aggregation algorithmdescribed
in Section 5.4.4. They reduce the size of the AP_PATH
information by listing each | TAD nunber only once, regardless
of how many tines it may have appeared in multiple
adverti senent paths that were aggregated

An AP _SET inplies that the destinations advertised in the UPDATE
message can be reached t hrough paths that traverse at |east sone of
the constituent | TADs. AP _SETs provide sufficient information to
avoi d route | ooping; however their use may prune potentially feasible
pat hs, since such paths are no longer listed individually as in the
formof AP_SEQUENCES. |In practice this is not likely to be a
problem since once a call arrives at the edge of a group of | TADs,
the LS at that point is likely to have nore detailed path infornation
and can distinguish individual paths to destinations.

3.4.2. Aggregating Routing Information

Aggregation is the process of conbining the characteristics of

several different routes in such a way that a single route can be
advertised. Aggregation can occur as part of the decision process to
reduce the anmount of routing information that is placed in the Adj-
TRI Bs- Qut .
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Aggregation reduces the anmount of information an LS nust store and
exchange with other LSs. Routes can be aggregated by applying the
foll owi ng procedure separately to attributes of |ike type.

Routes that have the following attributes shall not be aggregated
unl ess the corresponding attributes of each route are identical
Mul ti Exit Di sc, NextHopServer

Attributes that have different type codes cannot be aggregated.
Attributes of the same type code nmay be aggregated. The rules for
aggregating each attribute MJST be provided together with attribute
definition. For exanple, aggregation rules for TRIP s basic
attributes, e.g., Reachabl eRoutes and AdvertisenentPath, are given in
Section 5.

4. Route Selection Criteria

Ceneral |y speaking, additional rules for conparing routes anong
several alternatives are outside the scope of this docunent. There
are two exceptions:

- |If the local |ITAD appears in the AdvertisenentPath of the new
route being considered, then that new route cannot be viewed as
better than any other route. |f such a route were ever used, a
routing | oop could result (see Section 6.3).

- In order to achieve successful distributed operation, only
routes with a likelihood of stability can be chosen. Thus, an
| TAD nust avoid using unstable routes, and it nmust not nake
rapi d spont aneous changes to its choice of route. Quantifying
the terns "unstable" and "rapid" in the previous sentence wll
require experience, but the principle is clear

5. Originating TRI P Routes

An LS may originate |local routes by injecting routing information
acqui red by sone other neans (e.g. via an intra-domain routing
protocol or through manual configuration or sone dynanic registration
mechani sni protocol) into TRIP. An LS that originates TRI P routes
shal | assign the degree of preference to these routes by passing them
t hrough the Decision Process (see Section 10.2). To TRIP, loca
routes are identical to external routes and are subjected to the sane
two phase route selection nechanism A local route which is selected
into the Ext-TRIB MJUST be advertised to all internal LSs. The

deci sion whether to distribute non-TRIP acquired routes within an

| TAD via TRIP or not depends on the environment within the | TAD (e.g.
type of intra-domain routing protocol) and should be controlled via
configuration.
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TRI P Transport

This specification defines the use of TCP as the transport |ayer for
TRIP. TRIP uses TCP port 6069. Running TRI P over other transport
protocols is for further study.

| TAD Topol ogy

There are no restrictions on the intra-donain topology of TRIP LSs.
For exanple, LSs in an I TAD can be configured in a full nmesh, star,
or any other connected topology. Simlarly, there are no
restrictions on the topology of TRIP | TADs. For exanple, the | TADs
can be organized in a flat topology (mesh or ring) or in nmulti-Ileve
hi erarchy or any other topol ogy.

The border between two TRIP | TADs may be | ocated either on the link
between two TRIP LSs or it may coincide on a TRIP LS. In the latter
case, the same TRIP LS will be menber in nore than one I TAD, and it
appears to be an internal peer to LSs in each ITAD it is nenber of.

| ANA Consi der ati ons

This docunment creates a new | ANA registry for TRIP paraneters. The
following TRIP paraneters are included in the registry:

- TRIP Capabilities

- TRIP Attributes

- TRIP Address Fanilies

- TRIP Application Protocols
- TRIP | TAD Nunbers

Protocol paraneters are frequently initialized/reset to 0. This
docunment reserves the value 0 of each of the above TRIP paraneters in
order to clearly distinguish between an unset paraneter and any ot her
regi stered values for that paraneter.

The sub-registries for each of the above paraneters are discussed in
t he sections bel ow.

1. TRIP Capabilities

Requests to add TRIP capabilities other than those defined in Section
4.2.1.1 nust be subnitted to iana@ana.org. Follow ng the assigned
nunber policies outlined in [11], Capability Codes in the range
32768- 65535 are reserved for Private Use (these are the codes with
the first bit of the code value equal to 1). This docunent reserves
value 0. Capability Codes 1 and 2 have been assigned in Section
4.2.1.1. Capability Codes in the range 2-32767 are controlled by
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| ANA, and are allocated subject to the Specification Required (IETF
RFC or equivalent) condition. The specification MJST include a
description of the capability, the possible values it may take, and
what constitutes a capability m smatch.

2. TRIP Attributes

This docunent reserves Attribute Type Codes 224-255 for Private Use
(these are the codes with the first three bits of the code equal to
1). This docunment reserves the value 0. Attribute Type Codes 1
through 11 have already been allocated by this docunment. Attribute
Type Codes 1 through 11 are defined in Sections 5.1 through 5.11

Attribute Type Codes in the range 12-223 are controlled by I ANA, and
require a Specification docunent (RFC or equivalent). The
specification MIST provide all information required in Section 5.12
of this docunent.

Attribute Type Code registration requests nust be sent to
iana@ana.org. In addition to the specification requirenment, the
request MUST include an indication of who has change control over the
attribute and contact information (postal and enail address).

3. Destination Address Fam lies

Thi s docunent reserves address fanmly 0. Requests to add TRI P address
fam lies other than those defined in Section 5.1.1.1 ( address
famlies 1, 2, and 3), i.e., in the range 4-32767, nust be submitted
to i ana@ana.org. The request MJST include a brief description of
the address fanily, its al phabet, and special processing rules and
gui del i nes, such as guidelines for aggregation, if any. The requests
are subject to Expert Review. This docunent reserves the address
fam |y codes 32768- 65535 for vendor-specific applications.

4. TRIP Application Protocols

This docunent creates a new | ANA registry for TRIP application
protocols. This docunment reserves the application protocol code 0.
Requests to add TRI P application protocols other than those defined
in Section 5.1.1.1 (application protocols 1 through 4), i.e., in the
range 5-32767, nust be submitted to iana@ana.org. The request MJST
i nclude a brief background on the application protocol, and a
description of how TRIP can be used to advertise routes for that
protocol. The requests are subject to Expert Review. This docunent
reserves the application protocol codes 32768-65535 for vendor-
specific applications.
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13.

14.

5. | TAD Nunbers

Thi s docunent reserves the | TAD nunber 0. | TAD nunbers in the range
1- 255 are designated for Private Use. |TAD nunbers in the range from
256 to (2**32)-1 are allocated by I ANA on a First-Come-First-Serve
basis. Requests for | TAD nunbers nust be subnitted to i ana@ ana. org.
The requests MJST include the foll ow ng:

- Information about the organization that will admi nister the
| TAD.
- Contact information (postal and email address).

Security Considerations

This section covers security between peer TRIP LSs when TRI P runs
over TCP in an | P environment.

A security nechanismis clearly needed to prevent unauthorized
entities fromusing the protocol defined in this docunent for setting
up unaut horized peer sessions with other TRIP LSs or interfering with
aut hori zed peer sessions. The security nechanismfor the protocol
when transported over TCP in an IP network, is IPsec [12]. |Psec
uses two protocols to provide traffic security: Authentication Header
(AH) [13] and Encapsul ating Security Payl oad (ESP) [ 14].

The AH header affords data origin authentication, connectionless
integrity and optional anti-replay protection of nessages passed

bet ween the peer LSs. The ESP header provides origin authentication
connectionless integrity, anti-replay protection, and confidentiality
of messages.

| mpl enent ati ons of the protocol defined in this docunent enploying
the ESP header SHALL conply with section 5 of [14], which defines a
m ni mum set of algorithns for integrity checking and encryption.
Simlarly, inplenmentations enploying the AH header SHALL conply with
section 5 of [13], which defines a m ninum set of algorithns for
integrity checking using manual keys.

| mpl enent ati ons SHOULD use | KE [15] to permit nore robust keying
options. Inplenmentations enploying | KE SHOULD support authentication
wi th RSA signatures and RSA public key encryption.

A Security Association (SA) [12] is a sinplex "connection" that

af fords security services to the traffic carried by it. Security
services are afforded to a SA by the use of AH, or ESP, but not both.
Two types of SAs are defined: transport node and tunnel node [12]. A
transport node SA is a security association between two hosts, and is
appropriate for protecting the TRIP session between two peer LSs.
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Al. Appendix 1: TRIP FSM State Transiti ons and Actions

Thi s Appendi x di scusses the transitions between states in the TRIP
FSMin response to TRIP events. The following is the list of these
states and events when the negotiated Hold Tinme value is non-zero.

TRI P St ates:

- ldle

- Connect

- Active
OpenSent

- OQpenConfirm
- Established

ok, wWNE
1

Event s:

- TRIP Start

- TRIP Stop

- TRIP Transport
TRI P Transport
- TRIP Transport
- TRIP Transport

Co~NOOh~WNET
1

connecti on open
connection cl osed
connection open failed
fatal error

- ConnectRetry tiner expired
- Hold Tiner expired
- KeepAlive tiner expired

10 - Receive OPEN nessage

11 - Receive KEEPALI VE nessage

12 - Recei ve UPDATE nessages

13 - Receive NOTI FI CATI ON nessage

The following table describes the state transitions of the TRIP FSM
and the actions triggered by these transitions.

Event Acti ons Message Sent Next State
Idle (1)
1 Initialize resources none 2
Start ConnectRetry timer
Initiate a transport connection
ot hers none none 1
Connect (2)
1 none none 2
3 Complete initialization OPEN 4
Cl ear ConnectRetry timer
5 Restart ConnectRetry tiner none 3
7 Restart ConnectRetry tiner none 2
Initiate a transport connection
ot hers Rel ease resources none 1
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Active (3)
1

3

5

7

ot hers
OpenSent (4)
1

4

6
10

ot hers

OpenConfirm (5)
1

4
6
9

11

13

ot hers

Tel ephony Routing over

none
Complete initialization

Cl ear ConnectRetry timer
Cl ose connection

Restart ConnectRetry tiner
Restart ConnectRetry tiner

IP (TR P)

none
OPEN

none

Initiate a transport connection

Rel ease resources

none
O ose transport connection
Restart ConnectRetry timer
Rel ease resources

Process OPEN i s K

Process OPEN fail ed

O ose transport connection
Rel ease resources

none
Rel ease resources

Rel ease resources

Restart KeepAlive tinmer
Complete initialization
Restart Hold Ti mer

O ose transport connection
Rel ease resources

O ose transport connection
Rel ease resources

Est abl i shed (6)

1
4
6
9
11
12

13

ot hers

none
Rel ease resources

Rel ease resources

Restart KeepAlive tinmer
Restart Hold Timer

Process UPDATE is K
Process UPDATE fail ed

Cl ose transport connection
Rel ease resources

O ose transport connection
Rel ease resources

none

none
none

none
KEEPALI VE
NOTI FI CATI ON
NOTI FI CATI ON

none
none
none

KEEPALI VE
none

NOTI FI CATI ON

none
none
none
KEEPALI VE
none
UPDATE
NOTI FI CATI ON

NOTI FI CATI ON

January 2002

w b

Uk PO S =

[

PRPOOOREFO®

-

Rosenberg, et.

St andards Track

[ Page 72]



RFC 3219 Tel ephony Routing over IP (TRIP) January 2002

The following is a condensed version of the above state transition
tabl e.

Events| Idle | Connect | Active | OpenSent | OpenConfirm| Estab

| (1) | (2) | (3 | (4) | (5) | (6)
S R T R R R R 5 | 6
2 IlI 1 I 1 I 1 I 1 I 1
3 IlI 4 I 4 I 1 I 1 I 1
A
5 IlI 3 I 3 I 1 I 1 I 1
6 IlI 1 I 1 I 1 I 1 I 1
T
8 IlI 1 I 1 I 1 I 1 I 1
9 IlI 1 I 1 I 1 I 5 I 6
10 I1I 1 I 1 IlorSI 1 I 1
11 IlI 1 I 1 I 1 I 6 I 6
12 IlI 1 I 1 I 1 I 1 I10r6
13 i1i 1 i 1 i 1 i 1 i 1

A2. Appendi x 2: Inplenmentati on Reconmendati ons
This section presents sone inplenentati on reconmendati ons.
A 2.1: Miultiple Networks Per Message

The TRIP protocol allows for nultiple address prefixes with the sane
adverti senent path and next-hop server to be specified in one
message. Making use of this capability is highly recommended. Wth
one address prefix per message there is a substantial increase in
overhead in the receiver. Not only does the system overhead increase
due to the reception of multiple nmessages, but the overhead of
scanning the routing table for updates to TRIP peers is incurred
multiple tines as well. One nethod of buil ding messages contai ni ng
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many address prefixes per advertisenment path and next hop froma
routing table that is not organi zed per advertisenent path is to
buil d many nessages as the routing table is scanned. As each address
prefix is processed, a nessage for the associated advertisenent path
and next hop is allocated, if it does not exist, and the new address
prefix is added to it. |If such a nessage exists, the new address
prefix is just appended to it. |If the nessage | acks the space to
hol d the new address prefix, it is transmtted, a new nessage is

al l ocated, and the new address prefix is inserted into the new
message. When the entire routing table has been scanned, all

al | ocat ed nmessages are sent and their resources rel eased. Maximum
conpression is achi eved when all the destinations covered by the
address prefixes share the sane next hop server and conmon
attributes, making it possible to send many address prefixes in one
4096- byt e nessage.

When peering with a TRIP i npl ementation that does not conpress
nmul ti ple address prefixes into one nessage, it nmay be necessary to
take steps to reduce the overhead fromthe flood of data received
when a peer is acquired or a significant network topol ogy change
occurs. One nmethod of doing this is to linmt the rate of updates.
This will elimnate the redundant scanning of the routing table to
provi de flash updates for TRI P peers. A disadvantage of this
approach is that it increases the propagation |atency of routing
informati on. By choosing a mninmum flash update interval that is not
much greater than the tinme it takes to process the nultiple nessages,
this latency should be mininized. A better nethod would be to read
all received nessages before sendi ng updates.

A. 2.2: Processing Messages on a Stream Protoco

TRI P uses TCP as a transport nechanism Due to the stream nature of
TCP, all the data of a received nessage does not necessarily arrive
at the sane tine. This can make it difficult to process the data as
messages, especially on systenms where it is not possible to determn ne
how nuch data has been received but not yet processed.

One nethod that can be used in this situation is to first try to read
just the nmessage header. For the KEEPALIVE nessage type, this is a
conpl ete nessage; for other message types, the header should first be
verified, in particular the total length. |If all checks are
successful, the specified length, mnus the size of the nessage
header is the anpbunt of data left to read. An inplenentation that
woul d "hang" the routing information process while trying to read
froma peer could set up a nessage buffer (4096 bytes) per peer and
fill it with data as available until a conpl ete nessage has been
recei ved.
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A. 2. 3: Reduci ng Route Flapping

To avoid excessive route flapping an LS which needs to withdraw a
destination and send an update about a nore specific or less specific
route SHOULD conbine theminto the same UPDATE message

A 2.4 TRIP Tiners

TRI P enpl oys seven tiners: ConnectRetry, Hold Tinme, KeepAlive,

MaxPur geTi me, Tri pDi sabl eTime, M nl TADOri gi nationlnterval, and

M nRout eAdverti senentlnterval. The suggested value for the
ConnectRetry timer is 120 seconds. The suggested value for the Hold
Time is 90 seconds. The suggested value for the KeepAlive tinmer is
30 seconds. The suggested value for the MaxPurgeTine tiner is 10
seconds. The suggested value for the TripDisableTine tiner is 180
seconds. The suggested value for the M nl TADOri gi nationlnterval is
30 seconds. The suggested value for the

M nRout eAdvertisenentinterval is 30 seconds.

An inplementation of TRIP MUST allow these tiners to be configurable.
A.2.5: AP_SET Sorting

Anot her useful optinization that can be done to sinplify this

situation is to sort the | TAD nunbers found in an AP_SET. This

optimzation is entirely optional
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intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. [Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP 11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.

The |1 ETF has been notified of intellectual property rights clained in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online Iist of clained
rights.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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