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Abstr act

This meno defines an extension of the Managenment |nformation Base
(MB) for use with network rmanagenent protocols in TCP/IP-based
internets. In particular, it defines objects for managi ng the
insertion of interesting Circuit Interfaces into the ifTable. This
is inportant for circuits that nust be used within other M B nodul es
which require an ifEntry. It allows for integrated nonitoring of
circuits as well as routing to circuits using unaltered, pre-existing
M B nodul es.
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e SNVP Managenent Framewor k

SNMP Managenent Franework presently consists of five mgjor

conponent s:

(0]

(o]

St ei nb

An overall architecture, described in RFC 2571 [1].

Mechani sns for describing and nam ng objects and events for the
pur pose of nmanagenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], RFC 2579 [6] and RFC 2580 [7].

Message protocols for transferring managenment information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNW
message protocol, which is not an Internet standards track
protocol, is called SNWPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the nessage protocol is called
SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

Prot ocol operations for accessing nanagenment information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].
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0 A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control nmechani sm described in RFC 2575
[15].

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [16].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Conventions

The keywords MUST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
RFC 2119 [21].

3. Overview

This M B nodul e addresses the concept of inserting circuits, which
are potentially virtual, into the ifTable. There are nmultiple
reasons to allow circuits to be added to the ifTable. The nost
preval ent of which are the standard routing M B tables such as the

i pC dr Rout eTabl e (1 P-FORWARD- M B) and the i pNet ToMedi aTabl e (1 P-M B)
act on the iflndex and the RMON M Bs (RMON-M B and RMON2- M B as
defined in RFC 2819 [23] and RFC 2021 [19]) require the use of an

i fl ndex a DataSour ce.

There is a further need to potentially nonitor or manage a circuit
based on the directional flow of traffic going through it. For

i nstance, nonitoring of protocols passed on a circuit using RVON-II
(RFC 2021 [19]) does not currently capture the direction of the flow
This M B nodul e provides the capability to define an interface based
on the specific direction of the flow

This section provides an overvi ew and background of how to use this
M B nodul e.
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3.1. Circuit Concepts

There are nmultiple MB nodules that define circuits. Three conmonly
used M B nodul es are FRAMVE- RELAY-DTE-M B (RFC 2115) [20], FRNETSERV-
M B (RFC 2954) [18], and ATMM B (RFC 2515) [22]. These define
managenent objects for frame relay DIEs, franme relay services, and
ATM respectively. Each of these MB nodules contain the ability to
add or delete circuits; however, none create a specific ifEntry for
acircuit. The reason for this is that there are potentially
multiple circuits and not every circuit needs to be nanaged as an

i ndividual interface. For exanple, not every circuit on a device
needs to be nonitored with RMON and not every circuit needs to be

i ncluded as an individual circuit for routing. Further, the
Interfaces G oup MB (RFC 2863) [17] strongly reconmends that
conceptual rows not be added to the ifTable for virtual circuits.

The rationale for creating conceptual rows in the ifTable for these
circuits is that there is a need for their use in either nmanagenent
of routing or nonitoring of data. Both of these functions require
mappi ng to an iflndex.

This M B nodul e i s designed such that only those circuits that
require an iflndex need be added to the ifTable. This prevents
over-popul ating the ifTable with usel ess or otherw se unused indices.
Wiile this document often refers to ATM and frame relay, it is not
specifically designed for only those types of circuits. Any circuit
that is defined in a MB nodul e but does not have its own iflndex MAY
be added with this M B nodul e.

3.2. Theory of Qperation

3.2.1. Creation Process
In sone cases, devices will automatically populate the rows of
ciCrcuitTable as circuits are created or discovered. However, in
many cases, it nmay be necessary for a network manager to nanually
create rows.
Manual creation of rows requires the foll owi ng steps:
1) Locate or create the circuit that is to be added on the device.

2) Create arowin ciGrcuitTable for each flow type that is
required.

The first step above requires sone know edge of the circuits that
exi st on a device. Typically, logical ports have entries in the
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ifTable. I1f, for exanmple, the ifType for the logical port is
frameRel ay(32), the circuits can be located in the frC rcuitTable of
the Frame Relay DTE M B ( FRAME- RELAY-DTE-M B) [18]. |If, as another
exanple, the ifType for the logical port is frameRel ayService(44),
the circuits can be located in the frPVCEndpt Tabl e of the Frame Rel ay
Service MB (FRNETSERV-M B) [20]. If, as a final exanple, the ifType
for the logical port is aal5(49), the circuits can be located in the
aal 5vccTabl e of the ATMMB (ATMMB) [22]. An entry describing the
circuit MJIST exist in some table prior to creating a rowin
ciCrcuitTable. The object identifier that MJST be used in the
circuit definition is the |exicographically smallest accessible QD
that fully describes the the circuit.

3.2.2. Destruction Process
3.2.2.1. Manual Row Destruction

Manual row destruction is straight forward. Any row can be destroyed
and the resources allocated to it are freed by setting the val ue of
its status object (ciCrcuitStatus) to destroy(6). It should be
noted that when ciCircuitStatus is set to destroy(6) all associated
rows in the ifTable and in cilfMapTable will also be destroyed. This
process MAY trigger further row destruction in other tables as well.

3.2.2.2. Autonatic Row Destruction

Rows in the tables MAY be destroyed automatically based on the

exi stence of the circuit on which they rely. Wen a circuit no

| onger exists in the device, the data in the tables has no relation
to anyt hing known on the network. For this reason, rows MJST be
removed fromthis table as soon as it is discovered that the
associated circuits no |l onger exist. The effects of automatic row
destruction are the sane as manual row destruction.

3.2.3. Modi fi cati on Process

Since no objects in the MB nodul e can be changed once rows are
active, there are no nodification caveats.

3.2.4. Per si stence of Data

Each row in the tables of this MB nodule relies on information from
other MB nodul es. The rules for persistence of the data SHOULD
follow the sane rules as those of the underlying MB nodule. For
exanmple, if the circuit defined by ciGrcuitObject would normally be
stored in non-volatile menory, then the ciCircuitEntry SHOULD al so be
non-vol atil e.
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4. Relation to Gher MB Mdul es

4.1. Frane Relay DTE M B
There is no required relation to the Frane Rel ay DTE M B beyond t he
fact that rows in the frGrcuitTable MAY be referenced. However, if
frGrcuitLogicallflndex is being used to represent the sane
information as a ciGrcuitEntry with a value of ci G rcuitFl ow equa
to both(3), the inplenentation MAY use the sane ifl ndex.

4.2. Frame Relay Service MB

There is no explicit relation to the Frane Relay Service M B beyond
the fact that a rows in the frPVCEndpt Tabl e MAY be referenced.

4.3. ATMMB

There is no explicit relation to the ATM M B beyond the fact that
rows in multiple tables nmay be referenced.

4.4. Interfaces Goup MB

4.4.1. Interfaces Table (ifTable, ifXtable)
The follow ng specifies howthe Interfaces Goup defined in the IF-
MB will be used for the managenent of interfaces created by this MB

nodul e.

Val ues of specific ifTable objects for circuit interfaces are as
fol | ows:

bj ect Nane Val ue of nject

i f1ndex Each entry in the circuit table is represented by an
ifEntry. The value of iflndex is defined by the agent
such that it conplies with any internal nunbering
schenme.

i f Type The value of ifType is specific to the type of circuit
desired. For exanple, the value for frane rel ay
virtual circuits is frD ciEndPt(193) and the val ue for
ATM virtual circuits is atmvci EndPt(194). If the
circuit is to be used in RMON, propVirtual (53) SHOULD
NOT be used.

St ei nberger & Ni ckl ass St andards Track [ Page 6]



RFC 3201

ifMu

i f Speed

i f PhysAddr ess
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i fl nUcast Pkt s

i flnD scards

iflnErrors

i fQutCctets
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Set to the size in octets of the |argest packet, frame
or PDU supported on the circuit. |If this is not known
to the ifMu object shall be set to zero. |If the
circuit is not nodel ed as a packet-oriented interface,
this object SHOULD NOT be supported and result in
noSuchl nst ance.

The peak bandwidth in bits per second avail able for
use. This will equal either the ifSpeed of the
logical link if policing is not enforced or the
maxi mum i nformation rate otherwise. |If neither is
known, the ifSpeed object shall be set to zero.

This will always be an octet string of zero |ength.

The nunber of octets received by the network (ingress)
for this circuit. This counter should count only
octets included the header information and user data.
If the device does not support statistics on the
circuit, this object MJST NOT be supported and result
i n noSuchl nst ance.

The unerrored nunber of frames, packets or PDUs
received by the network (ingress) for this circuit.
If the device does not support statistics on the
circuit, this object MJST NOT be supported and result
i n noSuchl nst ance.

The nunber of received franmes, packets or PDUs for
this circuit discarded due to ingress buffer
congestion and traffic policing. |f the device does
not support statistics on the circuit, this object
MUST NOT be supported and result in noSuchlnstance.

The nunber of received franmes, packets or PDUs for
this circuit that are di scarded because of an error
If the device does not support statistics on the
circuit, this object MJST NOT be supported and result
i n noSuchl nst ance.

The nunber of octets sent by the network (egress) for
this circuit. This counter should count only octets

i ncluded the header information and user data. |If the
devi ce does not support statistics on the circuit,
this object MJUST NOT be supported and result in
noSuchl nst ance.
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i f Qut Ucast pkts The nunmber of unerrored franmes, packets or PDUs sent
by the network (egress) for this circuit. |If the
devi ce does not support statistics on the circuit,
this object MJUST NOT be supported and result in
noSuchl nst ance.

i fQutDi scards The nunber of franes, packets or PDUs discarded in the
egress direction for this circuit. Possible reasons
are as follows: policing, congestion. |If the device
does not support statistics on the circuit, this
obj ect MUST NOT be supported and result in
noSuchl nst ance.

ifQutErrors The nunber of frames, packets or PDUs di scarded for
this circuit in the egress direction because of an
error. |f the device does not support statistics on
the circuit, this object MIST NOT be supported and
result in noSuchl nstance.

i f1 nBroadcast Pkts
If the device does not support statistics on the
circuit, this object MJST NOT be supported and result
i n noSuchl nst ance.

i f Qut Broadcast Pkt s
If the device does not support Broadcast packets on
the circuit, this object should not be supported and
result in noSuchl nstance.

i fLi nkUpDownTr apEnabl e
Set to false(2). Circuits often have a predefined
notification nechanism In such instances, the nunber
of notification sent would be doubled if this were
enabl ed.

i f Prom scuoushMode
Set to false(2). |If the circuit is not nodeled as a
packet-oriented interface, this object SHOULD NOT be
supported and result in noSuchlnstance.

i f Connect or Present
Set to false(2).

Al'l other values are supported as stated in the | F-M B docunentation
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4.4.2. Stack Table (ifStackTable)

This section describes by exanple how to use ifStackTable to

represent the relationship between circuit and | ogical |ink
i nterfaces.
Exanple 1: Circuits (C) on a frame relay logical link
Foeet Aot oo+
Il Ccl [ C| | C|
+-+- 4+ -+ - -+
| | |
S Fomam - +o- -+
| Frane Relay Service
R S +
|
Fom e e - Fom e e - +
| Physi cal Layer
oo +

The assignnment of the index values could for exanple be (for a V35
physi cal interface):

i flndex Description

1 frD ci EndPt (type 193)
2 frD ci EndPt (type 193)
3 frD ci EndPt (type 193)
4 franeRel ayService (type 44)
5 v35 (type 33)

The ifStackTable is then used to show the rel ationshi ps between each
i nterface.

H gher Layer Lower Layer

0 1
0 2
0 3
1 4
2 4
3 4
4 5
5 0
In the above exanple the frame relay logical link could just as

easily be of type franeRel ay(32) instead.
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Exanple 2: Circuits (C) on a AAL5 logical link

e o
Il Ccl [ C| | C|
+-+- 4+ -+ - -+

| | |

I Foonnnn +-- -+

| AALS Layer |

N T Fommemena +

|

Fom e e - Fom e e - +

ATM Layer

S +

|

Fommemeaa N T +

| Physi cal Layer |

e e e e e e e e o +

The assignnment of the index values could for exanple be (for a DS3
physi cal interface):

i flndex Description

at nvci EndPt (type 194)
at nvci EndPt (type 194)
at nvVci EndPt (type 194)
aal 5 (type 49)
atm (type 37)
ds3 (type 30)

ok, wWNE

The ifStackTable is then used to show the rel ationshi ps between each
i nterface.

H gher Layer Lower Layer

OO WNRFPLPOOO
QoA DWNE
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4.5, Oher MB Mdul es

There is no explicit relation to any other nedia specific MB nodul e
beyond the fact that rows in nmultiple tables may be referenced.

5. Structure of the MB Mdule
The CIRCUI T-IF-M B consists of the foll owi ng conponents:
o ciCrcuitTable
o cilfMapTable

Refer to the conpliance statenent defined within for a definition of
what obj ects MJST be i npl enent ed.

5.1. ciCrcuitTable

The ciCircuitTable is the central control table for operations of the
Circuit Interfaces MB. It provides a neans of mapping a circuit to
its iflndex as well as forcing the insertion of an iflndex into the

i f Table. The agent is responsible for managing the iflndex itself
such that no device dependent indexing schene is violated.

Arowin this table MJST exist in order for a rowto exist in any
other table in this MB nodul e.

5.2. cilfMapTable

This table nmaps the iflndex back to the circuit that it is associated
Wit h.

6. Object Definitions

CIRCUT-1F-MB DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
nm b-2, Gauge32 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, Rowst at us,
Ti meSt anp, RowPoi nter, StorageType FROM SNWPv2- TC
MODULE- COVMPLI ANCE, OBJECT- GROUP FROM SNWPv 2- CONF
i fl ndex, Interfacel ndex FROM | F- M B;

circuitlfM B MODULE-| DENTI TY
LAST- UPDATED "200201030000Z" -- January 3, 2002
ORGANI ZATI ON "I ETF Frane Rel ay Service M B Wrking G oup”
CONTACT- | NFO
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"I ETF Frane Relay Service MB (frnetm b) Wrking G oup

WG Charter: http://ww. ietf.org/htm.charters/
frnetm b-charter. htm

WG emui | : frnetm b@unr oof . eng. sun. com
Subscri be: frnetm b-request @unr oof. eng. sun. com
Emai | Archive: ftp://ftp.ietf.org/ietf-mail-archive/frnetmb
Chai r: Andy Malis

Vi vace Networks
Emai |l : Andy. Mal i s@i vacenet wor ks. com

WG editor: Robert Steinberger
Par adyne Networ ks and
Fuj i tsu Network Conmuni cations
Emai | : robert. st einberger@nc. fujitsu.com

Co-author: Oly N cklass
RAD Dat a Conmmuni cati ons Ltd.

EMai | : Oly_n@ad.co.il"
DESCRI PTI ON

"The M B nobdule to allow insertion of selected circuit into

the ifTable."

REVI SI ON "200201030000Z" -- January 3, 2002
DESCRI PTI ON

“Initial version, published as RFC 3201"
o= { mb-2 94}

-- Textual Conventions

Ci Fl owDi rection ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The direction of data flow thru a circuit.

transmt(1l) - Only transnitted data
receive(2) - Only received data
bot h( 3) - Both transnitted and received data."
SYNTAX | NTEGER {
transmt(1),

receive(2),
bot h(3)
}
ci Obj ects OBJECT IDENTIFIER ::= { circuitlIfMB 1}
ci Capabilities OBJECT IDENTIFIER ::={ circuitlIfMB 2 }
ci Conformance OBJECT IDENTIFIER ::={ circuitlIfMB 3 }
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Interface Circuit Table

-- This table is used to define and display the circuits that
-- are added to the ifTable. It maps circuits to their respective
-- i flndex val ues.

cic

cid

G G

cic

rcui t Tabl e
SYNTAX
MAX- ACCESS
STATUS

DESCRI PTI ON

OBJECT- TYPE

SEQUENCE OF CiGircuitEntry
not - accessi bl e

current

"The Circuit Interface Circuit Table."
c:={ ciObjects 1}

rcui tEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

DESCRI PTI ON

CCrcuitEntry
not - accessi bl e
current

"An entry in the Crcuit Interface Crcuit Table."
| NDEX { ciCrcuitObject, ciGrcuitFlow}
c:={ ciCrcuitTable 1}

rcuitEntry ::=

SEQUENCE {
-- Index Control Vari abl es
ci G rcuitObject RowPoi nt er,
ci CircuitFl ow Ci Fl owDi r ecti on,
ciCircuitStatus RowsSt at us,
-- Data vari abl es
ciCrcuitlflndex I nt er f acel ndex,
ciCrcuitCreateTine TinmeStanp,
-- Data Persistence
ciCrcuitStorageType StorageType

}

rcui t Gbj ect OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This val ue contains the RowPoi nter that uniquely
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describes the circuit that is to be added to this table.
Any RowPointer that will force the size of OBJECT

| DENTI FI ER of the row to grow beyond the legal limt
MUST be rej ect ed.

The purpose of this object is to point a network nanager
to the table in which the circuit was created as well as
define the circuit on which the interface is defined.

Valid tables for this object include the frCircuitTable
fromthe Frame Rel ay DTE M B( FRAME- RELAY- DTE-M B), the
fr PVCEndpt Table fromthe Frane Relay Service MB
(FRNETSERV-M B), and the aal 5VccTable fromthe ATM M B
(ATMMB). However, including circuits fromother MB
tables 1S NOT prohibited."

c:={ ciCrcuitEntry 1}

ci CircuitFl ow OBJECT- TYPE

SYNTAX Ci Fl owDi rection
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The direction of data flow through the circuit for which
the virtual interface is defined. The follow ng define
the information that the virtual interface will report.

transmt(1l) - Only transnitted franes
receive(2) - Only received franes
bot h( 3) - Both transnmitted and received franes.

It is recommended that the ifDescr of the circuit
interfaces that are not both(3) SHOULD have text warning
the operators that the particular interface represents
only half the traffic on the circuit."

c:={ ciCrcuitEntry 2 }

ciCircuitStatus OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the current row. This object is

used to add, delete, and disable rows in this

table. Wen the status changes to active(l), a row
will also be added to the interface nap table bel ow
and a row will be added to the ifTable. These rows
SHOULD not be renoved until the status is changed
fromactive(l). The value of iflndex for the row that
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is added to the ifTable is deterni ned by the agent
and MUST follow the rules of the ifTable. The value
of ifType for that interface will be frD ci EndPt (193)
for a frame relay circuit, atnVci EndPt(194) for an
ATMcircuit, or another ifType defining the circuit
type for any other circuit.

When this object is set to destroy(6), the associated
rowin the interface map table will be renoved and the
iflndex will be renoved fromthe ifTable. Renpoving
the iflndex MAY initiate a chain of events that causes
changes to other tables as well.

The rows added to this table MJST have a valid object
identifier for ciGrcuitQject. This means that the
ref erenced object nmust exist and it nust be in a table
that supports circuits.

The object referenced by ci CircuitCbject MIST exi st
prior to transitioning a rowto active(l). If at any
poi nt the object referenced by ciCrcuitObject does not
exi st or the row containing it is not in the active(l)
state, the status SHOULD either age out the row or
report notReady(3). The effects transitioning from
active(l) to notReady(3) are the sane as those caused
by setting the status to destroy(6).

Each row in this table relies on information from ot her
M B nodul es. The rul es persistence of data SHOULD fol |l ow
the sane rul es as those of the underlying MB nodul e.
For exanple, if the circuit defined by ciGCircuitject
woul d normally be stored in non-volatile nenory, then
the row SHOULD al so be non-vol atile."

c:={ ciCrcuitEntry 3}

ciCircuitlflndex OBIECT- TYPE

SYNTAX I nt erfacel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The iflndex that the agent assigns to this row "
c:={ ciCrcuitEntry 4 }

ciCrcuitCreateTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This object returns the value of sysUpTine at the tine
the value of ciCrcuitStatus last transitioned to
active(l). |If ciGrcuitStatus has never been active(1l),
this object SHOULD return O."

c:={ ciCrcuitEntry 5}

ciCircuitStorageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type used for this row "
c:={ ciCrcuitEntry 6 }

-- The Circuit Interface Map Table

-- This table maps the iflndex values that are assigned to
-- rows in the circuit table back to the objects that define
-- the circuits.

cilfMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ci | f MapEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The Circuit Interface Map Table."
:={ ciObjects 2 }

ci | f MapEntry OBJECT- TYPE
SYNTAX Ci | f MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the Crcuit Interface Map Table."
| NDEX { iflndex }
;= { cilfMapTable 1}

C | fMpEntry ::=
SEQUENCE {

-- Mapped bject Vari ables

ci | f MapQoj ect RowPoi nt er,
ci | f MapFl ow Ci Fl owDi rection
}
ci | f MapObj ect OBJECT- TYPE
SYNTAX RowPoi nt er
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s val ue contains the value of RowPoi nter that
corresponds to the current iflndex."
c:={ cilfMapEntry 1}

ci | f MapFl ow  OBJECT- TYPE
SYNTAX Ci Fl owDi rection
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue contains the value of ciCircuitFlowthat
corresponds to the current iflndex."
o= { cilfMapEntry 2}

-- Change tracking netrics

ci | f Last Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the nobst recent change to
ciCrcuitStatus for any rowin ciCrcuitTable."
:={ ciObjects 3}

ci | f NumActi ve OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of active rows in ciCircuitTable."
:={ ciObjects 4}

-- Conformance | nfornation

ci M BG oups OBJECT | DENTI FI ER ::
ci M BConpl i ances OBJECT | DENTI FI ER : :

{ ciConformance 1 }
{ ciConformance 2 }

-- Conpliance Statenents

ci Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVP entities
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whi ch support of the Circuit Interfaces M B nodul e.
This group defines the mininmmlevel of support
requi red for conpliance."”
MODULE -- this nodul e
MANDATORY- GROUPS { ci Circuit G oup,
ci | f MapG oup,
ci StatsGroup }

OBJECT ciGircuitStatus
SYNTAX | NTEGER { active(l1l) } -- subset of RowStatus
M N- ACCESS read-only
DESCRI PTI ON
"Row creation can be done outside of the scope of
the SNWP protocol. |If this object is inplenented with

max- access of read-only, then the only value that MJST
be returned is active(l1)."

OBJECT ciCircuitStorageType
M N- ACCESS read-only
DESCRI PTI ON

"It is legal to support ciCircuitStorageType as read-
only as long as the value reported in consistent

with the actual storage nmechani sm enpl oyed within the
agent . "

::={ ciMBConpliances 1 }

-- Units of Conformance
ciCrcuitGoup OBJECT-GROUP
OBJECTS {
ciCircuitStatus,
ciCrcuitlflndex,
ciCircuitCreateTi ne,
ci CircuitStorageType

}
STATUS current
DESCRI PTI ON
"A collection of required objects providing
information fromthe circuit table.”
::={ ciMBGoups 1}

ci | f MapG oup OBJECT- GROUP

OBJECTS {
ci | f MapQoj ect
ci | f MapFl ow

}
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STATUS current
DESCRI PTI ON
"A collection of required objects providing
information fromthe interface map table."
::={ ciMBGoups 2}

ci Stat sG oup OBJECT- GROUP
OBJECTS {
ci | f Last Change,
cil fNumActi ve

}
STATUS current
DESCRI PTI ON
"A collection of statistical nmetrics used to hel p manage
the ciCrcuitTable. "
::={ ciMBGoups 3}
END
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Security Considerations

There are a nunber of nmanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi thout proper protection can have a negative effect on
net wor k operati ons.

SNWPv1 by itself is not a secure environment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/ create/delete) the objects in this MB.

It is recomended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mddel RFC 2274 [12] and the Vi ew based
Access Control Model RFC 2275 [15] is recomended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them

| ANA Consi derati ons
New i f Types defined specifically for use in this MB nodul e SHOULD be

inthe formof ***EndPt. This is simlar to frD ci EndPt(193) and
at nvci EndPt (194) which are al ready defined
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