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Status of this Meno
This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.
Copyright Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.
Abst r act
This docunent is a glossary of policy-related terns. |t provides
abbrevi ati ons, explanations, and recomendati ons for use of these
terns. The docunent takes the approach and format of RFC 2828, which
defines an Internet Security Qossary. The intent is to inprove the

conprehensibility and consistency of witing that deals with network
policy, particularly Internet Standards docunents (I SDs).
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1. Introduction

Thi s docunent provides abbreviations, definitions, and expl anations
of terns related to network policy. Al definitions are provided in
Section 3, with the ternms listed in al phabetical order

The intent is to inprove the conprehensibility and consistency of

I nternet Standards docunents (I1SDs) -- i.e., RFCs, Internet-Drafts,
and other nmaterial produced as part of the Internet Standards Process
[ RFC2026]. Benefits across the 1SDs are well-stated in the
Introduction to RFC 2828 [ RFC2828]:

o "Cear, Concise, and Easily Understood Docunentation" - Requires
that the set of terms and definitions be consistent, self-
supporting and uniformacross all |SDs.

o Technical Excellence - Were all 1SDs use term nol ogy accurately,

preci sely, and unanbi guously.

o Prior Inplenentation and Testing - Requires that ternms are used in
their plainest form that private and "made-up" ternms are avoided
in ISDs, and that new definitions are not created that conflict
wi th established ones.

0 "Openness, Fairness, and Tineliness" - Wiere |SDs avoid terns that
are proprietary or otherwi se favor a particular vendor, or that
Ccreate a bias toward a particular technol ogy or mechani sm

Common and/or controversial policy terns are defined. These terns
are directly related and specific to network policy.

Wher ever possible, this document takes definitions from existing
I SDs. It should be noted that:

0 Expired Internet-Drafts are not referenced, nor are their
term nol ogy and definitions used in this docunent.
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o Miltiple definitions may exist across the ISDs. Each definition
is listed, with its source.

2. Expl anation of Paragraph Markings
Section 3 marks ternms and definitions as foll ows:
0 Capitalization: Only terns that are proper nouns are capitalized.

o Paragraph Marking: Definitions and explanations are stated in
par agraphs that are marked as foll ows:

- "P" identifies basic policy-related terns.

- "T" identifies various techniques to create or convey policy-
related information in a network. For exanple, COPS and an
"Informati on Model " are two techniques for comunicating and
describing policy-related data. SNWMP and M Bs are anot her

- "A" identifies specific Wrk G oups and general "areas of use"
of policy. For exanple, AAA and QoS are two "areas of use"
where policy concepts are extrenely inportant to their function
and operati on.

3. Terms

Note: In providing policy definitions, other "technol ogy specific"
terns (for exanple, related to Differentiated Services) may be used
and referenced. These non-policy terms will not be defined in this
docunent, and the reader is requested to go to the referenced 1SD for
addi tional detail.

$ AAA
See "Aut hentication, Authorization, Accounting"

$ abstraction levels
See "policy abstraction".

$ action
See "policy action".

$ Authentication, Authorization, Accounting (AAA)

(A) AAA deals with control, authentication, authorization and
accounting of systens and environnents based on policies set
by the admi nistrators and users of the systens. The use of
policy may be inplicit - as defined by RAD US [ RFC2138]. In
RADI US, a network access server sends dial-user credentials to
an AAA server, and receives authentication that the user is
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who he/she clains, along with a set of attribute-value pairs
aut hori zing various service features. Policy is inplied in
both the authentication, which can be restricted by tinme of
day, nunber of sessions, calling nunber, etc., and the
attribute-val ues authori zed.

$ AM
See "Common | nformati on Model ".

$ Common | nformati on Mdel (CM
(T) An object-oriented information nodel published by the DMIF

(Di stributed Managenent Task Force) [DMIF]. It consists of a
Specification detailing the abstract nodeling constructs and
principles of the Information Mddel, and a textual |anguage
definition to represent the Model. CIMs schenas are defined
as a set of files, witten in the |anguage of the
Speci fication, with graphical renderings using UML [ UM].
Sets of classes and associ ations represent CIMs Core and
Common Model s, defining an information nodel for the
"enterprise" - addressing general concepts (in Core), and
systens, devices, users, software distribution, the physica
envi ronnment, networks and policy (in the Conmon Mdels). (See
al so "information nodel ".)

$ Common Open Policy Service (COPS)

(T) A sinple query and response TCP-based protocol that can be
used to exchange policy information between a Policy Decision
Point (PDP) and its clients (Policy Enforcenment Points, PEPs)
[ RFC2748]. The COPS protocol is used to provide for the
out sourcing of policy decisions for RSVP [ RFC2749]. Anot her
usage is for the provisioning of policy [RFC3084]. (See al so
"Policy Decision Point" and "Policy Enforcenent Point".)

$ condition
See "policy condition".

$ configuration
(P) "Configuration" can be defined fromtwo perspectives:

- The set of paraneters in network el enents and ot her systens
that determine their function and operation. Some
paraneters are static, such as packet queue assignnment and
can be predefined and downl oaded to a network el enent.

O hers are nore dynanic, such as the actions taken by a

net wor k devi ce upon the occurrence of sonme event. The

di stinction between static (predefined) "configuration" and
the dynami c state of network elenents blurs as setting

par aneters becones nore responsive, and signaling controls
greater degrees of a network device’'s behavior
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- A static setup of a network el ement, done before shipnent
to a custoner and which cannot be nodified by the custoner.
The first is the accepted usage in the Internet community.

$ COPS
See "Common Open Policy Service"

$ data nodel
(T) A mapping of the contents of an information nodel into a form
that is specific to a particular type of data store or

repository. A "data nodel" is basically the rendering of an
i nformati on nodel according to a specific set of nechanisns
for representing, organizing, storing and handling data. It

has three parts [DecSupp]:

- Acollection of data structures such as lists, tables,
relations, etc.

- Acollection of operations that can be applied to the
structures such as retrieval, update, sumation, etc.

- Acollection of integrity rules that define the | ega
states (set of values) or changes of state (operations on
val ues).

(See also "information nodel".)

$ DEN
See "Directory Enabl ed Networks".

$ Differentiated Services (DS)

(T) The I P header field, called the DS-field. 1In IPv4, it defines
the | ayout of the ToS (Type of Service) octet; in IPv6, it is
the Traffic Class octet [RFC2474].

(A) "Differentiated Services" is also an "area of use" for QS
policies. It requires policy to define the correspondence
bet ween codepoints in the packet’s DS-field and individua
per - hop behaviors (to achieve a specified per-domain
behavior). In addition, policy can be used to specify the
routi ng of packets based on various classification criteria.
(See also "Quality of Service" and "filter".)

$ diffserv
See "Differenti ated Services"

$ Directory Enabl ed Networks (DEN)

(T) A data nodel that is the LDAP mapping of CIM (the Comon
Information Model). |Its goals are to enable the depl oynent
and use of policy by starting with comon service and user
concepts (defined in the information nodel), specifying their
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mappi ng/ storage in an LDAP-based repository, and using these
concepts in vendor/device-independent policy rules [DMIF].
(See al so "Common | nformati on Model " and "data nodel ".)

$ domai n
(P) A collection of elenents and services, adnministered in a
coordi nated fashion. (See also "policy domain".)

$ DS
See "Differenti ated Services"

$ filter
(T) A set of terns and/or criteria used for the purpose of

separating or categorizing. This is acconplished via single-
or multi-field matching of traffic header and/or payl oad data.
"Filters" are often mani pul ated and used in network operation
and policy. For exanple, packet filters specify the criteria
for matching a pattern (for exanple, IP or 802 criteria) to

di stingui sh separabl e classes of traffic.

$ goal
See "policy goal".

$ informati on node
(T) An abstraction and representation of the entities in a nanaged
environnment, their properties, attributes and operations, and

the way that they relate to each other. It is independent of
any specific repository, software usage, protocol, or
pl at f or m

$ Managenent | nformation Base (M B)

(T) Acollection of information that can be accessed via the
Si mpl e Networ k Managenent Protocol. Managenent information is
defined in MB nodul es using the rules contained in SNV’ s
Structure of Managenent Information (SM) specifications
[ RFC2570]. WManagenent information is an abstract concept, and
definitions can be created for high |evel policy
specifications, low level policy, as well as technol ogy and
vendor specific configurations, status and statistics. (See
al so "Sinpl e Network Managenent Protocol" and "Structure of
Managenent | nformation".)

$ MB
See "Managenent | nfornation Base"
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$ MPLS
See "Mul tiprotocol Label Switching". (Al so, MPLS may refer to
Mul ti-Protocol Lanbda Switching in optical networks. But, this is
unrelated to policy and not discussed further in this document.)

$ Multiprotocol Label Switching (MPLS)

(T) Integrates a | abel swapping and switching franework with
network | ayer routing [RFC2702]. The basic idea involves
assigning short fixed length labels to packets at the ingress
to an MPLS cloud. Throughout the interior of the MPLS domain,
the | abel s attached to packets are used to make forwarding
decisions (usually without recourse to the original packet
headers) .

$ outsourced policy

(P) An execution nodel where a policy enforcenent device issues a
query to del egate a decision for a specific policy event to
anot her conponent, external to it. For exanple, in RSVP, the
arrival of a new RSVP nessage to a PEP requires a fast policy
decision (not to delay the end-to-end setup). The PEP nay use
COPS-RSVP to send a query to the PDP, asking for a policy
deci si on [ RFC2205, RFC2748]. "Qutsourced policy" is
contrasted with "provisioned policy", but they are not
nmut ual Iy excl usive and operational systens may conbi ne the
t wo.

$ PCM
See "Policy Core Information Model".

$ PDP
See "Policy Decision Point".

$ PEP
See "Policy Enforcenment Point".

$ PIB
See "Policy Infornation Base".

$ policy
(P) "Policy" can be defined fromtwo perspectives:

- A definite goal, course or nethod of action to guide and
determ ne present and future decisions. "Policies" are
i mpl emented or executed within a particular context (such
as policies defined within a business unit).

- Policies as a set of rules to administer, nanage, and
control access to network resources [ RFC3060].
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Note that these two views are not contradictory since

i ndi vidual rules may be defined in support of business goals.
(See also "policy goal", "policy abstraction" and "policy
rule".)

$ policy abstraction
(P) Policy can be represented at different levels, ranging from

busi ness goals to device-specific configuration paraneters.
Transl ati on between different | evels of "abstraction" may
require information other than policy, such as network and
host paraneter configuration and capabilities. Various
docunents and i npl enentations nay specify explicit |evels of
abstraction. However, these do not necessarily correspond to
di stinct processing entities or the conplete set of levels in
all environments. (See also "configuration" and "policy
translation".)

$ policy action
(P) Definition of what is to be done to enforce a policy rule,
when the conditions of the rule are net. Policy actions may
result in the execution of one or nore operations to affect
and/ or configure network traffic and network resources.
- In [RFC3060], a rule’ s actions nmay be ordered.

$ policy condition

(P) Arepresentation of the necessary state and/or prerequisites
that define whether a policy rule’ s actions should be
performed. This representation need not be conpletely
specified, but may be inmplicitly provided in an inplenentation
or protocol. Wien the policy condition(s) associated with a
policy rule evaluate to TRUE, then (subject to other
consi derations such as rule priorities and deci sion
strategies) the rule should be enforced.

(T) In [RFC3060], a rule's conditions can be expressed as either
an ORed set of ANDed sets of statenents (disjunctive nornal
form, or an ANDed set of ORed sets of statenents (conjunctive
normal forn). Individual condition statenents can also be
negat ed.

$ policy conflict

(P) Cccurs when the actions of two rules (that are both satisfied
si mul t aneously) contradict each other. The entity
i mpl enenting the policy would not be able to deternine which
action to perform The inplenenters of policy systens nust
provide conflict detection and avoi dance or resol ution
mechani sms to prevent this situation. "Policy conflict" is
contrasted with "policy error”.
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$ policy conversion
See "policy translation".

$ Policy Core Information Mddel (PCIM [RFC3060]

(T) An information nodel describing the basic concepts of policy
groups, rules, conditions, actions, repositories and their
rel ationships. This nodel is described as a "core" nodel
since it cannot be applied w thout donmain-specific extensions
(for exanple, extensions for QS or IPsec). PCIMis "core"
with respect to the area of policy. However, it is a "Comon
Model ," with respect to CIM- in that it extends the basic CI M
concepts for policy. (See also "Conmon |Information Model".)

$ policy decision
(P) Two perspectives of "policy decision" exist:
- A "process" perspective that deals with the evaluation of a
policy rule’ s conditions
- A'"result" perspective that deals with the actions for
enforcenent, when the conditions of a policy rule are TRUE

$ Policy Decision Point (PDP)
(P) Alogical entity that makes policy decisions for itself or for
other network el enents that request such decisions [ RFC2753].
(See al so "policy decision".)

$ policy domain
(P) Acollection of elenents and services, and/or a portion of an

I nternet over which a common and consistent set of policies

are adm nistered in a coordinated fashion [RFC2474]. This

definition of a policy donmain does not preclude nultiple

sources of policy creation within an organi zati on, but does

require that the resultant policies be coordinated.

- Policies defined in the context of one domain may need to
be conmuni cated or negotiated outside of that domain. (See
al so "policy negotiation".)

$ policy enforcenent
(P) The execution of a policy decision

$ Policy Enforcenent Point (PEP)
(P) Alogical entity that enforces policy decisions [ RFC2753].
(See also "policy enforcenent".)

$ policy error
(P) "Policy errors" occur when attenpts to enforce policy actions
fail, whether due to tenporary state or permanent m smatch
bet ween the policy actions and the devi ce enforcenent
capabilities. This is contrasted with "policy conflict".
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$ policy goa

(P) Goals are the business objectives or desired state intended to
be maintained by a policy system As the highest |evel of
abstraction of policy, these goals are nost directly described
in business rather than technical ternms. For exanple, a goa
m ght state that a particular application operate on a network
as though it had its own dedicated network, despite using a
shared infrastructure. 'Policy goals’ can include the
obj ectives of a service |level agreenent, as well as the
assi gnnent of resources to applications or individuals. A
policy systemmay be created that automatically strives to
achi eve a goal through feedback regardi ng whet her the goa
(such as a service level) is being net.

$ Policy Information Base (Pl B)
(T) Collections of related PRovisioning Casses (PRCs), defined as
a module. (See also "PRovisioning dass".)

$ policy mapping
See "policy translation".

$ policy negotiation
(P) Exposing the desired or appropriate part of a policy to
anot her domain. This is necessary to support partial
i nterconnecti on between donains, which are operating with
different sets of policies.

$ policy repository
(P) "Policy repository" can be defined fromthree perspectives:

- A specific data store that holds policy rules, their
conditions and actions, and related policy data. A
dat abase or directory would be an exanple of such a store

- Alogical container representing the admnistrative scope
and nam ng of policy rules, their conditions and actions,
and related policy data. A "QoS policy" domain would be an
exanpl e of such a contai ner

- In [RFC3060], a nore restrictive definition than the prior
one exists. A PolicyRepository is a nodel abstraction
representing an administratively defined, |ogical container
for reusable policy el ements.

$ policy request
(P) A nessage requesting a policy-related service. This nmay refer
to a request to retrieve a specific set of policy rules, to
determine the actions to enforce, or other policy requests.
When sent by a PEP to a PDP, it is nore accurately qualified
as a "policy decision request” [RFC2753]. (See also "policy
deci sion".)
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$ policy rule
(P) A basic building block of a policy-based system It is the
bi nding of a set of actions to a set of conditions - where the
conditions are evaluated to deterni ne whether the actions are
performed [ RFC3060].

$ policy server
(P) A marketing termwhose definition is inprecise. Oiginally,
[ RFC2753] referenced a "policy server". As the RFC evol ved,
this term becane nore preci se and known as the Policy Decision
Point (PDP). Today, the termis used in marketing and ot her
literature to refer specifically to a PDP, or for any entity
t hat uses/services policy.

$ policy translation

(P) The transformation of a policy froma representation and/or
| evel of abstraction, to another representation or |evel of
abstraction. For exanple, it may be necessary to convert PIB
data to a command line format. |In this "conversion," the
translation to the new representation is likely to require a
change in the |l evel of abstraction (becom ng nore or |ess
specific). Although these are logically distinct tasks, they
are (in nost cases) blurred in the act of
transl ati ng/ converting/ mapping. Therefore, this is also known
as "policy conversion" or "policy mapping"

$ PolicyG oup
(T) An abstraction in the Policy Core Information Mdel [RFC3060].
It is a class representing a container, aggregating either
policy rules or other policy groups. It allows the grouping
of rules into a Policy, and the refinenent of high-Ievel
Policies to lower-level or different (i.e., converted or
transl at ed) peer groups.

$ PRC
See "PRovi si oning d ass”

$ PRI
See "PRovi si oning | nstance".

$ provisioned policy

(P) An execution nodel where network el enents are pre-configured
based on policy, prior to processing events. Configuration is
pushed to the network device, e.g., based on tinme of day or at
initial booting of the device. The focus of this nodel is on
the distribution of configuration information, and is
exenplified by Differentiated Services [RFC2475]. Based on
events received, devices use downl oaded (pre-provisioned)
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mechani snms to inplenent policy. "Provisioned policy" is
contrasted with "outsourced policy".

$ PRovi sioning d ass (PRQO)

(T) An ordered set of attributes representing a type of policy
data. PRCs are defined in PIB nodul es (encoded using SPPI)
and registered in the Object ldentifier tree. |Instances of
each PRC are organized in tables, simlar to conceptual tables
in SMv2. (See also "Structure of Policy Provisioning
I nformation" and "Policy Information Base".)

The acronym PRC, has evolved from"policy rule class" to
"provisioning class". The reason for the change is that a
di screpancy exi sted between the use of the words, "policy
rule” in the PRC context versus other uses in PCIMand the
industry. In the latter, rules are If/Then statenents - a
bi ndi ng of conditions to actions. PRCs are not "rul es" by
this definition, but the encoding of (network-w de)
configuration information for a device.

$ PRovi si oning | nstance (PRI)
(T) An instantiation of a PRovisioning Cass. (See also
"PRovi si oning d ass".)

$ QoS
See "Quality of Service"

$ Quality of Service (QoS)

(A) At a high level of abstraction, "Quality of Service" refers to
the ability to deliver network services according to the
paraneters specified in a Service Level Agreenent. "Quality"
is characterized by service availability, delay, jitter
t hr oughput and packet loss ratio. At a network resource
level, "Quality of Service" refers to a set of capabilities
that allow a service provider to prioritize traffic, contro
bandwi dth, and network | atency. There are two different
approaches to "Quality of Service" on IP networks: Integrated
Services [ RFC1633], and Differentiated Service [ RFC2475].
Integrated Services require policy control over the creation
of signal ed reservations, which provide specific quantitative
end-to-end behavior for a (set of) flow(s). |In contrast,
Differentiated Services require policy to define the
correspondence between codepoints in the packet’s DS-field and
i ndi vi dual per-hop behaviors (to achieve a specified per-
domai n behavior). A maxi mum of 64 per-hop behaviors linit the
nunber of classes of service traffic that can be narked at any
point in a domain. These classes of service signal the
treatment of the packets with respect to various QS aspects,
such as flow priority and packet drop precedence. In
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addition, policy can be used to specify the routing of packets
based on various classification criteria. Policy controls the
set of configuration paraneters and routing for each class in
Differentiated Service, and the admi ssion conditions for
reservations in Integrated Services. (See also "policy
abstraction" and "Service Level Agreenent".)

$ Resource reSerVation Protocol (RSVP)

(T

$role

(P)

$role

(P)

A setup protocol designed for an Integrated Services Internet,
to reserve network resources for a path [ RFC2205]. And, a

si gnal i ng mechani sm for managi ng application traffic's QS in
a Differentiated Service network.

"Rol e" is defined fromthree perspectives:

- A business position or function, to which people and
| ogical entities are assigned [ X 500]

- The | abel ed endpoints of a UML (Unified Mdeling Language)
association. Quoting from[UW], "Wen a class
participates in an association, it has a specific role that
it plays in that relationship; a role is just the face the
class at the near end of the association presents to the
class at the other end of the association”. The Policy
Core Informati on Model [RFC3060] uses UML to depict its
cl ass hierarchy. Rel ationshi ps/associations are significant
in the nodel.

- An adnministratively specified characteristic of a managed
el ement (for exanple, an interface). It is a selector for
policy rules and PRovi sioning Casses (PRCs), to determ ne
the applicability of the rule/PRC to a particul ar nanaged
el ement [ RFC3060].

Only the third definition (roles as selectors of policy) is

directly related to the managenent of network policy. However,

the first definition (roles as business positions and
functions) may be referenced in policy conditions and actions.

conbi nati on

A | exi cographically ordered set of roles that characterize
managed el ements and indicate the applicability of policy

rul es and PRovisioning Classes (PRCs). A policy system uses
the set of roles reported by the managed el enent to determ ne
the correct rules/PRCs to be sent for enforcenent. That
determi nati on nmay examine all applicable policy rules
identified by the role conbination, its sub-conbinations and
the individual roles in the conbination [ RFC3060]. |In the
case of PRCs, a PRC nust explicitly match the rol e conbination
of the managed el ement in order to be applicable and/or
enforced. (The conparison is typically case-sensitive.) The
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final set of rules/PRCs for enforcenent are defined by the
policy system as appropriate for the specified role
conbi nati on of the managed el enent.

$ RSVP
See "Resource reSerVation Protocol™

$rule
See "policy rule".

$ rul e based engine
(T) Arule based engine is able to evaluate policy condition(s)
and trigger appropriate policy actions. A particular rule
based engine may only be capabl e of acting upon policy rules
that are formatted in a specified way or adhere to a specific
| anguage.

$ schema
(T) Two different perspectives of schema are defi ned:

- A set of rules that deterni nes what data can be stored in a
dat abase or directory service [DirServs]

- Acollection of data nodels that are each bound to the sane
type of repository.

The latter is the preferred and recommended one for |nternet

St andards docunents. (See also "data nodel".)

$ service

(P) The behavior or functionality provided by a network, network
el ement or host [DMIF, RFC2216]. Quoting from RFC 2216
[ RFC2216], in order to conpletely specify a "service", one
nmust define the "functions to be perforned ..., the
information required ... to performthese functions, and the
i nformati on nmade avail able by the elenment to other el enents of
the systenf. Policy can be used to configure a "service" in a
network or on a network el ement/host, invoke its
functionality, and/or coordinate services in an interdonmain or
end-to-end environnent.

$ Service Level Agreenent (SLA)

(P) The docunented result of a negotiation between a
customer/consuner and a provider of a service, that specifies
the levels of availability, serviceability, perfornance,
operation or other attributes of the service [ RFC2475]. (See
al so "Service Level njective".)
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$ Service Level bjective (SLO
(P) Partitions an SLA into individual metrics and operationa

information to enforce and/or nonitor the SLA. "Service Leve
bj ectives" may be defined as part of an SLA, an SLS, or in a
separate docunment. It is a set of parameters and their

val ues. The actions of enforcing and reporting nonitored
conpliance can be inplenmented as one or nore policies. (See
al so "Service Level Agreenent”.)

$ Service Level Specification (SLS)

(P) Specifies handling of custoner’s traffic by a network
provider. It is negotiated between a custoner and the
provider, and (for exanple) in a DiffServ environnent, defines
paraneters such as specific Code Points and the Per-Hop-
Behavior, profile characteristics and treatment of the traffic
for those Code Points. An SLS is a specific SLA (a negoti ated
agreenment) and its SLOs (the individual netrics and
operational data to enforce) to guarantee quality of service
for network traffic. (See also "Service Level Agreenent" and
"Service Level Objective".)

$ Sinple Network Management Protocol (SNWP)

(T) SNWP is a framework (including a protocol) for nanagi ng
systens in a network environnent [RFC2570]. It can be used
for policy-based configuration and control using a specific
M B Modul e desi gned to execute policies on nmanaged el ements
via scripts. The elenents (instances) in a network device are
eval uated using a policy filter, to deternine where policy
wi |l be applied.

$ SLA
See "Service Level Agreenent

$ SLO
See "Service Level Objective”

$ SLS
See "Service Level Specification".

$ SMv2
See "Structure of Managenent |nformation”.

$ SNWP
See "Sinpl e Network Managenent Protocol".

$ SPPI
See "Structure of Policy Provisioning Informtion".
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$ Structure of Policy Provisioning Information (SPPI)

(T) An adapted subset of SNMP's Structure of Managenent
Information (SMv2) that is used to encode collections of
rel ated PRovi sioning Classes as a PIB [ RFC3159]. (See al so
"Policy Information Base" and "PRovi sioning C ass".)

$ Structure of Managenent Information, version 2 (SMv2)
(T) An adapted subset of OSI's Abstract Syntax Notation One, ASN 1
(1988) used to encode collections of rel ated objects as SNW
Managenent | nformati on Base (M B) nodul es [ RFC2578].

$ subj ect
(P) An entity, or collection of entities, which originates a
request, and is verified as authorized/ not authorized to
performthat request.

$ target
(P) An entity, or collection of entities, which is affected by a
policy. For exanple, the "targets" of a policy to reconfigure
a network device are the individual services that are updated
and confi gured.

4. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. [Infornmation on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11

Copi es of clains of rights nmade avail able for publication and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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