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Abstr act

This meno describes a sinple nethod of encoding A obal Switched
Tel ephone Network (GSTN) addresses of facsinile devices in the
| ocal -part of Internet enail addresses.

1. Introduction

As with all Internet nmail addresses, the |left-hand-side (local-part)
of an address generated according to this specification, is not to be
interpreted except by the MIA that is nanmed on the right-hand-side
(domai n) .

Since the very first e-mail to fax gateway objects appeared, a nunber
of different nmethods to specify a fax address as an e-mmil address
have been used by inplenentors. Several objectives for this nmethods
have been identified, like to enable an e-nmmil user to send and
recei ve faxes fromhis/her e-mail interface, to allow sone kind of
"fax over e-mail service" transport (possibly reducing the costs of
GSTN | ong di stance transm ssions) while using the existing e-mail

i nfrastructure

This meno describes the M N MAL addressi ng nmet hod and standard

ext ensi ons to encode FAX addresses into e-nmail addresses, as required
in reference [13]. The opposite problem i.e., to allow a

tradi tional nuneric-only fax device user to access the e-mil
transport service, is not discussed here.
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These | ANA forns used to register the standard el enents defined here
are given in the "I ANA Consi derations" chapter (section 7 of this
docunent) .

Al'l i npl enent ati ons supporting FAX over e-nmail address format MJST
support this mninal specification

1.1 Term nol ogy and Syntax conventions

In this docunent the formal definitions are described usi ng ABNF
syntax, as defined into [7]. W wll also use some of the "CORE
DEFI NI TI ONS" defined in "APPENDI X A - CORE" of that document. The
exact neaning of the capitalized words

"MJUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", " COPTI ONAL"

is defined in reference [6].
In this docunment the following new ternms are al so defi ned:

| -fax device
an | -pstn device type [13] which is able to conmunicate either
directly or indirectly with the traditional FAX over GSTN
servi ce;

nt a- 1 -fax:
the Internet domain nanme which identifies uniquely an |I-fax
device over the Internet (see also nta-l-pstn in [13]);

fax-email:
the conplete Internet e-mail address structure which is used to
transport a FAX address over the Internet e-mail service (see
al so pstn-email in [13]).
2. Mninmal Fax address

The minimal fax address within e-mail has been defined for

consistency with reference [13] and it contains two el enents: the

fax-nmbox and an optional qualif-typel el ement.

More precisely the GSTN m ni mal address specification requires the

use of a unique service-selector for each specific application

(section 2 in [13]).

The "service-selector” defined for the fax service is as foll ows:

servi ce-sel ector = "FAX"
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In the syntax for the fax address a qualif-typel el enent has been
defined for support of T.30/T.33 subaddresses (see section 2 of
[13]). The use of this elenent is OPTIONAL, but conpli ant

i npl enent ati ons MJST be able to support and correctly interpret it

when present. |Its definition is as foll ows:
qualif-typel = "/" t33-sep "=" sub-addr
wher e

t33-sep = "T33S"
sub-addr = 1*( DIGAT)

Thus, the minimal specification of a fax in e-mail address is:
fax-address = fax-nmbox [ "/T33S=" sub-addr ]
fax- mbox = "FAX=" gl obal - phone

Not es:
For the case of a single subaddress, only nunbers are allowed in
<sub-addr> which is consistent with T.30, T.33, and this docunent.
While T.30 and T.33 use SPACE to pad its field, padding isn't
necessary in the <sub-addr> field defined by this docunent.
For the case of nultiple subaddresses, T.33 specifies the "#"
character be used to specify multiple subaddreses. However, only
digits are permitted in the <sub-addr> field defined by this
docunent. Refer to section 4.1 in case nultiple <sub-addr> per
per <fax-nmbox> need to be specified.

The M nimal supported syntax for gl obal -phone (as described in
section 2.1 of reference [13]) is:

gl obal -phone = "+" 1*( DIG@T / witten-sep )
witten-sep = ( "-" /[ "." )

Refer to section 2.1 in [13] for other inportant considerations about
t he gl obal - phone el enent.

2.2 Sone exanples of a minimal "fax-address"

Some exanpl es of mninmal fax-address foll ows:
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FAX=+3940226338
FAX=+12027653000/ T33S=1387
FAX=+33- 1- 88335215
Not e:
t he exanpl es shown are just for illustration purposes.
3. The e-mail address of the I-fax device: nta-I-fax

An "l -fax device" has, anpbng its characteristics, a unique Internet
domai n nane which identifies it on the Internet. Wthin Internet
mail, this is the Right Hand Side (RHS) part of the address, i.e.

the part on the right of the "@ sign. For purposes of this docunent
we will call this "nta-I-fax"

na-1-fax = domain

For "domain" strings used in SMIP transmi ssions, the string MJST
conformto the requirenents of that standards <donmi n> specifications
[1], [3]. For "domain" strings used in nessage content headers, the
string MUST conformto the requirenents of the rel evant standards

(2], [3].
Not e:

the use of "domain nanes"” or "domain literals" is permtted in
addresses in both the SMIP envel ope and nessage header fields.

4. The fax-emil

The conplete structure used to transfer a m ni mal FAX address over
the Internet e-mail transport systemis called "fax-email". This
object is a an e-nail address which conforns to [2] and [ 3]
"addr-spec" syntax, with structure refinenents which allows the FAX
nunmber to be identified.

fax-email =["""] ["/"] fax-address ["/"] ["""] "@ mta-1-fax

| mpl enentors’ note:
The optional "/" characters can result fromtranslations from
ot her transport gateways (such as some X. 400 gateways) which have
included the "/" as an optional elenment. |nplenentations MJST

accept the optional slashes but SHOULD NOT generate them
Gateways are allowed to strip them off when converting to |Internet
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mai | addressing. The relevant standard [2], [3] define exactly
when the optional "quotes" characters surrounding the entire |oca
part (i.e., the part on the left of the "@ character into the
fax-emai|l) MJUST be added.

4.1 Multiple subaddresses

There are sone instances in GSTN applications where multiple
subaddresses are used: T.33 subaddresses in fax service are one of

these cases. In e-mail practice a separate and uni que e-mail address
is always used for each recipient; as such, if nultiple T.33
subaddresses are present, the use of multiple "fax-enmail" elenents is
REQUI RED.

| mpl ementors’ note:
The UA MAY accept multiple subaddress el enents for the sane
gl obal - phone, but it MJST generate nultiple "fax-nbox" el ements
when subnmitting the nessage to the MIA
4.2 Sonme exanples of minimal "fax-emil"
Some exanpl es of mninmal fax-email addresses follows:
FAX=+3940226338@ axwor | d. org
FAX=+12027653000/ T33S=1387@ axwor | d. org
/ FAX=+33- 1- 88335215/ @ axwor | d. org
Not e:
t he exanpl es shown are just for illustration purposes.
5. Concl usi on
This proposal creates a mninmal standard encodi ng for FAX addresses
within the global e-mail transport system The proposal is
consistent with existing e-mail standards.
6. Security Considerations
Thi s docunent specifies a neans by which FAX addresses can be encoded
into e-nail addresses. Since e-nmil routing is deternined by Donain
Name System (DNS) data, a successful attack to DNS coul d di ssem nate
tanpered i nformation, which causes e-nail nessages to be diverted via

some MIA or Gateway where the security of the software has been
conpr om sed
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There are several nmeans by which an attacker m ght be able to deliver

incorrect nmail routing information to a client. These include: (a)
conprom se of a DNS server, (b) generating a counterfeit response to
a client’s DNS query, (c) returning incorrect "additiona

information” in response to an unrelated query. Cients SHOULD
ensure that nmail routing is based only on authoritative answers.

Once DNS Security nmechanisns [5] becone nore widely deployed, clients

SHOULD enpl oy those nmechanisnms to verify the authenticity and
integrity of mail routing records.

7. |1 ANA Consi derati ons
The 1 ANA registration forns for "FAX' service-selector and "T33S"
qualif-typel elenments are defined here. These fornms update the
previous registration fornms defined in [15].

7.1 | ANA Registration formfor updated val ue of GSTN
address service-sel ector "FAX'

To: | ANA@ ana. org
Subj ect: Registration of updated values for the GSTN address
service-sel ector specifier "FAX"
servi ce-sel ect or nane:
FAX
Description of Use:

FAX - specify that the GSTN address refers either to an
I nternet Fax device, or an onranp/offranp Fax gateway.

For a conplete description refer to RFC 3192 and RFC 3191
Security Considerations:

See the Security Consideration section of RFC 3192.
Person & email address to contact for further information:
Cl audi o Al'l occhio
| NFN- GARR
c/o Sincrotrone Trieste
SS 14 Km 163.5 Basovi zza

I 34012 Trieste
Italy
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RFC2822: d audi o. Al l occhio@arr.it

X. 400: C=i t; A=garr; P=garr; S=Al | occhi o; G=Cl audi o;
Phone: +39 040 3758523

Fax: +39 040 3758565

7.2 | ANA Registration formfor updated val ue of GSTN
address qualit-typel keyword "T33S" and val ue

To: | ANA@ ana. org

Subj ect: Registration of updated values for the GSTN address

qualif-typel el ement "T33S"

qualif-typel "keyword" nane:
T33S

qualif-typel "val ue" ABNF definition:
sub-addr = 1*( DA T)

Description of Use:
T33S is used to specify the nuneric only optional fax sub-address
el ement described in "ITU T.33 - Facsinile routing utilizing the
subaddress; recomendation T.33 (July, 1996)". Further detail ed
description is available in RFC 3192.

Use Restriction:

The use of "T33S" is restricted to "FAX" service-selector, is it
has no neani ng outside the fax service.

Security Considerations:
See the Security Consideration section of RFC 3192.
Person & emnil address to contact for further information:
Cl audi o All occhio
I NFN- GARR
c/o Sincrotrone Trieste
SS 14 Km 163.5 Basovi zza

I 34012 Trieste
Italy
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RFC2822: d audi o. Al l occhio@arr.it

X. 400: C=i t; A=garr; P=garr; S=Al | occhi o; G=Cl audi o;
Phone: +39 040 3758523

Fax: +39 040 3758565

8. Changes since RFC 2304 specification

Al t hough there are no major or technical changes from RFC 2304
specification, this section briefly describes where updates and
clarifications were introduced:

- considering the case that tel ephony systens do not conform any
nore to the "single/few' Public Operator paradigm the old
definition "PSTN - Public Switched Tel ephone Network" was changed
into the nore adequate "GSTN - d obal Switched Tel ephone Network"
one. However, in order to remain consistent with the previous
speci fication, the ABNF variabl es names were not changed.

- section 7 "I ANA Considerations" and the | ANA registration forns
for the "FAX" "service-selector" and for the "T33S" "qualif-typel"
el ements were added

- an explicit list of "newternms" w th explanati ons was added to
section 1.1;

- the case when nultiple T.33 subaddresses are present was descri bed
nore explicitly in order to clarify how to handl e them (section
4.1);

- in section 3 the | anguage describing "nta-1-fax" was updated to
better describe its relationship with an Internet Mail address;

- in section 4., the quoting rules of the "fax-address" and their
practical use was nmade explicit both in the definition of "fax-
emai|l" and in the Inplementors’ note;

- the Author’s Address was updated;

- the References list was updates to substitute ITU E. 164 (1991)
with I TU E 164 (1997).
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9. Author’s Address

Cl audi o All occhio

I NFN- GARR

c/o Sincrotrone Trieste
SS 14 Km 163.5 Basovi zza
I 34012 Trieste

Italy

RFC2822: d audi o. Al l occhio@arr.it

X. 400: C=i t; A=garr; P=garr; S=Al | occhi o; G=Cl audi o;
Phone: +39 040 3758523

Fax: +39 040 3758565
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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