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Tel net Protoco

At the Cctober 1971 Network Working Group Meeting, | promised to
pronptly produce a docunent which clearly and succinctly specified
and expl ained the Oficial Telnet Protocol. This docunent fails to
nmeet any part of that promise. This docunent was not produced
promptly. This docunent is neither clear nor succinct. There is NO
O ficial Telnet Protocol.

The followi ng pages present ny understandi ng of the ad hoc Tel net

protocol. There are sone who have serious questions about this
protocol. The proposed changes to the protocol are given in Section
I V.

Any conments should be pronptly directed to ne via the Network

Information Center (ldent = JBP) or by phone (213) 825-2368 or by
mai | .

Jon Poste

SPADE G oup

3804 Boel ter Hal

UCLA

Los Angeles, California 90024
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. DEFINITION OF THE NETWORK VI RTUAL TERM NAL

The Network Virtual Terminal (NVT) is a bi-directional character
device. The characters are represented by 8 bit codes. The NVT has
no timng characteristics. The character codes 0 through 127 are the
USASCI | codes. (Note all code values are given in decimal.) The
codes 128 through 255 are used for special control signals. The NVT
is described as having a printer and a keyboard. The printer
responds to incoming data and the keyboard produces outgoi ng data.

The Printer

The NVT printer has an unspecified carriage width (conmon val ues are
40, 72, 80, 120, 128, 132). The printer can produce representations
of all 95 USASCI| graphics (codes 32 through 126). O the 33 USASCI |
control codes (0 through 31 and 127) the follow ng 8 have specific
meaning to the NVT printer.

NAME CODE MEANI NG

NULL ( NUL) 0 A no operation.

BELL (BEL) 7 Produces an audi bl e or visible signal.

Back Space (BS) 8 Backspaces the printer one character
posi tion.

Hori zontal Tab (HT) 9 Moves the printer to next horizontal
tab stop.

Li ne Feed (LF) 10 Moves the printer to next |ine (keeping
t he sanme horizontal position).

Vertical Tab (VT) 11 Moves the printer to the next vertical
tab stop.

Form Feed (FF) 12 Moves the printer to the top of the
next page.

Carriage Return (CR) 13 Moves the printer to the left margin

of the current |ine.

The renai ning USASCI | codes (1 through 6, 14 through 31, and 127) do
not cause the NVT printer to take any action.
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The Keyboard

The NVT Keyboard has keys or key conbinations or key sequences for

generating all of the 128 USASCI| codes. Note that although there

are codes which have no effect on the NVT printer, the NVT Keyboard
i s capabl e of generating these codes.

The End of the Line Convention

The end of a line of text shall be indicated by the character
sequence Carriage Return Line Feed (CR, LF). This convention applies
to both the sending (Keyboard) and receiving (Printer) (virtual)
nmechani sns.

Break and Reverse Break

The Telnet control signals provide a BREAK signal which can be used
to sinmulate the use of the break or attention or interrupt button
found on nost terminals. This signal has no effect on the NVI. \When
the BREAK Tel net control signal is used fromserver to user it is
sonetinmes called "reverse break". Such a reverse break has no effect
on the NVT.

I'1.  DEFINTION OF TELNET PROTOCOL

The purpose of Telnet Protocol is to provide a standard net hod of
interfacing termnals devices at one site to processes at anot her
site.

The Telnet Protocol is built up fromthree major substructures, first
the Initial Connection Protocol (I1CP), second the Network Virtua
Termi nal (NVT), and third the Tel net control signals described
her ei n.

Tel net user and server processes followthe ICP to establish
connections. The term "Logger" has been associated with the set of
processes in the serving systemwhich respond to the | CP and perform
the initial interactions e.g. obtain a nane and password. The ICP is
defined and the initial socket nunber and byte size paraneters are
defined in "Current Network Protocols" (N C #7104).

The data transnitted between the user and server prograns (and vice
versa) is treated as a character streamw th enbedded contro
si gnal s.

Note that all code values are given in decinal.
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TELNET CONTROL SI GNALS

NAME CODE MEANI NG

DATA MARK 128 Used to mark a point in the data stream
Used in conjunction with INS. See SYNCH

BREAK 129 User-to-Server: Has the sanme neaning to
the server as the "Break," "Interrupt," or

"Attention" button found on many term nals.

Server-to-User: Has the sane neaning to
to use as the "reverse break"” used with
sone termnals.

NOP 130 No Operati on.

NO ECHO 131 User-to-Server: Asks the server not to
return Echos of the transnitted data.

Server-to-User: States that the server is
not sendi ng echos of the transmtted data.
Sent only as a reply to ECHO or NO ECHO
or to end the hide your input.

ECHO 132 User-to-Server: Asks the server to send
Echos of the transnitted data.

Server-to User: States that the server is
sendi ng echos of the transnitted data.
Sent only as a reply to ECHO or NO ECHO.

Hi de your input 133 The intention is that a server will send
this signal to a user systemwhich is
echoing locally (to the user) when the user
is about to type sonething secret (e.g. a
password). In this case, the user system
is to suppress |local echoing or overprint
the input (or something) until the server
sends a NOECHO signal. In situations where
the user systemis not echoing |ocally,
this signal nust not be sent by the server

I NS This is the "Interrupt on Send" signal,
defined by the Host-to-Host protocol and
i npl emented by the Network Control Program
(NCP). See SYNCH.
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SYNCH --- This is a condition indicated by the
conbi nation of the DATA MARK and the I NS

User-to-Server: The Server is to exan ne
the input data stream | ooking for a DATA
MARK signal; if a DATA MARK is found, the
server nust not process further until an
INS is received. |If the server receives an
INS, it is required to exanine the data
stream at once, taking any appropriate
action on "break type" characters (e.g

etx, sub, BREAK), up to a DATA MARK signa
and t hereupon continue its nornmal processing.
The passed over characters may be di scarded.

Server-to-User: |f the user finds a DATA
MARK in the data stream it nust wait for
an INS. |f the user receives an INS, it
nmust exam ne and discard characters up to
and including a DATA MARK

DATA TYPES
Telnet normally deals in ASCII characters, but there are provisions
for escaping to other code sets. |If one of these escapes is used, it
i s undefined (here) whether or not the Telnet signals still have

nmeani ng or even howto return to the ASCII set: The Tel net signals
used to indicate a change of code set are

CCDE MEANI NG

160 ASCI| - Standard Tel net
161 Tr anspar ent

162 EBCDI C

USER TELNET SI GNALS

The following signals are to be available to the human user to cause
the user Telnet to take the indicated action

Transmit Now - Transmt all data entered and locally
buf fered now Intended to be used with Iine
node.

Suppress end-of-line - Transmit all data entered and locally

buffered now, and do not transmt the
end-of -line i Mmediately follow ng this signal
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STANDARD TELNET | MPLEMENTATI ON
Using Site
1) User is able to enter and transmit all ASCI| codes

2) User is able to cause the Tel net signals BREAK, SYNCH, ECHO and
NOECHO to be transmitted.

3) Provides for the User Telnet signals, (e.g. Transmt Now).
4) Inplenents the CR LF end-of-line convention.
5) Provides local echo for |ocal user termnals.

6) Correctly processes the Tel net signals BREAK, SYNCH, NOP, ECHO,
NOECHO, and Hi de Your Input received fromthe server.

Serving Site:
1) Provides a napping between ASCII and the |ocal character set.

2) Correctly processes the Tel net signals BREAK, SYNCH, NOP, NOCECHO
and ECHO

3) Inplenents the CR LF end-of-1ine convention.

4) Assunes the using site provides echoing. May provide a server
echo node.

M NI MUM TELNET | MPLEMENTATI ON
Using Site:
1) User nust be able to enter and transmit all ASCI| codes.
2) lgnore and delete all Telnet signals fromthe serving site.
3) Provide local echo for |ocal user term nals.
4) Inplements CR LF end-of-1ine convention.

5) Provide for the User Tel net signals.
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Serving Site:
1) Provide a mapping between ASCI|I and the local character set.
2) lgnore and Delete all Telnet signals fromthe using site.
3) Assune the using site provides echoing.
4) Inplenents the CR LF end-of-line convention.
I11. DI SCUSSI ON OF TELNET PROTOCCL

The use of a standard, network-w de, internediate representation of
term nal code between sites is intended to elininate the need for
using and serving sites to keep information about the characteristics
of each other’s termnals and term nal handling conventions. This
approach can be successful, but only if the user, the using site, and
the serving site assune certain responsibilities.

1. The serving site nmust specify how the internediate code will be
mapped by it into the term nal codes that are expected at that
site.

2. The user nust be famliar with that mapping.

3. The using site nust provide sone neans for the user to enter al
of the internediate codes, and as a conveni ence, special Tel net
signals, as well as specify for the user how the signals fromthe
serving site will be presented at the user term nal

O her schenmes were considered but rejected. For exanple, a proposa
that the using site be responsible for translating to and fromthe
code expected by the serving site was rejected since it required that
the using site keep tables of all serving site codes and provide a
mappi ng for each case. The information would require constant

mai nt enance as new hosts were added to the network.

Character Set

Since it is not known how the current or future sites will specify

t he mappi ng between the network-w de standard code (7 bit ASCIl in an
8 bit field) and the codes expected fromtheir own ternmnals, it
seenms hecessary to pernmt the user to cause transni ssion of every one
of the 128 ASCI| codes, plus (for full user power) selected signals
(either of a Telnet control nature, or of a special terminal nature
such as break or attention).
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There was strong feeling about the inportance of the user/system
interface at the using site, but equally strong feeling that this
problemis one of local inplenmentation and should reflect the using
site installation philosophy rather than be subject to network-w de
standards. Sone topics of consideration in this area are:

1. How to represent special graphics, not available at the using
site, at the user’s term nal

2. Treatnent of upper/lower case problem on upper case only
devi ces.

a. Representing | ower-case out put.
b. Providing users with shift and shiftlock signals.
3. Incorporating editing capability in Tel net.

4. Extending user options in Network node not available to | oca
users, e.g., hold output or kill print.

5. Permt users to specify how keyboard input is to the
translated, e.g., let a character fromthe term nal cause a
specified string to be sent by the user’s Tel net.

The proposed solution to the Tel net Protocol problem seens to provide
a nechanismfor a mninuminplenentation while providing a basis for
devel oping richer sets or protocol for present and future use in
term nal applications, process-process comunications, and use by

ot her conventions to pass data or control information

The understanding that ASCI|1 be used as a network-w de code has been
established for sone tine. |Its use in Telnet provided a problemwth
respect to the limtation of a maxi mum character set of 128. Sone
systenms provide for nore than this nunber in their operation, and
therefore, as serving sites, cannot map on a one-for-one basis.

Each such serving site could probably provide a reasonably useful
character set, including all systemcontrol signals, by mapping 128
of its codes and just not provide a network user access to the other
codes. However, any character left out mght later be used in a
maj or application at that site as a special control signal. This
could result in denying network users the facility offered by that
application. Serving sites are, therefore, encouraged to provide a
full mappi ng between the ASCI|I code and the code used on the serving
system This may require that the server specify two character ASCI
sequences which map to single characters in the servers character
set.
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Notice that there are sone ASCI| codes which have no effect on the
NVT printer. These codes nmust be transmitted over the network when
out put by the serving process or by entered by the user

End of Line Convention

The representation of the end of a physical line at a ternminal is

i mpl enented differently on different network hosts. For exanpl e,
some use a return (or new line) key, the terminal hardware both
returns the carriage or printer to start of line and feeds the paper
to the next line. |In other inplementations, the user hits carriage
return and the hardware returns carriage while the software sends the
termnal a line feed. The network-w de representation is carriage
return followed by line feed. It represents the physical formatting
that is being attenpted, and is to be interpreted and appropriately
transl ated by both using site and serving site.

EXAVMPLE: A Multics user is working, through the network, on sone
serving site host. 1In the course of the session the user has
numer ous occasions to hit New Line on his Mdel 37 TTY. Each tine
the Multics systemis awakened by a New Line interrupt, the line
of buffered characters is passed to Telnet where it is scanned for
speci al characters. |If none is found, carriage return followed by
line feed is inserted where New Line was entered, and the line is
turned over the NCP for transm ssion. Correspondingly, when the
Multics Telnet finds the carriage return Iine feed sequence in the
data streamconmng fromthe serving site, the two characters are
replaced with the appropriate New Line code which is sent to the
term nal

Tel net defines the end of a line to be indicated by the ASCl

character pair CR LR  Several of the real devices in the world have
only a single new line (NL) function. Several of the conputer
systens have in some prograns used the CR and LF functions to have
semantic neaning |arger than the format effect they provide.

Furt her, several conputer systens allow the CR and LF functions to be
used separately (e.g., such that a line nmay be overprinted). One
problem for those Telnet (user) progranms required to nap the NVT
into a device which only has a NL function, is howis the CR LF to be
dealt with. One solution is to exam ne the character follow ng the
CR If an LF is found, then performthe NL function; if anything

el se is found then back space to the beginning of the Iine. Another
problemis the case of a conputer system which |ocally uses period,
".", to cause the new line function and which uses, in sone prograns,
CR and LF for semantically significant operations. Suppose the user
Tel net sends the sequence CR LF. Does this mean "new line" or the
"CR operation"” followed by the "LF operation "? A solution to this
problemit to require that Tel net programs send a CR NOT intended to
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be part of a CRLF pair as a CR NUL pair. Then the receiving program
can always hold a CR and exani ne the next character to deternine if a
new | ine function is intended. This solution is strongly

r econmended.

One other question arises here, "lIs it pernitted to send the Tel net
signal NOP (code 130) between a CR and a LF when these are intended
to signify new line?" The answer is "yes, the NOP signal nay occur
anywhere in the data stream"™

Echoi ng

The decision to have the assuned condition for echo be that the using
site will provide any echo necessary for its ternminals was taken
because of the difficulties faced by sone installations that cannot
turn off their echo or that have ternminals that print locally as a
result of key strokes. Serving sites could take the position "have
user turn echo off," but this seens an unnecessary burden on the
user. In addition, sone serving sites may choose not to supply any
echo service, in which case the no echo assunption will supply a

net wor k-wi de condition, while other assunptions would give a m xed
starting condition.

The convention of using "ECHO " "NO ECHO' signals seens to fill both
the requirenents for dynam c echo control and for a mni num

i mpl ement ati on of Telnet Protocol. Note that when the user request
ECHO or NO ECHO the server replies by switching to the desired node
(and possibly returning the signal for the new node), or by
continuing in the current node and returning the signal for the
current node. The server never spontaneously sends an ECHO or NO
ECHO signal . Except that a NOECHO may be used to cancel a H DE YOUR
I NPUT.

H de Your I nput

The H DE YOUR I NPUT signal presents sonme difficulty inthat it is
uncl ear how nuch is to be hidden. The server site usually knows how
long the secret is but the user Telnet in general does not.
Furthermore, if the user site cannot suppress the | ocal echoing,
there is a difficult inplenmentation problem One possibility is for
the using site to overprint a full Iine with a mask, then have the
user type his secret on the nask. |f the secret were |onger than one
line, the use of the mask shoul d be repeated.

The use of HIDE YOUR I NPUT can be avoi ded al toget her by having the

serving site send a mask (which it knows to be just |ong enough) on
which the user is to type the secret information
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EXAMPLE:
1. Default assunption is user site is echoing
2. Server-to User: Password Please CR LF
3. Server-to-User: XXXXCRIIIIICRMVMMCR NUL
4. User-to-Server: "password" CR LF
5. Server-to-User: Ready CR LF
Breaks and Attentions

There is a special control signal on some terninals that has no
corresponding bit pattern in ASCI1, but is transmtted by a special
electrical signal. This control signal is Attn on a 2741 and Break
on a Teletype. This signal is represented by the Tel net contro
signal BREAK. There is a corresponding control signal for use from
serving sites to using sites for reverse break. Notice, however,
that the NVT is a bi-directional character device, thus there is no
need to "turn the Iine around"

Sonme systens treat the Break as an extra code available for use in
conjunction with the data stream For exanple, one system uses Break
as a special editing code neaning "delete the current Iine to this
point." In these cases, the code may sinply be inserted in the data
streamw th no special additional action by the user.

O her systens use Break or Attn in special interrupt fashion, to nean
stop processing the application and give ne the supervisor, or cance
the present job, etc. (Qther systens which inspect input on a
character at a tine basis use normal characters for this purpose

such as <etx>.) In these cases, because of differences in the ways
both serving and using sites operate, it is necessary to take a route
in addition to the normal Telnet data streamto indicate that the
special control signal is enbedded in the data stream

Exanpl e -- Probl em

The PDP-10 normally will, when it fills its input buffer, continue
to accept characters froma termnal exanining each to see if it
is a control character, then act on it if it is or throwit away
if it is not.

Since the Telnet server at the serving site is at the nercy of the

NCP with respect to controlling the bunching, and therefore,
arrival at the Telnet of bursts of characters, Tel net
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i mpl enent ati ons mni ght be expected to choke off flowto the buffers
until they are ready to accept characters w thout throw ng them
away.

Under this condition, the serving process mght be outputting to
the using terminal, the input buffers at the server fill up, (wth
user generated characters) and <etx> get stuck (at the user’s
site) in the data streamthat has been choked off.

A simlar problemcould occur with Multics or sone |BM systemas a
line at a tine server. The user at a using site gets his process at
the serving site into an output |oop and wants to break the process
wi t hout having to rel ease his Tel net connection. The buffers clog
the connection, transmission is choked off, and the <etx>, Break, or
ot her user control signal gets stuck in the pipeline.

Exanpl e -- Sol ution

Post el

The user at the using site knows he is entering a special contro
signal (Break, Attn, <etx>, etc.) and follows it with a SYNCH
(The local instructions at using sites for acconplishing this my
differ fromsite to site.)
User to Using Site Tel net
Send SYNCH
Using Site Telnet to Serving Site Tel net:
DATA MARK in Data Stream
Using Site Telnet to Using Site NCP
Send an I NS
Serving Site NCP to Tel net Server
Interrupt "INS received"
Serving Site Tel net:
Exani nes the input data stream (|l ooking for special contro
signals) until it sees DATA MARK t hen resunmes nor nal
handl i ng.
Thus, depending on the server’s local inplenentation to

provi de adequate service, a special handling of the data
stream can be i nvoked whenever an INS is received in order
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to get to the special character. When it sees DATA MARK, it
recogni zes it as a synchronization point and know ng that
the special character has been passed on, strips the DATA
MARK fromthe data streamand returns to nornmal node.

If the DATA MARK arrives before the INS, the serving site
shoul d not process the data streamfurther until an INSis
recei ved.

Thi s approach to handling sel ected special characters or signals
relieves the using Tel net processes from having to recognize the
speci al serving site characters, as well as from having to know how
the serving site wants to handle them At the sane tine, the
procedure requires only a mninmumlevel of user understanding of the
serving site. This seens appropriate, since the Tel net ASCI
conventions are providing a Network Virtual Terminal, not a Network
Virtual User.

Notice that the correct order is (1) special character or signa
(e.g. BREAK or <etx>), then (2) SYNCH

User Tel net Signals

The ability of the user to cause the using site Telnet to send any
conbi nation of ASCI|I characters in a string, and only that
conbination, is viewed as inportant to the user utility of the Tel net
ASCI | conventions. Because of this, some user sites may find it
necessary to provide special |ocal Telnet signals fromthe human user
to the using site Tel net.

Exanpl e:

A user on aline at a tine system (Miltics, System 360, GCCS,
etx.), which require an end of line signal before processing the
user’s input, is working through the Network on a serving site
that operates a character at a tinme. The application is a
debugging aid that permits the user to type in "location=" to
which it will respond with n where n represents the current
contents of that location. The serving site process does not
expect to see the "location=" followed by a carriage return line
feed sequence. The user at the using site should be able to type
in the location, followit with a signal (to the user Telnet) to
suppress the end of line convention, followed by the end of line
signal, and expect the "location=" to be transmtted i nmediately
wi thout an end of |ine sequence being transnmitted to the server
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Tel

Exanpl e:

In another case, a using site has decided that it is convenient to
accunul ate four characters at a tinme and transnit themto the
serving site, unless an end of line signal is observed, in which
case the end of line sequence is sent preceded by whatever nunber
of characters have been accunul ated (presumably three or |ess).

In the sanme debuggi ng application, the address is such that the
end does not correspond with the four character buffer
demarcation. The user should have the ability to enter a code for
"transmt imediately" in place of the end of line signal in order
to preserve neat fornmatting, and expect the address to be sent to
the serving site.

net Signals have been di scussed and those introduced to date are

probably sufficient for an inplenmentation of Telnet ASCI| convention

Ter m nol ogy

ASClI | - The USASCI| character set as defined in NIC # 7104.

In Tel net Protocol, where eight bit codes are used
the lower half of the code set is defined to be

ASCI | .
echoi ng - The display of a character entered is called echoing
There are two nodes in which this happens. |If

the device used to enter characters displays the
character before (or as) it transmts the character
to the conputer the echoing node is called "l oca
echo.” If, on the other hand, the device transnits
the entered character to the conputer wthout
displaying it and the conputer then transmits a
character to the device for the echo display, this
echoing node is called "renote echo.™

character node - In this node of operation Telnet transnits each

character as soon as possible. GCenerally speaking,
character node is used when all of the using terninal
usi ng system and serving system are operating

in a renote echo node. The echos to the user
entered characters are transnmtted fromthe serving
system (i.e., over the network).

i ne node - In this node of operation Telnet transmits groups

Post el

of characters which constitute lines. Generally
speaki ng, this node is used when one or nore of
the using termnal, using system or serving
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systemis operating in a |local echo node. The
echos to the user entered characters are not
transmitted over the network).

full duplex - This termindicates a transm ssion procedure using
a four wire connection, which pernits sinultaneous
transm ssion in both directions.

hal f dupl ex - This termindicates a transm ssion procedure using
a two wire connection, which requires that data be
transmitted in only one direction at at tine.

Note that half duplex devices usually are also |ocal echo but that
full duplex devices may be either |ocal echo or remote echo.

I'V. PROPCSED CHANGES TO TELNET PROTOCCL

The changes suggested here are not ny ideas, thus the presentation nmay
be faulty. | welcone RFC or other communication suggesting other
changes or better argunents for and agai nst these changes.

Echoi ng

It is proposed to delete from Tel net the control signals ECHO NOECHO
and H DE YOUR I NPUT. For Server systens which do not provide echoing,
t hese commands are usel ess. For server systens which do provide
echoi ng experience has shown that the control is nost effectively
provi ded by server system conmands.

Data Types
It is proposed to delete all mention of data types from Tel net.
Ei ther the character streamis ASCI|l or its not a Tel net
comruni cation. If it is really necessary to change the data type, a
conmand in ASCI| could be sent in the data stream
M ni mum | npl enent ati on
It is proposed that the mininuminplenmentation require the user Tel net

to allow the user to send and the server Telnet to correctly process
all the Telnet control signals.
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