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Abstr act

This meno defines a portion of the Managenent |nformati on Base (M B)

for use with network managenent protocols in the Internet comunity.

In particular, it describes a set of managed objects that allow the
del egati on of managenent scripts to distributed managers.
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1

I ntroduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a set of managed objects that allow the
del egati on of managenent scripts to distributed managers.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The SNVP Managenent Framewor k

The SNWVP Managenent Franmework presently consists of five ngjor
conmponent s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

o Mechani snms for describing and nam ng objects and events for the
pur pose of nmanagenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215
[ RFC1215]. The second version, called SMv2, is described in STD
58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC
2580 [ RFC2580] .

0 Message protocols for transferring nmanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [ RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNWPv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [ RFC1906]. The third version of the nessage protoco
is called SNWPv3 and described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572] and RFC 2574 [ RFC2574].

o Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ RFC1905] .

0 A set of fundanental applications described in RFC 2573 [ RFC2573]
and the vi ew based access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [ RFC2570].
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Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (bjects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is compliant to the SMv2. A
M B conforming to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be senmantically
equi val ent, except where objects or events are onmtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the senmantics of the
M B.

3. Overview

The Script MB nodul e defined in this meno can be used to del egate

managenent functions to distributed nanagers. Managenent functions
are defined as managenent scripts witten in a managenent scripting
| anguage. This M B nakes no assunptions about the |anguage itself

and even allows distribution of conpiled native code, if an

i npl ementation is able to execute native code under the control of

this MB.

The Script MB defines a standard interface for the del egation of
management functions based on the Internet nanagenent framework. In
particular, it provides the follow ng capabilities:

1. Capabilities to transfer nanagenent scripts to a distributed
nmanager .

2. Capabilities for initiating, suspending, resuning and termninating
managenment scripts.

3. Capabilities to transfer argunents for managenent scripts.
4., Capabilities to nonitor and control running managenent scripts.

5. Capabilities to transfer the results produced by running
managenent scripts.

This meno does not address any additional topics |like the generation

of notifications or how to address renote agents froma Script MB
i mpl enent ati on.
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3.1. Terns
This section defines the ternms used throughout this nmeno.

0o A ‘distributed manager’ is a processing entity which is capabl e of
perform ng network nanagenent functions. For the scope of this
meno, a distributed nanager is assunmed to inplenent the Script
M B.

o A 'higher-level manager’, or just ‘nmanager’, is a processing
entity or human who initiates and controls the operations
perfornmed by one or nore distributed nanagers.

0 A ‘managenent script’ is a set of instructions witten in an
execut abl e | anguage whi ch inplenments a managenent function.

0o A ‘'managenent scripting | anguage’ is a |anguage used to wite
managenent scripts. The termscripting |anguage does not inply
that the | anguage nmust have the characteristics of scripting
| anguages (e.g., string orientation, interpretation, weak typing).
The M B defined in this neno also allows to control managenent
scripts witten in arbitrary conpil ed system progranm ng
| anguages.

o A ‘distributed nmanager’ can be deconposed into an ‘ SNVP entity’
whi ch i nmplements the Script MB defined in this meno and the
runtime system that executes scripts. The Script MB sees the
runti me system as the managed resource which is controlled by the
M B.

The runtime system can act as an SNWVP application, according to
the SNVWP architecture defined in RFC 2571 [ RFC2571]. For exanpl e,
a runtime system which sends SNWP requests to other SNWP entities
will act as a conmand generator application. The SNWP
applications in the runtime system nmay use the same SNWMP engi ne
whi ch al so serves the command responder application used to

i mpl enent the Script MB, but they are not required to do so.

o0 A ‘launch button’ is the conceptual button used to start the
execution of a managenent script. It assigns control paraneters
to a managenent script. In particular, it defines the ownership
of the scripts started froma |aunch button. The ownership can be
used by the | anguage runtime systemto enforce security profiles
on a runni ng managenent script.

Levi & Schoenwael der St andards Track [ Page 5]



RFC 3165 Script MB August 2001

4. Requirenents and Design |ssues

This section discusses sonme general requirements that have influenced
the design of the Script MB.

o The Script MB nust not nmake any assunptions about specific
| anguages or runtine systens.

o The Script MB nust provide nmechani sns that help to avoid new
managenent problens (e.g., script version problens).

o0 The Script MB nust provide SNVWP interfaces to all functions
required to del egate managenent scripts. However, other protocols
nm ght be used in addition if they provide a significant
i mprovenent in ternms of convenience for inplenmentation or
per f or mance.

o The Script MB nust be organi zed so that access can be controlled
ef fectively by using view based access control [RFC2575].

The follow ng sections discuss sonme design issues in nore detail
4.1. Script Languages

The Script MB defined in this meno nmakes no assunpti on about the
script language. This MB can therefore be used in conbination wth
di fferent |anguages (such as Tcl or Java) and/or different versions
of the sane | anguage. No assunptions are nmade about the format in
whi ch managenent scripts are transferred

The Script MB provides access to informati on about the | anguage
versi ons supported by a Script MB inplenentati on so that a manager
can learn about the capabilities provided by an inplenmentation
Languages and | anguage versions are identified as foll ows:

1. The language is identified by an object identifier. Object
identifier for well-known | anguages will be registered by the
I nternet Assigned Numbers Authority (1ANA). Enterprise specific
| anguages can also be registered in the enterprise specific QAD
subtree.

2. A particular version of a language is identified by a | anguage
versi on nunber. The conbination of a | anguage object identifier
and a | anguage version is in nost cases sufficient to decide
whet her a script can be executed or not.
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3. Different inplenentations of the sane | anguage version m ght have
differences due to anbiguities in the | anguage definition or
addi ti onal |anguage features provided by an inplenentor. An
addi tional object identifier value is provided which identifies
t he organi zati on which provides the inplenmentation of a | anguage.
This might be used by scripts that require a particul ar
i mpl enent ati on of a | anguage.

4. Finally, there nmight be different versions of a |anguage
i npl ementation. A version nunber for the | anguage inplenentation
is provided so that the nmanager can al so distinguish between
different inplenmentations fromthe sane organi zation of a
particul ar | anguage version.

The version nunbers can either be used by a manager to select the

| anguage version required to execute a particular script or to select
a script that fits the | anguage versions supported by a particul ar
Script MB inplenentation.

An additional table lists |anguage extensions that provide features
not provided by the core | anguage. Language extensions are usually
required to turn a general purpose |anguage into a managenent

| anguage. In many cases, |anguage extensions will cone in the form
of libraries that provide capabilities |ike sending SNVP requests to
renote SNVP agents or accessing the local MB instrunentation. Every
extension is associated with a |anguage and carries its own version
numbers.

4.2. Script Transfer

There are two different ways to transfer nmanagenent scripts to a

di stributed nanager. The first approach requires that the nanager
pushes the script to the distributed manager. This is therefore
called the ‘push nodel’. The second approach is the ‘pull nodel
where the manager tells the distributed manager the |ocation of the
script and the distributed manager retrieves the script itself.

The M B defined in this neno supports both nodels. The ‘push nodel’
is realized by a table which allows a manager to wite scripts by
sendi ng a sequence of SNWP set requests. The script can be split
into several fragnents in order to deal with SNMP nessage size
limtations.

The ‘pull nodel’ is realized by the use of Uniform Resource Locators

(URLs) [RFC2396] that point to the script source. The nanager wites
the URL which points to the script source to the distributed nanager
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by sending an SNMP set request. The distributed nanager is then
responsi ble for retrieving the document using the protocol specified
inthe URL. This allows the use of protocols |like FTP [ RFC959] or
HTTP [ RFC2616] to transfer |arge managenent scripts efficiently.

The Script MB al so all ows nanagenent scripts that are hard-wired
into the Script MB inplenentation. Built-in scripts can either be
i mpl enented in a | anguage runtine system or they can be built
natively into the Script MB inplenentation. The inplenentation of
the ‘push nodel’ or the ‘pull nodel’ is not required.

Scripts can be stored in non-volatile storage. This allows a

di stributed nanager to restart scripts if it is restarted (off-line
restart). A nmanager is not required to push scripts back into the
distributed manager after a restart if the script is backed up in
non-vol atil e storage.

Every script is identified by an adninistratively assi gned nane.
This nane nmay be used to derive the name which is used to access the
script in non-volatile storage. This napping is inplenentation
specific. However, the mapping nust ensure that the Script MB

i npl ementati on can handle scripts with the sanme administrative name
owned by different managers. One way to achieve this is to use the
script ower in addition to the script name in order to derive the
internal nanme used to refer to a particular script in non-volatile
st or age.

4.3. Script Execution

The Script MB permits execution of several instances of the sane or
di fferent managenment scripts. Script argunments are passed as OCTET
STRI NG val ues. Scripts return a single result value which is also an
OCTET STRING value. The semantic interpretation of result values is
left to the invoki ng manager or other nmanagenent scripts. A script

i nvoker must understand the format and semantics of both the
argunents and the results of the scripts that it invokes.

Scripts can al so export conplex results through a MB interface.

This allows a nmanagenent application to access and use script results
in the same manner as it processes any other M B data. However, the
Script M B does not provide any special support for the

i npl ementation of M Bs through scripts.

Runtine errors termnate active scripts. An exit code and a hunan
readabl e error nessage is left in the MB. A notification containing
the exit code, the error nmessage and a tinmestanp is generated when a
script termnates with an error exit code.
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Script argunments and results do not have any size linitations other
than the Iimts inposed by the SM and the SNWP protocol. However,

i npl enentations of this MB night have further restrictions. A
script designer mght therefore choose to return the results via
other nechanisns if the script results can be very large. One
possibility is to return a URL as a script result which points to the
file containing the script output.

Executing scripts have a status object attached which allows script
execution to be suspended, resumed, or aborted. The precise
semantics of the suspend and resune operations are | anguage and
runti me system dependent. Sone runtine systens may choose to not
i mpl enent t he suspend/resune operations.
A history of finished scripts is kept in the MB. A script invoker
can collect results at a later point in time (offline operation).
Control objects can be used to control how entries in the history are
aged out if the table fills up.

5. Structure of the MB

This section presents the structure of the MB. The objects are
arranged into the foll ow ng groups:

o |language group (snlLangTabl e, snExtsnTable)
0 script group (sntcriptTable)
0 script code group (snmCodeTabl e)
o script launch group (snlLaunchTabl e)
0 running script group (snmRunTabl e)
5.1. Language G oup
The smlanguageGroup is used to provide information about the

| anguages and the | anguage extensions supported by a Script MB
i npl ementation. This group includes two tables. The snlangTabl e

lists all I anguages supported by a Script MB inplenentation and the
snExt snTabl e lists the extensions that are available for a given
| anguage.
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5.2. Script Goup

The sntcri pt G oup consists of a single table, called the
sni5cri pt Table. The sntcriptTable lists all scripts known to a Script
M B inplementation. The snfScript Table contains objects that all ow
the foll owi ng operations:

o download scripts froma URL (pull nodel)

0 read scripts fromlocal non-volatile storage

0 store scripts in local non-volatile storage

0 delete scripts fromlocal non-volatile storage

o list permanent scripts (that can not be changed or renoved)

o0 read and nodify the script status (enabled, disabled, editing)

A status object called sntScriptQperStatus allows a nanager to obtain
the current status of a script. It is also used to provide an error
indication if an attenpt to invoke one of the operations |isted above
fails. The status change of a script can be requested by nodifying

t he associ ated snfcri pt Adni nSt at us obj ect.

The source of a script is defined by the snfScript Source object. This
object may contain a URL pointing to a renote l[ocation which provides
access to the managenent script. The script source is read fromthe
snCodeTabl e (descri bed below) or fromnon-volatile storage if the
sniScri pt Source object contains an enpty URL. The snBScri pt St orageType
object is used to distinguish between scripts read fromnon-volatile
storage and scripts read fromthe snCodeTabl e.

Scripts are automatically | oaded once the snBcript Adm nSt atus obj ect
is set to ‘enabled’. Loading a script includes retrieving the script
(probably froma renote | ocation), conpiling the script for |anguages
that require a conpilation step, and naking the code available to the
runtime system The snfcri pt Qper Status object is used to indicate
the status of the loading process. This object will start in the
state ‘retrieving’, switch to the state ‘conpiling’ and finally reach
the state ‘enabled’. Errors during the retrieval or conpilation
phase will result in an error state such as ‘conpil ationFail ed’
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5.3. Code G oup

The smCodeGroup consists of a single table, called the snCodeTabl e,
whi ch provides the ability to transfer and nodify scripts via SNW
set requests. In particular, the snCodeTable allows the foll ow ng
operations:

o downl oad scripts via SNWP (push nodel)
o nodify scripts via SNW (editing)

The snCodeTable lists the code of a script. A script can be
fragmented over nultiple rows of the snCodeTable in order to handle
SNMP nessage size limtations. Modifications of the snCodeTable are
only possible if the associated snScript Oper Status object has the
value ‘editing’. The Script MB inplenentation reloads the nodified
script code once the snfcript Oper Status changes to ‘enabl ed’ again.

The inplenentation of the snCodeG oup is optional
5.4. Launch G oup

The smlLaunchGroup contains a single table, the snmaunchTable. An
entry in the snmLaunchTabl e represents a | aunch button which can be
used to start a script. The snmliaunchTable allows the follow ng
operations:

0 associate a script with an owner used during script execution

0 provide argunents and paraneters for script invocation

0 invoke scripts with a single set operation

The smliaunchTabl e describes scripts and their paraneters that are
ready to be | aunched. An entry in the snLaunchTabl e attaches an
argunent to a script and control values which, for exanple, define
t he maxi mum nunber of tines that a script invoked froma particul ar
row in the snmLaunchTabl e may be running concurrently.

An entry in the smLaunchTabl e al so defines the owner which will be
used to associate perm ssions with the script execution

5.5. Run G oup

The smRunGroup contains a single table, called the snmRunTabl e, which
lists all scripts that are currently running or have term nated
recently. The snmRunTabl e contains objects that allow the foll ow ng
operations:
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0 retrieve status information fromrunning scripts

o control running scripts (suspend, resune, abort)

0 retrieve results fromrecently term nated scripts

o control the remaining nmaximumlifetinme of a running script
o control how long script results are accessible

Every row in the snRunTabl e contains the argunent passed during
script invocation, the result produced by the script and the script
exit code. The snRunTable al so provides information about the
current run state as well as start and end time-stanps. There are
three witable objects in the snRunTable. The snRunLifeTi me object
defines the maximumtine a running script may run before it is
term nated by the Script MB inplenentation. The snmRunExpireTi ne
obj ect defines the tine that a conpleted script can stay in the
snmRunTabl e before it is aged out. The snRunControl object allows
running scripts to be suspended, resuned, or aborted.

6. Definitions
DI SMAN- SCRI PT-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Unsi gned32, mb-2
FROM SNWPv2- SM

RowSt at us, Tinelnterval, DateAndTi ne, StorageType, DisplayString
FROM SNVPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF

SnnpAdmi nStri ng
FROM SNWP- FRAMEWORK- M B;

scri pt M B MODULE- | DENTI TY
LAST- UPDATED "200108210000Z"
ORGANI ZATI ON "I ETF Di stri buted Managenent Worki ng G oup”
CONTACT- | NFO
"WG EMai | : di sman@lor ot hy. bnc. com
Subscri be: di sman-request @or ot hy. bnc. com

Chair: Randy Presuhn
BMC Software, |nc.
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Post al : Ofice 1-3141
2141 North First Street
San Jose, California 95131

USA
EMai | : r presuhn@nct. com
Phone: +1 408 546-1006
Edi t or: David B. Levi
Nort el Networks
Post al : 4401 Great America Parkway
Santa O ara, CA 95052-8185
USA
EMai | : dl evi @ortel net works. com
Phone: +1 423 686 0432
Edi t or: Juer gen Schoenwael der
TU Braunschwei g
Post al : Buel t enweg 74/ 75
38106 Braunschwei g
Cer many
EMai | : schoenw@ br. cs. tu-bs. de
Phone: +49 531 391-3283"

DESCRI PTI ON

"This MB nodul e defines a set of objects that allow to

del egat e nanagenent scripts to distributed nanagers."

REVI SI ON "200108210000Z"
DESCRI PTI ON

"Revi sed version, published as RFC 3165.

This revision introduces several new objects: snfScriptError
sniScri pt Last Change, snLaunchError, snlaunchLast Change,
smLaunchRowExpi reTi me, snmRunResul t Ti me, and snmRunErrorTi ne.

The follow ng existing objects were updated: the maxi num
val ue of snRunLifeTime now di sables the tiner, an
autostart value was added to the snlLaunchAdmi nSt at us

obj ect, and a new expired state was added to the
smLaunchQper St at us obj ect.

A new sntcri pt Exception notification has been added to
support runtinme error notifications.

Creat ed new conformance and conpliance statenents that
take care of the new objects and notifications.

G arifications have been added in several places to renove
anbiguities or contradictions that were di scovered and
reported by inplenentors.”
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REVI SI ON "199902221800Z"
DESCRI PTI ON

“Initial version, published as RFC 2592."
:={ mb-2 64}

-- The groups defined within this M B nodul e:

snbj ect s OBJECT IDENTIFIER ::= { scriptMB 1 }
smNot i fications OBJECT IDENTIFIER ::= { scriptMB 2 }
snConf or mance OBJECT IDENTIFIER ::= { scriptMB 3 }

-- Script |language and | anguage extensions.
-- This group defines tables which list the | anguages and the

-- language extensions supported by a Script MB inplenentation.
-- Languages are uniquely identified by object identifier values.

smLangTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF SmLangEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table lists supported script |anguages."”
:={ smbjects 1}

snLangEntry OBJECT- TYPE
SYNTAX SnmiangEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particul ar |anguage."”
I NDEX { snlLangl ndex }
::={ snmLangTable 1 }

SmLangEntry ::= SEQUENCE {
snmLangl ndex I nt eger 32,
snmLanglLanguage OBJECT | DENTI FI ER,
smLangVer si on SnnpAdmi nStri ng,
snmLangVendor OBJECT | DENTI FI ER,
smLangRevi si on SnnpAdmi nStri ng,
smLangDescr SnnpAdni nString

}

smLangl ndex OBJECT- TYPE
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SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this | anguage entry.

The value is expected to renmain constant at |east from one
re-initialization of the entity’'s network management system
to the next re-initialization.

Note that the data type and the range of this object nust
be consistent with the definition of snfScriptLanguage."
::={ snmLangEntry 1}

snmLangLanguage OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The gl obal ly unique identification of the |anguage."
::={ smangEntry 2 }

smLangVer si on OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The version nunber of the |anguage. The zero-length string
shal |l be used if the | anguage does not have a version
numnber .

It is suggested that the version nunber consist of one or
nmor e deci mal nunbers separated by dots, where the first
nunber is called the major version nunber.”

::={ snmiLangEntry 3 }

snmLangVendor OBJECT- TYPE

Levi

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An object identifier which identifies the vendor who
provi des the inplenentation of the |anguage. This object
identifier SHALL point to the object identifier directly
bel ow the enterprise object identifier {1 3 6 1 4 1}
al l ocated for the vendor. The val ue nmust be the object
identifier {O 0} if the vendor is not known."
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::={ snmangEntry 4 }

smLangRevi si on OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The version nunber of the |anguage inpl enentation.

The val ue of this object nust be an enpty string if
versi on nunber of the inplenentation is unknown.

It is suggested that the value consist of one or nore
deci mal nunbers separated by dots, where the first
nurmber is called the major version nunber."”

::={ snLangEntry 5}

snmLangDescr OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A textual description of the |anguage."
::={ snmiLangEntry 6 }

snmExt snTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnExt snEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table Iists supported | anguage extensions."
o= { smbjects 2 }

snExt snEntry OBJECT- TYPE
SYNTAX SnExt snEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particular |anguage extension."
I NDEX { smnlLangl ndex, snExtsnlndex }
::={ snExtsnTable 1}

SnExt snEntry ::= SEQUENCE {
snExt snl ndex I nt eger 32,
snExt snExt ensi on OBJECT | DENTI FI ER,
snExt snVer si on SnnpAdmi nStri ng,
snExt snVendor OBJECT | DENTI FI ER,
snmExt snRevi si on SnnpAdmi nStri ng,
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snExt snDescr SnnpAdmi nStri ng
}
smExt snl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this | anguage extension entry.

The value is expected to remain constant at |east from one

re-initialization of the entity’'s network nmanagement system
to the next re-initialization."
c:= { snmExtsnEntry 1}

smExt snExt ensi on OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The globally unique identification of the |anguage
extension."

.= { snExtsnEntry 2 }

smExt snVer si on OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The version nunber of the | anguage extension.
It is suggested that the version nunber consist of one or
nore deci mal nunbers separated by dots, where the first
nunber is called the major version numnber.”

::={ snExtsnEntry 3}

snExt snVendor OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An object identifier which identifies the vendor who
provi des the inplenentation of the extension. The
object identifier value should point to the O D node
directly below the enterprise OD {1 3 6 1 4 1}
al l ocated for the vendor. The val ue nmust by the object
identifier {O O} if the vendor is not known."

::={ snExtsnEntry 4 }
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snExt snRevi si on OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The version nunber of the extension inplenentation.
The val ue of this object nust be an enpty string if
versi on nunber of the inplenentation is unknown.

It is suggested that the value consist of one or nore
deci mal nunbers separated by dots, where the first
nunber is called the major version nunber.”

;.= { snExtsnEntry 5 }

snExt snDescr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"A textual description of the | anguage extension."
::={ snExtsnEntry 6 }

-- Scripts known by the Script MB inplenentation.
-- This group defines a table which lists all known scripts.

-- Scripts can be added and renoved through mani pul ati on of the
-- snBcri pt Tabl e.

sniScri pt Cbj ects OBJECT IDENTIFIER ::= { snbjects 3}
sni5cri pt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sntcript Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists and describes locally known scripts.”
c:={ sntcriptjects 1}

sni5cri pt Entry OBJECT- TYPE

SYNTAX SniScri ptEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An entry describing a particular script. Every script that
is stored in non-volatile menory is required to appear in
this script table."
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| NDEX { snBcript Omer, snBScriptNane }
.= { sntcriptTable 1}

SnfScri ptEntry ::= SEQUENCE {
snf5cri pt Owner SnpAdmi nStri ng,
sniScri pt Name SnnpAdmi nStri ng,
snBScri pt Descr SnnpAdmi nStri ng,
snBScri pt Language I nt eger 32,
sncri pt Sour ce Di splayString,

}

sni5cri pt Adm nSt at us | NTEGER,

snBScri pt Oper St at us | NTEGER,

sniScri pt St orageType St orageType,
snfScri pt Rowst at us RowsSt at us,
sncri pt Error SnnpAdnmi nStri ng,
snf5cri pt Last Change Dat eAndTi e

sniScri pt Owmer OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The manager who owns this row in the sntcriptTable.”
::={ snBcriptEntry 1 }

sniScri pt Name OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (1..32))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

2001

"The | ocal |l y-uni que, administratively assigned nanme for this
script. This object allows an snBScriptOwmer to have multiple

entries in the sntcript Tabl e.

This value of this object may be used to derive the name

(e.g. a file nane) which is used by the Script MB
i npl enentation to access the script in non-volatile
storage. The details of this mapping are inplenentation

specific. However, the mapping needs to ensure that scripts
created by different owners with the sanme script nanme do not

map to the sanme nane in non-volatile storage.”
::={ snBcriptEntry 2 }

sniScri pt Descr OBJECT- TYPE

Levi

SYNTAX SnnpAdni nString
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
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"A description of the purpose of the script.”
::={ sntcriptEntry 3}

snfScri pt Language OBJECT- TYPE

SYNTAX I nt eger 32 (0..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object type identifies an entry in the
smLangTabl e which is used to execute this script.

The special value 0O may be used by hard-wired scripts
that can not be nodified and that are executed by
internal functions.

Set requests to change this object are invalid if the
val ue of snftcriptQperStatus is ‘enabled” or ‘conpiling
and will result in an inconsistentValue error.

Note that the data type and the range of this object nust
be consistent with the definition of snLangl ndex."”
c:={ snbcriptEntry 4 }

snf5cri pt Sour ce OBJECT- TYPE

SYNTAX Di spl ayString
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object either contains a reference to the script
source or an enpty string. A reference nust be given

in the formof a Uniform Resource Locator (URL) as
defined in RFC 2396. The all owed character sets and the
encodi ng rul es defined in RFC 2396 section 2 apply.

When the snfcri pt Adnmi nStatus object is set to ‘enabled ,

the Script MB inplementation will ‘pull’ the script
source fromthe URL contained in this object if the URL
is not enpty.

An enpty URL indicates that the script source is |oaded
fromlocal storage. The script is read fromthe snmCodeTabl e
if the value of snficript StorageType is volatile. O herw se,
the script is read fromnon-volatile storage.

Not e: This document does not mandate inplenentation of any
specific URL schene. An attenpt to load a script froma
nonsupported URL schene wi |l cause the sntcript Oper St at us
to report an ‘unknownProtocol’ error.
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Set requests to change this object are invalid if the
val ue of sntcriptQperStatus is ‘enabled’, ‘editing
‘retrieving’ or ‘conpiling’ and will result in an
i nconsi stentVal ue error."

DEFVAL { '"H}

::={ snBcriptEntry 5}

sniScri pt Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
edi ting(3)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object indicates the desired status of
the script. See the definition of snBScriptOperStatus for
a description of the val ues.

When the sncri pt Adnmi nStatus object is set to ‘enabled and
the sntscriptQperStatus is ‘disabled” or one of the error
states, the Script MB inplementation will ‘pull’” the script
source fromthe URL contained in the snBScript Source object
if the URL is not enpty."”

DEFVAL { disabled }

c:={ snBcriptEntry 6 }

snf5cri pt Oper St at us OBJECT- TYPE

Levi

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
edi ting(3),
retrieving(4),
compi i ng(5),
noSuchScri pt (6),
accessDeni ed(7),
wr ongLanguage( 8) ,
wr ongVer si on(9),
conpi | ati onFai |l ed(10),
noResour cesLeft (11),
unknownPr ot ocol (12),
pr ot ocol Fai |l ure(13),
generi cError(14)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The actual status of the script in the runtinme system The
val ue of this object is only neani ngful when the val ue of
the snscri pt RowSt at us object is ‘active’

The snfcri pt Oper St at us obj ect may have the foll owi ng val ues:

- ‘enabled indicates that the script is available and can
be started by a launch table entry.

- ‘disabled’ indicates that the script can not be used.

- ‘editing indicates that the script can be nodified in the
smCodeTabl e.

- ‘retrieving indicates that the script is currently being
| oaded from non-volatile storage or a renote system

- ‘conpiling’ indicates that the script is currently being
conpiled by the runtine system

- ‘noSuchScript’ indicates that the script does not exist
at the snfcri pt Sour ce.

- ‘accessDenied’ indicates that the script can not be | oaded
fromthe sntcript Source due to a | ack of pernissions.

- ‘wrongLanguage’ indicates that the script can not be
| oaded fromthe snf5cri pt Source because of a | anguage
nm smat ch.

- ‘wongVersion’ indicates that the script can not be | oaded
fromthe sntcri pt Source because of a | anguage version
nm smat ch.

- ‘conpilationFailed indicates that the conpilation fail ed.

- ‘noResourcesLeft’ indicates that the runti me system does
not have enough resources to | oad the script.

- ‘unknownProtocol’ indicates that the script could not be
| oaded fromthe snf5cri pt Source because the requested
protocol is not supported.

- ‘protocol Failure’ indicates that the script could not be
| oaded fromthe sn5cri pt Source because of a protoco
failure.

- ‘genericError’ indicates that the script could not be
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| oaded due to an error condition not |isted above.

The ‘retrieving’ and ‘conpiling states are transient states
which will either lead to one of the error states or the
‘enabled’ state. The ‘disabled’” and ‘editing’ states are
adm nistrative states which are only reached by explicit
nmanagement operations.

Al'l Taunch table entries that refer to this script table
entry shall have an smlLaunchQper St atus val ue of *disabl ed
when the value of this object is not ‘enabled ."

DEFVAL { disabled }

::={ snBcriptEntry 7 }

sni5cri pt St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object defines whether this row and the script
controlled by this row are kept in volatile storage and
| ost upon reboot or if this rowis backed up by
non-vol atil e or permanent storage.

The storage type of this row always conplies with the val ue
of this entry if the value of the correspondi ng RowsSt at us
object is ‘active’

However, the storage type of the script controlled by this
row may be different, if the value of this entry is
‘non-volatile’. The script controlled by this rowis witten
into local non-volatile storage if the followi ng condition
beconmes true

(a) the URL contained in the snf5cri pt Source object is enpty
and

(b) the snftcript StorageType is ‘nonVol atil e’
and

(c) the sntcriptQperStatus is ‘enabled

Setting this object to ‘volatile’ rempves a script from
non-vol atile storage if the script controlled by this row
has been in non-volatile storage before. Attenpts to set
this object to permanent will always fail with an

i nconsi st ent Val ue error

The val ue of snBScriptStorageType is only neaningful if the
val ue of the correspondi ng RowStatus object is ‘active’
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I f snBcript StorageType has the val ue permanent (4), then all
obj ects whose MAX- ACCESS val ue is read-create nust be
writable, with the exception of the snScriptStorageType and
snf5cri pt RowSt at us obj ects, which shall be read-only."
DEFVAL { volatile }
::={ sntcriptEntry 8 }

sniScri pt Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A control that allows entries to be added and renpved from
this table.

Changi ng the snf5cri pt RowStatus from ‘active’ to
‘notlnService’ will renove the associated script fromthe
runti nme system

Del eting conceptual rows fromthis table may affect the
del etion of other resources associated with this row For
exanple, a script stored in non-volatile storage may be
renoved from non-vol atile storage.

An entry may not exist in the ‘active’ state unless all
required objects in the entry have appropri ate val ues. Rows
that are not conplete or not in service are not known by the
script runtinme system

Attenpts to ‘destroy’ a rowor to set a row ‘notlnService’
whil e the sniScriptQOperStatus is ‘enabled” will result in an
i nconsi st ent Val ue error.

Attenpts to ‘destroy’ a row or to set a row ‘notlnService’
where the value of the snBScriptStorageType object is
‘permanent’ or ‘readOnly’ will result in an

i nconsi st ent Val ue error.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified."
::={ sntcriptEntry 9 }

sniScri pt Error OBJECT- TYPE

Levi

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains a descriptive error nessage if the
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transition into the operational status ‘enabled failed.
| npl enent ati ons nust reset the error nessage to a
zero-length string when a new attenpt to change the
script status to ‘enabled’ is started.”

DEFVAL { ""H}

::={ snBcriptEntry 10 }

sniScri pt Last Change OBJECT- TYPE

SYNTAX Dat eAndTi e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and tinme when this script table entry was | ast
nmodi fi ed. The val ue ' 0000000000000000'H is returned if
the script table entry has not yet been nodified.

Note that the resetting of snfScriptError is not considered

a change of the script table entry."
DEFVAL { ' 0000000000000000' H }
c:={ snbcriptEntry 11 }

-- Access to script code via SNW

-- The snCodeTable allows script code to be read and nodified

vi a SNVP.

smCodeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SntCodeEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the script code for scripts that are
witten via SNMP wite operations.”
.= { snBcriptojects 2}

snCodeEntry OBJECT- TYPE

SYNTAX SmCodeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particular fragnent of a script.”
I NDEX { snScri pt Omer, snfcriptNane, snCodel ndex }
::={ snmCodeTable 1 }

SnCodeEntry ::= SEQUENCE {
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snCodel ndex Unsi gned32,
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snCodeText
snmCodeRowSt at us

OCTET STRI NG,
RowsSt at us

}

snmCodel ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The index value identifying this code fragnent.

::={ snCodeEntry 1 }

smCodeText OBJECT- TYPE
SYNTAX OCTET STRING (SI ZE (1..1024))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The code that makes up a fragnent of a script.
of this code fragnent depends on the script

August 2001

The for mat

| anguage whi ch

is identified by the associated snfScri pt Language object."

c:= { snCodeEntry 2}

snmCodeRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A control
this table.

that allows entries to be added and renpved from

The val ue of this object has no effect on whether other

objects in this conceptual
::={ snmCodeEntry 3 }

-- Script execution.

row can be nodified."

-- This group defines tables which allow script execution to be

-- initiated, suspended, resumed, and termn nated.
-- a mechani sm for keeping a history of
-- and their results.

snmRunQhj ects OBJECT IDENTIFIER ::= { snlbjects 4 }

smLaunchTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SmLaunchEntry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
"This table lists and describes scripts that are ready
to be executed together with their paraneters.”
::={ snRunObjects 1}
smLaunchEntry OBJECT- TYPE
SYNTAX SmLaunchEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particular executable script.”
I NDEX { snmLaunchOmner, snliaunchNane }
::={ snmLaunchTable 1 }
SmLaunchEntry ::= SEQUENCE {
snmLaunchOaner SnnpAdmi nStri ng,
smLaunchName SnnpAdmi nStri ng,
smLaunchScri pt Owmner SnnpAdmi nStri ng,
smLaunchScri pt Nane SnnpAdnmi nStri ng,
smLaunchAr gunent OCTET STRI NG
smLaunchMaxRunni ng Unsi gned32
smLaunchMaxConpl et ed Unsi gned32,
smLaunchlLi f eTi ne Ti mel nt erval
smLaunchExpi reTi e Ti el nt erval
smLaunchsSt art I nt eger 32,
snmLaunchCont r ol | NTEGER
smLaunchAdm nSt at us | NTEGER
snmLaunchQper St at us | NTEGER
smLaunchRunl ndexNext I nt eger 32,
smLaunchSt or ageType St or ageType
smLaunchRowsSt at us RowSt at us,
smLaunchErr or SnnpAdni nStri ng,
smLaunchlLast Change Dat eAndTi ne,
smLaunchRowExpi r eTi e Ti mel nterva
}
smLaunchOaner OBJECT- TYPE
SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The manager who owns this row in the snLaunchTabl e. Every

Levi
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instance of a running script started froma particular entry
in the snmaunchTable (i.e. entries in the snRunTable) will
be owned by the sane smlLaunchOaner used to index the entry
in the smaunchTable. This owner is not necessarily the same
as the owner of the script itself (snmlLaunchScriptOaner)."
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::={ smLaunchEntry 1 }

smLaunchNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (1..32))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The | ocal | y-uni que, adninistratively assigned name for this
| aunch table entry. This object allows an sniLaunchOaner to
have nultiple entries in the smaunchTabl e. The snliaunchName
is an arbitrary nanme that nust be different from any other
smLaunchTabl e entries with the same snmLaunchOaner but can be
the same as other entries in the smaunchTable with
di fferent snmLaunchOmer val ues. Note that the val ue of
smLaunchName is not related in any way to the nane of the
script being | aunched."

::={ snmLaunchEntry 2 }

smLaunchScri pt Omer OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object in conbination with the val ue of
smLaunchScri ptName identifies the script that can be
| aunched fromthis snmLaunchTable entry. Attenpts to wite
this object will fail with an inconsistentValue error if
the val ue of smLaunchOperStatus is ‘enabled ."

::={ snmLaunchEntry 3 }

smLaunchScri pt Name OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object in conbination with the val ue of
the smlLaunchScri pt Omer identifies the script that can be
| aunched fromthis snmLaunchTabl e entry. The zero-1length
string may be used to point to a non-existing script.

Attenpts to wite this object will fail with an
i nconsi stentValue error if the value of snlLaunchOper St atus
is ‘“enabled ."

DEFVAL { "' H}

::={ snmLaunchEntry 4 }

snmLaunchAr gunment OBJECT- TYPE
SYNTAX OCTET STRI NG
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The argunent supplied to the script. Wien a script is
i nvoked, the value of this object is used to initialize
t he snmRunArgunent object.”

DEFVAL { ""H}

::={ snmLaunchEntry 5 }

smLaunchMaxRunni ng OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of concurrently running scripts that may
be invoked fromthis entry in the snmLaunchTabl e. Lowering
the current value of this object does not affect any scripts
that are already executing."

DEFVAL { 1}
::={ snmLaunchEntry 6 }

smLaunchMaxConpl et ed OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of finished scripts invoked fromthis
entry in the snLaunchTable allowed to be retained in the
snRunTabl e. Whenever the value of this object is changed
and whenever a script terninates, entries in the snRunTabl e
are deleted if necessary until the nunber of conpleted
scripts is snaller than the value of this object. Scripts
whose snmRunEndTi ne val ue indicates the ol dest conpl etion
time are deleted first."

DEFVAL { 1}
::={ snmLaunchEntry 7 }

smLaunchlLi f eTi nre OBJECT- TYPE
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SYNTAX Ti nmel nterva

UNI TS "centi-seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The default maxi num anount of tine a script |aunched
fromthis entry may run. The value of this object is used
toinitialize the snRunLifeTi ne object when a script is
| aunched. Changing the val ue of an sniaunchlLifeTi ne
i nstance does not affect scripts previously |aunched from
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this entry."
DEFVAL { 360000 }
::={ smLaunchEntry 8 }

smLaunchExpi reTi me OBJECT- TYPE

SYNTAX Ti el nt erva

UNI TS "centi-seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The default maxi num anount of tinme information about a
script launched fromthis entry is kept in the snRunTabl e
after the script has conpl eted execution. The val ue of
this object is used to initialize the snmRunExpireTi nme
obj ect when a script is launched. Changing the value of an
smLaunchExpi reTi me i nstance does not affect scripts
previously launched fromthis entry."

DEFVAL { 360000 }
::={ smLaunchEntry 9 }

smLaunchSt art OBJECT- TYPE

SYNTAX Integer32 (0..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is used to start the execution of scripts.
Wien retrieved, the value will be the value of snRunl ndex
for the last script that started execution by mani pul ati ng
this object. The value will be zero if no script started
execution yet.

A script is started by setting this object to an unused
snRunl ndex value. A new row in the snRunTable will be
created which is indexed by the value supplied by the
set-request in addition to the value of smLaunchOmner and
smLaunchNanme. An unused val ue can be obtai ned by reading
t he smLaunchRunl ndexNext obj ect.

Setting this object to the special value 0 will start
the script with a self-generated snRunl ndex val ue. The
consequence is that the script invoker has no reliable
way to determ ne the snRunlndex value for this script

i nvocation and that the invoker has therefore no way
to obtain the results fromthis script invocation. The
special value 0 is however useful for schedul ed script
i nvocat i ons.

If this object is set, the follow ng checks nust be
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per f or ned:

1) The val ue of the smLaunchOper Status object in this
entry of the smLaunchTabl e nust be ‘enabl ed .

2) The val ues of smLaunchScri pt Omer and
smLaunchScri pt Name of this row nust identify an
existing entry in the snBScript Tabl e.

3) The value of snBcriptOperStatus of this entry nust
be ‘enabl ed'.

4) The principal performng the set operation must have
read access to the script. This nust be checked by
calling the isAccessAl |l owed abstract service interface
defined in RFC 2271 on the row in the sntcriptTabl e
identified by snmlLaunchScri pt Omer and snliaunchScri pt Nane.
The isAccessAll owed abstract service interface nust be
called on all columar objects in the snScriptTable with
a MAX- ACCESS val ue different than ‘not-accessible’ . The
test fails as soon as a call indicates that access is
not al | owed.

5) If the value provided by the set operation is not O,

a check nust be nmade that the value is currently not
in use. Oherwise, if the value provided by the set
operation is 0, a suitable unused val ue nust be
gener at ed.

6) The nunber of currently executing scripts invoked
fromthis snLaunchTable entry nust be | ess than
smLaunchMaxRunni ng.

Attenpts to start a script will fail with an
i nconsi stentVal ue error if one of the checks descri bed
above fails.

O herwise, if all checks have been passed, a new entry

in the smRunTable will be created i ndexed by snliaunchOmner,
snmLaunchName and t he new val ue for snRunlndex. The val ue
of snliaunchArgument will be copied into snmRunArgunent,

the val ue of snliaunchLifeTine will be copied to

smRunLi f eTi me, and the val ue of smlLaunchExpireTi e

will be copied to snmRunExpireTi ne.

The snRunStartTine will be set to the current tine and
the snRunState will be set to ‘initializing’ before the
script execution is initiated in the appropriate runtine
system

Note that the data type and the range of this object nust

be consistent with the snRunlndex object. Since this
object mght be witten fromthe scheduling MB, the
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data type Integer32 rather than Unsigned32 is used."
DEFVAL { 0 }
::={ smLaunchEntry 10 }

smLaunchCont rol OBJECT- TYPE

SYNTAX | NTEGER {
abort (1),
suspend( 2),
resunme( 3),
nop(4)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is used to request a state change for al
running scripts in the smRunTable that were started from
this rowin the smaunchTabl e.

Setting this object to abort (1), suspend(2) or resune(3)

will set the snRunControl object of all applicable rows

in the smRunTabl e to abort(1), suspend(2) or resune(3)
respectively. The phrase ‘applicable rows’ neans the set of
rows which were created fromthis entry in the snLaunchTabl e
and whose val ue of snRunState allows the corresponding

state change as described in the definition of the
smRunControl object. Setting this object to nop(4) has no
effect.

Attenpts to set this object lead to an inconsistentVal ue
error only if all inplicated sets on all the applicable
rows lead to inconsistentValue errors. It is not allowed
to return an inconsistentValue error if at |east one state
change on one of the applicable rows was successful."
DEFVAL { nop }
::={ snmLaunchEntry 11 }

snLaunchAdm nSt at us OBJECT- TYPE

Levi

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
aut ostart (3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value of this object indicates the desired status of
this launch table entry. The val ues enabl ed(1) and
autostart(3) both indicate that the launch table entry
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should transition into the operational enabled(1l) state as
soon as the associated script table entry is enabled(1).

The val ue autostart(3) further indicates that the script
is started automatically by conceptually witing the
value 0 into the associated sniaunchStart object during
the transition fromthe ‘' disabled into the ‘enabled
operational state. This is useful for scripts that are
to be launched on system start-up."

DEFVAL { disabled }

::={ snmLaunchEntry 12 }

smLaunchQper St at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
expired(3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object indicates the actual status of
this launch table entry. The smliaunchQOper St at us obj ect
may have the foll ow ng val ues:

‘“enabl ed’ indicates that the launch table entry is
avai |l abl e and can be used to start scripts.

- ‘disabled’ indicates that the |launch table entry can
not be used to start scripts.

- ‘expired indicates that the [aunch table entry can
not be used to start scripts and will disappear as
soon as all snRunTable entries associated with this
| aunch table entry have di sappear ed.

The val ue ‘enabled’ requires that the sniaunchRowSt at us
object is active. The value ‘disabled requires that there
are no entries in the snmRunTabl e associated with this
smLaunchTabl e entry. "

DEFVAL { disabled }

::={ snmLaunchEntry 13 }

smLaunchRunl ndexNext OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"This variable is used for creating rows in the snRunTabl e.

The value of this variable is a currently unused val ue
for snRunlndex, which can be witten into the snLaunchStart
obj ect associated with this rowto |launch a script.

The val ue returned when reading this variable nust be uni que
for the snmLaunchOwmner and snmLaunchNanme associated with this
row. Subsequent attenpts to read this variable nust return
di fferent val ues.

This variable will return the special value 0 if no new rows
can be created.

Note that the data type and the range of this object nust be
consistent with the definition of snRunlndex."

::={ snmLaunchEntry 14 }

smLaunchSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object defines if this rowis kept in volatile storage

and | ost upon reboot or if this rowis backed up by stable
st or age.

The val ue of smlLaunchStorageType is only neaningful if the
val ue of the correspondi ng RowSt atus object is active.

I f snLaunchSt orageType has the val ue permanent (4), then all
obj ects whose MAX- ACCESS val ue is read-create nust be
witable, with the exception of the snlLaunchStorageType and
smLaunchRowSt at us obj ects, which shall be read-only."

DEFVAL { volatile }
::={ snmLaunchEntry 15 }

snLaunchRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A control that allows entries to be added and renpved from

this table.

Attenpts to ‘destroy’ a row or to set a row ‘notlnService’
whil e the smaunchOperStatus is ‘enabled” will result in
an inconsi stentVal ue error.
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Attenpts to ‘destroy’ a rowor to set a row ‘notlnService’
where the value of the snlLaunchStorageType object is
‘permanent’ or ‘readOnly’ will result in an

i nconsi stent Val ue error.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified."
::={ snmLaunchEntry 16 }

smLaunchError OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains a descriptive error message if an
attenpt to launch a script fails. |Inplenmentations nust reset
the error nessage to a zero-length string when a new attenpt
to launch a script is started.”

DEFVAL { ""H}
.= { snmLaunchEntry 17 }

smLaunchLast Change OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme when this launch table entry was | ast
nmodi fi ed. The val ue ' 0000000000000000'H is returned if
the launch table entry has not yet been nodified.

Not e that a change of sniaunchStart, snlLaunchControl,
smLaunchRunl ndexNext, smLaunchRowExpireTine, or the
resetting of smLaunchError is not considered a change
of this launch table entry."

DEFVAL { ' 0000000000000000' H }

::={ snmLaunchEntry 18 }

smLaunchRowExpi r eTi me OBJECT- TYPE

Levi

SYNTAX Ti mel nt er val

UNI TS "centi-seconds"
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The value of this object specifies howlong this row renains
in the ‘enabled or ‘disabled operational state. The val ue
reported by this object ticks backwards. \Wen the val ue
reaches 0, it stops ticking backward and the rowis
deleted if there are no snmRunTabl e entries associated with
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this snlLaunchTabl e entry. O herw se, the sniaunchQper St at us
changes to ‘expired’ and the row deletion is deferred

until there are no snRunTable entries associated with this
smLaunchTabl e entry.

The smLaunchRowexpireTine will not tick backwards if it is
set to its maxi mum val ue (2147483647). |n ot her words,
setting this object to its maxi numvalue turns the tiner
of f.

The value of this object may be set in order to increase

or reduce the remaining tine that the launch table entry
may be used. Setting the value to O will cause an i medi ate
row deletion or transition into the ‘expired operationa
stat e.

It is not possible to set this object while the operationa
status is ‘expired . Attenpts to nodify this object while
the operational status is ‘expired’ leads to an

i nconsi st ent Val ue error

Note that the tinmer ticks backwards independent of the
operational state of the launch table entry."

DEFVAL { 2147483647 }

::={ snmLaunchEntry 19 }

smRunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SmRunEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table lists and describes scripts that are currently
runni ng or have been running in the past."
::={ snRunQbjects 2 }

snRunEntry OBJECT- TYPE

SYNTAX SnRunEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry describing a particular running or finished
script.”

I NDEX { smlLaunchOaner, sniaunchName, snRunl ndex }

::={ snmRunTable 1}

SnRunEntry ::= SEQUENCE {
smRunl ndex I nt eger 32,
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snmRunAr gunent
snmRunStart Ti me
smRUNEndTi ne
smRunLi feTi ne
snRunExpi r eTi e
snmRunExi t Code
snmRunResul t
snmRunCont r ol
smRunSt at e
snRunkr r or
smRunResul t Ti ne
snmRunError Ti me

Script MB

OCTET STRI NG,
Dat eAndTi ne,
Dat eAndTi ne,
Ti nel nterval ,
Ti nel nt erval ,
| NTEGER,
OCTET STRI NG,
| NTEGER,

| NTEGER,
SnnpAdmi nStri ng,
Dat eAndTi ne,
Dat eAndTi ne

August 2001

snmRunl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this running or finished script. This val ue nust be
unique for all rows in the snRunTable with the sane
smLaunchOamner and sniaunchNane.

Note that the data type and the range of this object nust
be consistent with the definition of smaunchRunl ndexNext
and smLaunchStart."

::={ snmRunEntry 1 }

snmRunAr gunment OBJECT- TYPE

SYNTAX

VAX- ACCESS

STATUS

DESCRI PTI ON
"The argunent supplied to the script when it started.”

DEFVAL { ""H}

::={ snRunEntry 2 }

OCTET STRI NG
read-only
current

smRunSt art Ti me OBJECT- TYPE

Levi
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SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"The date and ti ne when the execution started. The val ue
’’0000000000000000'H is returned if the script has not
started yet."

DEFVAL { ' 0000000000000000' H }

::={ snRunEntry 3}

Dat eAndTi e
read-only
current
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snMRunEndTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme when the execution term nated. The val ue
'’ 0000000000000000'H is returned if the script has not
term nated yet."
DEFVAL { ' 0000000000000000' H }
::={ snRunEntry 4 }

snmRunLi feTi me OBJECT- TYPE

SYNTAX Ti el nt erva

UNI TS "centi-seconds”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies howlong the script can execute.

This object returns the remaining tinme that the script

may run. The object is initialized with the value of the
associ at ed snLaunchLi feTi ne object and ticks backwards.

The script is aborted i mediately when the val ue reaches 0.

The value of this object may be set in order to increase or
reduce the remaining tine that the script may run. Setting
this value to O will abort script execution inmediately,
and, if the value of snRunExpireTine is also 0, will renove
this entry fromthe snRunTabl e once it has term nated.

If snRunLifeTinme is set to its maxi num val ue (2147483647),
either by a set operation or by its initialization fromthe
smLaunchLi feTine object, then it will not tick backwards.

A running script with a nmaxi mum snRunLi feTi me val ue will
thus never be terminated with a ‘lifeTi neExceeded’ exit
code.

The val ue of snRunLifeTime reflects the real-tinme execution
time as seen by the outside world. The value of this object
will always be 0 for a script that finished execution, that
is snRunState has the value ‘term nated’ .

The val ue of snRunLifeTi ne does not change while a script
i s suspended, that is snRunState has the val ue ‘ suspended’
Note that this does not affect set operations. It is |ega
to nodify snRunLifeTine via set operations while a script
i s suspended. "

::={ snRunEntry 5 }
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snmRunExpi reTi ne OBJECT- TYPE

SYNTAX Ti nmel nt erva

UNI TS "centi-seconds”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value of this object specifies howlong this row can
exi st in the snRunTable after the script has term nated.
This object returns the remaining tinme that the row may
exi st before it is aged out. The object is initialized with
the val ue of the associated snliLaunchExpireTi me object and
ti cks backwards. The entry in the snRunTabl e is destroyed
when the val ue reaches 0 and the snRunState has the val ue
“term nat ed’

The value of this object may be set in order to increase or
reduce the remaining tine that the row may exist. Setting
the value to O will destroy this entry as soon as the
smRunState has the value ‘ternminated ."

::={ snmRunEntry 6 }

snmRunExi t Code OBJECT- TYPE
SYNTAX | NTEGER {

noError (1),
hal t ed(2),
I'ifeTi meExceeded(3),
noResour cesLeft (4),
| anguageError (5),
runti meError(6),
i nval i dAr gunent (7),
securityViol ation(8),
generi cError(9)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object indicates the reason why a
script finished execution. The snRunExit Code code nmay have
one of the follow ng val ues:

- ‘noError’, which indicates that the script conpleted
successfully without errors;

“halted’, which indicates that the script was halted
by a request from an authorized nmanager

- ‘lifeTi neExceeded’, which indicates that the script
exited because a time lint was exceeded;

Levi & Schoenwael der St andards Track [ Page 39]



RFC 3165 Script MB August 2001

- ‘noResourcesLeft’, which indicates that the script
exited because it ran out of resources (e.g. nenory);

‘languageError’, which indicates that the script exited
because of a | anguage error (e.g. a syntax error in an
i nterpreted | anguage);

- ‘runtinmeError’, which indicates that the script exited
due to a runtine error (e.g. a division by zero);

“inval i dArgunent’, which indicates that the script could
not be run because of invalid script argunents;

‘securityViolation’, which indicates that the script
exited due to a security violation

- ‘genericError’, which indicates that the script exited
for an unspecified reason.

If the script has not yet begun running, or is currently
running, the value will be ‘noError’."

DEFVAL { noError }

::={ snRunEntry 7 }

snmRunResul t OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The result val ue produced by the running script. Note that
the result nmay change while the script is executing."
DEFVAL { '"H}
::={ snmRunEntry 8 }

smRunCont r ol OBJECT- TYPE

SYNTAX | NTEGER {
abort (1),
suspend(2),
resunme( 3),
nop(4)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The val ue of this object indicates the desired status of the
script execution defined by this row

Setting this object to ‘abort’ will abort execution if the
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val ue of snRunState is ‘initializing , ‘executing
“suspending’, ‘suspended’ or ‘resuming’. Setting this object
to ‘abort’ when the value of snRunState is ‘aborting’ or
‘termnated’, or if the inplenmentation can determ ne that
the attenpt to abort the execution would fail, will result
in an inconsistentVal ue error.

Setting this object to ‘suspend wll suspend execution
if the value of snRunState is ‘executing . Setting this
object to ‘suspend’” will cause an inconsistentValue error
if the value of snRunState is not ‘executing’ or if the

i npl ementation can deternine that the attenpt to suspend
t he execution would fail

Setting this object to ‘resune’ will resune execution

if the value of snRunState is ‘suspending’ or

‘suspended’. Setting this object to ‘resune’ wll cause an
i nconsi stentValue error if the value of snRunState is

not ‘suspended’ or if the inplenentation can deternine
that the attenpt to resune the execution would fail

Setting this object to nop(4) has no effect.”
DEFVAL { nop }
::={ snRunEntry 9 }

snmRunSt at e OBJECT- TYPE
SYNTAX | NTEGER {

initializing(l),
executing(2),
suspendi ng(3),
suspended(4),
resum ng(5),
aborting(6),
term nat ed(7)

}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object indicates the script’s execution

state. If the script has been invoked but has not yet

begun execution, the value will be *initializing’. If the
script is running, the value will be ‘executing

A running script which received a request to suspend
execution first transitions into a tenporary ‘suspending
state. The tenporary ‘suspending’ state changes to
‘suspended’ when the script has actually been suspended. The
tenporary ‘suspending’ state changes back to ‘executing’ if
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the attenpt to suspend the running script fails.

A suspended script which received a request to resune
execution first transitions into a tenporary ‘resum ng
state. The tenporary ‘resum ng’ state changes to ‘running
when the script has actually been resuned. The tenporary
‘resuni ng’ state changes back to ‘suspended’ if the attenpt
to resume the suspended script fails.

A script which received a request to abort execution but
which is still running first transitions into a tenporary
“aborting’ state.

A script which has finished its executionis ‘termnated ."
::={ snmRunEntry 10 }

snRunError OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains a descriptive error message if the
script startup or execution raised an abnornal condition.
An inpl enentation nmust store a descriptive error nessage
in this object if the script exits with the snRunExit Code
‘genericError’."

DEFVAL { ""H}

::={ snmRunEntry 11 }

snmRunResul t Ti ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme when the snRunResult was | ast updated.
The val ue ' 0000000000000000' H is returned if smRunResult
has not yet been updated after the creation of this
smRunTabl e entry. "

DEFVAL { ' 0000000000000000' H }
::={ snmRunEntry 12 }

snmRunError Ti ne OBJECT- TYPE

Levi

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme when the snRunError was | ast updat ed.
The val ue ' 0000000000000000' H is returned if snRunError
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has not yet been updated after the creation of this
smRunTabl e entry. "

DEFVAL { ' 0000000000000000' H }

::={ snmRunEntry 13 }

-- Notifications. The definition of smliraps nakes notification
-- registrations reversible (see STD 58, RFC 2578).

smiraps OBJECT IDENTIFIER ::= { smNotifications 0O }

sniScri pt Abort NOTI FI CATI ON- TYPE
OBJECTS { smRunExit Code, snRunEndTi me, snRunError }
STATUS current
DESCRI PTI ON

"This notification is generated whenever a running script
term nates with an snRunExit Code unequal to ‘noError’.’'
c:={ smiraps 1}

sniScri pt Result NOTI FI CATI ON- TYPE

OBJECTS { snRunResult }
STATUS current
DESCRI PTI ON

"This notification can be used by scripts to notify other
managenent applications about results produced by the
script.

This notification is not automatically generated by the
Script MB inplenentation. It is the responsibility of
the executing script to enit this notification where it
is appropriate to do so."

o= { smiraps 2}

snf5cri pt Excepti on NOTI FI CATI ON- TYPE

OBJECTS { snRunError }
STATUS current
DESCRI PTI ON

"This notification can be used by scripts to notify other
managenent applications about script errors.

This notification is not automatically generated by the
Script MB inplenmentation. It is the responsibility of
the executing script or the runtine systemto enmt this
notification where it is appropriate to do so."

::={ smiraps 3}

-- conformance infornation

Levi & Schoenwael der St andards Track [ Page 43]



RFC 3165 Script MB August 2001

snConpl i ances OBJECT | DENTI FI ER : :
s oups OBJECT | DENTI FI ER ::

{ snConformance 1 }
{ smConfornmance 2 }

-- conpliance statenents

snConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities which inplenent
the Script MB."

MODULE -- this nodul e

MANDATORY- GROUPS {
snmLanguageG oup, snBcript Goup2, snlaunchG oup2,
snmRunGroup2, sniNotificationsG oup2

}
GROUP  sntCodeG oup
DESCRI PTI ON

"The snCodeGoup is nmandatory only for those inplenentations
that support the downl oadi ng of scripts via SNWP."
OBJECT snfcri pt Source
M N- ACCESS read-only
DESCRI PTI ON
"The snf5cri pt Source object is read-only for inplenmentations
that are not able to downl oad script code froma URL."
OBJECT snCodeText
DESCRI PTI ON
"A conpliant inplementation need only support wite access to
t he smCodeText object only during row creation.”
OBJECT snlLaunchAr gunent
DESCRI PTI ON
"A conpliant inplenentation has to support a m nimum si ze
for smLaunchArgunent of 255 octets.”
OBJECT snRunAr gunent
DESCRI PTI ON
"A compliant inplenmentation has to support a m nimum si ze
for snmRunArgunent of 255 octets."
OBJECT snmRunResul t
DESCRI PTI ON
"A conpliant inplenentation has to support a mninmum size
for smRunResult of 255 octets.”
OBJECT snRunSt at e
DESCRI PTI ON
"A conpliant inplenmentation does not have to support script
suspensi on and the snRunState ‘suspended’. Such an
i npl ementation will change into the ‘suspending state
when the snRunControl is set to ‘suspend’ and remain in this
state until snmRunControl is set to ‘resune’ or the script
term nates."
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::={ smConpliances 2}

snmLanguageG oup OBJECT- GROUP
OBJECTS {
snmLangLanguage, snliangVersi on,
smLangVendor, snlangRevi sion,
smLangDescr, snExt snExtensi on,
snExt snVer si on, snExt snVendor,
snExt snRevi si on, snExt snDescr

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information about
capabilities of the scripting engine."

:={ sm&oups 1}

snf5cri pt G oup2 OBJECT- GROUP
OBJECTS {

snBScri pt Descr, snBcri pt Language,

snfScri pt Source, snBcri pt Adni nSt at us,
sniScri pt Oper St at us, sncri pt St or ageType,
snf5cri pt Rowst at us, snfcri pt Error,

snf5cri pt Last Change

}
STATUS current
DESCRI PTI ON

August

"A collection of objects providing informtion about

installed scripts.”
:={ sm&oups 7 }

snCodeG oup OBJECT- GROUP
OBJECTS {
snCodeText, snCodeRowSt at us

}
STATUS current
DESCRI PTI ON

t he

2001

"A collection of objects used to download or nodify scripts

by using SNMP set requests.”
c:={ sm&oups 3}

snmLaunchG oup2 OBJECT- GROUP
OBJECTS {

smLaunchScri pt Omer, snliaunchScri pt Nane,
smLaunchAr gunent, snmiaunchMaxRunni ng,
smLaunchMaxConpl et ed, snliaunchlLi f eTi ne,
smLaunchExpi reTi me, snmlLaunchStart,
snmLaunchControl, smLaunchAdm nSt at us,
smLaunchQper St at us, snlLaunchRunl ndexNext,
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smLaunchSt or ageType, snliaunchRowsSt at us,
smLaunchError, smlaunchLast Change,
snmLaunchRowExpi r eTi me

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about scripts
that can be | aunched."
::={ sm&oups 8}

smRunG oup2 OBJECT- GROUP
OBJECTS {

snmRunAr gunent, snmRunStart Ti ne,
snMRunEndTi ne, snRunlLi f eTi ne,
smRunExpi reTi me, snRunExit Code,
smRunResul t, snmRunSt at e,
smRunControl, snRunError,
snmRunResul t Ti re, snmRunErrorTi me

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about running
scripts.”
.= { sm&oups 9 }

smNot i fi cati onsG oup2 NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
snfScri pt Abort,
sni5cri pt Resul t,
sniScri pt Excepti on

}
STATUS current
DESCRI PTI ON
"The notifications enitted by the Script MB."
::={ snmGoups 10 }

-- Deprecated conpliance and confornmance group definitions
-- from RFC 2592.

snConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The conpliance statement for SNMP entities which inplenent
the Script MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
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snmLanguageG oup, snBcript Group, snlaunchG oup, snmRunG oup

}
GROUP  sntCodeG oup
DESCRI PTI ON

"The snCodeG oup is mandatory only for those inplenentations
that support the downl oadi ng of scripts via SNWP."
OBJECT snfcri pt Source
M N- ACCESS read-only
DESCRI PTI ON
"The snf5cri pt Source object is read-only for inplenmentations
that are not able to downl oad script code froma URL."
OBJECT snCodeText
DESCRI PTI ON
"A conpliant inplenmentation need only support wite access
to the snmCodeText object during row creation."
OBJECT smnLaunchAr gunent
DESCRI PTI ON
"A conpliant inplenentation has to support a m nimum si ze
for smLaunchArgunent of 255 octets.”
OBJECT snRunAr gunent
DESCRI PTI ON
"A conmpliant inplenmentation has to support a m nimum si ze
for snmRunArgument of 255 octets.”
OBJECT snmRunResul t
DESCRI PTI ON
"A conpliant inplenentation has to support a mnimum size
for snRunResult of 255 octets."
OBJECT snRunSt at e
DESCRI PTI ON
"A conpliant inplenentation does not have to support script
suspensi on and the snRunState ‘suspended’. Such an
i npl ementation will change into the ‘suspending state
when the snRunControl is set to ‘suspend’ and remain in this
state until snmRunControl is set to ‘resune’ or the script
term nates.”
;.= { smConpliances 1}

sniScri pt G oup OBJECT- GROUP

Levi

OBJECTS {
snf5cri pt Descr, snfcri pt Language,
snfScri pt Sour ce, snfcri pt Adm nSt at us,
sniScri pt Qper St at us, snBcri pt St or ageType,
snfScri pt Rowst at us

}
STATUS deprecat ed
DESCRI PTI ON
"A collection of objects providing information about
installed scripts.”
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::={ sm&oups 2}

smLaunchG oup OBJECT- GROUP
OBJECTS {

snmLaunchScri pt Omer, snliaunchScri pt Nane,
smLaunchAr gunent, sniaunchMaxRunni ng,
smLaunchMaxConpl et ed, snlaunchlLi f eTi ne,
smLaunchExpi reTi me, smLaunchStart,
smLaunchCont rol, snlLaunchAdni nSt at us,
smLaunchQper St at us, snmlLaunchRunl ndexNext ,
snmLaunchSt or ageType, snliaunchRowsSt at us

}
STATUS deprecat ed
DESCRI PTI ON
"A collection of objects providing information about scripts
that can be | aunched."
::={ sm&oups 4}

snRunG oup OBJECT- GROUP
OBJECTS {
smRunAr gurent, snmRunStart Ti ne,
smRUNEndTi ne, snRunlLi f eTi ne,
snRunExpi reTi me, smRunExit Code,
snmRunResul t, snRunSt at e,
snmRunControl, snmRunError

}
STATUS deprecat ed
DESCRI PTI ON
"A collection of objects providing information about running
scripts.”
::={ sm&oups 5}

smNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
snfcri pt Abort,
sniScri pt Resul t

}
STATUS deprecat ed
DESCRI PTI ON
"The notifications enitted by the Script MB."
::={ sm&oups 6 }

END
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7.

Usage Exanpl es

This section presents sone exanples that explain how a manager can
use the Script MB defined in this meno. The purpose of these
exanples is to explain the steps that are normally used to del egate
managenent scripts.

7.1,

Pushing a Script via SNWP

Thi s exanpl e explains the steps performed by a manager to push a
script into a distributed manager

1

Levi

The manager first checks the snmlangTabl e and the snExtsnTable in
order to select the appropriate script or |anguage.

The manager creates a row in the snfScript Table by issuing an SNWP
set-request. The snf5cri pt RowSt atus object is set to
‘createAndWait’ and the snfscri pt Source object is set to an enpty
string. The snfcriptlLanguage object is set to the |anguage in
which the script was witten. The sncriptStorageType object is
set to ‘volatile’ to indicate that the script will be |oaded via
the smCodeTable. The sntcriptOmer is set to a string which
identifies the principal who owns the new row. The snfcri pt Nane
defines the admi nistratively assigned uni que nane for the script.

The manager sets the snBScript RowStatus object to ‘active’ and the
sni5cri pt Admi nStatus object to ‘editing' .

The manager pushes the script to the distributed manager by
i ssuing a couple of SNWP set-requests to fill the snCodeTabl e.

Once the whol e script has been transferred, the nmanager sends a
set-request to set the snfcri pt Adni nStatus object to ‘enabl ed’
The Script MB inplenmentati on now nmakes the script accessible to
the runtime system This might include the conpilation of the
script if the |anguage requires a conpilation step

The manager polls the sntcript Oper Status object until the value is
either ‘enabled or one of the error status codes. The script can
only be used if the value of snBcriptOperStatus is ‘enabl ed’

If the manager wants to store the script in local non-volatile

storage, it should send a set-request which changes the
snBScri pt St orageType object to ‘nonVol atile’
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7.2.

Pulling a Script froma URL

Thi s exanpl e explains the steps perfornmed by a manager to cause a
di stributed manager to pull a script froma URL.

1

The manager first checks the snliangTabl e and the snExtsnTable in
order to select the appropriate script or |anguage.

The manager creates a row in the snScriptTable by issuing an SNW
set-request. The snf5cri pt RowSt atus object is set to
‘createAndWait’ and the snfScri pt Source object is set to the URL
which points to the script source. The snfcriptlLanguage object is
set to the language in which the script was witten. The
sncriptOamer is set to a string which identifies the principa
who owns the new row. The snficri pt Nane defines the

adm ni stratively assigned uni que nane for the script.

The manager sets the snBScri pt RowSt at us object to ‘active’

The manager sends a set-request to set the snfcri pt Adni nSt at us
object to ‘enabled’. The Script MB inplenentati on now nakes the
script accessible to the runtine system This causes a retrieva
operation to pull the script fromthe URL stored in
sniScri pt Source. This retrieval operation nmight be followed by a
conpil e operation if the | anguage requires a conpilation step

The manager polls the sntcript Oper Status object until the value is
either ‘enabled or one of the error status codes. The script can
only be used if the value of snBcriptOperStatus is ‘enabl ed

If the manager wants to store the script in local non-volatile
storage, it should send a set-request which changes the
snfScri pt St orageType object to ‘nonVol atile’

Modi fyi ng an Existing Script

This section explains how a nmanager can nodify a script by sending
SNWVP set -requests.

1

Levi

First, the script is de-activated by setting the
sniScri pt Adm nStatus to ‘disabl ed’

The manager polls the sntcript Oper Status object until the value is
‘ di sabl ed’

The manager sets snfcript Source to an enpty string and

sni5cri pt Admi nStatus to ‘editing’ . This nakes the script source
avai |l abl e in the smCodeTabl e.
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7.

7.

4.

The manager polls the sntcript Oper Status object until the value is
‘editing .

The manager sends SNMP set-requests to nodify the script in the
smCodeTabl e.

The manager sends a set-request to set the snfcript Adni nSt at us
object to ‘“enabled’. The Script MB inplenentati on now nakes the
script accessible to the runtine system This might include the
conpilation of the script if the | anguage requires a conpilation
st ep.

The manager polls the sntcript Oper Status object until the value is
either ‘enabled or one of the error status codes. The script can
only be used if the value of snBScriptOperStatus is ‘enabled .

Removi ng an Exi sting Script

This section explains how a nmanager can renove a script froma
di stri buted manager.

1.

5.

First, the manager sets the snBScriptAdnminStatus to ‘disabled .
This will ensure that no new scripts can be started while running
scripts finish their execution.

The manager polls the sntcript Oper Status object until the value is
‘di sabl ed’ .

The manager sends an SNVWP set-request to change the
sniScri pt RowSt at us object to ‘destroy’. This will renove the row
and all associated resources fromthe Script MB inplenentation.

Creating a Launch Button

This section explains how a manager can create a |aunch button for
starting a script.

1.

Levi

The manager, who is identified by an snmaunchOmner value, first
chooses a nanme for the new row in the snmLaunchTabl e. The nanager
sends an SNWP set-request to set the snmlLaunchRowSt at us object for
this snmLaunchOmer and smlLaunchNane to ‘createAndWait’.

The manager fills the new sniaunchTable row with all required
paraneters. The snlLaunchScri pt Omer and snmlLaunchScri pt Nane val ues
point to the script that should be started fromthis |aunch
but t on.

The manager sets the snlLaunchRowSt at us object to ‘active’.
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4. The manager sends a set-request to change snlLaunchAdmi nStatus to
‘enabl ed’” once the new snLaunchTabl e row is conplete.

5. The manager polls the snmLaunchOper Status object until the value is
‘enabl ed’

7.6. Launching a Script

This section explains the suggested way to launch a script froma
gi ven | aunch button

1. The manager first retrieves the value of snLaunchRunl ndexNext from
the launch button selected to start the script.

2. The manager sends an SNWP set-request to set the snlLaunchStart
object to the value obtained in step 1. This will |aunch the
script if all necessary pre-conditions are satisfied (see the
definition of snmLaunchStart for nore details). The nanager can
al so provide the snLaunchArgunent in the sane set-request that is
used to start the script. Upon successful start, a new row wll
be created in the snRunTabl e i ndexed by snmLaunchOmner,
smLaunchName and the value witten to smLaunchStart.

3. The manager polls the snRunState object until the value is either
“executing’ (the default case), ‘suspended’ or ‘term nated

The first step is not required. A nmanager can also try to guess an
unused val ue for snRunlindex if the manager wants to start the script
in a single transaction. A nanager can al so use the special value O
if it does not care about the snRunlndex.

7.7. Suspending a Running Scri pt

Thi

s section explains how a manager can suspend a running script.

1. The nmanager sets the snRunControl object of the running script or
the smLaunchControl object of the |launch button used to start the

running script to ‘suspend’. Setting sniaunchControl wll suspend
all running scripts started fromthe launch button while
snRunControl will only suspend the running script associated with

t he snmRunControl instance.

2. The manager polls the snRunState object until the value is either
‘suspended’, ‘executing’, or ‘termnated’ . If the value is
‘suspended’, then the suspend operation was successful. If the
value is ‘executing’, then the attenpt to suspend the script
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failed. The value ‘termnated’ can be received in cases where the
suspend operation failed and the running script term nated between
the polls.

Note that the set operation in the first step can lead to an

i nconsi stentVal ue error which indicates that the suspend operation

failed (e.g., because the runtinme system does not support

suspend/resune). There is no need to poll snRunState in this case.
7.8. Resuming a Suspended Scri pt

Thi

s section explains how a nanager can resune a suspended script.

1. The nanager sets the snRunControl object of the running script or
t he smLaunchControl object of the launch button used to start the
running script to ‘resune’. Setting smiaunchControl wll resune
all running scripts started fromthe |aunch button while
snmRunControl will only resune the running script associated with
t he snRunControl instance.

2. The manager polls the snRunState object until the value is either
‘suspended’, ‘executing’, or ‘termnated . If the value is
‘executing’, then the resune operation was successful. [If the
value is ‘suspended’, then the attenpt to resune the script
failed. The value ‘terninated’ can be received in cases where the
resune operation was successful and the running script term nated
bet ween the polls.

Note that the set operation in the first step can lead to an

i nconsi stentVal ue error which indicates that the resune operation
failed (e.g., because the runtinme system does not support
suspend/resune). There is no need to poll snmRunState in this case.

7.9. Termnating a Running Script

This section explains two ways to term nate a running script. The
first approach is as foll ows:

1. The nmnager sets the snRunControl object of the running script or
the smLaunchControl object of the |launch button used to start the
running script to ‘abort’. Setting smLaunchControl wll abort all
running scripts started fromthe |aunch button while snRunContro
will only abort the running script associated with the
smRunCont rol instance.

2. The manager polls the snRunState object until the value is
‘“term nated’
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The second way to terminate a script is to set the snRunLifeTine to
zero which causes the runtine systemto terninate the script with a
“lifeTi neExceeded’ exit code:

1. The nmanager changes the value of snmRunLifeTinme to 0. This causes
the Script MB inplenentation to abort the script because the
remaining life tine has expired.

2. The manager polls the snRunState object until the value is
‘term nated’ .

Not e that changi ng the snRunLifeTi ne value can al so be used to
increase the pernmitted lifetime of a running script. For exanple, a
manager can choose to set snRunLifeTine to a snmall fixed tine
interval and increase the value periodically. This strategy has the
nice effect that scripts termnate automatically if the manager | oses
contact with the Script MB engine.

7.10. Renoving a Terminated Scri pt
This section explains how a manager can renove a terminated script.
1. The nmanager changes the snRunExpireTinme to 0. This causes the
Script MB inplenentation to destroy the snRunTabl e entry of the
term nated script.

7.11. Renoving a Launch Button

This section explains how a nmanager can renove a |aunch button froma
di stributed nmanager.

1. First, the manager sets the snmLaunchAdm nStatus to ‘disabled' .
This will ensure that no new scripts can be started fromthis
I aunch button while running scripts finish their execution.

2. The manager polls the snLaunchQOper Status object until the value is
‘di sabl ed’.

3. The manager sends an SNMP set-request to change the
smLaunchRowSt at us object to ‘destroy’. This will renove the row
and all associated resources fromthe Script MB inplenentation.
8. VACM Configuration Exanpl es
Thi s section shows how the vi ew based access control nodel defined in

RFC 2575 [ RFC2575] can be configured to control access to the Script
M B.
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8.1. Sandbox for Quests

The first exanple denonstrates how to configure VACMto give the
menbers of the VACM group "guest"” linited access to the Script MB.
The M B views defined bel ow gi ve the nenbers of the "guest"™ group a
sandbox where they can install and start their own scripts, but not
access any other scripts naintained by the Script MB inplenentation.

vacmAccessReadVi ew. "guest"."".usm aut hNoPri v = "guest ReadVi ew'
vacmAccessWiteVi ew "guest”."".usm aut hNoPriv = "guest WiteVi ew

The guest ReadVi ew grants read access to the snlLangTable, the
snExt snTabl e and to all the table entries owned by "guest":

guest ReadVi ew:

snmLangTabl e (i ncl uded)
snExt snTabl e (i ncl uded)
sniScri pt Gbj ects. *. *. *, "guest” (i ncl uded)
snmRunChj ects. *. *. *, "guest" (i ncl uded)

The guestWiteView grants wite access to all the table entries owned
by "guest":

guest WiteVi ew
sniScri pt Gbj ects. *.*. *, "guest” (i ncl uded)
snmRunthj ects. *. *. *, "guest" (i ncl uded)

8.2. Sharing Scripts

Thi s exanpl e denonstrates how VACM can be used to share a repository
of scripts between the nenbers of the "senior" and the nmenbers of the
"junior" VACM group:
vacmAccessReadVi ew. "junior".""
vacmAccessWiteView "junior".

.usm aut hNoPriv = "juni or ReadVi ew'
"".usmauthNoPriv = "juniorWiteVi ew

j uni or ReadVi ew:

snmLangTabl e (i ncl uded)
snExt snTabl e (i ncl uded)
srrScrip_thj ects.*.*.f‘."juni or" (!ncl uded)
snmRunQbj ects. *. *. *. "junior" (i ncl uded)
sniScri pt Gbj ects. *.*. * "utils" (i ncl uded)
juni orWiteView
sniScri pt Cbj ects. *.*.*. "junior" (i ncl uded)
snmRunQbj ects. *.*.*."junior" (i ncl uded)
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8. 3.

Lev

The definitions above allow the nenbers of the "junior" VACMgroup to
start the scripts owned by "utils" in addition to the script the
menbers of the "junior" VACM group installed thenmselves. This is
acconpl i shed by giving the nenbers of "junior" read access to scripts
in "utils". This allows nenbers of "junior” to create entries in the
smLaunchTabl e which refer to scripts in "utils", and to |aunch those
scripts using these entries in the snmLaunchTabl e.

"".usm aut hNoPriv = "seni or ReadVi ew'
"".usmauthNoPriv = "seniorWiteVi ew

vacmAccessReadVi ew. "seni or".
vacmAccessWiteView "senior".

seni or ReadVi ew.

snmLangTabl e (i ncl uded)
snExt snTabl e (i ncl uded)
sncri pt oj ects. *. *. *. "senior" (i ncl uded)
snmRunOhj ects. *. *. *. "seni or" (i ncl uded)
sniScri pt Gbj ects. *.*.*. "utils"” (i ncl uded)
seni orWiteVi ew
snicri pt oj ects. *. *. *. "senior" (i ncl uded)
snmRunQhj ects. *. *. *, "seni or" (i ncl uded)
sniScri pt Gbj ects. *.*.*. "utils" (i ncl uded)

The definitions for the nenbers of the "senior" VACM group allow to
start the scripts owned by "utils" in addition to the script the
menbers of the "senior" VACM group installed thenself. The third
wite access rule in the seniorWiteView al so grants the perm ssion
to install scripts owned by "utils". The nenbers of the "senior"
VACM group therefore have the perm ssions to install and nodify
scripts that can be called by the nenbers of the "junior" VACM group.

Enmergency Scripts

Thi s exanpl e denonstrates how VACM can be used to allow the nenbers
of the "junior" VACM group to launch scripts that are executed with

t he pernissions associated with the "energency"” owner. This works by
adding the following rules to the juniorReadView and the

juni orWiteView

j uni or ReadVi ew:
sni5cri pt Cbj ects. *. *. *. "emergency” (included)
smRunChj ects. *. *. *. "ener gency" (i ncl uded)

juni orWiteView

smLaunchStart. "emergency" (i ncl uded)
smLaunchAr gunent . " ener gency" (i ncl uded)
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The rul es added to the juni orReadVi ew grant read access to the
scripts, the launch buttons and the results owned by "emergency".

The rules added to the juniorWiteView grant wite permi ssions to the
smLaunchStart and smiaunchArgunent vari abl es owned by "energency"”.
Menmbers of the "junior”™ VACM group can therefore start scripts that

wi || execute under the owner "energency".

seni or ReadVi ew.
sniScri pt Gbj ects. *. *.*. "emergency" (included)
snRunhj ects. *. *. *. "emer gency" (i ncl uded)

seniorWiteVi ew
sniScri pt Gbj ects. *. *.*, "enmergency" (included)
snRunChj ects. *. *. *. "enmer gency" (i ncl uded)

The rul es added to the seni orReadView and the seniorWiteView wl
gi ve the nenbers of the "senior”™ VACMgroup the rights to instal
energency scripts and to configure appropriate |launch buttons.

| ANA Consi der ati ons

The Internet Assigned Nunbers Authority (l1ANA) is responsible for

mai ntai ning a M B nodul e (1 ANA- LANGUAGE- M B) whi ch provides O D
registrations for well-known | anguages. The | ANA | anguage registry
is intended to reduce interoperability problens by providing a single
list of well-known |anguages. However, it is of course stil

possible to register |languages in private O D spaces. Registering

| anguages in private O D spaces is especially attractive if a

| anguage is used for experinentation or if a language is only used in
environnents where the distribution of MB nodules with the | anguage
regi stration does not cause any nmi ntenance probl ens.

Any additions or changes to the list of |anguages registered via | ANA
requi re Designated Expert Review as defined in the | ANA guidelines

[ RFC2434]. The Designated Expert will be selected by the | ESG Area
Director for the | ETF Operations and Managenent Area.

Security Considerations

There are a nunber of managenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in sone network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
net wor k operations.
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SNMPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/create/delete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [ RFC2575] is reconmmended

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them

This MB provides the ability to distribute applications witten in
an arbitrary language to renote systens in a network. The security
features of the | anguages available in a particular inplenentation
shoul d be taken into consideration when depl oying an inplenentation
of this MB.

To facilitate the provisioning of access control by a security

adm ni strator using the View Based Access Control Mbdel (VACM
defined in RFC 2575 [ RFC2575] for tables in which nmultiple users nay
need to i ndependently create or nodify entries, the initial index is
used as an "owner index". Such an initial index has a syntax of
SnnpAdmi nString, and can thus be trivially nmapped to a securityName
or groupName as defined in VACM in accordance with a security

policy.

Al'l entries in related tables belonging to a particular user wll
have the sane value for this initial index. For a given user’s
entries in a particular table, the object identifiers for the
information in these entries will have the same subidentifiers
(except for the "columm" subidentifier) up to the end of the encoded
owner index. To configure VACMto pernit access to this portion of
the table, one would create vacnVi ewlreeFani |l yTable entries with the
val ue of vacmVi ewlr eeFani | ySubtree including the owner index portion
and vacnVi ewTr eeFami | yMask "wi | dcardi ng" the columm subidentifier.
More el aborate configurations are possible.

The VACM access control nechani sm descri bed above provi des contro
over SNWP access to Script MB objects. There are a nunber of other
access control issues that are outside of the scope of this MB. For
exanpl e, access control on URLs, especially those that use the file
schene, nust be realized by the underlying operating system A
mappi ng of the owner index value to a |local operating systemsecurity
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12.

user identity should be used by an inplenentation of this MB to
control access to operating systemresources when resolving URLs or
executing scripts.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permssion for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.

Changes from RFC 2592

The following Iist docunents maj or changes fromthe previous version
of this docunent, published as RFC 2592:

- Updated the boilerplate and the references.

- Added revision clauses to the nodule identity macro.

- Various typos have been fi xed.

- Added SIZE restriction to sntScript Name which is consistent with
smLaunchScri pt Name. Added DEFVAL and sone clarifying text on the

usage of a zero-length string to smLaunchScri pt Nane.

- darified under which conditions changes to snfScri pt Language are
i nval id.

- Added new snfscri pt Error and snLaunchError objects.

- Setting snRunLifeTine to its maxi num val ue now di sables the timer
so that scripts can run forever
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- Added the ‘autostart’ value to the snlLaunchAdm nSt at us obj ect
which allows to |aunch scripts during the disabl e->enabl ed
transition of smLaunchQper St at us.

- Added an additional step to the "creating a |l aunch button”
procedure which sets the snLaunchRowStatus to active

2001

- Added a final polling step in the procedure to launch a script.

- Added a final polling step in the procedure to term nate a running

script.

- Renoved the requirenent that snRunError is a zero-length string

whil e the snRunExi t Code has the val ue ‘noError’

- Added new snfscri pt Last Change, snlLaunchlLast Change, snRunResul t Ti ne,

and snRunErrorTi me objects.

- Added sone additional boilerplate text to the security
consi derati ons section.

- Added a new smlaunchRowExpireTi me object and a new ‘ expired
to the snmiaunchQOper St at us obj ect.

state

- Cdarified that the snRunState object reports the actual state if

attenpts to suspend or resune scripts fail.

- Cdarified the conditions under which set operations to

smLaunchControl and snRunControl can | ead to inconsistentVal ue

errors.

- Added procedures for suspendi ng/resuning/renoving running scripts

to section 7.

- Added text to the snficri pt St orageType description to better

hi ghlight the difference between the storage type of the script

row entry and the script itself.

- Updated the snConpliances statenment to not require wite access to

t he snmCodeText object after row creation.

- Deprecated snConpliance, sntcriptGoup, snlaunchG oup, snRunG oup,
smNot i ficationsGoup and created snConpliance2, snScriptG oup2,
smLaunchG oup2, snRunG oup2 and sniNotificati onsG oup2 that take

care of the new objects and notifications.
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