Net wor k Wor ki ng Group B. Aboba

Request for Comments: 3162 M crosoft
Cat egory: Standards Track G Zorn
Ci sco Systens

D. Mtton

Circular Logic UnLtd.
August 2001

RADI US and | Pv6
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.
Abst r act

Thi s docunent specifies the operation of RAD US (Renote
Aut hentication Dial In User Service) when run over |IPv6 as well as
the RADI US attributes used to support |IPv6 network access.

1. Introduction

Thi s docunent specifies the operation of RADIUS [4]-[8] over |Pv6
[13] as well as the RADIUS attributes used to support |Pv6 network
access.

Note that a NAS sending a RADI US Access- Request may not know a-priori
whet her the host will be using |Pv4, 1Pv6, or both. For exanple,
within PPP, | Pv6CP [11] occurs after LCP, so that address assignment
wi Il not occur until after RADI US authentication and authorization
has conpl et ed.

Therefore it is presuned that the IPv6 attributes described in this
docunent MAY be sent along with IPv4-related attributes within the
same RADI US nessage and that the NAS will decide which attributes to
use. The NAS SHOULD only all ocate addresses and prefixes that the
client can actually use, however. For exanple, there is no need for
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the NAS to reserve use of an | Pv4 address for a host that only
supports IPv6; sinmlarly, a host only using |Pvd or 6tod4 [12] does
not require allocation of an | Pv6 prefix.

The NAS can provide | Pv6 access natively, or alternatively, via other
met hods such as IPv6 within I Pv4 tunnels [15] or 6over4 [14]. The
choi ce of method for providing | Pv6 access has no effect on RADI US
usage per se, although if it is desired that an |Pv6 within |IPv4d
tunnel be opened to a particular |ocation, then tunnel attributes
shoul d be utilized, as described in [6], [7].

1.1. Requirenents | anguage

In this docunent, the key words "MAY", "MJST, "MJST NOT", "optional",
"recommended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [1].

2. Attributes
2.1. NAS-|Pv6- Address
Description

This Attribute indicates the identifying | Pv6 Address of the NAS
whi ch is requesting authentication of the user, and SHOULD be
unique to the NAS within the scope of the RADI US server. NAS-

| Pv6- Address is only used in Access-Request packets. NAS-IPv6-
Address and/ or NAS-I| P- Address MAY be present in an Access- Request
packet; however, if neither attribute is present then NAS-
Identifier MJUST be present.

A summary of the NAS-|Pv6- Address Attribute format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
012345678901234567890123456789°01
i A S S g S S
| Type | Length | Addr ess
T T S I T S S T G T S S S S S S S i
Addr ess
B T e o i S I i i S S N iy St S I S S
Addr ess
i A S S g S S
Addr ess
T S T T T G T S TR S U S G S T T S
Addr ess |
B il i S S S S S T S S
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Type
95 for NAS-I|Pv6- Address
Length
18
Addr ess
The Address field is 16 octets.
3.2. Franed-Interface-1d
Descri ption

This Attribute indicates the IPv6 interface identifier to be
configured for the user. It MAY be used in Access-Accept packets.
If the Interface-ldentifier |Pv6CP option [11] has been
successfully negotiated, this Attribute MJIST be included in an
Access- Request packet as a hint by the NAS to the server that it
woul d prefer that value. It is recomended, but not required,
that the server honor the hint.

A summary of the Franed-Interface-Id Attribute format i s shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type | Length | Interface-Id

B Lt r s i i i o o T s ks S R S

Interface-1d

B s T s s e T o e S T ks et s oot ST S S S o S S 3
Interface-Id |

B ol ok ks o S S S e e e S

Type

96 for Franed-Interface-1d
Length

10
Interface-1d

The Interface-1d field is 8 octets.
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2.3. Franed-1Pv6-Prefix

Descri ption
This Attribute indicates an | Pv6 prefix (and correspondi ng route)
to be configured for the user. It MAY be used in Access-Accept
packets, and can appear nmultiple tinmes. It MAY be used in an

Access- Request packet as a hint by the NAS to the server that it
woul d prefer these prefix(es), but the server is not required to
honor the hint. Since it is assuned that the NAS will plunmb a
route corresponding to the prefix, it is not necessary for the
server to also send a Franed-|Pv6-Route attribute for the sane
prefix.

A summary of the Framed-IPv6-Prefix Attribute format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

T S T S S S T it S S it i

| Type | Length | Reserved | Prefix-Length |

B T o S e i oL I S e e T s T S it i S
Prefix

B i i i i T S T s a ks aits S S S S S S S
Prefix

T S T S S S T it S S it i
Prefix

B T o S e i oL I S e e T s T S it i S
Prefix

B i i i i T S T s a ks aits S S S S S S S

Type

97 for Franed-|Pv6-Prefix
Length

At least 4 and no larger than 20.
Reserved

This field, which is reserved and MIST be present, is always set
to zero.

Prefix-Length

The length of the prefix, in bits. At least 0 and no larger than
128.
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Prefix

The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, nust be zero.

Logi n- 1 Pv6- Host
Descri ption

This Attribute indicates the systemw th which to connect the
user, when the Login-Service Attribute is included. It MAY be
used in Access-Accept packets. |t MAY be used in an Access-
Request packet as a hint to the server that the NAS woul d prefer
to use that host, but the server is not required to honor the

hi nt .

A summary of the Login-1Pv6-Host Attribute format is shown bel ow
The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | Addr ess

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Addr ess

B Lt r s i i i o o T s ks S R S
Addr ess

B T T T o o S S S e i S S Tk e e Y S
Addr ess

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Addr ess |
Bk o I I e S S T e e e e

Type
98 for Login-1Pv6- Host
Length

18
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2.

5.

Addr ess

The Address field is 16 octets in length. The val ue

Ox FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF i ndi cat es that t he NAS SHOULD
all ow the user to select an address or nane to be connected to.
The val ue 0 indicates that the NAS SHOULD sel ect a host to connect
the user to. Oher values indicate the address the NAS SHOULD
connect the user to.

Franed- | Pv6- Rout e
Description

This Attribute provides routing information to be configured for
the user on the NAS. It is used in the Access-Accept packet and
can appear multiple tines.

A sunmmary of the Franed-|1Pv6-Route Attribute format is shown bel ow.
The fields are transnitted fromleft to right.

0 1 2
012345678901234567890123
B T S T il ik s i I S SN S S
| Type | Length | Text
B e s T T e S e e e

Type

99 for Franed-I|Pv6-Route
Length

>=3
Text

The Text field is one or nore octets, and its contents are

i mpl emrent ati on dependent. The field is not NUL (hex 00)
termnated. It is intended to be hunman readabl e and MJUST NOT
af fect operation of the protocol

For I Pv6 routes, it SHOULD contain a destination prefix optionally
followed by a slash and a decinmal |ength specifier stating how
many high order bits of the prefix to use. That is followed by a
space, a gateway address, a space, and one or nore netrics
(encoded in decimal) separated by spaces. Prefixes and addresses
are formatted as described in [16]. For exanple,
"2000: 0: 0: 106:: /64 2000::106: a00: 20ff: fe99: a998 1".
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Whenever the gateway address is the | Pv6 unspecified address the

| P address of the user SHOULD be used as the gateway address. The
unspeci fi ed address can be expressed in any of the acceptable
formats described in [16]. For exanple, "2000:0:0:106::/64 :: 1".

2.6. Franed- | Pv6- Pool
Descri ption

This Attribute contains the name of an assigned pool that SHOULD
be used to assign an IPv6 prefix for the user. |[|f a NAS does not
support nultiple prefix pools, the NAS MJUST ignore this Attribute.

A summary of the Franmed-I|Pv6-Pool Attribute format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2
012345678901234567890123
T

| Type | Length | String..
R i T T e e O it oI TR R T S R S S e e s

Type

100 for Framed-| Pv6-Poo
Length

>= 3
String

The string field contains the name of an assigned |Pv6 prefix poo
configured on the NAS. The field is not NUL (hex 00) term nated.

3. Table of Attributes

The following table provides a guide to which attributes nmay be found
i n which kinds of packets, and in what quantity.

Request Accept Reject Challenge Accounting # Attribute

Request
0-1 0 0 0 0-1 95 NAS-| Pv6- Addr ess
0-1 0-1 0 0 0-1 96 Franed-Interface-Ild
0+ 0+ 0 0 0+ 97 Framed-1| Pv6-Prefix
o+ o+ 0 0 o+ 98 Logi n- | Pv6- Host
0 0+ 0 0 0+ 99 Franed-1 Pv6- Rout e
0 0-1 0 0 0-1 100 Franed-1 Pv6- Poo
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5. Security Considerations

Thi s docunent describes the use of RADIUS for the purposes of

aut henti cation, authorization and accounting in |Pv6-enabl ed
networks. In such networks, the RADI US protocol may run either over
| Pv4 or over |Pv6. Known security vulnerabilities of the RADI US
protocol are described in [3], [4] and [8].

Since IPSEC [9] is mandatory to inplenent for IPv6, it is expected
that running RADIUS inpl ementations supporting IPv6 will typically
run over |PSEC. Where RADIUS is run over |PSEC and where
certificates are used for authentication, it may be desirable to
avoi d managenent of RADI US shared secrets, so as to |leverage the

i mproved scal ability of public key infrastructure.

Wthin RADIUS, a shared secret is used for hiding of attributes such
as User-Password [4] and Tunnel -Password [7]. |In addition, the
shared secret is used in conputation of the Response Authenticator
[4], as well as the Message-Authenticator attribute [8]. Therefore,
in RADIUS a shared secret is used to provide confidentiality as well
as integrity protection and authentication. As a result, only use of
| PSEC ESP with a non-null transform can provide security services
sufficient to substitute for RADIUS application-layer security.
Therefore, where IPSEC AH or ESP null is used, it will typically
still be necessary to configure a RADI US shared secret.

However, where RADIUS is run over | PSEC ESP with a non-nul

transform the secret shared between the NAS and the RADI US server
MAY NOT be configured. 1In this case, a shared secret of zero length
MJUST be assuned.
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6. | ANA Consi derati ons

Thi s docunent requires the assignnent of six new RADIUS attribute
nunbers for the following attributes:

NAS- | Pv6- Addr ess
Franed-Interface-1d
Fr anmed- | Pv6- Prefi x
Logi n- 1 Pv6- Host

Fr anmed- | Pv6- Rout e
Fr aned- | Pv6- Pool

See section 3 for the registered |ist of nunbers.
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Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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