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1

1

Process Description

Due to tinme constraints, the original draft of this docunment was
rushed to neet the publication deadline of the June 2000 Pittsburgh
meeting. Since the neeting has passed, we do not wish to
substantially revise the findings within this docunent, so that we
don’t give the appearance of changing information after the
presentation. Only additional descriptions of the process,
formatting, layout editing and errors of fact have been corrected in
subsequent revi sions.

1. WG Co-Chair’s Note:

After the AAA WG re-charter was approved, and the Network Access
Requi rement s docunent passed AAA WG Last Call, a Solicitation of
Prot ocol Submi ssions was issued on 4/13/2000. The Solicitation was
sent to the AAA Wc mailing list, as well as to other IETF W5 nailing
lists related to AAA, including NASREQ Mobile IP, RAP, and SNWVPv3.

Subni ssions were solicited effective i mediately. Authors of

candi date protocols were requested to notify the AAA WG chairs of
their intent to subnmit a candidate protocol. It was suggested that
this notification be sent by May 1, 2000.

Pr ot ocol submi ssions and conpliance description docunents were to be
submitted in Internet Draft format by enmil to internet-
drafts@etf.org. The deadline for subm ssions was June 1, 2000. To
be considered as a candi date, subm ssions needed to include an
unqual i fi ed RFC 2026 statenent, as described at:
http://ww.ietf.org/Secl0.txt

In order to assist the AAA WG in eval uating the protocol subn ssions
and conpliance description docunents, the AAA WG chairs then forned
an eval uati on team which was announced on May 20, 2000. The job of
the team was be to put together an Internet Draft docunenting their

eval uation of the protocol subnissions. The goal is to have a first
draft available prior to the July 14, 2000 subnission deadline for

| ETF 48.

In conposing the evaluation draft, the evaluation team was asked to
draw fromthe protocol specifications, the conpliance descriptions,
and ot her relevant docunments, the Network Access Requirenents
docunent, RFC 2989.

M ke St. Johns was asked to chair the evaluation team The chairs of
Wss related to AAA were also invited to join the team These

i ncluded Dave Mtton, co-chair of NASREQ W5 Basavaraj Patil, co-
chair of Mobile IP W5 and Mark Stevens, co-chair of the RAP WG
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Addi tional nenbers of the evaluation teamwere chosen to represent
the interests of network operators as well as devel opers of AAA
client and server software.

As usual, the |IESG advi sed the evaluation team |ESG advisors
i ncl uded Randy Bush and Bert Wjnen, Directors of the Operations and
Managenent Area.

1.2. Chairman’s Not e:

This docunent is the result of 6 weeks of intense work by the pane
listed below. Qur nission was to evaluate the vari ous AAA proposal s
and provide recomendati ons to the AAA working group and to the | ESG
on the viability of each of the proposals.

The eval uation process had three distinct phases. 1) Validate the
AAA requirenents docunent [AAAReqts] against the base requirenents
docunents for NASREQ MBI LEIP and ROAMOPS. 2) Eval uate each of the
SNWP, Radi us++, Di aneter and COPS proposal clains against the
val i dated requirenents. 3) Provide final recommendations based on
side by side comparison for each proposal on a requirenment by

requi renent basis.

In general, the ONLY information the evaluators were allowed to use

t hroughout the process was that provided in the source docunents (the
requi renents docunent and the proposal) or docunments referenced by
the source docunments. |In other words, if it wasn't witten down, it
generally didn’t exist. Qur cutoff for acceptance of information was
1 June 2000 - any subm ssions after that time were not considered in
t he panel’s deliberations.

1.3. Menbers Statenents

The group was chaired by Mchael St.Johns. David Mtton was the
docunent editor. Follow ng are the background statements and any
conflicts of interest fromthemand the rest of the panel

M chael St. Johns, Rai nmaker Technol ogi es

I have no known conflicts of interest with respect to the AAA
process. | have neither advocated nor participated in the creation
of any of the subnissions. M/ conpany is a service conpany (ISP) and
will not be involved in the manufacture or sale of AAA enabled
products. Oher than ny participation as the chair of the AAA

eval uation process, | have not had any contact with the AAA standards
pr ocess.
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David Mtton, Nortel Networks

| have been Nasreq WG co-chair and aut hor of several Nasreq drafts.
As well as, previously contributed to several RADI US drafts.

| have been a RADI US NAS inpl enentor and Technical Prinme on our

Server products, so know it extrenely well. In ny current job role
aminvolved with Nortel’s I P Mbility products, which support
D anet er

| have witten a presentation on COPS vs NASreq Requirenents for a
Nasreq neeting, but have not inplenented it, nor consider nyself an
t hrough expert on the subject.

Stuart Barkley, UUNET

I"ve been working for 5 years at UUNET on various parts of our dialup
network. | have extensive experience with designing, devel oping and

operating our SNWP based usage data gathering system |’ve also been
i nvol ved in our radius based authentication and authorization systens
in an advisory position

|’ve participated in radi us/roanops/ nasreq/aaa groups for the past
several years. |'mnot an author or contributer on any of the
requi renents or protocol docunments being presented although | have
been peripherally involved in these working groups.

Dave Nel son, Enterasys Networks

Very active in the RADIUS WG, especially during the early years. No
i nvol venent in the AAA subnission. Have not contributed to the
devel opnent of Dianeter.

No invol venent with SNMPv3 or the AAA submi ssion. David Harrington
a proponent, works in a different group within nmy conmpany. W have
not discussed the subm ssion. No involvenent with the COPS protocol

Basavaraj Patil, Nokia

I ama contributor to the AAA requirenents docunent (RFC 2977)
submitted by the Mobile IP Wa | was a nenber of the teamthat was
constituted to capture the Mbile I P requirenents for AAA services.
As part of the co-chairing activity of the Mobile IP W5 1 have

realized the need for AAA services by Mbile I P and hence cl osely
foll owed the work done in the AAA W5 RADI US, RoanmOps and TR45. 6.
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My present work at Nokia does involve | ooking at AAA protocols (to
sonme extent at least) for use in wireless networks. | have al so done
some work with AAA protocols such as Dianeter in my previous job at
Nortel Networks.

Mark Stevens, Ellacoya Networks

| amthe co-chair of the | ETF RAP working group which is the working
group that has devel oped the COPS protocol. | have not contri buted
to the docunents describing how COPS can satisfy AAA requirenments

| participated in early AAA working group neetings, but have not been
an active participant since the group’s rechartering. The conpany
that currently enployees nme buil ds devices night benefit from being
AAA enabl ed.

Barney Wl ff, Databus Inc.

| have inplenented RADI US client, proxy and server software, under
contract to AT&T. That software is owned by AT&T and | have no
financial interest init.

| have been a menber of the RADIUS WG for several years, and consider
nysel f an advocate for RADI US agai nst what | consider unjustified
attacks on it.

I"ve never worked for any of the conpani es whose staff have produced
any of the proposals, although | obviously mght at sonme future tine.

1.4. Requirenments Validation Process

For each of the base requirenents docunents, the chair assigned a
team nenber to re-validate the requirement. The process was fairly
nmechani cal ; the eval uator | ooked at what was said in [ AAAReqts], and
verified that the references and supporting text in the basis
docunent supported the requirenent in [ AAAReqts] as stated. \Were
the reference was wong, too general, mssing or otherwi se did not
support the requirenent, the evaluator either del eted or downgraded
the requirement. The results of that process were sent to the AAA
mailing list and are also included in this docunent in the

appendi xes. The group’s used [ AAAReqts] as nodified by our
validation findings to evaluate the AAA proposals.
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1.5. Proposal Evaluation

For each of the four proposals, the chair assigned two panel nenbers
to wite evaluation briefs. One nmenber was assigned to wite a ' PRO
brief and could take the nost generous interpretation of the
proposal ; he could grant benefit of doubt. The other nenber was
assigned to wite a 'CON brief and was required to use the strictest
criteria when doing his evaluation

Each brief |ooked at each individual requirenment and eval uated how

cl ose the proposal cane in neeting that requirenent. Each item was
scored as one of an 'F for failed to neet the requirenent, 'P for
partially neeting the requirement, or 'T for totally neeting the
requirenent. The proposals were scored only on the infornation
presented. This nmeans that a particular protocol might actually neet
the specifics of a requirement, but if the proposal did not state,
describe or reference how that requirenment was net, in mght be
scored | ower.

The panel net by tel econference to discuss each proposal and the PRO
and CON briefs. Each of the briefers discussed the high points of
the brief and gave his summary findings for the proposal. W then

di scussed each individual requirenent |ine-by-line as a group. At
the concl usion, the nenbers provided their own |ine-by-line

eval uati ons which were used to determ ne the consensus eval uation for
the specific requirement relative to that proposal. The neeting
notes fromthose tel econferences as well as the individual briefs are
i ncluded in the appendi xes.

1.6. Final Recommendati ons Process

The panel net for one last tine to conpare the results for the four
proposal s and to ensure we’'d used consistent evaluation criteria. W
did a requirenment by requirenent discussion, then a di scussion of
each of the protocols.

The final phase was for each nenber to provide his final summary

eval uation for each of the protocols. Each proposal was scored as

ei ther Not Acceptable, Acceptable Only For Accounting, Acceptable

wi th Engi neering and Fully Acceptable. Were a proposal was
acceptable with engi neering, the nmenber indicated whether it would be
a small, nediumor |arge anount.

It should be noted that score indicated the opinion of the team
menber. And they may have taken into consideration background

know edge or additional issues not captured in the m nutes presented
her e.
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Each nenber’s scores were used within the group to develop the
group’ s consensus.

2. Protocol Proposals

The followi ng proposal docunents were subnmitted to the AAA WG for
consi derati on by the deadline.

- SNWVP:

[ SNMPConp] " Conpari son of SNMPv3 Agai nst AAA Network Access
Requi renments", Wirk in Progress.

RADI US Enhancenent s:

[ RADConp] " Conpari son of RADI US Agai nst AAA Network Access
Requi rements”, Wirk in Progress.

[ RADEXt ] "Franework for the extension of the RADI US(v2)
protocol ", Wrk in Progress.

- Dianeter

[ DI AConp] "Conparison of Dianeter Agai nst AAA Network Access
Requi rements", Wirk in Progress.

- COPS for AAA:

[ COPSConp] " Conpari son of COPS Agai nst the AAA NA Requirenents”,
Work in Progress.

[ COPSAAA] " COPS Usage for AAA", Wirk in Progress.
3. Item Level Conpliance Eval uation
For each requirenent item the group reviewed the proposal’s |evel of
conpliance. Wiere the proposal was | acking, the evaluators nmay have

made supposition on how hard it would be to resolve the problem The
foll owi ng shows the consensus results for each requirement item

Key:

T = Total Conpliance, Meets all requirenents fully

P = Partial Conpliance, Meets sone requirenents

F = Fail ed Conpliance, Does not neet requirenents acceptably

Where two are shown eg: P/T, there was a tie.
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The sub-section nunbering corresponds to the requirenments docunent
section and item nunbers. This relative nunbering was also used in
the Protocol Position presentations, here in the appendices.

3.1 General Requirenents
3.1.1 Scalability - SNMP: P, RADI US: P, Dianmeter:T, COPS: T
SNMP was downgraded due to a |ack of detail of how the current agent
nmodel woul d be adapted to a client request based transaction. The
RADI US proposal did not address the problem adequately. There are
open issues in all proposals with respect to webs of proxies.
3.1.2 Fail-over - SNVMP: P, RADIUS: P, D aneter:P, COPS:T/P

The group particularly noted that it didn't think any protocol did

well in this requirenment. Insufficient work has been done to specify
link failure detection and primary server recovery in nost
subni ssions. COPS has sonme nechani snms but not all. How these

mechani sms woul d work in a web of proxies has not been addressed.
3.1.3 Mutual Authentication - SNWP: T, RADIUS: T/P, D aneter: T, COPS. T

Many of the subm ssions missed the point of the requirenent. There
shoul d be a way for the peers to authenticate each other, end-to-end,
or user-to-server. However, the group questions who really needs
this feature, and if it could be done at a different |evel

Mut ual authentication in RADIUS is only between hops.

3.1.4 Transm ssion Level Security - SNMP:T, RADIUS: P, Dianeter:T,
COPS: T

Al'l protocol s have nethods of securing the nmessage data.

3.1.5 Data Object Confidentiality - SNMP:P, RADIUS: P, Dianeter:T,
COPS: T

This requirement usually conmes fromthird-party situations, such as
access outsourci ng.

D aneter and COPS both use CVB fornats to secure data objects. The

group is concerned if this nethod and it’'s support is perhaps too
heavy wei ght for NAS and sonme types of edge systens.
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3.1.6 Data Object Integrity - SNWP:F, RADIUS: P, D aneter: T, COPS. T

How to guard the data object from changes was not adequately
described in the SNWP proposal. The RADIUS sol uti on was not very
strong either.

3.1.7 Certificate Transport - SNV T, RADIUS: T, Dianeter: T, COPS. T
Al protocols can figure out some way to transport a certificate.
3.1.8 Reliable AAA Transport - SNMP: P, RADIUS: P, Dianeter: T, COPS: T

The requirenent does not give a definition of "how reliable" it nust
be.

The SNWP and RADI US proposal s | acked in providing solutions to
message retransm ssion and recovery.

3.1.9 Run over IPv4 - SNWP: T, RADIUS: T, Dianeter: T, COPS: T
3.1.10 Run over IPv6 - SNWP.P, RADIUS: T, Dianeter:T, COPS. T

The SNWVP proposal indicated that this area is still in the
experinental stages.

3.1.11 Support Proxy and Routing Brokers - SNWP:F, RADI US: P
Di aneter: T, COPS:P

The SNWVP proposal did not address this requirement. COPS cl ains
support, but does not work through sone of the issues. Dianeter was
the only protocol that attenpted to address this area to a fair
extent.

3.1.12 Auditability - SNWP:F, RADIUS:F, Dianeter:T, COPS:P

We treated this requirenment as sonething like "non-repudiation”

There is a concern that digital signatures nmay be too conputationally
expensi ve for sonme equi prent, and not well deployed on those

pl at f or ns.

The SNWVP and RADIUS proposals did not attenpt to work this
requirenent. COPS suggests that a History PIB will help solve this
probl em but gives no description
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3.1.13 Shared Secret Not Required - SNMP.P/T, RADIUS: T, Dianeter:T,
COPS: T

The requirenent is interpreted to nean that any application | eve
security can be turned off in the presence of transport |eve
security.

Pretty much every protocol can use an envel opi ng secure transport
that would allow themnot to use an internal secret.

3.1.14 Ability to Carry Service Specific Attributes - SNWP: T,
RADI US: T, Dianeter:T, COPS:T

3.2 Authentication Requirenents
3.2.1 NAI Support - SNMP:T, RADIUS: T, Dianeter: T, COPS: T
3.2.2 CHAP Support - SNWP: T, RADIUS: T, Dianeter: T, COPS: T
3.2.3 EAP Support - SNWMP: T, RADIUS: T, Dianeter: T, COPS: T

3.2.4 PAP/Clear-text Passwords - SNMP: T, RADIUS: T, Dianeter:T,
COPS: T

The requirenent for clear-text passwords conmes from one-ti ne-password
systems and hard-token (SecurlD) systens.

3.2.5 Reauthentication on demand - SNVP: T, RADIUS: P, D aneter:P
COPS: T

To supply this, the proposal nust have asynchronous peer-to-peer
capabilities, and there nmust defined operation for such state
changes.

We al so distingui shed event-driven Reauthentication fromtinmer-driven
(or lifetine-driven). Also concerned about how this would work in a
proxy environment.

3.2.6 Authorization w o Authentication - SNVP: P, RADI US: T/ P,
D aneter: T, COPS: T

This requirenent really neans authorization with trivia
aut hentications (e.g. by assertion or know edge).
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3.3 Authorizati on Requirenents

3.3.1 Static and Dynanic | P Addr Assignnment - SNWP: P/F, RADI US: T,
D aneter: T, COPS: T

There is difficulty in interpreting what is static or dynamc with

respect to the viewpoint of the client, server, adninistrator or
user.

3.3.2 RADIUS Gateway Capability - SNWP:P, RADI US:P, Dianeter:T/P,
CoPs: P

It was noted that any new capability in a new AAA protocol would not
be able to map directly back to RADIUS. But this is already a
probl em wi t hin a RADI US environnent.

3.3.3 Reject Capability - SNWP:T/P/F, RADIUS: T, Diameter: T, COPS:.P

3.3.4 Preclude Layer 2 Tunneling - SNWP:F, RADIUS: T, Dianeter:T,
COPS: T

3.3.5 Reaut horization on Demand - SNWP: P/F, RADI US: P, Di aneter: T/P,
COPS: T

Sone eval uators wondered how the server will know that re-
aut hori zation is supposed to be done? WII it interface to sonething
external, or have sufficient internals?

3.3.6 Support for Access Rules & Filters - SNWP: P, RAD US: P
Di aneter: P, COPS: T/ P

Only the Dianeter proposal actually tackled this issue, but the group
felt that the rules as designed were too weak to be useful. There
was al so concern about standardi zi ng syntax wi thout defining

semanti cs.

3.3.7 State Reconciliation - SNWP: F, RADI US: P/F, Dianeter:P, COPS:T/P

Al of the protocols were weak to non-existent on specifying how this
woul d be done in a web of proxies situation.

3.3.8 Unsolicited Disconnect - SNMP: T, RADIUS:P, Dianeter:T, COPS: T
3.4 Accounting Requirenents

3.4.1 Real Tinme Accounting - SNWP:T, RADIUS: T, Dianeter: T, COPS: T
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3. 4.2 Mandatory Conpact Encoding - SNWP: T, RADIUS: T, Dianmeter:T,
COPS: T

3.4.3 Accounting Record Extensibility - SNWP:T, RAD US: T,
Di aneter: T, COPS: T

3.4.4 Batch Accounting - SNMP: T, RADIUS:F, Dianeter:P, COPS.P
Some nmenbers of the group are not sure howthis fits into the rest of

the AAA protocol, which is primarily real-time and event driven
Wuld this be better net with FTP?

3.4.5 Quaranteed Delivery - SNWP: T, RADIUS: T, Dianmeter: T, COPS: T
3.4.6 Accounting Tinestanps - SNWP: T, RADIUS: T, Dianeter:T,
COPS: T

3.4.7 Dynami c Accounting - SNWMP: T, RADIUS: T, Dianeter:T, COPS: T
3.5 MBI LE I P Requirenents

3.5.1 Encodi ng of MOBILE IP Registration Messages - SNWP: T,
RADI US: T/ P, Diameter:T, COPS: T

3.5.2 Firewall Friendly - SNWP: F, RADIUS: T, Dianeter:P, COPS:.P
There was consi derabl e di scussi on about what it means to be "firewal
friendly". 1t was suggested that not making the firewall |ook into
packets much beyond the application port number. Protocols such as
SNMP and COPS are at a di sadvantage, as you nust look far into the
packet to understand the intended operation. Dianeter will have the
di sadvant age of SCTP, which is not well deployed or recognized at the
nonent .

SNMP and COPS al so have the problemthat they are used for other
types of operations than just AAA

Shoul d firewal | s have AAA Proxy engi nes?
We didn't look at "NAT friendly" issues either.
CoPS: T

The group is not clear on how this requirement inpacts the actua
protocol. Raj explained it to us, but we nostly took it on faith.
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4., Protocol Evaluation Summari es
4.1. SNWP

SNWP is generally not acceptable as a general AAA protocol. There
may be some utility in its use for accounting, but the anount of
engineering to turn it into a viable ARA protocol argues agai nst
further consideration.

4. 2. Radi us++

Radi us++ i s not considered acceptable as an AAA protocol. There is a
fairly substantial anount of engineering required to nake it neet al
requi renents, and that engineering would nost likely result in
sonething close to the functionality of Dianeter

4. 3. D anet er

D aneter is considered acceptable as an AAA protocol. There is sone
m nor engineering required to bring it into conplete conpliance with
the requirements but well within short termcapabilities. D aneter
m ght al so benefit fromthe inclusion of a broader data nodel ala
COPS.

4.4. COPS

COPS is considered acceptable as an AAA protocol. There is sone
m nor to medi um engineering required to bring it into conplete
conmpliance with the requirenents.

4.5, Summary Recomendati on

The panel expresses a slight preference for Dianeter based on the
perception that the work for Dianmeter is further along than for COPS.
However, using SCTP as the transport nmechani smfor Dianeter places
SCTP on the critical path for Dianmeter. This may ultimately result
in COPS being a faster approach if SCIP is delayed in any way.

5. Security Considerations

AAA protocols enforce the security of access to the Internet. The
design of these protocols and this evaluation process took nany
security requirenments as critical issues for evaluation. A candidate
protocol must neet the security requirenents as docunented, and nust
be engi neered and revi ewed properly as devel oped and depl oyed.
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Appendi x B - Review of the Requirenents

Conments fromthe Panel on then work in progress, "Criteria for

Eval uati ng AAA Protocols for Network Access" now revised and
publ i shed as RFC 2989. This becane the group standard interpretation
of the requirenents at the tine.

B.1 Ceneral Requirenents

Scalability - In clarification [a], delete "and tens of thousands of
si mul t aneous requests.” This does not appear to be supported by any
of the three base docunents.

Transm ssion | evel security - [Table] Delete the ROAMOPS "M and
footnote "6". This appears to be an over generalization of the
roam ng protocol requirement not necessarily applicable to AAA

Data object confidentiality - [Table] Delete the MBILE IP "S" and
footnote "33". The base docunent text does not appear to support
this requirenent

Rel i abl e AAA transport nechanism- In clarification [h] delete
everything after the "...packet |loss" and replace with a ".". The
requirenents listed here are not necessarily supported by the base
docunent and could be m stakenly taken as requirenments for the AAA
protocol in their entirety.

Run over |1 Pv4 - [Table] Replace the MOBILE I P footnote "17" with
footnote "33". This appears to be a incorrect reference.

Run over | Pv6 - [Table] Replace the MOBILE I P footnote "18" with a
footnote pointing to section 8 of [8]. This appears to be an
i ncorrect reference.

Auditability - Carification [j] does not appear to coincide with the
NASREQ neani ng of Auditability. Gven that NASREQ is the only
protocol with an auditability requirenent, this section should be
aligned with that neaning.

Shared secret not required - [Table] General - This section is

m sl eadingly | abel ed. Qur team has chosen to interpret it as
specified in clarification [k] rather than any of the possible
interpretations of "shared secret not required'. W reconmend the
tag in the table be replaced with "Dual App and Transport Security
Not Required" or sonething at |east somewhat descriptive of [K].

Del ete the NASREQ "S" and footnote "28" as not supported by the
NASREQ docunent. Delete the MOBILE IP "O' and footnotes "34" and 39"
as not support ed.
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B. 2 Aut henti cation Requirenents

NAl Support - [Table] Replace MOBILE IP footnote "38" with "39"
This appears to be a nore appropriate reference.

CHAP Support - [Table] Delete MBILE IP "O' as unsupported
EAP Support - [Table] Delete MBILE IP "O' as unsupported.

PAP/ Cl ear - Text Support - [Table] Replace NASREQ footnote "10" with
"26" as being nore appropriate. Replace ROAMOPS "B" with "O'. The
reference text appears to not explicitly ban this and specifically
references clear text for OIP applications. Delete MBILE IP "O' as
unsupport ed.

Re- aut henticati on on demand - Carification [e] appears to go beyond
the requirenents in NASREQ and MOBILE IP. [Table] Delete MOBILE IP
footnote "30" as inapplicable.

Aut hori zation Only without Authentication - Carification [f] does
not include all NASREQ requirenments, specifically that unneeded
credentials MJUST NOT be required to be filled in. Gven that there
are no other base requirenents (after deleting the MOBILE IP
requirenent) we recomend that clarification [f] be brought in line
with NASREQ [Table] Delete MBILE IP "O'" and footnote "30". The
referenced text does not appear to support the requirenent.

B. 3 Aut horizati on Requirenments

Static and Dynamic... - Carification [a] appears to use a
particularly strange definition of static and dynam c addressing.
Recommend clarification here identifying who (e.g. client or server)
thi nks address is static/dynamc. [Table] ROAMOPS "M appears to be
a derived requirenent instead of directly called out. The footnote
"1" should be changed to "5" as being nore appropriate. A text
clarification should be added to this docunent identifying the
derived requirenent.

RADI US Gateway capability - [Table] Delete the MBILE IP "O' and
footnote "30". The referenced text does not appear to support the
requirenent.

Rej ect capability - [Table] Delete the NASREQ "M and footnote "12"
The NASREQ docunent does not appear to require this capability.
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Reaut hori zation on Denand - [Table] Delete the MBILE IP "S" and
footnotes "30,33" The referenced text does not support this
requirenent.

Support for Access Rules... - Carification [e] has a overbroad I|ist
of requirenments. NASREQ only requires 5-8 on the list, and as The
MBI LE | P requirenent is not supported by its references, this
clarification should match NASREQ requirenents. [Table] Delete the
MOBILE I P "O' and footnotes "30,37" as not supported.

State Reconciliation - Carification [f] should be brought in Iine
wi th NASREQ requirenments. The clarification inposes overbroad
requi renents not required by NASREQ and NASREQ is the only service
with requirements in this area.

B. 4 Accounting Requirenents

Real - Ti me accounting - [Table] Replace MBILE IP footnote [39] with a
footnote pointing to section 3.1 of [3] as being nore appropriate.

Mandat ory Conpact Encoding - [Table] Delete MOBILE IP "M and
footnote "33" as the reference does not support the requiremnent.

Accounting Record Extensibility - [Table] Del ete NASREQ "M and
footnote "15" as the reference does not support the requirenent.

Accounting Tine Stanps - [Table] Delete MOBILE IP "S" and footnote
"30" as they don’t support the requirenment. Replace MOBILE IP
footnote "40" with a footnote pointing to section 3.1 of [3] as being
nore appropri ate.

Dynami ¢ Accounting - [Table] Replace the NASREQ footnote "18" with a
footnote pointing to section 8.4.1.5 of [3]. Delete the MBILE IP
"S" and footnote "30" as the reference does not support the
requirenent.

Foot not e secti on.
[40] should be pointing to 6.1 o .
[41] should be pointing to 6.2.2 of [4].
6.4
8

[45] should be pointing to
[46] should be pointing to
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Appendi x C - Position Briefs
C.1 SNWP PRO Eval uation

Eval uation of SNWVP AAA Requirements
PRO Eval uati on
Eval uator - Stuart Barkl ey

Ref [1] is "Conparison of SNWMPv3 Agai nst AAA Network Access
Requi renments", aka ’'the document’

Ref [2] is the aaa eval criteria as nodified by us, aka ’'the
requirenents’

The docunent uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance. For each section
I"ve indicated ny grade for the section. |If there is a change, |’ve
i ndi cated that and the grade given by the authors.

1 Per itemdiscussion
1.1 Ceneral Requirenents
1.1.1 Scalability - Gade T

The docunent indicates that SNMP can adequately handl e that scal e
fromthe requirenents docunent. Since nost current uses are ppp
connections and SNMP is al ready capable of handling the interface
tabl e and other per session tables it is clear that basic capacity
exists. Additions to support other tables and variables scales in a
sinmple linear fashion with the nunber of additional variables and
protocol interactions. Regardless of the final selected protoco
handling the scaling required is not a trivial undertaking. SNWP can
draw upon existing network managenent practices to assist in this

i mpl enent ati on.

1.1.2 Fail-over - Gade T

SNMP is of vital inportance to the operation of npst networks.
Exi sting infrastructures can handle required fail over or other
redundant operations.

1.1.3 Mutual Authentication - Gade T

The use of shared secrets described in the docunent is a well

under stood nethod of integrity control. Although shared secrets
don’t necessarily provide full authentication since other parties may
al so have the sane secrets, the |level of authentication is sufficient
for the task at hand. |In many cases the SNWP infrastructure will
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al ready exist and shared secrets should al ready be properly managed
on an operational network. A failure of the SNWP shared secret
approach regardl ess of the AAA protocol will likely |Ieave equipnment
and systens open to substantial msuse bypassing any nore el aborate
AAA aut hentication

1.1.4 Transnission Level Security - Gade T

SNMPv3 provides many additional security options which were not
avail able or were nore controversial in previous SNVP versions.

1.1.5 Data hject Confidentiality - New Gcade P (fromT)

The document di scusses SNWMPv3 which can provide data confidentially
for data passing over the wire. There is substantial inplied AAA
architecture (brokers and proxies) in the requirenents that ful
conformance is difficult to determine. |In particular, the eval uator
has difficulty with the concept of "the target AAA entity for whom
the data is ultimtely destined", but will concede that the desired
requirenent is only partially net (nost especially with the transfer
of a PAP password).

1.1.6 Data hject Integrity - New Gade T (fromP)

SNMP has full capabilities that allow the authentication of the data.
Brokers, proxies or other intermediaries in the data chain can verify
the source of the information and determ ne that the data has not
been tanpered with. The docunment downgrades the grade to P because
of confusion over the integrity checking role of internediaries.

1.1.7 Certificate Transport - Gade T

The requirenments require the capability of transporting certificates
but do not have any specific use for the certificates. The

requi renents make assunptions that the protocol selected will be
dependent upon certificates, but this is not necessarily true. SNW
can transport arbitrary objects and can transport certificates if
necessary. The docunent indicates sonme issues with size of
certificates and current maxi mum practical data sizes, however if the
conmpact encodi ng requirement extends to the internal certificate
information this should be | ess of an issue.

1.1.8 Reliable AAA Transport - New Grade T (from P)
The requirenents is stated rather strongly and makes substanti al
assunptions of AAA protocol architecture and based upon current

protocols and their failings. SNWP allows for great flexibility in
retransm ssi on schenes dependi ng upon the inportance of the data.
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1.1.9 Run over IPv4 - Gade T
SNMP has operated in this node for many years.
1.1.10 Run over IPv6 - New Gade T (fromP)

SNMP nust support |1 Pv6 for nmany ot her systens so support for this
shoul d be possible by the time the requirenent becones effective.
The docunent indicates that experinental versions satisfying this
requi renent are already in existence.

1.1.11 Support Proxy and Routing Brokers - New Grade T (fromP)

The requirenents make significant assunptions about the fina
architecture. It is well within the capabilities of SNMP to provide
i nternedi ari es whi ch channel data flows between multiple parties.

The docunent downgrades SNMPs conpliance with this requirenent due to
i ssues which are covered nore specifically under "Data bject
Confidentially" which the eval uator has downgraded to P

1.1.12 Auditability - New G ade T (fromF)

Data fl ows inside SNW are easily auditable by having secondary data
fl ows established which provide copies of all information to
auxiliary servers. The docunent grades this as a failure, but this
support is only minor additions within a nore fully fleshed out set
of data fl ows.

1.1.13 Shared Secret Not Required - Gade T

Shared secrets are not required by SNMP. They are desirable in nany
i nstances where a | ower |evel does not provide the necessary

capabilities. The docunment supplies pointers to various security
nodes avail abl e.

1.1.14 Ability to Carry Service Specific Attributes - Gade T

SNMP has long had the ability for other parties to create new
unamnbi guous attri butes.

1.2 Authentication Requirenents
1.2.1 NAl Support - Gade T

SNWP easily supports this. NAls were defined to be easily carried in
exi sting protocols.
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1.2.2 CHAP Support - Gade T

SNMP can easily provide objects to pass the necessary information for
CHAP operati on.

1.2.3 EAP Support - New Grade T (fromP)

SNMP can easily provide objects to pass the necessary infornmation for
EAP operation. As with CHAP or PAP M B objects can be created to
control this operation thus the upgrade fromthe docunent grade.
1.2.4 PAP/ Cl ear-text Passwords - New Grade P (fromT)

SNMP can easily provide objects to pass the necessary information for
PAP operation. The requirenment about non-disclosure of clear text
passwords nake assunptions about the protocol inplenmentation. The
choice to use clear text passwords is inherently insecure and forced
protocol architecture don’t really cover this. This requirenent
grade is downgraded to P (partial) because the docunent does not
really address the confidentially of the data at application proxies.
1.2.5 Reauthorization on demand - Gade T

SNMP can easily provide objects to control this operation

1.2.6 Authorization w o Authentication - New Gade T (fromT)

The docunent makes an incorrect interpretation of this requirenent.
However, SNWP makes no restriction which prevents to desired
requirenents. No actual change of grade is necessary, since both the
actual requirenents and the incorrect interpretation are satisfied by
SNVP

1.3 Authorization Requirenments

1.3.1 Static and Dynamic | P Addr Assignnment - Gade T

SNMP can easily provide objects to control this operation

1.3.2 RADIUS Gateway Capability - Gade T

As the docunent describes, with the addition of any necessary
conmpatibility variables SNMP can be gatewayed to RADI US applications.
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1.3.3 Reject Capability - Gade T

Any of the active conmponents in the SNWP based structure could decide
to reject and authentication request for any reason. Due to m xing
different | evels of requirenents the docunent doesn’t attenpt to
directly address this, instead indicating that a higher |eve
application can cause this operation

1.3.4 Preclude Layer 2 Tunneling - New G ade T (from ?)

Nothing in SNWMP explicitly interacts with the selection of any
tunnel i ng mechani snms the client nay select. The docunent author was
uncl ear about the needs here.

1.3.5 Reauth on Demand - Grade T

SNMP can easily provide objects to control this operation

1.3.6 Support for ACLs - Gade T

The docunent indicates that should it be desired SNMP can provide
objects to control these operations. In addition, active conmponents
can apply substantial further configurable access controls.

1.3.7 State Reconciliation - Grade T

The requirenents describe an over broad set of required capabilities.
The docunent indicates concern over inconpatibilities in the

requi renents, however SNMP can provide nethods to allow active
conponents to reacquire lost state information. These capabilities
directly interact with scalability concerns and care needs to be

taken when expecting this requirenent to be met at the sane tinme as
the scalability requirenments.

1.3.8 Unsolicited D sconnect - Gade T

The docunent indicates that SNVMP can easily provide objects to
control this operation.

1.4 Accounting Requirenments
1.4.1 Real Time Accounting - Gade T
SNMP can provide this node of operation. The docunent outlines

nmet hods both fully within SNWP and using SNMP to interface with other
transfer nmethods. Many providers already use SNWP for real tine
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notification of other network events. This capability can directly
interact with scalability concerns and inplenentation care needs to
be taken to nmake this properly interact is large scale environnents.

1. 4.2 Mandatory Conpact Encoding - Grade T

The docunent indicates the possibility of controlling externa
protocols to handl e data transmi ssions where the BER encodi ng of SNW
obj ects woul d be considered excessive. SNWP BER encoded protoco

el ements are generally in a fairly conpact encodi ng form conpared
with text based fornms (as used in sone existing radius log file

i npl enentations). This interacts with the general requirenent for
carrying service specific attributes and the accounting requirenent
for extensibility. Wth careful MB design and future work on SNWP
payl oad conpressi on the SNMP codi ng overhead can be conparable with
other | ess extensible protocols.

1.4.3 Accounting Record Extensibility - Gade T

SNMP has a strong tradition of allow ng vendor specific data objects
to be transferred.

1.4.4 Batch Accounting - Gade T

There are many net hods which a SNMP based system coul d use for batch
accounting. The docunent discusses SNVP paraneters to control the
bat chi ng process and indicates that certain existing MBs contain
exanpl es of inplenentation strategies. SNW |og tables can provide
accounting information which can be obtained in many nethods not
directly related to real tine capabilities. The underlying system
buffering requirenents are sinilar regardless of the protocol used to
transport the infornation.

1.4.5 CQuaranteed Delivery - Gade T

SNMP is very anenable to providing guaranteed delivery. Particularly
in a pull nodel (versus the often assuned push nodel) the data

gat herer can absolutely know that all data has been transfered. In

t he conmon push nodel the data receiver does not know if the
originator of the data is having problens delivering the data.

1.4.6 Accounting Tinestanps - Gade T
Ti rest anps are used for nany SNWP based operations. The docunent
poi nts at the DateAndTi ne textual convention which is avail able for

use. As with all environnents the tinmestanps accuracy needs
eval uation before the information should be relied upon

Mtton, et al. I nf or mat i onal [ Page 26]



RFC 3127 AAA Protocol Eval uation Process June 2001

1.4.7 Dynanic Accounting - Grade T

As long as there is sone way to relate multiple records together
there are no problens resolving nultiple records for the same
session. This interacts with the scalability requirenent and care
nmust be taken when inplenenting a systemw th both of these
requirenents.

1.5 MOBI LE | P Requirements

1.5.1 Encoding of MOBILE IP Registration Messages - Gade T
SNMP can easily provide objects to transfer this information.
1.5.2 Firewall Friendly - New G ade T (from P)

SNWP is al ready depl oyed in many operational networks. SNWPv3
addresses nost concerns people had with the operation of previous
versions. True SNWPv3 proxies (as opposed to AAA proxies) should
becone comonpl ace conmponents in firewalls for those organi zations
which require firewalls.

1.5.3 Allocation of Local Hone Agent - New Grade T (from ?)

SNWP i s not concerned with the LHA. This can be under control of the
Local network to neet its needs.

2. Summary Di scussion

SNMP appears to neet nost stated requirenents. The areas where the
SNMP proposal falls short are areas where specific AAA architectures
are envisioned and requirenents based upon that architecture are
speci fi ed.

Scaling of the protocol famly is vital to success of a AAA suite.
The SNWVP protocol has proved scal abl e in existing network nanagenent
and other high volune data transfer operations. Care needs to be
taken in the design of a large scale systemto ensure neeting the
desired level of service, but this is true of any |arge scale

proj ect .

3. Ceneral Requirenents

SNWP is well understood and al ready supported in many |SP and ot her
operational environnents. Trust nodels already exist in many cases
and can be adapted to provide the necessary access controls needed by
the AAA protocols. Inportant issues with previous versions of SNW
have been corrected in the current SNMPv3 specification
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The SNWVP proposal is silent on the specific data variables and
message types to be inplenented. This is largely due to the

requi renents not specifying the necessary data elenments and the tinme
constraints in extracting that information fromthe base docunent
set. Such a data nodel is necessary regardless of the ultimte

prot ocol sel ect ed.

4. Sumary Recommendati on

SNWP appears to fully neet all necessary requirenents for the ful
AAA protocol famly

C.2 SNVWP CON Eval uati on

Eval uati on of SNWP AAA Requirenents
CON Eval uati on
Eval uator - M chael StJohns

Ref [1] is "Conparison of SNWPv3 Agai nst AAA Networ k Access
Requi rements", aka 'the docunent
Ref [2] is the aaa eval criteria as nodified by us.

The docunent uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance. For each section
I"ve indicated ny grade for the section. |If there is no change, |I’'ve
i ndi cated that and the grade given by the authors.

Section 1 - Per item discussion
1.1 CGeneral Requirenents

1.1.1 Scalability - Al though the docunent indicates conpliance with
the requirenment, its unclear how SNMP actually neets those

requi renents. The docunent neither discusses how SNWP will scale
nor provides applicable references. The argunent that there is an
exi stence proof given the depl oyed SNVWP systens appears to assume
that one nanager contacting nany agents naps to nany agents (running
AAA) contacting one AAA server. A server driven system has
substantially different scaling properties than a client driven
systemand SNMP is nost definitely a server (manager) driven system
Eval - F

1.1.2 Fail-over - The docunent indicates the use of application |eve
time outs to provide this nmechanism rather than the nechani sm being
a characteristic of the proposed protocol. The protocol provides
only partial conmpliance with the requirenent. Eval - P
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1.1.3 Mutual Authentication - There is sone slight handwavi ng here,
but the protocol’s USM node should be able to support this
requirenent. Eval - No Change (T)

1.1.4 Transmi ssion Level Security - The authors should el aborate on
the specific use of the SNWPv3 nodes to support these requirenents,
but the text is mninally acceptable. Eval - No Change (T)

1.1.5 Data (bject Confidentiality - The authors describe a nechani sm
whi ch does not appear to conpletely nmeet the requirenent. VACMis a
mechani sm for an end system (agent) to control access to its data
based on manager characteristics. This mechani sm does not appear to
map well to this requirenment. Eval - P

1.1.6 Data hject Integrity - There appears to be sone handwavi ng
goi ng on here. Again, SNWVP does not appear to be a good match to
this requirement due to at least in part a |l ack of a proxy

i nternedi ary concept within SNMP. Eval - F

1.1.7 Certificate Transport - The docunent does indicate conpliance,
but notes that optinization m ght argue for use of specialized
protocols. Eval - No Change (T)

1.1.8 Reliable AAA Transport - The docunent indicates sone confusion
with the exact extent of this requirenent. G ven the nodifications
suggested by the eval group to the explanatory text in [2] for the
rel ated annotation, the point by point explanatory text is not
required. The docunent does indicate that the use of SNW is
irrespective of the underlying transport and the support of this
requirenent is related at least partially to the choice of transport.
However, SNWP over UDP - the nbst common node for SNMP - does not
nmeet this requirement. Eval - No Change (P)

1.1.9 Run over IPv4 - VWhile the eval uator agrees that SNWMPv3 runs
over V4, the authors need to point to sone sort of reference. Eval -
No Change (T)

1.1.10 Run over | Pv6 - The docunent indicates both experinental
i mpl enent ati ons and future standardi zati on of SNMPv3 over |Pv6. Eva
- No Change (P)

1.1.11 Support Proxy and Routing Brokers - The section of the
docunent (5.5.3) that, by title, should have the di scussion of SNW
proxy is marked as TBD. The section notes that the inability to
completely conply with the data object confidentiality and integrity
requi renents might affect the conpliance of this section and the
eval uator agrees. Eval - F
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1.1.12 Auditability - The docunent indicates no conpliance with this
requirenent. Eval - No Change (F)

1.1.13 Shared Secret Not Required - Slight handwavi ng here, but
SNMPv3 does not necessarily require use of its security services if
other security services are available. However, the interaction with
VACM i n the absence of USMis not fully described and nmay not have
good characteristics related to this requirenment. Eval - P

1.1.14 Ability to Carry Service Specific Attributes - SNWP conplies
via the use of MBs. Eval - No Change (T)

1.2 Authentication Requirenents

1.2.1 NAI Support - The docunent indicates that M B objects can be
created to nmeet this requirenment, but gives no further information
Eval - P

1.2.2 CHAP Support - The docunent indicates that M B objects can be
created to neet this requirement, but gives no further information.
G ven the normal CHAP nodel, its unclear exactly how this would work.
Eval - F

1. 2.3 EAP Support - The docunent notes that EAP payl oads can be
carried as specific MB objects, but also notes that further design
wor k woul d be needed to fully incorporate EAP. Eval - No Change (P)

1.2.4 PAP/ Cl ear-text Passwords - The docunent notes the use of MB
objects to carry the clear text passwords and the protection of those
obj ects under nornmal SNWMPv3 security mechanisnms. Eval - No Change

(T

1.2.5 Reauthorization on demand - Wile there's some handwavi ng here,
its clear that the specific applications can generate the signals to
trigger reauthorization under SNVP. Eval - No Change (T)

1.2.6 Authorization w o Authentication - The aut hor appears to be
confusing the AAA protocol authorization with the AAA user

aut hori zation and seens to be over generalizing the ability of SNW
to deal with general AAA user authorization. Eval - F

1.3 Authorization Requirenents

1.3.1 Static and Dynamic | P Addr Assignnent - The reference to MB
objects without nore definite references or descriptions continues to
be a negative. Wiile the evaluator agrees that M B objects can
represent addresses, the docunment needs to at |east |ead the reader
in the proper direction. Eval - F
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1.3.2 RADIUS Gateway Capability - The transport and nani pul ati on of
Radi us obj ects appears to be only a part of what is required. Eval -
P

1.3.3 Reject Capability - Again, a clarification of how SNV m ght

acconplish this requirenment would be hel pful. The overall docunent
| acks a theory of operation for SNMP in an AAA role that might have
clarified the various approaches. Eval - F

1. 3.4 Preclude Layer 2 Tunneling - Docunent indicates |ack of
understanding of this requirement. Eval - F

1.3.5 Reauth on Denand - See response in 1.3.3 above. None of the
text responding to this requirenent, nor any other text in the
docunent, nor any of the references describes the appropriate
framework and theory. Eval - F

1.3.6 Support for ACLs - The response text again references MB
objects that can be defined to do this job. There is additiona
engi neering and desi gn needed before this is a done deal. Eval - P

1.3.7 State Reconciliation - The text fails to address the basic
question of how to get the various parts of the AAA system back in
sync. Eval - F

1.3.8 Unsolicited Disconnect - Assuming that the NAS is an SNWP agent
for an AAA server acting as an SNMP manager the eval uator concurs.
Eval - No Change (T).

1.4 Accounting Requirenents

1.4.1 Real Time Accounting - SNMP Inforns could acconplish the
requirenents. Eval - No Change (T)

1. 4.2 Mandatory Conpact Encoding - This is a good and reasonabl e
response. SNWP can vary the style and type of reported objects to
nmeet specific needs. Eval - No Change (T).

1.4.3 Accounting Record Extensibility - MBs are extensible. Eval -
No Change (T)

1.4.4 Batch Accounting - MBs provide data collection at various
times. Eval - No Change (T)

1.4.5 Cuaranteed Delivery - There's sone weasel wording here with

respect to what guaranteed neans, but the description of nechanisns
does appear to neet the requirements. Eval - No Change (T)
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1.4.6 Accounting Tinestanps - Accounting records can use the
Dat eAndTi me Textual Convention to mark their tinmes. Eval - No Change

(T

1. 4.7 Dynami ¢ Accounting - The author may have partially missed the
point on this requirement. Wile the nunber of records per session
is not of great interest, the delivery may be. The author should go
alittle nmore into depth on this requirement. Eval - No Change (T)

1.5 MOBI LE | P Requirements

1.5.1 Encoding of MOBILE IP Registration Messages - Registration
messages can probably be encoded as SNWP nessages. Eval - No Change

(T

1.5.2 Firewall Friendly - There's a chicken and egg problemwth the
response to the requirenent in that the author hopes that SNMP as an
AAA protocol will encourage Firewall vendors to nmake SNWP a firewall
friendly protocol. Eval - F

1.5.3 Allocation of Local Hone Agent - The author disclains an
understanding of this requirement. Eval - F

2. Sunmary Di scussion

The docunents eval uation score was substantially affected by a | ack
of any docunent, reference or text which described a theory of
operation for SNWP in AAA node. O substantial concern are the itens
relating to the AAA server to server nodes and AAA client to server
nodes and the lack of a map to the SNMP protocol for those nobdes

The eval uator also notes that the scaling issues of SNWMP in SNW
agent/ manager node are in no way indicative of SNMP in AAA
client/server node. This has a possibility to substantially inpair
SNMPs use in an AAA role.

However, SNWMP nay have a reasonable role in the Accounting space.
SNMP appears to map well with existing technology, and with the
requirenents.

3. Ceneral Requirenents

SNMP appears to neet the general requirenents of an | P capable

protocol, but may not have a proper field of use for all specific
requirenents.
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4. Sumary Recommendati on

Reconmended in Part. SNWP is NOT RECOMMENDED for use as either an
aut hentication or authorization protocol, but IS RECOWENDED for use
as an accounting protocol

C. 3 RADI US+ PRO Eval uati on
Eval uati on of RADI US AAA Requirements PRO Eval uation
Eval uator - Mark Stevens

Ref [1] is "Conparison of RADI US Agai nst AAA Network Access
Requi r ement s"

Ref [2] is "Framework for the extension of the RAD US(v2) protocol"”
Ref [3] is the aaa eval criteria as nodified by us.

The docunents uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance.

For each section |I’ve indicated ny grade for the section. | have

i ndi cated whether or not ny evaluation differs fromthe statenments
made with respect to RADI US++. The evaluation ratings as given bel ow
may differ fromthe evaluations codified in the docunent referred to
as, "Conparison of RADIUS Agai nst AAA Network Access Requirenents”

wi t hout any i ndication.

1.1 Ceneral Requirenents

1.1.1 [a] Scalability - In as nuch as a protocol’s scalability can be
nmeasured, the protocol seens to transnmit information in a fairly
efficient manner.So, in that the protocol appears not to consune an

i nordi nate anmount of bandwidth relative to the data it is
transmitting, this protocol could be considered scal able. However,
the protocol has a limt in the nunmber of concurrent sessions it can
support between endpoints. Wrk arounds exist and are in use. Eva

- P (no change)

1.1.2 [b] Fail-over - The document indicates the use of application
level time outs to provide this mechanism rather than the nechani sm
being a characteristic of the proposed protocol. The fail-over

requi renent indicates that the protocol nust provide the nmechani sm
rather than the application. The inplication is that the application
need not be aware that the fail-over and subsequent correction when
it happens. The application using the RADI US++ protocol wll be
involved in fail-over recovery activities. The protocol |ayer of the
sof tware does not appear to have the capability built-in. Gven the
wordi ng of the requirenent: Eval - P (changed fromT)
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1.1.3 [c] Mutual Authentication - The RADI US++ protocol provides
shared-secret as a built-in facility for nutual authentication. The
aut hors of the docunment suggest the use of | PSec to obtain nutua

aut hentication functions. The RADI US++ protocol provides no road

bl ocks to obtaining nutual authentication between instances of AAA
applications, however the protocol provides no facilities for doing
so.

1.1.4 [d] Transmi ssion Level Security - The RADI US++ protoco
provi des no transm ssion | evel security features, nor does it
preclude the use of IPSec to obtain transm ssion | evel security.
Eval - P (no change)

1.1.5 [e] Data Object Confidentiality - The docunent describes a
RAI DUS++ nmessage designed to server as an envel ope in which encrypted
RADI US nmessages (attributes) may be enclosed. Eval - T (no change)

1.1.6 [f] Data Object Integrity - Using visible signatures, the
RADI US++ protocol appears to neet this requirenent. Eval - T (no
change)

1.1.7 [g] Certificate Transport - The docunent indicates conpliance
through the use of the CV5-Data Radius Attribute (nessage). Eval - T
(no change)

1.1.8 [h] Reliable AAA Transport - The docunent points out that
RADI US++ can be considered a reliable transport when augnented with

Layer 2 Tunneling Protocol. The protocol itself does not provide
reliability features. Reliability remains the responsibility of the
application or a augnenting protocol. Eval - P (no change)

1.1.9 [i] Run over IPv4 - Eval - T (no change)

1.1.10 [j] Run over IPv6 - an | Pv6 Address data type nust be defi ned.
Eval - T (no change)

1.1.11 [k] Support Proxy and Routing Brokers - There is no nechani sm
for rerouting requests, but an extension can be made to do so. Eva
- T (no change)

1.1.12 [I] Auditability - The document indicates no conpliance with
this requirenment. Eval - F (no change)

1.1.13 [n] Shared Secret Not Required - RADIUS++ can be configured to
run with enpty shared secret values. Eval - T (no change)
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1.1.14 [n] Ability to Carry Service Specific Attributes - Vendor
escape nechani sm can be used for this purpose.. Eval - T (no
change)

1.2 Authentication Requirenents

1.2.1 [a] NAI Support - Eval - T (no change)

1.2.2 [b] CHAP Support - Subject to dictionary attacks. Eval - P
(changed fromT)

1.2.3 [c] EAP Support - Eval - T (no change)

1.2.4 [d] PAP/ O ear-text Passwords - No end-to-end security, but
potential for encapsulation exists within current paradigmof the

protocol. - Eval -T (no change)
1.2.5 [e] Reauthentication on demand - The RADI US pr ot oco
supports re-authentication. |In case re-authentication is initiated

by the user or AAA client, the AAA client can send a new

aut hentication request. Re-authentication can be initiated fromthe
visited or home AAA server by sending a chall enge nessage to the AAA
client. Eval - T (no change)

1.2.6 [f] Authorization w o Authentication - A new nessage type can
be created to enabl e RADI US++ to support AW oA . Eval - T (no
change)

1.3 Aut horization Requirenents

1.3.1[a] Static and Dynanic | P Addr Assignnment - Both supported.

| Pv6 would require the definition of a new address data type. Eval -
P (no change)

1.3.2 [b] RADIUS Gateway Capability - The transport and mani pul ation
of RADIUS objects appears to be only a part of what is required.

Requi rement seens to be worded to preclude RADIUS. Eval - P (changed
fromT)

1.3.3 [c] Reject Capability - Eval -T

1.3.4 [d] Preclude Layer 2 Tunneling - | do not see a definition in
the AAA eval criteria docunent. Eval - ?
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1.3.5 [e] Reauthorization on Denand - |Inplenentation in the field
denonstrate that extensions to RADIUS can support the desired
behavior. Re-authentication is currently coupled to re-

aut hori zation. Eval - P (no change)

1.3.6 [f] Support for ACLs - Currently done in the applications
behi nd the RADI US end points, not the within the protocol. RADI US++
coul d define additional nessage types to deal with expanded access
control within new service areas. Eval - P (no change)

1.3.7 [g] State Reconciliation - Eval - F (no change)

1.3.8 [h] Unsolicited Disconnect - RADIUS++ extensions to support.
Eval - T. (no change)

1.4 Accounting Requirenments

1.4.1 [a] Real Tine Accounting - Eval - T (no change)

1.4.2 [b] Mandatory Conpact Encoding - Eval - T (no change)
1.4.3 [c] Accounting Record Extensibility - Eval - T (no change)

1.4.4 [d] Batch Accounting - RADI US++ offers no new features to
support batch accounting. Eval - F No change)

1.4.5 [e] Cuaranteed Delivery - Retransm ssion al gorithm enpl oyed.
Eval - T (no change)

1.4.6 [f] Accounting Tinestanps - RAD US++ extensions support
timestanps. Eval - T (no change)

1.4.7 [g] Dynanmic Accounting - RAD US++ extensions to support. Eva
- T (no change)

1.5 MOBILE | P Requi renments

1.5.1 [a] Encoding of MOBILE IP Registrati on Messages - RADI US++

ext ensi ons can be made to include registrati on nessages as an opaque
payl oad. Eval - T (no change)

1.5.2 [b] Firewall Friendly - RADIUS is known to be operationa
in environnents where firewalls acting as a proxy are active. Eval -
T (no change)

1.5.3 [c] Allocation of Local Home Agent -Requirenent statenent needs
some clarification and refinenent. Eval - F (no change)
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2. Summary Di scussion

The RADI US protocol, and its associated extensions, is presently not
fully conpliant with the AAA Network Access requirenents.

However, it is possible with a small effort to extend present
procedures to neet the requirenents as listed in, while maintaining a
high Ievel of interoperability with the w de deploynent and
installed base of RADIUS clients and servers.

3. Ceneral Requirenents

RADI US++ the protocol and the application neet the majority of the
requi renents and can be extended to neet the requirenents where
necessary.

4. Summary Recommendati on

RADI US++ as it coul d be devel oped woul d provide a | evel of backward
conpatibility that other protocols cannot achieve. By extending
RADIUS in the sinple ways described in the docunments |isted above,
the transition from existing RADI US-based installations to RADI USt++
installations would be easier. Al though accounting continues to be
weaker than other approaches, the protocol remains a strong contender
for continued use in the areas of Authorization and Authentication

C. 4 RADI US+ CON Eval uati on

Eval uati on of RADI US++ (sic) AAA Requirements CON Eval uation
Eval uator - David Nel son

Ref [1] is "Conparison of RADI US Agai nst AAA Network Access

Requi rements", a.k.a. ’'the docunent

Ref [2] is "Framework for the extension of the RADI US(v2) protocol"”
a.k.a. 'the protocol

Ref [3] is the AAA evaluation criteria as nodified by us.

Ref [4] is RFC 2869

Ref [5] is an expired work in progress "RADI US X 509 Certificate
Ext ensi ons".

Ref [6] is RFC 2868

The docunent uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance. Evaluator’s

Note: The docunent [1l] pre-dates the protocol [2]. It is clear from
reading [2], that sone of the issues identified as short comings in
[1] are now addressed in [2]. The evaluator has attenpted to take
note of these exceptions, where they occur.
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Section 1 - Per itemdiscussion
1.1 Ceneral Requirenents

1.1.1 Scalability - The docunent [1] indicates partial conpliance,
largely in deference to the "tens of thousands of sinultaneous
requests" language in [3], that has been deprecated. The issue of

si nul taneous requests froma single AAA client is addressed in [1],

i ndicating that the apparent limtation of 256 uniquely identifiable
out st andi ng request can be worked around using well known techni ques,
such as the source UDP port nunber of the request. The docunent
clains "P', and the eval uator concurs.

1.1.2 Fail-over - The docunent [1] indicates the use of application
level time outs to provide the fail-over nechanism Since the AAA
protocol is indeed an application-layer protocol, this seens
appropriate. There are significant issues of howto handle fail-
over in a proxy-chain environment that have not been well| addressed,
however. The docunment clains "T", and the evaluator awards "P"

1.1.3 Miutual Authentication - The docunent [1] indicates that nutua
aut hentication exists in the presence of a User-Password or CHAP-
Password attribute in an Access-Request packet or the Message-

Aut henticator [4] in any packet. Once again, this addresses hop-by-
hop authentication of RADIUS "peers", but does not fully address
proxy-chain environnents, in which trust nodels would need to be
established. The docunent further indicates that strong nutua

aut henti cation could be achieved using the facilities of IPsec. This
claimwould apply equally to all potential AAA protocols, and cannot
be fairly said to be a property of the protocol itself. The docunent
claims "T", and the eval uator awards "F"

1.1.4 Transnission Level Security - The docunent [1] indicates that
transm ssion | ayer security, as defined in [3], is provided in the
protocol, using the nechani sns described in section 1.1.3. It should
be noted that this requirenent is nowa SHOULD in [3]. The docunent
claims "P", and the eval uator concurs.

1.1.5 Data hject Confidentiality - The docunent [1] indicates that
end-to-end confidentiality is not available in RADIUS, but goes on to
say that it could be added. The protocol [2] actually nmakes an
attenpt to specify howthis is to be done, in section 4.3.2.2 of [2],
using a CMB-data attribute, based in large part upon RFC 2630. The
eval uator has not, at this time, investigated the applicability of
RFC 2630 to the AAA work. The docunent clains "F', but in light of
the specifics of the protocol [2], the evaluator awards "P"
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1.1.6 Data hject Integrity - The docunent [1] indicates that end-
to-end integrity is not available in RADIUS, but goes on to say that
it could be added. The protocol [2] actually nmakes an attenpt to
specify howthis is to be done, in section 4.3.2.1 of [2], using a
CM5-data attribute, based in large part upon RFC 2630. The eval uator
has not, at this tine, investigated the applicability of RFC 2630 to
the AAA work. The docunent clains "F', but in light of the specifics
of the protocol [2], the evaluator awards "P"

1.1.7 Certificate Transport - The docunent [1] indicates that
certificate transport is not available in RADIUS, but goes on to say
that it could be added. The protocol [2] actually nmakes an attenpt
to specify howthis is to be done, in section 4.3.2.3 of [2], using a
CMB-data attribute, based in large part upon RFC 2630. The eval uator
has not, at this tinme, investigated the applicability of RFC 2630 to
the AAA work. Oher relevant work in the area of certificate support
in RADIUS may be found in an expired work in progress, "RADIUS X. 509
Certificate Extensions" [5]. The docunent clains "F', but in |light

of the specifics of the protocol [2], the evaluator awards "P"

1.1.8 Reliable AAA Transport - The docunent [1] indicates that RADI US
provi des partial conpliance with the requirenents of the original AAA
requi renents docunment. However, in [3], the requirenent has been
sinmplified to "resilience agai nst packet loss". Once again, the

eval uator finds that the protocol [2] neets this criteria on a hop-
by-hop basis, but fails to effectively address these issues in a
proxy-chain environnent. The docunment clains "P", and the eval uator
awards "F".

1.1.9 Run over IPv4 - RADIUS is w dely depl oyed over |Pv4. The
docunent clains "T", and the eval uator concurs.

1.1.10 Run over |IPv6 - The docunent [1] indicates that adoption of a
limted nunber of new RADIUS attributes to support IPv6 is
straightforward. Such discussion has transpired on the RADI US W5
mailing list, although that W is in the process of shutting down.
The docunment clains "P', and the eval uator concurs.

1.1.11 Support Proxy and Routing Brokers - The docunent [1] indicates
that RADIUS is w dely depl oyed in proxy-chains of RADI US servers

This is equivalent to the Proxy Broker case, but the Routing Broker
case is a different requirenent. The protocol [2] does not describe
any detail of how a Routing Broker m ght be accommodated, although it
opens the door by indicating that the RAD US++ protocol is peer-to-
peer, rather than client/server. The docunent claims "P", and the
eval uator awards "F".
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1.1.12 Auditability - The docunent [1] indicates no conpliance with
this requirement. The docunment claims "F', and the eval uator
concurs

1.1.13 Shared Secret Not Required - The docunent [1] indicates that
RADI US may effectively skirt the requirenment of application-|ayer
security by using a value of "zero" for the pre-shared secret. Wile
this is a bit creative, it does seemto neet the requirenent. The
docunment clainms "T" and the eval uator concurs.

1.1.14 Ability to Carry Service Specific Attributes - RADI US has a
wel | defined Vendor-Specific Attribute, which, when properly used,
does indeed provide for the ability to transport service-specific

attributes. The docunent clains "T", and the eval uator concurs.

1.2 Authentication Requiremnents

1.2.1 NAl Support - The docunent [1l] indicates that RADI US specifies
the NAI as one of the suggested fornats for the User-Nanme attribute.
The docunent clainms "T", and the eval uator agrees.

1.2.2 CHAP Support - CHAP support is wi dely deployed in RADIUS. The
docunent clains [1] "T", and the eval uator concurs.

1.2.3 EAP Support - The docunent [1l] indicates that EAP support in
RADIUS is specified in [4]. The docunent clains [1] "T", and the
eval uat or concurs.

1.2.4 PAP/ Cl ear-text Passwords - The docunent [1] indicates that

RADI US provi des protection of clear-text passwords on a hop-by-hop
basis. The protocol [2] indicates how additional data
confidentiality may be obtained in section 4.3.2.2 of [2], using a
CM5-data attribute, based in large part upon RFC 2630. The eval uator
has not, at this tinme, investigated the applicability of RFC 2630 to
the AAA work. The docunent clains [1] "F", but in Iight of the
specifics of the protocol [2], the evaluator awards "P"

1.2.5 Reaut hentication on denand - The docunent [1] indicates that
RADI US may acconplish re-authentication on demand by neans of an
Access- Chal | enge nmessage sent froma server to a client. The

eval uator disagrees that this is likely to work for a given session
once an Access-Accept nessage has been received by the client. The
docunment clainms "T", and the eval uator awards "F"

1.2.6 Authorization w o Authentication - This requirenent, as applied
to the protocol specification, mandates that non- necessary

aut hentication credentials not be required in a request for

aut hori zation. The actual decision to provide authorization in the
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absence of any authentication resides in the application (e.g. AAA
server). RADIUS does require sonme formof credential in request
messages. The docunent [1] clainms "F', and the eval uator concurs.

1.3 Aut horization Requirenents

1.3.1 Static and Dynam c | P Addr Assignnment - The docunent [ 1]

i ndi cates that RADI US can assign | Pv4 addresses, and can easily be
extended to assign | Pv6 addresses (see section 1.1.10). O greater
concern, however, is the issue of static vs. dynam c addresses. |If
dynam ¢ address has the same neaning as it does for DHCP, then there
are issues of resource nmanagenent that RADIUS has traditionally not
addressed. The docunment clainms "P', and the eval uator concurs.

1.3.2 RADIUS Gateway Capability - The document [1] maintains that a
RADI US++ to RADIUS gateway is pretty nuch a tautol ogy. The docunent
clainms "T", and the eval uator concurs.

1.3.3 Reject Capability - The docunment [1] maintains that RADI US
Proxy Servers, and potentially RAD US++ Routing Brokers, have the
ability to reject requests based on | ocal policy. The docunent
clainms "T" and the eval uator concurs.

1.3.4 Preclude Layer 2 Tunneling - The docunent [1] indicates that
[6] defines support for layer two tunneling in RADIUS. The docunent
clains "T", and the eval uator concurs.

1.3.5 Reauth on Demand - The docunent [1] indicates that RADI US
provides this feature by neans of the Session-Tinmeout and

Term nation- Action attributes. Wile this may, in fact, be
sufficient to provide periodic re-authorization, it would not provide
re- authorization on denand. The protocol [2] does not address this
further. The docunment clains "P", and the eval uator awards "F"

1.3.6 Support for ACLs - The docunent [1l] describes the attributes in
RADI US that are used to convey the access controls described in [3].
Certain of these (e.g. QS) are not currently defined in RAD US, but
could easily be defined as new RADIUS attributes. The docunent
clains "P", and the eval uator concurs.

1.3.7 State Reconciliation - The docunent [1] addresses each of the

sub- itens, as listed in the original AAA requirenents docunent. In
revi ewi ng the docunent agai nst the nodified requirenments of [3],
there is still an issue with server-initiated state reconciliation

messages. Wiile the protocol [2] makes provision for such nessages,
as servers are allowed to initiate protocol dialogs, no detail ed
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message formats are provided. This is an area that has traditionally
been a short coming of RADIUS. The docunent clains "P", and the
eval uator awards "F".

1.3.8 Unsolicited D sconnect - Miuch of the discussion fromthe
previous section applies to this section. The docunent [1] clains
"F", and the eval uator concurs.

1.4 Accounting Requirenents

1.4.1 Real Time Accounting - RADIUS Accounting is w dely depl oyed and
functions within the definition of real tine contained in [3]. The
docunent [1] clains "T", and the eval uator concurs.

1.4.2 Mandatory Conpact Encodi ng - RADIUS Accounting contains TLVs
for relevant accounting information, each of which is fairly conpact.
Note that the term™"bloated” in [3] is sonmewhat subjective. The
docunent [1] clains "T", and the eval uator concurs.

1.4.3 Accounting Record Extensibility - RADIUS Accounting nmay be
extended by nmeans of new attributes or by using the Vendor- Specific
attribute. Wiile it has been argued that the existing attribute
nunber space is too small for the required expansion capabilities,
the protocol [2] addresses this problemin section 3.0, and its
subsections, of [2]. The docunent [1] clains "T", and the eval uator
concurs

1.4.4 Batch Accounting - RADIUS has no explicit provisions for batch
accounting, nor does the protocol [2] address how this feature m ght
be acconplished. The docunent [1] clains "F", and the eval uator
concurs

1.4.5 Quaranteed Delivery - RADI US Accounting is widely depl oyed and
provi des guaranteed delivery within the context of the required
application-level acknow edgment. The docunent [1] clains "T", and
the eval uator concurs.

1. 4.6 Accounting Tinestanps - The docunent [1l] indicates that this
feature is specified in [4] as the Event-Tinmestanp attribute. The
docunent clainms [1] "T", and the eval uator concurs.

1.4.7 Dynanic Accounting - The docunent [1] indicates that this
requirenent is partially net using the accounting interimupdate

nmessage as specified in [4]. |In addition, there was work in the
RADI US WG regar di ng session accounting extensions that has not been
included in [4], i.e., sone expired works in progress. The docunent

clains [1] "P", and the eval uator concurs.
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1.5 MOBILE | P Requi renments

1.5.1 Encoding of MOBILE IP Registrati on Messages - The docunment [1]
clains "F', and the eval uator concurs.

1.5.2 Firewall Friendly - The docunent [1] indicates that RADI US
depl oynent is know to have occurred in fire-walled environnents. The
docunent clains "T", and the eval uator concurs.

1.5.3 Allocation of Local Hone Agent - The docunent [1] clains "F"
and the eval uator concurs.

2. Summary Di scussion

The docunent [1] and the protocol [2] suffer from having been witten
in a short time frame. Wile the protocol does provide specific

gui dance on certain issues, citing other relevant documents, it is
not a polished protocol specification, with detailed packet fornat
diagrans. There is a pool of prior work upon which the RADI US++
protocol may draw, in that many of the concepts of Dianeter were
first postulated as works in progress within the RADIUS W5 in an
attenpt to "inprove" the RADI US protocol. Al of these works in
progress have |long since expired, however.

3. Ceneral Requirenents

RADI US++ neets many of the requirenents of an AAA protocol, as it is
the current de facto and de jure standard for AAA. There are |ong-
standi ng deficiencies in RAD US, which have been well docunented in
the RADI US and NASREQ WG proceedings. It is technically possible to
revanp RADI US to solve these problens. One question that will be
asked, however, is: "Wiat significant differences would there be
between a fini shed RADI US++ protocol and the Di aneter protocol ?"

4. Summary Recommendati on
Recommended in part. Wat may possibly be learned fromthis

subnission is that it is feasible to have a nore RADI US-conpli ant
RADI US- conpati bility nmode in Di aneter
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C.5 Dianeter PRO Eval uation

Eval uation of Dianeter against the AAA Requirenents
PRO Eval uati on
Eval uat or - Basavaraj Patil

Ref [1] is "Dianmeter Franmework Docunent”.

Ref [2] is "Dianeter NASREQ Extensi ons"

Ref [3] is the AAA evaluation criteria as nodified by us.

Ref [4] is "D ameter Accounting Extensions"

Ref [5] is "Dianmeter Mbile | P Extensions”

Ref [6] is "D aneter Base Protocol".

Ref [7] is "Dianeter Strong Security Extension"

Ref [8] is "Conparison of Dianeter Against AAA Network Access

Requi rement s".

The docunent uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance.

Evaluator’'s note : The Di aneter conpliance docunent [8] clains Total
"T" conpliance with all the requirenents except : - 1.2.5- 1.5.2

Section 1 - Per item discussion
1.1 CGeneral Requirenents
1.1.1 Scalability

D aneter is an evolution of RADIUS and has taken into consideration
all the lessons |earned over many years that RADIUS has been in
service. The use of SCTP as the transport protocol reduces the need
for multiple proxy servers (Sec 3.1.1 Proxy Support of [1]) as well
as renmoving the need for application |evel acks. The use and support
of forwarding and redirect brokers enhances scalability. Eval uator
concurs with the "T" conpliance on this requirenent.

1.1.2 Fail -over

Again with the use of SCTP, Dianeter is able to detect disconnect

i ndi cati ons upon which it switches to an alternate server (Sec 4.0
[6]). Also Requests and Responses do not have to follow the same
path and this increases the reliability. Evaluator concurs with the
"T" conpliance on this requirenent.
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1.1.3 Mutual Authentication

The conpliance docunent quotes the use of symetric transforns for
mut ual aut hentication between the client and server (Sec 7.1 of
[6]). The use of IPSec as an underlying security mechani sm and

t hereby use the characteristics of IPSec itself to satisfy this
requirenent is also quoted. Evaluator concurs with the "T"
conpliance on this requirenent.

1.1.4 Transmi ssion Level Security

Al t hough this requirenent has been deprecated by the AAA eval uation
team t he docunent conplies with it based on the definition (referring
to hop-by-hop security). Section 7.1 of [6] provides the details of
how this is acconplished in Dianeter. Evaluator concurs with the "T"
conpliance on this requirenent.

1.1.5 Data hject Confidentiality

This requirenment seens to have cone fromDi aneter. Ref [7] explains
in detail the use of Cryptographic Message Syntax (CVS) to achieve
data object confidentiality. A Cv5-Data AVP is defined in [7].

Eval uat or concurs with the "T" conpliance on this requirenent.

1.1.6 Data hject Integrity

Usi ng the sanme argunment as above and t he hop-by-hop security feature
in the protocol this requirenent is conpletely nmet by Di aneter.
Eval uat or concurs with the "T" conpliance on this requirenent.

1.1.7 Certificate Transport

Again with the use of the CM5-Data AVP, objects defined as these
types of attributes allow the transport of certificates. Eval uator
concurs with the "T" conpliance on this requirenent.

1.1.8 Reliable AAA Transport

D aneter reconmends that the protocol be run over SCTP. SCTP

provi des the features described for a reliable AAA transport.

Al t hough the conpliance is not a perfect fit for the definition of
this tag item it is close enough and the functionality achi eved by
using SCTP is the sanme. Evaluator concurs with the "T" conpliance
on this requirenent.
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1.1.9 Run over |Pv4

Is an application | ayer protocol and does not depend on the
underlying version of IP. Evaluator concurs with the "T" conpliance
on this requiremnent.

1.1.10 Run over | Pv6

Is an application | ayer protocol and does not depend on the
underlying version of IP. Evaluator concurs with the "T" conpliance
on this requiremnent.

1.1.11 Support Proxy and Routing Brokers

Section 3.1.1/2 of the franmework docunment [1] provides an expl anation
of how Di ameter supports proxy and routing brokers. In fact it

al nrost appears as though the requirement for a routing broker cane
fromDianeter. Evaluator concurs with the "T" conpliance on this
requirenent.

1.1.12 Auditability

Wth the use of CM5-Data AVP [7] a trail is created when proxies are
involved in the transaction. This trail can provide auditability.
Eval uator concurs with the "T" conpliance on this requirenent.

1.1.13 Shared Secret Not Required

Wth the use of IPSec as the underlying security mechani sm Dianeter
does not require the use of shared secrets for nessage

aut hentication. Evaluator concurs with the "T" conpliance on this
requirenent.

1.1.14 Ability to Carry Service Specific Attributes

The base protocol [6] is defined by D aneter and any one el se can
define specific extensions on top of it. Qher Was in the | ETF can
design an extension on the base protocol with specific attributes and
have themregistered by | ANA. Evaluator concurs with the "T"
conpliance on this requirenent.

Mtton, et al. I nf or mat i onal [ Page 46]



RFC 3127 AAA Protocol Eval uation Process June 2001

1.2 Authentication Requirenments

1.2.1 NAl Support

The base protocol [6] defines an AVP that can be used to support
NAl's. Dianeter goes one step further by doing Message forwarding
based on destination NAI AVPs. Evaluator concurs with the "T"
conpliance on this requirenent.

1.2.2 CHAP Support

Ref erence [2] section 3.0 describes the support for CHAP. Eval uator
concurs with the "T" conpliance on this requirenent.

1. 2.3 EAP Support

Ref erence [2] section 4.0 describes the support for EAP. Eval uator
concurs with the "T" conpliance on this requirenent.

1.2.4 PAP/ d ear-text Passwords

Reference [2] section 3.1.1.1 describes the support for PAP
Eval uat or concurs with the "T" conpliance on this requirenent.

1. 2.5 Reaut hentication on demand

The use of Session-Ti meout AVP as the nechani smfor reauthentication
is clained by the conpliance docunent. However no direct references
explaining this in the base protocol [6] docunent were found.

Eval uat or deprecates the conpliance on this to a "P"

Note: However this is a trivial issue.

1.2.6 Authorization w o Authentication

D aneter allows requests to be sent wi thout having any authentication
i nformati on included. A Request-type AVP is defined in [2] and it

can specify authorization only w thout containing any authentication
Eval uator concurs with the "T" conpliance on this requirenent.
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1.3 Authorization Requirenents
1.3.1 Static and Dynamic | P Addr Assignnent

The base protocol includes an AVP for carrying the address.
References [6.2.2 of 2] and [4.5 of 5] provide detailed explanations
of how this can be done. Evaluator concurs with the "T" conpliance
on this requirenent.

1.3.2 RADIUS Gateway Capability

One of the basic facets of Dianeter is to support backward
conpatibility and act as a RADIUS gateway in certain environnents.
Eval uator concurs with the "T* conpliance on this requirenent.

1.3.3 Reject Capability

Based on the explanation provided in the conpliance docunent for this
requi renent evaluator concurs with the "T" conpliance on this
requirenent.

1. 3.4 Preclude Layer 2 Tunneling

Ref [2] defines AVPs supporting L2 tunnels Evaluator concurs with
the "T" conpliance on this requirenent.

1.3.5 Reauth on Denmand

A session timer defined in [6] is used for reauthorization. However
D aneter allows reauthorization at any time. Since this is a peer-
to-peer type of protocol any entity can initiate a reauthorization
request. Evaluator concurs with the "T" conpliance on this
requirenent.

1. 3.6 Support for ACLs

D aneter defines two nethods. One that supports backward
compatibility for RADIUS and another one with the use of a standard
AVP with the filters encoded in it. Evaluator concurs with the "T"
conpliance on this requirenent.

1.3.7 State Reconciliation

A long explanation on each of the points defined for this tag itemin

the requirements docunent. Evaluator concurs with the "T" conpliance
for this requirenent.
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1. 3.8 Unsolicited D sconnect

The base protocol [6] defines a set of session ternination nessages
whi ch can be used for unsolicited disconnects. Evaluator concurs
with the "T" conpliance on this requirenent.

1.4 Accounting Requirenments

1.4.1 Real Tinme Accounting

Eval uator concurs with the "T* conpliance based on explanations in

[4].

1. 4.2 Mandatory Conpact Encodi ng

Use of Accounting Data Interchange Format (ADIF)-Record-AVP for
conmpact encodi ng of accounting data. Evaluator concurs with the "T"
conpl i ance.

1.4.3 Accounting Record Extensibility

ADlI F can be extended. Evaluator concurs with the "T" conpliance.
1.4.4 Batch Accounting

Sec 1.2 of [4] provides support for batch accounting.

1.4.5 @Quaranteed Delivery

Sections 2.1/2 of [4] describe nessages that are used to guarantee
delivery of accounting records. Evaluator concurs with the "T"
conpl i ance.

1. 4.6 Accounting Tinmestanps

Tinmestanp AVP [6] is present in all accounting nessages. Eval uator
concurs with the "T" conpliance

1.4.7 Dynamic Accounting

Interimaccounting records equivalent to a call-in-progress can be
sent periodically. Evaluator concurs with the "T" conpliance.
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1.5 MOBILE | P Requi renments
1.5.1 Encodi ng of MOBILE IP Registrati on Messages

Ref [5] provides details of how D anmeter can encode M P nessages
Eval uator concurs with the "T" conpliance

1.5.2 Firewall Friendly

Some handwavi ng here and a possible way of solving the firewal
problemwi th a D aneter proxy server. Docunent clainms "T", eval uator
deprecates it to a "P"

1.5.3 Allocation of Local Hone Agent

D aneter can assign a local honme agent in a visited network in
conjunction with the FA in that network. Evaluator concurs with the
W

Summary Reconmendati on

D aneter is strongly recormmended as the AAA protocol. The experience
gai ned from RADI US depl oynents has been put to good use in the design
of this protocol. It has also been designed with extensibility in

m nd thereby allowing different Was to develop their own specific
extension to satisfy their requirenents. Wth the use of SCTP as the
transport protocol, reliability is built in. Security has been
addressed in the design of the protocol and issues that were

di scovered in RADI US have been fixed. D aneter also is a session
based protocol which nakes it nore scalable. The support for
forwarding and redirect brokers is well defined and this greatly

i mproves the scalability aspect of the protocol

Lastly the protocol has been inplenented by at | east a few people and
interop testing done. This in itself is a significant step and a
positive point for Dianeter to be the AAA protocol

C.6 D anmeter CON Eval uation
Eval uation of D aneter against the AAA Requirenents

CON Bri ef
Eval uator: Barney Wl ff
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Section 1 - Per itemdiscussion
1.1 Ceneral Requirenents

1.1.1 Scalability - P (was T) The evaluator is concerned with
scalability to the snall, not to the large. Dianeter/SCTP nay prove
difficult to retrofit to existing NAS equi pnent.

1.1.2 Fail-over - P (was T) SCTP gives an indication of peer
failure, but nothing in any Diameter or SCTP docunent the eval uator
was able to find even nentions how or when to switch back to a
primary server to which conmunication was |ost. After a failure, the
state machines end in a CLOSED state and not hing seens to trigger

exit fromthat state. It was not clear whether a server, on
rebooting, would initiate an SCTP connection to all its configured
clients. |If not, and in any case when the comruni cation failure was

in the network rather than in the server, the client nust itself,
after sone interval, attenpt to re-establish communication. But no
such gui dance is given

O course, the requirenent itself fails to nention the notion of
returning to a recovered primary. That is a defect in the
requirenent. The evaluator has had unfortunate experience with a
vendor’s RADI US i npl enentation that had exactly the defect that it
often failed to notice recovery of the prinmary.

1.1.3 Mutual Authentication - T
1.1.4 Transm ssion Level Security - T

1.1.5 Data hject Confidentiality - P (was T). Yes, the CM5 data
type is supported. But the work in progress, "Di aneter Strong
Security Extension", says:

G ven that asymmetric transform operations are expensive, Dianeter
servers MAY wish to use themonly when dealing with inter-donain
servers, as shown in Figure 3. This configuration is normally
desirable since Diameter entities within a given adm nistrative
domai n MAY inherently trust each other. Further, it is desirable
to nove this functionality to the edges, since NASes do not
necessarily have the CPU power to perform expensive cryptographic
operations.

G ven all the fuss that has been nmade about "end-to-end"
confidentiality (which really neans "NAS-to-hone_server"), the

eval uator finds it absurd that the proposed solution is acknow edged
to be unsuited to the NAS

Mtton, et al. I nf or mat i onal [ Page 51]



RFC 3127 AAA Protocol Eval uation Process June 2001

1.1.6 Data hject Integrity - P (was T). See above.
1.1.7 Certificate Transport - T

1.1.8 Reliable AAA Transport - T

1.1.9 Run over IPv4 - T

1.1.10 Run over IPv6 - T

1.1.11 Support Proxy and Routing Brokers - T

1.1.12 Auditability - T (based on our |nterpretat|on as non-
repudi ati on, rather than the definition given in reqts)

1.1.13 Shared Secret Not Required - T

1.1.14 Ability to Carry Service Specific Attributes - T

1.2 Authentication Requirenments

1.2.1 NAl Support - T

1.2.2 CHAP Support - T

1.2.3 EAP Support - T

1.2.4 PAP/ C ear-text Passwords - T

1.2.5 Reaut hentication on demand - P (was T). No nmechani sm was
evident for the server to demand a reauthentication, based for
exanpl e on detection of suspicious behavior by the user. Session-
timeout is not sufficient, as it nmust be specified at the start.
1.2.6 Authorization w o Authentication - T

1.3 Authorization Requirenents

1.3.1 Static and Dynanmic | P Addr Assignnent - T

1.3.2 RADIUS Gateway Capability - P (was T). RADIUS has evolved from
the version on which Dianeter was based. EAP is a notable case where
the convention that the Dianeter attribute nunber duplicates the

RADI US one is violated. No protocol, not even RADI US++, can claima

T on this.

1.3.3 Reject Capability - T (The evaluator fails to understand how
any AAA protocol could rate anything other than T on this.)
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1.3.4 Preclude Layer 2 Tunneling - T

1.3.5 Reauth on Demand - P (was T). As with reauthentication, there
is no evident nmechanismfor the server to initiate this based on
conditions subsequent to the start of the session

1.3.6 Support for ACLs - P (was T). The evaluator finds the Filter-
Rul e AVP | aughably inadequate to describe filters. For exanple, how
would it deal with restricting SMIP to a given server, unless all IP
options are forbidden so the I P header length is known? No real NAS
coul d have such an inpoverished filter capability, or it would not
survive as a product.

1.3.7 State Reconciliation - P (was T). It is difficult for the
eval uator to understand how this is to work in a nmulti-adm nistration
situation, or indeed in any proxy situation. Furthernore, SRQw th
no session-id is defined to ask for info on all sessions, not just

t hose "owned" by the requester

1.3.8 Unsolicited Disconnect - T

1.4 Accounting Requirenments

1.4.1 Real Time Accounting - T

1.4.2 Mandatory Conpact Encoding - T

1. 4.3 Accounting Record Extensibility - T

1.4.4 Batch Accounting - P (was T). The eval uator suspects that
sinmply sending nmultiple accounting records in a single request is not
how bat ch accounting should or will be done.

1.4.5 CQuaranteed Delivery - T

1.4.6 Accounting Tinestanps - T (The evaluator notes wi th anusenent
that NTP tine cycles in 2036, not 2038 as clained in the Dianeter
drafts. It’s Unix time that will set the sign bit in 2038.)

1.4.7 Dynanic Accounting - T

1.5 MOBILE | P Requi renments

1.5.1 Encoding of MOBILE IP Registration Messages - T

1.5.2 Firewall Friendly - F (was T). Until such tine as firewalls

are extended to know about or proxy SCTP, it is very unlikely that
SCTP will be passed. Even then, the convenient feature of being able
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to send a request fromany port, and get the reply back to that port,
means that a sinple port filter will not be sufficient, and

stateful ness will be required. Real friendship would require that
both source and dest ports be 1812.

1.5.3 Allocation of Local Hone Agent - T
2. Summary Di scussion

In sone areas, Dianeter is not conpletely thought through. In
general, real effort has gone into satisfying a stupendous range of
requirenents.

3. Ceneral Requirenents

D aneter certainly fails the KISS test. Wth SCTP, the drafts add up
to 382 pages - well over double the size of RADIUS even with
extensions. The eval uator synpathizes with the political instinct
when faced with a new requirenent no nmatter how bizarre, to say "we
can do that" and add anot her piece of filigree. But the major places
where Dianmeter clains advantage over RADI US, nanely "end-to-end"
confidentiality and resource managenent, are just the places where
some hard work remains, if the problens are not indeed intractable.

More specifically, the evaluator sees no indication that specifying
the separate transport protocol provided any advantage to defray the
large increase in conplexity. Application acks are still required,
and no benefit fromthe transport acks was evident to the eval uator.
Nor was there any obvious discussion of why "sequenced in-order”
delivery is required, when AAA requests are typically independent.
SCTP of fers out-of-order delivery, but D ameter seens to have chosen
not to use that feature.

Whet her TLV encoding or ASN. 1/BER is superior is a religious
question, but Di aneter manages to require both, if the "strong"
extension is inplenented. The evaluator has a pet peeve with length
fields that include the header, naking snall |ength values invalid,
but that is a minor point.

Finally, interoperability would be greatly aided by defining a
standard "dictionary" format by which an inplenentation could adopt
whol esal e a set of attributes, perhaps from another vendor, and at
| east know how to display them That is one of the advantages of
M Bs.
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4. Sumary Recommendati on

Dianeter is clearly close enough to neeting the myriad requirenments
that it is an acceptabl e candi date, though needi ng sone poli shing.
Whet her the vast increase in conplexity is worth the increase in
functionality over RADI US i s debatabl e.

C. 7 COPS PRO Eval uati on

Eval uation of COPS AAA Requirenents
PRO Eval uati on
Eval uator - David Nel son

Ref [1] is "Conparison of COPS Agai nst the AAA NA Requirenments", work
in progress, a.k.a. 'the docunent’

Ref [2] is RFC 2748 a.k.a. 'the protocol

Ref [3] is the AAA evaluation criteria as nodified by us.

Ref [4] is "AAA Protocols: Conparison between RADIUS, Dianeter, and
COPS" work in progress.

Ref [5] is "COPS Usage for AAA", work in progress.

This docunent uses T to indicate total conpliance, P to indicate
partial conpliance and F to indicate no conpliance.

Section 1 - Per itemdiscussion
1.1 Ceneral Requirenents

1.1.1 Scalability - The docunent [1] clains "T", and the eval uator
concurs

1.1.2 Fail-over - The docunent [1] clains "T", and the eval uator
concurs

1.1.3 Mutual Authentication - The docunent clains "T", and the
eval uat or concurs.

1.1.4 Transnission Level Security - The docunent [1] indicates that
transm ssion |ayer security, as defined in [3], is provided in the
protocol, using the nechani sns described in [2]. It should be noted
that this requirement is now a SHOULD in [3]. The docunent clains
"T", and the eval uator concurs.

1.1.5 Data hject Confidentiality - The docunent [1] indicates that
end-to-end confidentiality is provided using a CM5-data attribute,
based in large part upon RFC 2630. The evaluator has not, at this
time, investigated the applicability of RFC 2630 to the AAA worKk.
The docunment clains "T", and the eval uator concurs.

Mtton, et al. I nf or mat i onal [ Page 55]



RFC 3127 AAA Protocol Eval uation Process June 2001

1.1.6 Data hject Integrity - The docunent [1] indicates that data
object integrity is provided using a CMs-data attribute, based in
| arge part upon RFC 2630. The evaluator has not, at this tine,

i nvestigated the applicability of RFC 2630 to the AAA work. The
docunent clainms "T", and the eval uator concurs.

1.1.7 Certificate Transport - The docunent [1] indicates that
certificate transport is provided using a CVs-data attribute, based
in large part upon RFC 2630 and RFC 1510. The eval uator has not, at
this time, investigated the applicability of RFC 2630 to the AAA
wor k. The docunent clainms "T", and the eval uator concurs.

1.1.8 Reliable AAA Transport - The docunment [1] indicates that COPS
uses TCP, which certainly neets the requirenents for a reliable
transport. The docunent clains "T", and the eval uator concurs.

1.1.9 Run over |IPv4 - The docunent [1] clains "T", and the eval uator
concurs

1.1.10 Run over |Pv6 - The docunent [1] clains "T", and the eval uator
concurs

1.1.11 Support Proxy and Routing Brokers - Reasonable detail of proxy
operations is provided in [5]. The docunent [1] clainms "T", and the
eval uat or concurs.

1.1.12 Auditability - The docunment [1] alludes to a History PIB that
woul d enabl e auditing w thout explaining howit would work. The AAA
Extensi on [5] does not provide additional insight. The docunent
clains "T", and the evaluator awards "P"

1.1.13 Shared Secret Not Required - The docunent [1] clains "T" and
t he eval uat or concurs.

1.1.14 Ability to Carry Service Specific Attributes - The docunent
[1] clainms "T", and the eval uator concurs.

1.2 Authentication Requirenments

1.2.1 NAI Support - The docunent [1l] indicates that NAl is to be
supported in the Information Mdel, but notes that for cases where
certificates are in use, the nore restrictive syntax of RFC 2459
applies. The docunent clains "T", and the eval uator awards "P"

1.2.2 CHAP Support - The document [1] clainms "T", and the eval uator
concurs
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1.2.3 EAP Support - The docunent [1] clains "T", and the eval uator
concurs

1.2.4 PAP/ Cl ear-text Passwords - The docunent [1] indicates
conmpl i ance, presunmably using a CM5-data attribute, based in large
part upon RFC 2630. The evaluator has not, at this tine,
investigated the applicability of RFC 2630 to the AAA work. The
document claims "T", and the eval uator concurs.

1.2.5 Reaut hentication on denand - The docunent [1] clainms "T", and
t he eval uator concurs.

1.2.6 Authorization w o Authentication - This requirenent, as applied
to the protocol specification, mandates that non- necessary

aut hentication credentials not be required in a request for

aut hori zation. The actual decision to provide authorization in the
absence of any authentication resides in the application (e.g. AAA
server). The docunent [1] clainms "T", and the eval uator concurs.

1.3 Authorization Requirenments

1.3.1 Static and Dynam c | P Addr Assignnment - The document [1]
claims "T", and the eval uator concurs.

1.3.2 RADIUS Gateway Capability - The docunment [1] clainms "T", and in
t he absence of any detailed discussion of howthis is acconplished,
in either [1] or [5], the evaluator awards "P"

1.3.3 Reject Capability - The document clains [1] "T" and the
eval uat or concurs.

1.3.4 Preclude Layer 2 Tunneling - The docunent [1] clainms "T", and
in the absence of any detail ed discussion of howthis is
acconpl i shed, in either [1] or [5], the evaluator awards "P"

1.3.5 Reauth on Denmand - The docunment [1] clains "T", and the
eval uat or concurs.

1.3.6 Support for ACLs - The docunent [1] "T", and the eval uator
concurs

1.3.7 State Reconciliation - The docunent [1] "T", and the eval uator
concurs

1.3.8 Unsolicited Disconnect - The document [1] clainms "T", and the
eval uat or concurs.
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1.4 Accounting Requirenments

1.4.1 Real Time Accounting - The docunment [1] claims "T", and the
eval uat or concurs.

1. 4.2 Mandatory Conpact Encoding - Note that the term "bloated" in
[3] is somewhat subjective. The docunent [1] clains "T", and the
eval uat or concurs.

1. 4.3 Accounting Record Extensibility - The docunent [1] clains "T",
and the eval uator concurs.

1.4.4 Batch Accounting - The protocol [2] [5] does not address how in
detail this feature m ght be acconplished. The document [1] clains
"T", and the awards "P".

1.4.5 Quaranteed Delivery - Guaranteed delivery is provided by TCP
The docunent [1] clains "T", and the eval uator concurs.

1.4.6 Accounting Tinmestanps - The docunent [1] clainms "T", and the
eval uat or concurs.

1.4.7 Dynanmi c Accounting - The docunment [1] clainms "T", and the
eval uat or concurs.

1.5 MOBILE | P Requirements

1.5.1 Encoding of MOBILE IP Registration Messages - The document [1]
claims "T", and the eval uator concurs.

1.5.2 Firewall Friendly - The document [1] clainms "T", and the
eval uat or concurs.

1.5.3 Allocation of Local Hone Agent - The document [1] claims "T",
and the eval uator concurs.

2. Sunmmary Di scussion

It may appear, upon initial inspection, that the evaluator has not
lent a critical eye to the conpliance assertions of the docunment [1].
First, this neno is a "PRO' brief, and as such reasonabl e benefit of
doubt is to be given in favor of the protocol subm ssion. Second,
there is a fundanental conceptual issue at play. The COPS-PR nodel
provides a sufficient set of basic operations and conmands, a
stateful nodel, the ability for either "peer" to initiate certain

ki nds of requests, as well as an extensible conmand set, to be able
to support a wide variety of network and resource nanagenent
protocols. The details of protocol specific nessages is left to
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Policy Information Base (PIB) data objects. Since no AAA PIB has
been written, the evacuator can only (optim stically) assess the

i nherent capabilities of the base protocol to acconplish the intended
requi renents of [3], given a reasonable set of assunptions about what
an AAA PI B mght |ook I|ike.

In sone sense, this akin to asserting that a given algorithmcan be
correctly inplemented in a specific programm ng | anguage, wi thout
actual ly providing the code.

The PIB nodel used by COPS is a powerful and flexible nodel. The
protocol docunment [5] spends a considerabl e anount of tine

enuner ating and describing the benefits of this data nodel, and
explaining its roots in Cbject Oriented (OO design nethodol ogy.

Anal ogi es are made to class inheritance and cl ass contai nnent, anong
others. It’s always hard to say bad things about OO

3. Ceneral Requirenents

COPS- AAA woul d appear to neet (totally or partially) all of the
requirenents of [3], at least as can be determnined w thout the
benefit of an AAA PIB.

4. Sumary Recommendati on

Recommended with reservation. Before final acceptance of COPS- AAA
sonmeone is going to have to wite the AAA PIB and evaluate its
details.

C. 8 COPS CON Eval uati on

Eval uation of COPS agai nst the AAA Requirenents
CON Eval uati on
Eval uator - David Mtton

The Prinmary docunent discussed here is [ COPSConp] and the argunents
therein based on the proposal [ COPSAAA].

[ COPSConp] " Conpari son of COPS Agai nst the AAA NA Requirenents", Wrk
i n Progress.

[ COPSAAA] "COPS Usage for AAA", Wrk in Progress.

[ Ekst ei nProt oConp] "AAA Protocols: Conparison between RADI US,

D aneter, and COPS', Wbrk in Progress.
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Ref erences: (in order of rel evancy)

[ COPSBase] Durham D., Boyle, J., Cohen, R, Herzog, S., Rajan, R
and A. Sastry, "The Conmon Open Policy Service Protocol”
RFC 2748, January 2000.

[ COPSFwor k] Yavatkar, R, Pendarakis, D. and R CGuerin, "A Franework
for Policy-based Adnission Control", RFC 2753, January
2000.

[ COPSPR] "COPS Usage for Policy Provisioning”, Wrk in Progress.

[COPSSPPI]  "Structure of Policy Provisioning Information (SPPI)",
Work in Progress.

[ COPSCIVE] "COPS Over CWVB', Work in Progress.
[ COPSTLS] "COPS Over TLS', Work in Progress.

[ COPSGSS] "COPS Extension for GSS-APlI based Authentication
Support", Work in Progress.

O her COPS & RSVP RFCs & drafts not listed as not directly rel evant.
Conpl i ance: T==Total, P==Partial, F=Failed
Section 1 - Per item discussion

Initial Note: [COPSConp] clains "unconditional conpliance"” with al
requirenents.

1.1 Ceneral Requirenents

1.1.1 Scalability - P (was T) The evaluator is concerned wth

scal ability of many al ways-on TCP connections to a server supporting
alot of clients, particularly with the heartbeat nessages. The
claimthat the request handl e is "unbounded" sounds fishy.

1.1.2 Fail-over - P (was T) COPS gives an indication of peer failure,
and has mechanisns to restart state, but there seens to be a bias
toward a single state server. COPS has decided that synchroni zing
state between nultiple hot servers is out of scope.

Because COPS uses TCP, it is at the nercy of the TCP tiners of the

i mpl erent ati on which can be significant. Connection tineout
reporting to the application may be del ayed beyond the client

aut hentication tineouts. Tuning the Keep-Alive nessage to a tighter
period will increase the session and system over head.
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1.1.3 Mutual Authentication - P (was T) The explanation is sort of
for message object integrity. |t does not describe authentication
techni ques. The eval uator assunes that COPS peers woul d aut henticate
each other at dient-Cpen tinme. But cannot understand how this woul d
work if proxies are involved.

1.1.4 Transnission Level Security - T

1.1.5 Data hject Confidentiality - T Seemnms al nost a carbon copy of
the Dianmeter capabilities. This evaluator echoes the high overhead
concerns of the Dianeter evaluator for the CM5 capability. TLS is
not nentioned here, but is piled on later

1.1.6 Data hject Integrity - T See above.
1.1.7 Certificate Transport - T

1.1.8 Reliable AAA Transport - T (maybe P) COPS neets this
requirenent as well as any other protocol we’'ve evaluated. That is
it does have one application |l evel ACK. Statenents such as "TCP
provi des guaranteed delivery" are incorrect. COPS does attenpt to
identify outages by using a keep-alive nessage between TCP peers.

1.1.9 Run over IPv4 - T
1.1.10 Run over I1Pv6 - T

1.1.11 Support Proxy and Routing Brokers - P (was T) How client
types are supported forward is not well understood by this eval uator
Does each client type require the Broker to nake a different client
Open request to it's upstream servers? What about routing brokers?

1.1.12 Auditability - P (was T) (based on our interpretation as
non-repudi ati on, rather than the definition given in reqts) The
expl anation of a History PIB is inconplete and therefore

i nconcl usi ve.

1.1.13 Shared Secret Not Required - T Except this clause in
[ COPSAAA] 6.2 page 14 "COPS MUST be capabl e of supporting TLS"

1.1.14 Ability to Carry Service Specific Attributes - P (was T)
a) COPS only allows a small nunber of unique objects to be added.
256 Object "classes" or types, with 256 subtypes or versions.

Client types are 16 bits long, where the high bit indicates
"enterprise" specific values. But pertain to a COPS peer-
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connection session. The client type seens to just identify the
i nformati on nodel for the nmessage. eg. it will be fixed to one
val ue for AAA

b) Service specific objects are not the same as Vendor Specific
bj ects. They pertain to objects within a client type.

c) The PIB nodel leads to a different nodel interoperability.
Because nost vendor product differ in sone way, each PIB will be
different, and sharing conmon provisioning profiles will be a
rather difficult mapping problemon the server.

d) It's not clear the different client types can be m xed or that
other objects definitions can be used from other defined client
types. It’'s really unclear how the client type of a connection
propagates in a proxy situation

1.2 Authentication Requirenments

1.2.1 NAI Support - T The requirement that RFC 2459 (X 509 profiles)
be net presunmes that Auth servers woul d not have a nmapping or |oca
transformation.

1.2.2 CHAP Support - T An Infornmation Mdel is being invoked, which
| don't see really fleshed out anywhere. [COPSAAA] does a bit of
handwavi ng and definitions but doesn’t deliver nuch neat.
Nonet hel ess, this could be handl ed al a RADI US

1.2.3 EAP Support - P (was T) Again with the non-existent
Information Model. To do EAP, this eval uator thinks another Request
or Decision type is needed here to indicate to proxies that an
extended nmessage exchange is in progress.

1.2.4 PAP/ Cl ear-text Passwords - T

1.2.5 Reauthentication on demand - T

1.2.6 Authorization w o Authentication - T

The conment "Please note: with existing algorithnms, any authorization
schene not based on prior authentication is nmeaningless" is
meani ngl ess out of application context.

1.3 Authorization Requirenments

1.3.1 Static and Dynamic | P Addr Assignment - T
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1.3.2 RADIUS Gateway Capability - P (was T). It would be interesting
to see RADIUS attributes wapped in some COPS "Informati on Model "

1.3.3 Reject Capability - T

1.3.4 Preclude Layer 2 Tunneling - T

More work for the "Informati on Model" aut hor!

1.3.5 Reaut horization on Demand - T

1.3.6 Support for Access Rules & Filters - P (was T) Yet nore work
for the "Informati on Model " author, including sone design issues

whi ch alluded the RADIUS and Di aneter designers. At |east an attenpt
was nmade in Dianmeter. There is nothing here.

1.3.7 State Reconciliation - P (was T). It is difficult for the

eval uator to understand how well the COPS nechanisns work in a

mul ti-admnistration situation, or in any proxy situation. Milti-
server coordination, if allowed, seenms to be |acking a description
1.3.8 Unsolicited Disconnect - T

1.4 Accounting Requirenents

1.4.1 Real Time Accounting - T

1. 4.2 Mandatory Conpact Encoding - T This evaluator does not believe
that ADIF is a conmpact format. But does believe that the Information
Model aut hor can design a PIB with accounting statistics that will
satisfy this requirenent.

1. 4.3 Accounting Record Extensibility - P (was T) By defining a
vendor/device specific PIB for additional elenents.

1.4.4 Batch Accounting - P (was T) Ofered description does not seem
to match the requirenent.

1.4.5 CQuaranteed Delivery - P (was T) TCP does NOT "guarantee

delivery", only application Acks can do that. |f these acks can be
generated sinmlar to the description here, then this requirenent is
met .
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1.4.6 Accounting Tinestanps - T Another itemfor the "Information
Model " aut hor.

1.4.7 Dynanic Accounting - T Event and interimaccounting can be
support ed.

1.5 MOBILE | P Requi renments

1.5.1 Encoding of MOBILE IP Registration Messages - P (was T) Yet
more work for the "Information Model" author. Hope he can handle it.

1.5.2 Firewall Friendly - P (was T) | guess. Because it uses TCP
and can be identified by known connection port. But there is an
issue with respect to the inpact |evel of nixed COPS traffic coning
t hrough a comon firewall port.

1.5.3 Allocation of Local Hone Agent - P (was T) Just add another
elenment to that "Information Model" definition

2. Summary Di scussion

COPS was designed to do sonme things sinilar to what we want and be
somewhat flexible, but with a totally different set of assunptions on
how many clients and requests woul d be funnel ed through the
infrastructure and the acceptabl e overhead. This evaluator is not
sure that it scales well to the fast evolving access market where
every product doesn't inplement a small set of commopn features, but a
| arge set of overl appi ng ones.

3. Ceneral Requirenents

COPS started out with small and easily nmet set of design goals for
RSVP and Di ffServe, and is evolving as a new hanrer to hit other
nails [COPSPR]. As COPS inplenentors get nore operationa
experience, it is interesting to see nore reliability fixes/features
qui ckly get patched in.

Under st andi ng COPS requires that you read a nunber RFCs and drafts
which do not readily integrate well together. Each application of
COPS has spawned a nunber of drafts. It’s not clear if one wants to
or can inplenent a single COPS server that can service AAA and ot her
application clients.

The COPS authors seemto overly believe in the goodness of TCP, and
rely onit to solve all their transport problens, with concessions to
application keep-alive nmessages to probe the connection status and
sequence nunmbers to prevent replay attacks. This evaluator believes
this type of approach may work for nany networks but really doesn't
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scale well in larger configurations. End-to-end application acks are
the only guaranteed delivery solution, particularly where distributed
state is involved

COPS falls into an in between place on encoding. It has small nunber
of sinple data object bl obs which are concatenated al a

RADI US/ Di aneter TLVs to forma flexible nmessage | ayout. However

they attenpt to limt the nunber of objects by making them
arbitrarily conplex ala SNMP M Bs, and defining yet another data
structuring | anguage for these PIBs. There is a |lot of conputer

sci ence style grandstanding in [ COPSAAA] Section 1.2, but no
translation into how a set of data objects can be used to neet these
wonderful features in operation. (or even if we needed thenm This
will be the crux of the interoperability issue. RAD US

i mpl enent ati ons i nteroperate because they at |east, understand a
common set of functional attributes fromthe RFCs. And vendor extent
ions can be sinply custonized in as needed via dictionaries. |If PIB
definitions are needed for every piece and version of access

equi pnent, before you can use it, then the bar for ease of
configuration and use has been raised quite high

Support for PIB definition and vendor extensions will be on the sane
order as MB integration in SNVP managenent products and put the
supposed conplexity of D aneter to shane.

4. Sumary Recommendati on

COPS has a structure that could be nade to serve as a AAA protocol
per haps by just copying the features of RADIUS and Di aneter into it.
The aut hor of [COPSAAA] and [ COPSConp] has not done the whole job yet
and sone of the missing pieces are vexing even for those already in
the field.

Wil e sone of the synergy with other COPS services is attractive
this evaluator is concerned about the liabilities of conbining AAA
services with the new enmergi ng COPS applications in a single server
entity will introduce nore conplexity than needed and opportunities
to have progress pulled into other rat-holes. (eg. Policy Franeworks)
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Appendi x D - Meeting Notes

The mi nutes of the team neetings as recorded by vari ous nenbers.
D.1 Mnutes of 22-Jun-2000 Tel econference

Recorded by: Mark Stevens

Argurments for and agai nst SNMP as an AAA protocol were given. Stuart
Bar kl ey gave a summary of the pro argunment. Mke St. Johns gave a
summary of the con argument. Dave Nel son asked for "instructions to
the jury" in an effort to determ ne what evidence could and coul d not
be used in neki ng deci sions.

The AAA evaluation criteria is weak in sone areas and in others it
appears to be witten with what mght be interpreted as undue
i nfluence from the NASREQ wor ki ng group

M ke St. Johns offered that we nust restrict ourselves to considering
only the evidence provided in the conpliance documents and any
supporting docunments to which they may refer

In summary: AAA evaluation criteria docunment, AAA evaluation criteria
source docunents, protocol response docunents and reference
docunent s.

The question as to what the group should do with mal f or ned

requi renents cane up. The consensus seened to be that we woul d use
the requirenents as adjusted in our |ast neeting where the

requi renents nade no sense

The floor was then given to Stuart Barkley for the pro SNVWP argunent.
Hi ghli ghts:

In nost areas the requirenents are net by SNWP
Confidentiality and Certificate transport nechani sns may be weak,
but workabl e.

* Wth regard to Authentication, every technique can be supported
al t hough support for PAP or cleartext passwords is weak

* Wth regard to Authorization, there is nothing in the requirenments
t hat cannot be supported.

* Accounting everything supported, although there is no specific
consi deration for conpact encoding. SNMP not as bl oated as ASCl
or XML based encoding schenes. Requirement for conpact encoding
weakly indicated in requirements anyway. Server-specific
attributes needed, but conpact encoding preclude w o tradeoffs.
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* Ok Ok *

Wth regard to nobile IP requirenent, everything works well,

al though firewall friendliness is a judgnment call

Proxy mechani sms of SNMPv3 nitigates problenms w firewalls.
Scalability is ok.

Overall, neets nost requirenents and shortfalls are mnor

In sone cases requirenents seened to expressed in a manner that
"stacks" the odds agai nst SNWP

SNWP i s depl oyed everywhere already.

The protocol has a well-understood behavior despite the tedi um of
MB definition, so it has the advantage of not requiring the
creation of a new infrastructure

AAA response docunent is silent on architecture and M B
definition, but there is too much work to do at this stage of

eval uation. Not having done the MB definitions and architecture
is not alimtation of the protocol

SNWP is a good candi dat e.

M ke St. Johns took the floor to give a sunmary of the con argunent.

*

Nei t her the requirenments, core documents nor response docunent
speci fy the nmechani sm of operation

Li berties were taken in the assertion that the server to server
interaction requirenents were net.

The scaling argunents are weak.

Fai |l -over arguments are weak.

Security aspects work well with the manager/server paradigm but
not well in bidirectional interactions anong peers.

The aut hentication requirenents not understood by authors of the
response docunent. * SNMP is just data noving protocol

Message formats not specified.

What is the nmethod for supporting authentication? Storing the
information is handl ed, but what do the nodes do with it?

The protocol certainly shined in the area of neeting accounting
requirenents.

Al t hough SNWP coul d certainly play a role in the accounting space,
it is unusable in the areas of Authorization and Authentication
The response docunent does not address how the problemw Il be

sol ved.

It does not address the scalability issues that may arise in the
transition froma manager-agent node of operation to a client-
server nodel

The group then exami ned each requirenment against SNVMP in a |ine-by-
line exercise
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D.2 Mnutes of 27-Jun-2000 Tel econference

Attendees - Al (Mke St. John, Dave Mtton, Dave Nel son, Mark
Stevens, Barney Wl ff, Stuart Barkley, Steven Crain, Basavaraj Patil)

M nutes recorded by : Basavaraj Patil
Eval uati on of RADI US++ AAA Requirenents

Pro : Mark Stevens
Con : Dave Nel son

- Question raised on if all neetings held so far have been recorded.
Last week’'s neeting was recorded by Mark. Previous neetings have
been recorded by Mke. Al of these minutes should be avail abl e
in the archive.

- Dave Nel son nentioned that Pat Cal houn has responded on the AAA WG
mailing list to the changes nade to the requirenents docunent by
the evaluation team Pat’s response includes argunents for
i nclusion of sone of the requirenents that were deleted by the
eval team

- Mke concluded that we can reinstate these requirenents after
reviewing Pat’s comments in detail and the RFCs referenced. The
intent is to take Pat’s comments/docunment and review it between
now and next Thursday (July 6th) and integrate the comments based
on the findings at that tine.

Voting Procedure for evaluation : No voting during the discussion.
Al'l votes MJUST be subnmitted to Mke by COB, June 28th, 00.

- Dave Nelson’s summary of the Con statenent for RADI US++.
Overvi ew of the points on which the evaluator disagrees with the
conmpl i ance st atenent.

Concl usion from Dave : Not recommended (Details in the con
statenent).

Q Is it possible to use it for accounting?

A: Aut hentication and Authorization could be separated, but
Accounting is the weak link in this protocol and hence is not
sui tabl e.

- Mark Steven’s summary of the Pro statenent
Agreed with nost of the observations nmade by Dave Nel son. The
bi ggest thing going for it is that it has been running in this
environnent for a while and it does neet nost of the requirenents
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in the docunent. Transition will be easy and backwards
conpatibility is a key plus point.

Poi nt - by- poi nt Di scussi on
CGeneral (1.1):
1.1.1 Scalability

BW- There is no actual limt on the nunber of outstanding requests.
The protocol itself does not limt the nunber

DN - Si mul t aneous requests is not the sane as outstandi ng requests.

Di scussi on of workarounds that have been inplemented to overcone this
probl em

1.1.2 Fail-over

DN - This is an application |ayer protocol and uses application |evel
time-outs to provide fail-over solutions. Analogy and di scussion on
the use of round-trip-tiner in TCP

Exanpl e of how robust a network can be based on a nachine at M T that
was decommi ssioned and a new one with the same nane installed in the
net wor k.

Di scussi on of environnents where proxies for primary, secondary and
tertiaries exist and the possible effect of flooding nessages in the
event of a fail-over detection

1.1.3 Mutual Authentication

No Di scussion. Accepted as stated.

1.1.4 Transnission |level security

This requirement was deleted fromthe Iist by the evaluation team
It was del eted because it is an overgeneralization of Roam Ops.

DN - There is a concern regarding what this really neans. Referred
to what Pat is saying about this on the list and the need for it to
be reinstat ed.

Suggestion to change the tag in the requirenents docunent to hop-by-
hop security.
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Does the Roanpbps group use transni ssion |evel security to inply hop-
by-hop security?

1.1.5 Data hject Confidentiality
M ke expl ai ned the concept of Cryptographic Message Syntax (CMS -
RFC2630). There are sone issues regarding the use of CVs at an end

point. Symmetric or Asymmetric keys can be used.

There does not seemto be a problemw th the suggested usage of CMS
i n RADI US++.

1.1.6/7 Data Object Integrity/Certificate Transport

No di scussion. (| guess everyone concurs with the statenment in the
conpl i ance docunment and the revi ewers conments).

1.1.8 Reliable AAA Transport

BW- Radius provides reliability at the application |ayer by doing
retransmi ssions. So why is there a need for a reliable AAA transport
pr ot ocol ?

- Is it packet loss that the protocol needs to be concerned about?
DN - This requirenent is tied to the failover issue. Explanation of
the negative inpact of retransnmissions in a network, especially in
the case of a web of proxies.

Conclusion is that this requirement deals with packet | oss.

1.1.9/10 Run over 1Pv4/6

Runni ng over | Pv6 should be a trivial issue.

1.1.11 Support Proxy and Routing Brokers

- Discussion on what this requirenment neans and anal ogy to DNS
servers in a network

- RADIUS can be extended to support this requirenment and fromthe
conpli ance docunent this does not appear to be fully cooked yet.

1.1.12 Auditability

No Di scussi on
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1.1.13 Shared Secret Not Required

This seens to be a trivial issue to be addressed in RADI USt++.
1.1.14 Ability to carry Service Specific Attributes

No Di scussion

Aut henti cati on Requirenents:

1.2.1 NAl Support

Trivial - Total conpliance.

1.2.2 CHAP Support

Comrent : RADI US support of CHAP could be better and the response
needs to be encrypted.

1. 2. 3/ 4 EAP/ PAP

No Di scussi on

1.2.5 Reaut hentication on Demand

DN - Docunent clainms that the server can reauthenticate by issuing an
Access-chal l enge. There is a change to the state nachine and the
suggested solution is too sinmplistic. Al so backwards conpatibility
woul d be an issue.

1.2.6 Authorization w o Authentication

DN - This is trivial to fix, but this is not mentioned in the
conpl i ance docunent.

Aut hori zati on Requirenents:

1.3.1 Static and Dynami c | P Addr assignnent

- RADIUS does not rise to the demands of being a resource nanager

- RADIUS assigns an address and it stays assigned for the session
There is no concept of |easing.

1.3.2 RADIUS Gateway Capability

This is a requirenent witten that is not applicable to RAD US
itself.
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1.3.3/4/5/6/7/8

Call dropped. Sonebody else needs to fill in here. (Mke ???7?)
Accounti ng Requirenents:

1.4.1 Real time accounting

No dissent. No discussion

1. 4.2 Mandatory conpact encodi ng

Comrent nmade regarding ASN.1 and XML in this context

1.4.3 Accounting Record Extensibility

No di scussion

1.4.4 Batch Accounting

No specific wording in the docunent to show how this can be done.
Basical!y it is real time accounting without the real tine
constraint.

It may be a trivial issue.

1.4.5/6 Guaranteed Delivery/Accounting Ti nestanps

No Di scussion

1. 4.7 Dynani ¢ Accounti ng

There is ongoing discussion in the AAA WG on this requirenent. The
RADIUS WG is al so discussing this (comment). The idea here is to be
able to send the equival ent of a phonecall in progress type of
nmessages.

Mobi l e | P Requirements:

1.5.1 Encoding of Mbile IP Reg. Messages

May be trivial. Discussion on what this requirenment really is. |Is
it just the ability to carry the reg. nessage as payl oad? Does the

AAA protocol have to delve into the reg. nessage and behave
differently.
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1.5.2 Firewall Friendly
No Di scussion
1.5.3 Allocation of Local Hone Agents

This concept needs to be clarified as the author witing the
conpliance statenent did not understand it either

If you notice anything that | recorded here as sonething
m sinterpreted, please feel free to nake corrections.

D.3 Mnutes of 29-Jun-2000 Tel econference
Attendees: M ke St. John, Dave Mtton, Dave Nel son, Barney Wl ff,
Stuart Barkl ey, Steven Crain, Basavaraj Patil.
M ssing: Mark Stevens.
M nutes recorded by: Stuart Barkl ey
Eval uation of D aneter AAA Requirenents

Advocat es:

Pro: Basavaraj Patil
Con: Barney Wl ff

Summary di scussi on:
PRO sunmary (Basavaraj Patil):
sessi on based
I i ght wei ght base + extensions
has i npl ementati on experience
based upon radi us
fixes specific problens with radius,
i nteroperates with radi us
| ooks like requirements are witten for dianeter
CON sunmmary (Barney Wl ff):
nmeets nost needs, designed with requirenments in mnd
i ssues: scalability in small devices (strong crypto specifically)

fail over (need gui dance on fail over recovery procedures)
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Data object confidentiality has been expressed as very inportant,
di aneter gl osses over it referring to rfc2630, cost to run on NAS
devi ce

ACL: filter style syntax seens inadequate

state reconciliation: difficult over global nultiple
adm ni strative donai ns

bat ch accounting: inplenentation doesn’t neet intended need
firewall friendly: until firewalls support SCTP will be failure
sunmary very cl ose
concer ns:
size and conplexity needs al nost all extensions to actually support
needs separation of SCTP and data (as per | ESG suggestion?)
application vs transport acks
Poi nt - by- poi nt Di scussi on
CGeneral (1.1):
1.1.1 Scalability

Handl es | arge nunber of requests

SCTP reduces proxy needs (how? what is justification for this
statenent ?)

Scalability in large
1.1.2 Fail-over

Recovery from SCTP failure needs discussion (Note to DM [ ncl ude
in final docunment considerations)

1.1.3 Mutual Authentication
No Di scussion
1.1.4 Transnission |level security

No Di scussi on
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1.1.5/6 Data Ohject Confidentiality/Data Object Integrity
Crypto in NAS
NAS needs knowl edge of when to use crypto
One Tine Passwords
1.1.7 Certificate Transport
No Di scussion
1.1.8 Reliable AAA Transport
No Di scussion
1.1.9/10 Run over |Pv4/6
No Di scussion
1.1.11 Support Proxy and Routing Brokers
No Di scussion
1.1.12 Auditability
No Di scussion
1.1.13 Shared Secret Not Required
No Di scussion
1.1.14 Ability to carry Service Specific Attributes
No Di scussion
Aut henti cati on Requirements:
1.2.1 NAl Support
No Di scussion
1.2.2 CHAP Support
No Di scussion
1. 2. 3/ 4 EAP/ PAP

No Di scussi on
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1.2.5 Reaut hentication on Demand
No Di scussion

1.2.6 Authorization w o Authentication
No Di scussion

Aut hori zati on Requirenents:

1.3.1 Static and Dynam c | P Addr assignnent
No Di scussion

1.3.2 RADI US Gateway Capability

Protocol requirenent or inplenentation/application requirenent?
Whi ch RADI US versions are to be supported? Which subset?

1.3.3 Reject Capability
No Di scussion
1.3.4 Preclude L2TP
No Di scussion
1. 3.5 Reauthorize on denand
Raj to look at this again
1.3.6 Support for ACLs

St andar di zes syntax not semantics.
St andardi zes semantics in NASREQ extension, but is very weak

1.3.7 State reconciliation

Appears to be weak in that server nust "query the world" to
restore its state

Just in tinme reconciliation

Si mul t aneous usage linmtations

More di scussi on needed
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1.3.8 Unsolicited di sconnect
No Di scussion
Accounti ng Requirenents:
1.4.1 Real time accounting
No Di scussion
1. 4.2 Mandatory conpact encodi ng

Is ADI F compact ?
Is ADIF UTF-8 conpati bl e?

1. 4.3 Accounting Record Extensibility
No Di scussion
1.4.4 Batch Accounting

D aneter okay for small batches. Specification doesn’'t seem
suitable for large batch transfers (100, 000+ records)

1.4.5 Quaranteed Delivery
No Di scussion
1. 4.6 Accounting Tinmestanps
No Di scussion
1.4.7 Dynamic Accounting
No Di scussion
Mobil e | P Requi renents:
1.5.1 Encoding of Mbile |IP Reg. Messages
Taken of faith
1.5.2 Firewall Friendly

| ssues with SCTP being supported initially through firewalls
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1.5.3 Allocation of Local Hone Agents

Still lack of understanding of the AAA protocol requirenments here
(versus just being a roanming attribute)

Overal |l sunmary:

D aneter seens to neet nost requirenments and is a likely candidate to
support AAA requirenents.

G her matters:

Votes on Dianeter should be in by Sunday evening. Sane format as
before. Mke will tally up as both najority and average votes.

Shoul d different requirenments have different weight?

Possibility of SNMP reconsideration as per ADs? To close off our
task in tinmefrane all ocated, should not reopen subm ssions or

di scussions. Could cause to drag on for long tine causing us to niss
our July 15 date.

Possibility of needing a few extra days to finish report due to
editing and revi ew needs of the group. MKke to ask ADs to consider
slight tine extension possibility.

"No di scussion" nmeans that the topic was nentioned but there we no
obj ections/issues raised on that requirenent being net.

These are based upon ny notes. Please send any corrections to the
list.

D.4 M nutes of 06-Jul -2000 Tel econf erence

M nut es of AAA- Team Tel econ 7/6/00
By: Barney Wl ff

Pro review of COPS - Dave Nel son
Li kes the object nodel

No apparent showstoppers.
WIl resend review with typos corrected.

Mtton, et al. I nf or mat i onal [ Page 78]



RFC 3127 AAA Protocol Eval uation Process June 2001

Con review of COPS - Dave Mtton

Architecture is nostly there

Strong dependency on info nodel, sceptical of object nodel
Problemw th info nodel in multi-vendor, multi-admnistration
envi ronnent .

How does server speak to multiple client flavors?

W1l resend review with typos corrected.

Comrent by M ke StJ "replace SNMP with COPS' - :) | think
Per-1tem di scussi on

1.1.1 Scalability - concern re always-on TCP. Direction to DM - add
general issue of nunber of connections.

1.1.2 Failover - No hot backup, but true of all protocols. (ie, no
explicit nention of server-server protocol that m ght keep a backup
server in sync so it could take over instantly.)

1.1.3 Miutual Authentication - perhaps relies on TLS. Draft does not
ot herwi se support this.

1.1.8 Reliable AAA Transport - TCP + appl heartbeat.

1.1.11 Proxy & Routing Brokers - client-type interaction wth proxy

is questionable. (In later discussion, it appears client-type is a

field in the request, and perhaps all AAA is one type, so nmay not be
an issue.)

1.1.13 Shared secret not req’'d - runs over TLS, no multiple | evels of
security.

1.2.1 NAl Support - some uncertainty on the inpact of RFC 2459 (X 509
profiles) on this - may restrict NAl in some way?

1.2.3 EAP Support - nulti-pass handshake needs work.

1.2.6 Authorization w thout Authentication - MKke conments the

requi renent is broken. BWcoment (post-neeting) - the requirenent
appears intended specifically to chastise RADIUS for requiring User-
Nanme and sone sort of password in an Access-Request, even if it's
sent pre-connect, on receipt of DNIS, for exanple. Sure it’'s silly,
but does it really nmatter whether an attribute is absent or filled
with "NONE"? This was just nasty sniping at RAD US on sonebody’s
part, imho.

1.3.2 RADIUS Gateway - skepticismwas expressed.
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1.3.4 Preclude L2 Tunnels - too nmuch handwavi ng.
1.3.6 Access Rules - lots of work needed.
1.3.7 State Reconciliation - multi-server coordination is an issue.
1.4.4 Batch Accounting - for snmall batches, perhaps.
1.4.5 Quaranteed Delivery - application acks are an area of mystery.
1.5.2 Firewal | -Friendly - COPS Iike any Sw ss-Arny-Knife protoco
(SNMP) requires the firewall to |l ook inside the packets, because
passi ng AAA may be all owed but not other protocol uses. So it would
be a big help, for both COPS and SNWP, to define a different port for
its AAA application.

D.5 Mnutes of 11-Jul-2000 Tel econference
Present: M ke, Bernard, Paul, Bert, Raj, Dave N., Dave M, Barney,
Stuart, Mark
Recorded By: Dave Nel son
M ke St. Johns set the ground rules.
An itemby itemreview of the sunmary results was hel d.
1.1.1 Question as to why SNMP and RADI US++ are "P"'? There are issues

regarding scaling of retries in a web of proxies (multi-Ilayer proxy;
primary, secondary tertiary servers at each |evel).

1.1.2 No protocol did very well. Sinilar issues as above, e.g. web
of proxies. Recovery of state froma previously failed prinary
server?

1.1.3 Question as to how serious is the need for this requirenent?
May be sone legitimate requirenents fromNMbile IP. 1Is this
requi renent an AAA-level issue?

1.1.4 Called hop-by-hop or transnission |evel?
1.1.5 Most protocols evaluated used CM5 to neet this requirenent.
Question as to applicability of CVMS for NASes and ot her edge devices?

There is a requirenment for object by object confidentiality.
consi der three-party scenari os.
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1.1.6 Question as to why SNWP did not rate the sane as for item
1.1.5? The evaluation is based on what was contained in the
subni ssi on docunents, rather than capabilities of the protoco
itself. Too much hand wavi ng.

1.1.7 No comments.

1.1.8 Question as to nmeaning of "reliable"? Discussion of transport
protocols was deferred to later in the neeting.

1.1.9 No comrents.

1.1.10 SNWP received "P" because of hand waving in the subm ssion
docunent s.

1.1.11 SNWP received "F" because this section of the subm ssion
docunent indicated "t.b.d.". D aneter was the only protoco
submi ssion to conpletely address this item

1.1.12 W treated this requirement as "non-repudiation". There is a
concern that digital signatures are conputationally expensive and are
not globally available. COPS has nore work to do on this item

1.1.13 Question that "no shared secrets" should be interpreted to
mean that an alternative key nmanagenent mechanismis avail able? W
treated this as neaning that application-layer security could be
turned off in deference to transport |ayer security. There had been
di scussion of the use of IKE in the AAA protocol

1.1.14 No comments.

1.2.1 No comments.

1.2.2 No conments.

1.2.3 No comments.

1.2.4 |s there a need for a clear-text "password" for service such as
OrP, SecurlD, et. al.? It was noted that all plain passwords are
exposed in clear-text at the NAS or other edge device, which is no
nmore inherently trustworthy than any AAA server or proxy.

1.2.5 W distinguished event-driven reauthentication fromtiner-
driven (or lifetime-driven). Howis this requirement to be net in a
proxy environment ?

1.2.6 W asserted that this requirenment is an oxynoron.
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1.3.1 W had difficulty in determining what "static" neant, and from
whi ch reference point it was neasured

1.3.2 W agreed that NAls could be handl ed, possibly with some
restrictions.

1.3.3 No coment.

1.3.4 The SNWP subni ssion docunments contai ned significant hand
wavi ng.

1.3.5 Simlar comments as to item 1.2.5. The question was raised as
to how the server knows when to send this request?

1.3.6 W found that the notation in Dianeter was weak, and of a |east
common denom nator nature. In general, there was concern about
achieving interoperability when the syntax was standardi zed but the
semantics were not. This area needs further work.

1.3.7 Question as to how this requirement is achieved via proxies?
1.4.1 No conment.

1.4.2 No comment.

1.4.3 No conment.

1.4.4 There was significant skepticismregardi ng batch accounting as
part of the AAA protocol. How large are the "batches"? Should this
requi renent be net using FTP or sonmething sinilar?

1.4.5 No conment.

1.4.6 No conment.

1.4.7 No conmment.

1.5.1 No conment.

1.5.2 There was sone di scussion of what constitutes firewal

friendly. It was suggested that the firewall didn't want to | ook

i nto packets much past the application protocol address (e.g. UDP or
TCP port nunber). Protocols such as SNWP and COPS that have usage
other than AAA are at a disadvantage, since the firewall nust |ook
deep into the application PDU to determ ne the intended purpose of

the packet. Dianeter suffers fromreliance of SCTP, which is not
wi dely depl oyed or widely recognized by firewalls. Should firewalls
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al so be AAA proxy engines? Has this issue anything to do with
interoperability with NAT?

1.5.3 W had sone confusion as to what the requirenment actually was.
Raj seenmed to be able to explain it, but the rest of us had to take
it on faith.

A poll was taken on overall acceptability and effort for each of the
protocols subnmitted, for requirenments confornance

Each nenber indicated their evaluation in the formof (Acceptable,
Not - Acceptable) with qualifiers for (Accounting, or effort to change)
This information will be sunmarized in the final report.

A general wrap-up discussion was held.

It was considered inportant that as much of the thought processes and
rati onal es be placed in the final report as is feasible. Mke St
John will work with Dave Mtton on the ID. W really need to neet
the | ETF July 14 submission deadline, even if we have to issue an
update on the AAAWG mailing list. All agreed that the process went
fairly well. In future evaluations of this nature, it would be wel
for the evaluators to foll ow the requirenents docunents closely, for
the subnmitters to create accurate and conpl ete confornance docunents,
and to allow a "re-spin" cycle to correct errors and om ssions in the
requi renents docunments and conformance docunents.

A di scussion of the transport protocol was held.

The issue with transport is congestion control. There has been a
problemw th streans-oriented applications over TCP. The IESGis
increasingly sensitive to this issue in new protocols. It was noted

that AAA was a transaction-oriented application. Oher request-
response applications, such as DNS, seemto scale welt to Internet-
scal e using sinple application-level retries and UDP transport. TCP
has probl ens with head-of-Iine blocking, especially when nultiple
sessions are using a single TCP connection. AAA typically will send
3 or 4 iterations and then indicate a failure to the upper I|ayers.

It won’t continue retransnissions in the face of congestion, |ike
TCP. It was noted that bulk data transfer may not best be

i npl emented in the AAA protocol. Concern was voiced that SCTP is not
a widely inplenented protocol. AAA will inplenent congestion contro

by limting the nunber of outstanding requests. Sone RADI US

i mpl ementations send lots of traffic when they encounter

m sconfigured shared secrets, but this is likely caused by a | ack of
proper error recovery. Dianmeter, as currently drafted, relies on
SCTP. Can AAA run over UDP? The IESG didn’t say "no"; their issue
i s addressing congestion control
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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