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Abst r act

This docunent defines the format of an electronic signature that can
remain valid over long periods. This includes evidence as to its
validity even if the signer or verifying party later attenpts to deny
(i.e., repudiates the validity of the signature).

The format can be considered as an extension to RFC 2630 and RFC
2634, where, when appropriate additional signed and unsigned
attri butes have been defi ned.

The contents of this Informational RFC is technically equivalent to
ETSI TS 101 733 V.1.2.2. The ETSI TS is under the ETSI Copyright (C
I ndi vi dual copies of this ETSI deliverable can be downl oaded from
http://ww. etsi.org
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1. Introduction

This docunent is intended to cover electronic signatures for various
types of transactions, including business transactions (e.qg.
purchase requisition, contract, and invoice applications) where |ong
termvalidity of such signatures is inportant. This includes
evidence as to its validity even if the signer or verifying party
|ater attenpts to deny (i.e., repudiates, see [ISONR]) the validity
of the signature).

El ectronic signatures can be used for any transacti on between an

i ndi vi dual and a conpany, between two conpani es, between an

i ndi vi dual and a governnental body, etc. This docunent is

i ndependent of any environnent. It can be applied to any environnent
e.g., smart cards, GSM SI M cards, special prograns for electronic
signatures etc.

An el ectronic signature produced in accordance with this docunent
provi des evidence that can be processed to get confidence that some
conmi tnment has been explicitly endorsed under a signature policy, at
a given time, by a signer under an identifier, e.g., a nane or a
pseudonym and optionally a role.

The European Directive on a community framework for Electronic

Si gnatures defines an electronic signature as: "data in electronic
formwhich is attached to or logically associated with other

el ectroni c data and which serves as a nethod of authentication". An
el ectronic signature as used in the current docunent is a form of
advanced el ectronic signature as defined in the Directive.

The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",

" RECOMVENDED', "NMAY", and "OPTIONAL" in this docunent (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].
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2 Overview
2.1 Am

The aim of this docunment is to define an Electronic Signature (ES)
that renmins valid over long periods. This includes evidence as to
its validity even if the signer or verifying party later attenpts to
deny (repudiates) the validity of the signature.

Thi s docunent specifies the use of trusted service providers (e.g.,
Ti me- Stanpi ng Authorities (TSA)), and the data that needs to be
archived (e.g., cross certificates and revocation lists) to neet the
requirenents of long termelectronic signatures. An electronic
signature defined by this docunent can be used for arbitration in
case of a dispute between the signer and verifier, which may occur at
some later tinme, even years later. This document uses a signature
policy, referenced by the signer, as the basis for establishing the
validity of an electronic signature.

2.2 Basis of Present Docunent

This docunent is based on the use of public key cryptography to
produce digital signatures, supported by public key certificates.

A Public key certificate is a public keys of a user, together with
sone other information, rendered unforgeable by encipherment with the
private key of the Certification Authority (CA) which issued it

(I TUT Recommendation X. 509 [1]).

This docunent al so specifies the uses of tine-stanping services to

prove the validity of a signature long after the nornmal lifetine of
critical elenents of an electronic signature and to support non-
repudiation. It also, as an option, defines the use of additiona

time-stanps to provide very long-term protection agai nst key
conmprom se or weakened al gorithns.

Thi s docunent builds on existing standards that are w dely adopted.
Thi s incl udes:

*  RFC 2459 [RFC2459] Internet X 509 Public Key Infrastructure
Certificate and CRL Profile (PKIX)

RFC 2630 [CMS] Crytographic Message Syntax (CMVS);

RFC 2634 [ESS] Enhanced Security Services (ESS)

RFC 2439 [OCSP] One-line Certificate Status Protocol (OCSP)

| TU-T Recommendation X 509 [1] Authentication framework

RFC (to be published) [TSP] PKI X Time Stanping protocol (TSP)

* % F F F

NOTE: See clause 8 for a full set of references.
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2.3 Major Parties

The following are the major parties involved in a business
transacti on supported by electronic signatures as defined in this

docunent :
* the Signer;
* the Verifier;
* the Arbitrator;
*

Trusted Service Providers (TSP).

A Signer is an entity that initially creates the electronic
signature. When the signer digitally signs over data using the
prescribed format, this represents a conmitnment on behal f of the
signing entity to the data being signed.

A verifier is an entity that verifies an evidence. (I1SOI|EC 13888-1
[13]). Wthin the context of this docunent this is an entity that
val i dates an el ectronic signature.

An arbitrator, is an entity which arbitrates di sputes between a
signer and a verifier when there is a disagreenent on the validity of
a digital signature.

Trusted Service Providers (TSPs) are one or nore entities that help
to build trust relationshi ps between the signer and verifier. Use of
some specific TSP services MAY be nmandated by signature policy. TSP
supporting services may provide the follow ng information: user
certificates, cross-certificates, time-stanping tokens, CRLs, ARLs,
OCSP responses.

The following TSPs are used to support the validation or the
verification of electronic signatures:

Certification Authorities;

Regi stration Authorities;

Repository Authorities (e.g., a Directory);

Ti me- St anpi ng Aut horities;

One-line Certificate Status Protocol responders;
Attribute Authorities;

Si gnature Policy Issuers.

L

Certification Authorities provide users with public key certificates.

Regi stration Authorities allows the registration of entities before a
CA generates certificates.
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Repository Authorities publish CRLs issued by CAs, cross-certificates
(i.e., CAcertificates) issued by CAs, signature policies issued by
Signature Policy Issuers and optionally public key certificates
(i.e., leaf certificates) issued by CAs.

Ti me- Stanping Authorities attest that sone data was forned before a
given trusted tine.

One-line Certificate Status Protocol responders (OSCP responders)
provi de information about the status (i.e., revoked, not revoked,
unknown) of a particular certificate.

A Signature Policy |Issuer issues signatures policies that define the
techni cal and procedural requirenents for electronic signature
creation, validation and verification, in order to neet a particular
busi ness need.

Attributes Authorities provide users with attributes Iinked to public
key certificates

2.4 Electronic Signatures and Validation Data

Val idation of an electronic signature in accordance with this
docunent requires

* The electronic signature; this includes:

- the signature policy;

- the signed user data;

- the digital signature;

- other signed attributes provided by the signer

- other unsigned attributes provided by the signer

Validation data which is the additional data needed to validate the
el ectronic signature; this includes:

- certificates references;

- certificates;

- revocation status information references;

- revocation status infornation

- time-stanps from Tine Stanping Authorities (TSAs).

* The signature policy specifies the technical requirenents on
signature creation and validation in order to neet a particular
busi ness need. A given legal/contractual context may recognize
a particular signature policy as neeting its requirenents.
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For exanple: a specific signature policy may be recogni zed by court
of law as neeting the requirenments of the European Directive for

el ectronic commerce. A signature policy may be witten using a
formal notation like ASN.1 or in an informal free text form provided
the rules of the policy are clearly identified. However, for a given
signature policy there shall be one definitive formwhich has a

uni que bi nary encoded val ue.

Signed user data is the user’s data that is signed.

The Digital Signature is the digital signature applied over the
followi ng attributes provided by the signer

hash of the user data (nessage digest);
signature Policy Identifier
* other signed attributes

The ot her signed attributes include any additional infornmation which
nmust be signed to conformto the signature policy or this docunent
(e.g., signing tine).

According to the requirenents of a specific signature policy in use,
various Validation Data shall be collected and attached to or
associated with the signature structure by the signer and/or the
verifier. The validation data includes CA certificates as well as
revocation status information in the formof certificate revocation
lists (CRLs) or certificate status information provided by an on-1ine
service. Additional data also includes tinme-stanps and other tine
rel ated data used to provide evidence of the timng of given events.
It is required, as a mninum that either the signer or verifier
obtains a tine-stanp over the signer’s signature or a secure tinme
record of the electronic signature nust be nmaintained. Such secure
records must not be undetectably nodified and nust record the tine
cl ose to when the signature was first vali dated.

2.5 Forms of Validation Data
An electronic signature may exist in many forns including:

* the Electronic Signature (ES), which includes the digita
signature and ot her basic information provided by the signer

* the ESwith Time-Stanp (ES-T), which adds a tinme-stanp to the

El ectronic Signature, to take initial steps towards providing
long termvalidity;
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* the ES with Conplete validation data (ES-C), which adds to the
ES-T references to the conplete set of data supporting the
validity of the electronic signature (i.e., revocation status
i nformation).

The signer nust provide at |east the ES form but in sone cases nmay
decide to provide the ES-T formand in the extrene case could provide
the ES-C form |f the signer does not provide ES-T, the verifier
nmust either create the ES-T on first receipt of an electronic
signature or shall keep a secure tine record of the ES. Either of
these two approaches provi de i ndependent evidence of the existence of
the signature at the tine it was first verified which should be near
the tine it was created, and so protects against |later repudiation of
the existence of the signature. |f the signer does not provide ES-C
the verifier nmust create the ES-C when the conplete set of revocation
and other validation data is avail able.

The ES satisfies the legal requirenents for electronic signatures as
defined in the European Directive on electronic signatures, see Annex
C for further discussion on relationship of this docunent to the
Directive. It provides basic authentication and integrity protection
and can be created wi thout accessing on-line (tine-stanping)

services. However, without the addition of a time-stanp or a secure
tinme record the el ectronic signature does not protect against the
threat that the signer later denies having created the electronic
signature (i.e., does not provide non-repudiation of its existence).

The ES-T tine-stanp or time record should be created close to the
time that ES was created to provide protection agai nst repudi ation.
At this tine all the data needed to conplete the validation may not
be avail abl e but what information is readily available nmay be used to
carry out some of the initial checks. For exanple, only part of the
revocation informati on nmay be available for verification at that
point in time. Generally, the ES-C form cannot be created at the
same time as the ES, as it is necessary to allowtinme for any
revocation information to be captured. Also, if a certificate is
found to be tenporarily suspended, it will be necessary to wait unti
the end of the suspension period.

The signer should only create the ES-C in situations where it was
prepared to wait for a sufficient length of tine after creating the
ES form before dispatching the ES-C. This, however, has the
advantage that the verifier can be presented with the conplete set of
data supporting the validity of the ES.

Support for ES-C by the verifier is mandated (see clause 6 for
speci fic conformance requirenents).
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An El ectronic Signature (ES), with the additional validation data
formng the ES-T and ES-Cis illustrated in Figure 1:

R e e ES-C---- +
IR e ES-T----- + |
[|+------ El ect. Signature (ES)---------- e R S +|
] #emmm - R SEEITEETEE b +| | Tine-Stanp || |Conplete ||
[1|]Signature|l | O her | | Digital || |over digital|| |certificate]]
[]||Policy IDl | Signed | |Signature|| |signature || |and |
[ 111 | |Attributes| | [] +------------ +| |revocation ||
[ ]| +--------- S L LR S +| | |references ||
R R + | +----mmee- - +|
I e + |
e T N N NS +
Figure 1: Illustration of an ES, ES-T and ES-C

The verifiers confornmance requirenents of an ES with a tine-stanp of
the digital signature is defined in subclause 6. 2.

The ES on its own satisfies the |legal requirenents for electronic
signatures as defined in the European Directive on electronic
signatures. The signers conformance requirenents of an ES are
defined in subclause 6.1, and are net using a structure as indicated
in figure 2:

|
i gnature| | O her | | Digital | |
olicy IDl | Signed | |Signature| |
|
|
|

owv

| |Attributes| | |

Figure 2: Illustration of an ES
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Where there are requirenents for long termsignatures wthout tine-
stanmping the digital signature, then a secure record is needed of the
time of verification in association with the electronic signature
(i.e., both nust be securely recorded). |In addition the certificates
and revocation information used at the time of verification should to
be recorded as indicated in figure 3 as an ES-C(bis).

R e e ES-C---- +
| |
| +------ El ect. Signature (ES)---------- +| e +|
| 4o ok S + | | Conplete ||
| ||Signature| | Oher | | Digital |]] | certificate|]
| ||Policy IDl | Signed | |Signature]|]] | and |
[ |1 | |Attributes| | 1] | revocation ||
| |+--------- S R SRR + | references ||
| e +| TS +|
| |
o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
Figure 3: Illustration of an ES-C(bis)

The verifiers conformance requirenments of an ES-C(bis) is defined in
subcl ause 6. 3.

Note: A tine-stanp attached to the electronic signature or a secure
time record helps to protect the validity of the signature even if
sonme of the verification data associated with the signature becone
conprom sed AFTER the signature was generated. The tinme-stanp or a
secure tine record provides evidence that the signature was generated
BEFORE t he event of conpronise; hence the signature will maintain its
validity status.

2.6 Extended Forns of Validation Data

The conpl ete validation data (ES-C) descri bed above nmay be extended
to forman ES with eXtended validation data (ES-X) to neet foll ow ng
addi ti onal requirenents.

Firstly, when the verifier does not has access to,

the signer’s certificate,
all the CA certificates that nmake up the full certification
pat h,

* all the associated revocation status information, as referenced
in the ES-C
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then the values of these certificates and revocation information nay
be added to the ES-C. This form of extended validation data is
called a X-Long.

Secondly, if there is a risk that any CA keys used in the certificate
chain may be conpronised, then it is necessary to additionally tine-
stanp the validation data by either

* time-stanping all the validation data as held with the ES(ES-
C), this eXtended validation data is called a Type 1 X-Ti ne-
St anp; or

* time-stanping individual reference data as used for conplete
val i dati on.

This formof eXtended validation data is called a Type 2 X-Ti ne-
St anp.

NOTE: The advant ages/ drawbacks for Type 1 and Type 2 X-Ti me- Stanp
are discussed in this docunent (see clause B.4.6.)

If all the above conditions occur then a conbination of the two
formats above may be used. This formof eXtended validation data is
call ed a X-Long-Ti nme- St anped

Support for the extended forns of validation data is optional

An Electronic Signature (ES) , with the additional validation data
formng the ES-X long is illustrated in Figure 4:

———————————————————————————————————————————————————————— ES- X Long--+
R T T EGCC-------- + |
| +---- Elect.Signature (ES)----+ e oA +
IS b ok H e +| Conpl ete| | | Conplete]| |
||| Signa- | |Gher | |Digital|| |Time-Stanp||certi- || |certi- |
[||ture | |Signed | |Signa- || |over ||ficate || |ficate |
[||Policy | |Attri- | |Jture || |digital | | and || |and |
[1|1D | |butes | | || |signature ||revoc. || |revoc |
|| +------- oo oo Ao trefs || |data ||
I T + F oA +
B + |
____________________________________________________________________ +
Figure 4: Illustration of an ES and ES- X | ong.
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An El ectronic Signature (ES) , with the additional validation data
form ng the extended Validation Data - Type 1 is illustrated in
Fi gure 5:

R e ES-X 1 -+
R R R EGCC-------- + |
|| +---- Elect.Signature (ES)----+ e oA + |
[ +eee- RIRCRISEEE oo | oo +| Conpl ete] | | ||
|| ||Sigha- | |OGher | |Digital|| |Time-Stanp||certifi-|| | Time- | |
[] ||ture | |Signed | |Signa- || |over || cate and|| | stanp | |
[| ||Policy | |Attri- | |ture || |digital ||revoc. || | over | |
[l ||ID | |butes | | || |signature ||refs || | CES | |
AR RSEEEEEE LIRSEEREEE LIRSEEREEE U ESEREERERES + 1] ||
[| +---mmmmmm - + temmmmm +HooA----- - + |
I e e + |
Fom e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e em e mam o +
Figure 5: Illustration of ES with ES-X Type 1

An Electronic Signature (ES) , with the additional validation data
form ng the exXtended Validation Data - Type 2 is illustrated in
Fi gure 6:

e e ES-X 2 ---+
R e EGCC-------- + |
|| +---- Elect.Signature (ES)----+ e oA + |
] --e - RIRCRISEEE oo | oo +| Conpl ete|| |Times | |
[]|]Signa- | |Oher | |Digital|]| |Time-Stanp||certs || | Stamp | |
[]|]ture | |Signed | |Signa- || |over | | and || |over | |
[|]|Policy | |Attri- | |ture || |digital || revoc. || | Conplete| |
[1]]1D | |butes | | || |signature ||refs || |certs | |
||| +------- oo oo Ao +] Il |and ||
R + e +| |revoc. | |
| | |refs ||
R e + - m oo - - +
o m m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
Figure 6: Illustration of ES with ES-X Type 2

2.7 Archive Validation Data

Before the algorithns, keys and ot her cryptographic data used at the
time the ES-C was built becone weak and the cryptographic functions
becone vul nerable, or the certificates supporting previous tinmne-
stanps expires, the signed data, the ES-C and any additi onal

i nformati on (ES-X) should be tinme-stanped. |f possible this should
use stronger algorithms (or |onger key lengths) than in the original
ti me- st anp.
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This additional data and tine-stanp is called Archive Validation Data
(ES-A). The Tine-Stanping process may be repeated every tine the
protection used to tinme-stanp a previous ES-A becone weak. An ES-A
may thus bear multiple enbedded tine stanps.

An exanpl e of an Electronic Signature (ES), with the additional
validation data for the ES-C and ES-X fornming the ES-Ais illustrated

in Figure 7.
R e ES-A -------- oo +
R L ES-A ---------mmm - - + |
| | +-------- ES- X -----cmmmem oo - + | |
[l | +-----t | hee---t
T S | |Time | | |Tine | |
[ 1 ] | |Stanmp| | |Stamp| |
|1 R BERSEEEE R
|l + | |
| o s e m e e e e e e e e e e e e e e e e e e e e o - o + |
S N T +
Figure 7: Illustration of ES -A

Support for ES-A is optional.
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2.8 Arbitration

The ES-C nay be used for arbitration should there be a dispute
bet ween the signer and verifier, provided that:

* a copy of the signature policy referenced by the signer is
avai |l abl e;

* the arbitrator knows where to retrieve the signer’s certificate
(if not already present), all the cross-certificates and the
required CRLs and/or OCSPs responses referenced in the ES-C

* none of the issuing key fromthe certificate chain have ever
been conproni sed

* the cryptography used at the tine the ES-C was built has not
been broken at the time the arbitration is perforned.

When the second condition is not nmet, then the plaintiff nust provide
an ES- X Long.

When it is known by sonme external neans that the third condition is
not net, then the plaintiff nust provide an ES-X Ti ne- St anped.

When the two previous conditions are not net, the plaintiff nust
provi de the two above information (i.e., an ES-X Ti me- St anped and
Long) .

When the last condition is not net, the plaintiff nust provide an
ES- A

It should be noticed that a verifier nay need to get two tinme stanps
at two different instants of time: one soon after the generation of
the ES and one soon after sonme grace period allowing any entity from
the certification chain to declare a key conprom se.

2.9 Validation Process
The Validation Process validates an electronic signature in
accordance with the requirenents of the signature policy. The output
status of the validation process can be:
val i d;
i nval id;
* inconplete verification.

A Valid response indicates that the signature has passed verification
and it conplies with the signature validation policy.
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A signature validation policy is a part of the signature policy which
specifies the technical requirements on the signer in creating a
signature and verifier when validating a signature.

An Invalid response indicates that either the signature format is
incorrect or that the digital signature value fails verification
(e.g., the integrity checks on the digital signature value fails or
any of the certificates on which the digital signature verification
depends is known to be invalid or revoked).

An Inconplete Validation response indicates that the format and
digital signature verifications have not failed but there is
insufficient information to determine if the electronic signature is
valid under the signature policy. This can include situations where
addi tional information, which does not effect the validity of the
digital signature value, nmay be available but is invalid.

In the case of Inconplete Validation, it may be possible to request
that the electronic signature be checked again at a |later date when
addi tional validation information nm ght becone available. Also, in
the case of inconplete validation, additional information may be nade
available to the application or user, thus allow ng the application
or user to decide what to do with partially correct electronic

si gnatures

The validation process may al so output validation data:

a signature tine-stanp;
the conpl ete validation data;
* the archive validation data.

2.10 Exanple Validation Sequence

Fi gure 8, and subsequent description, describes how the validation
process may build up a conplete electronic signature over tine.

Soon after receiving the electronic signature (ES) fromthe signer
(1), the digital signature value nmay be checked, the validation
process must at least add a tine-stanp (2), unless the signer has
provi ded one which is trusted by the verifier. The validation
process may al so validate the electronic signature, as required under
the identified signature policy, using additional data (e.qg.
certificates, CRL, etc.) provided by trusted service providers. |If
the validation process is not conplete then the output fromthis
stage is the ES-T.

Pi nkas, et al. I nf or mat i onal [ Page 16]



RFC 3126 El ectronic Signature Formats Sept ember 2001

When all the additional data (e.g., the conplete certificate and
revocation information) necessary to validate the electronic
signature first beconmes available, then the validation process:

* obtains all the necessary additional certificate and revocation
status infornation;

* conpletes all the validation checks on the ES, using the
complete certificate and revocation information (if a tinme-
stanp is not already present, this may be added at the same
stage conbining ES-T and ES-C process);

* records the conplete certificate and revocation references (3);

* indicates the validity status to the user (4).

R L ES-C ---------- +
[#-mmmmmm e ES-T -------- +
|| +--- Elect.Signature (ES) ----+ | +-------- +
IRt oo b b +| | Conplete] |
[]|]Signa- | |[OGher | |Digital|]||Tinme-Stanp|| |certifi-]| |
[]|]ture | | Signed | | Signa- ||| over || | cate and|
[|||Policy | |Attri- | |ture | ]|digital || |revoca- |
[1]]1D | |butes | | ||| signature || |tion |
[ ]| +------- I I oA - +| |referen-|
[|+------------ I R + A | |ces |
| \ | | - + |
| V1 / | " |
[+-----mmmmee - - L I + | |
e R T T I R T T [------ +
\ /2 -3 /
Fomm e - + | / /
| Signed [\ v / |
| User data | \ R R + R R +
R + \--->| Validation Process |---> |- Valid
I R [--~--+ 4 |- Invalid
| | | - Validation
v o v o | Inconpl ete|
I S T + . +
| Signature| | Trusted |
| Policy | | Service
| I'ssuer | |Provider
N S pepepe— +
Figure 8: Illustration of an ES with Conplete validation data (ES-C
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At the sanme tine as the validation process creates the ES-C, the
val i dati on process nay provide and/or record the val ues of
certificates and revocation status information used in ES-C, called
the ES-X Long (5). This is illustrated in figure 9:

R e e ES-X --------- +
R e ES-C-------- S SR + |
|| +--- Elect.Signature (ES) ----+ e + | | Conplete| |
[ ]| +------- + - + - oA - - +| Conplete| | |certifi-]| |
[]|]Signa- | |[Oher | |Digital|]|]|Time-Stanp||certifi-| | |cate | |
[]|]ture | | Signed | | Signa- ||| over || cate and| | |and | |
[|]|Policy | |Attri- | |ture | |]digital | | revoca- | | |revoca- | |
[1]]1D | |butes | | ||| signature ||tion | | Jtion | |
||| +------- LR R EE R S H Ao t/referen-| | |Data ||
[|+-------------- L + N | ces | | +------- + |
] \ | oo + ] ~
|l \ 1 2/ " | | |
R L T I R [------- + / |
S L IR I T I LT f------- +
\ / ---3----/ /
SRR T + | / R T 5----- /
| Signed [\ % | |/
| User data | \ R LR + R +
e + \--->| Validation Process |--->]| - Valid |
I R [--~--+4 | - Invalid |
| | R R +
v v
f S + Fo-mmm - - - +
| Signature| | Trusted |
| Policy | |Service |
| I'ssuer | |Provider|
N T + ohmemeen +
Figure 9: Illustration ES with eXtended validation data (Long)

When the validation process creates the ES-C it nay al so create
extended forms of validation data. A first alternative is to time-
stanp all data fornming the Type 1 X-Tine-Stanp (6). This is
illustrated in figure 10:
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R R ES-X ------- +
R e ES-C -------- SR SR + |
|| +--- Elect.Signature (ES) ----+ e + | [ Time- | |
IRt MRS b b +| Conpl ete| | |Stamp | |
[]|]Signa- | |[Oher | |Digital|]|]|Time-Stanp||certifi-| | |over | |
[1]|ture | |Signed | |Signa- |]|]|over || cate and| | |CES | |
[|||Policy | |Attri- | |ture ||| digital | |revoca- | | +------ + |
[11]1D | |butes | | ||| signature |[|tion | | A |
||| +------- toteo| et oo H Ao t/referen-| | | |
|| +---mmmmmmmm - |----mmmmmmm - + " | ces || | |
] | | oo + | .
N V1 2/ n | | |
[+---cmmmm - R I [------- + | |
R R R R L R R R R [----+
\ / ----3---/ /
Foeee - + | / R 6---/
| Signed [\ % | |/
| User data | \ R + e +
R + \--->| Validation Process |--->| - Valid |
e I [--"--+ 4 | - Invalid |
| | e +
v v
Fomm e e o + oemmm - +
| Signature| |Trusted |
| Policy | |Service |
| I'ssuer | |Provider|
[ TS + F--mm - - +

Figure 10: Illustration of ES with eXtended validation data -
Type 1 X-Ti ne-Stanp
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Another alternative is to tinme-stanp the certificate and revocation
i nformati on references used to validate the el ectronic signature (but
not the signature) (6'); this is called Type 2 X-Tinme-Stanped. This

is illustrated in figure 11
R e e ES-X ----------- +
R e ES-C-------- S R +
|| +--- Elect.Signature (ES) ----+ e + | | Time-Stanp|
1] - - RCRIEEEE oo oo +| Conpl ete| | |over ||
|[]|]Signa- | |[Oher | |Digital|]||Tinme-Stanp|]|certifi-| | |Conplete |
[]|]ture | | Signed | | Signa- ||| over || cate and| | |Certifi- |
[|]|Policy | |Attri- | |ture | |]digital || revoc. | | |cate and |
[1]]1D | |butes | | |||signature ||refs | | |revoc. |
[[|+------- B S| GHEE H AN ++---N----+ | |refs |
[ R REEEEEE o | | e + |
R L R [------ + n |
R R I e T [------- +
\ [ - 3---/ |
Fomme - + | 7 LT 6 ----- /
| Signed [\ % | /
| User data | \ R + R +
R + \--->| Validation Process |--->| - Valid
I LR [--7--+ 4 | - Invalid
| | b +
v v
T i e +
| Signature| | Trusted |
| Policy | | Service
| I'ssuer | |Provider
Fomm e e o + - mm - +
Figure 11: Illustration of ES with eXtended validation data -

Type 2 X-Ti ne-Stanp

Before the algorithms used in any of electronic signatures becone or
are likely, to be conpromi sed or rendered vulnerable in the future,
it is necessary to tinme-stanp the entire el ectronic signature,
including all the values of the validation and user data as an ES
with Archive validation data (ES-A)
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An ES-Ais illustrated in figure 12:

-------------------------------------------- ES-A ---m e
---------------------------------------------------------------- + |
e I ECC -------- +4- - - - - + | |
| | | Ti me-| | |
| +-- El ect.Signature (ES) -+ R + | Stamp| +------- +
[ | +------ R R | +------ +| Conpl ete| || over | Conplete|
||| Signa-||Other ||Digital||Tine- ||certifi-|||CES | |certi- |+----
|||ture ||Signed ||Signha- ||Stanmp ||cate and|]|+----- + |ficate | Arch-
||| Policy||Attri- ||ture | | over |]|revoca- |]|+------ + | and |ive
[1]1D | | butes || [|digit.|]tion ||| Time- | |revoca-|Tine
[ | +------ R ELEE = SR | | signa-||referen-|]||Stanp-| |tion | st anp|
[+-------mm--- [------------ +ture ||ces ||| over | |data | +----
| | F------ FA-- - - - - +| Conpl ete\ +------- + A
| | A A ||cert. | |1
R [---------------- [--------- | ----+]and rev| | | |
\ | / |[refs. | || |
\ | / Hommoo-- + [
----------------- I el I e R
S + \ | / I
| Signed | \2 | 3 / e T------- / |
| User data | \ | | / |
R \--+ \ | | / |
--------- L i I I B A e s &
\ v | | |
1\ - + - +
\-em- - - >| Validation Process |[---> | - Valid
R e [--"--+ 4 | - Invalid
| | b +
v v
Fome e + Heomeo oo +
| Signature| | Trusted |
| Policy | | Service
| I'ssuer | |Provider
Fomm e e o + - mm - +
Figure 12: Illustration of an ES with Archive validation data (ES-A)

2.11 Additional optional features of an ES

Thi s docunent al so defines additional optional features of an
el ectronic signature to:

i ndicate a conmitnment type being nade by the signer

* indicate the role under which a signature was created,
* support nultiple signatures.
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3. Data structure of an Electronic Signature

This clause uses and builds upon the Cryptographic Message Syntax
(Cvs), as defined in RFC 2630 [CM5], and Enhanced Security Services
(ESS), as defined in RFC 2634 [ESS]. The overall structure of

El ectronic Signature is as defined in [CM5]. The Electronic
Signature (ES) uses attributes defined in [CM5], [ESS] and this
docunent. This docunent defines in full the ES attributes which it
uses and are not defined el sewhere.

The mandated set of attributes and the digital signature value is
defined as the mninmum El ectronic Signature (ES) required by this
docunent. A signature policy MAY nandate other signed attributes to
be present.

3.1 Ceneral Syntax
The general syntax of the ESis as defined in [CVS].

3.2 Data Content Type
The data content type of the ES is as defined in [ CM5].
The data content type is intended to refer to arbitrary octet
strings, such as ASCI| text files; the interpretation is left to the
application. Such strings need not have any internal structure
(al t hough they could have their own ASN. 1 definition or other
structure).

3.3 Signed-data Content Type
The Signed-data content type of the ES is as defined in [CVS].
The signed-data content type consists of a content of any type and
zero or nore signature values. Any nunber of signers in parallel can
sign any type of content. The typical application of the signed-data
content type represents one signer’s digital signature on content of
the data content type
To nmake sure that the verifier uses the right certificate, this
docunent nandates that the hash of the signers certificate is always
included in the Signing Certificate signed attribute.

3.4 Signedbata Type

The syntax of the SignedData type of the ES is as defined in [ CM5].
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The fields of type SignedData have the neani ngs defined [ CVB] except
t hat :

* version is the syntax version nunber. The value of version
nmust be 3.

* The identification of signer’s certificate used to create the
signature is always present as a signed attribute.

* The degenerate case where there are no signers is not valid in
this docunent.

3.5 Encapsul atedContentl nfo Type

The syntax of the Encapsul atedContentinfo a type of the ES is as
defined in [ CM5].

For the purpose of long termvalidation as defined by this docunent,
it is advisable that either the eContent is present, or the data
which is signed is archived in such as way as to preserve the any
data encoding. It is inportant that the OCTET STRI NG used to generate
the signature remains the sanme every time either the verifier or an
arbitrator validates the signature.

The degenerate case where there are no signers is not valid in this
docunent .

3.6 Signerlnfo Type
The syntax of the Signerinfo a type of the ESis as defined in [CVg].

Per-signer information is represented in the type Signerinfo. 1In the
case of multiple independent signatures, there is an instance of this
field for each signer.

The fields of type Signerlnfo have the neanings defined in [ CVS]
except that signedAttributes nust, as a mninmum contain the
followi ng attri butes:

Cont ent Type as defined in clause 3.7.1.
MessageDi gest as defined in clause 3.7.2.

Si gni ngTine as defined in clause 3.7.3.
SigningCertificate as defined in clause 3.8. 1.
SignaturePolicyld as defined in clause 3.9.1.

* % Sk Ok

3.6.1 Message Digest Calculation Process

The nmessage di gest cal culation process is as defined in [CVS].
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3.6.2 Message Signature Generation Process

The input to the digital signature generation process is as defined
in [CV].

3.6.3 Message Signature Verification Process

The procedures for CMS signed data validation are as defined in [ CMVg]
and enhanced in this docunent.

The input to the signature verification process includes the signer’s
public key verified as correct using either the ESS Signi ng
Certificate attribute or the her Signing Certificate attribute.

3.7 OCM Inported Mandatory Present Attributes

The following attributes MIST be present with the signed-data defined
by this docunent. The attributes are defined in [ CVB].

3.7.1 Content Type

The syntax of the content-type attribute type of the ES is as defined
in [CVS].

3.7.2 Message Digest

The syntax of the message-digest attribute type of the ES is as
defined in [ CM5].

3.7.3 Signing Tine

The syntax of the nmessage-digest attribute type of the ES is as
defined in [CM5] and further qualified by this docunent.

The signing-tine attribute type specifies the tine at which the
signer clainms to have perfornmed the signing process.

Thi s present docunent reconmends the use of CeneralizedTi ne.
3.8 Alternative Signing Certificate Attributes

One, and only one, of the following two alternative attributes MJST
be present with the signed-data defined by this docunent to identify
the signing certificate. Both attributes include an identifier and a
hash of the signing certificate. The first, which is adopted in

exi sting standards, may be only used with the SHA-1 hashi ng
algorithm The other shall be used when other hashing algorithns are
to be support ed.
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The signing certificate attribute is designed to prevent the sinple
substitution and re-issue attacks, and to allow for a restricted set
of authorization certificates to be used in verifying a signature.

3.8.1 ESS Signing Certificate Attribute Definition

The syntax of the signing certificate attribute type of the ESis as
defined in [ESS], and further qualified and profile in this docunent.

The ESS signing certificate attribute nmust be a signed attribute.

Thi s docunent nandates the presence of this attribute as a signed CVS
attribute, and the sequence nust not be enpty. The certificate used
to verify the signature nust be identified in the sequence, the
Signature Validation Policy may mandate other certificate references
to be present, that may include all the certificates up to the point
of trust. The encoding of the ESSCertID for this certificate nust

i nclude the issuerSerial field.

The issuer AndSeri al Nunber present in the Signerlnfo nust be
consistent with issuerSerial field. The certificate identified nust
be used during the signature verification process. |f the hash of
the certificate does not match the certificate used to verify the
signature, the signature nust be considered invalid.

The sequence of policy information field is not used in this
docunent .

NOTE: Where an attribute certificate is used by the signer to
associate a role, or other attributes of the signer, with the
electronic signature this is placed in the Signer Attribute attribute
as defined in clause 3.12. 3.

3.8.2 Oher Signing Certificate Attribute Definition
The following attribute is identical to the ESS SigningCertificate
defined above except that this attribute can be used with hashing
al gorithnms other than SHA-1.

This attri bute nust be used in the sane manner as defined above for
the ESS SigningCertificate attribute.

The following object identifier identifies the signing certificate
attribute:

i d-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 19 }
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The signing certificate attribute value has the ASN. 1 syntax
O her Si gningCertificate

O herSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF Ot herCertl D,
policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
-- NOT USED IN THI S DOCUMENT

}

O herCertI D ::= SEQUENCE {
ot her Cert Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL

}

O herHash ::= CHO CE {
shalHash O herHashValue, -- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue

}
O her HashVal ue :: = OCTET STRI NG

O her HashAl gAndVal ue ::= SEQUENCE {
hashAl gorithm Al gorithm dentifier,
hashVal ue O her HashVal ue

}
3.9 Additional Mandatory Attributes

3.9.1 Signature policy ldentifier

Thi s docunent nandates that a reference to the signature policy, is
included in the signedbata, this reference is either explicitly
identified or inplied by the senmantics of the signed content and
other external data. A signature policy defines the rules for
creation and validation of an electronic signature, is included as a
signed attribute with every signature. The signature policy
identifier nust be a signed attribute.

The followi ng object identifier identifies the signature policy
identifier attribute:

i d-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 15}

Signature-policy-identifier attribute values have ASN. 1 type
Si gnat urePol i cyl dentifier.
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Si gnaturePolicyldentifier ::= CHO CEf
Si gnaturePolicyld Si gnat ur ePol i cyl d,
Si gnat urePol i cyl npl i ed Si gnaturePolicylnmplied }
Si gnaturePolicyld ::= SEQUENCE {
sigPolicyldentifier Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash
sigPolicyQualifiers SEQUENCE SI ZE (1..MAX) OF
Si gPolicyQalifierlnfo OPTI ONAL
}
Si gnaturePolicylnplied ::= NULL

The presence of the NULL type indicates that the signature policy is
inplied by the semantics of the signed data and ot her external data.

The sigPolicyld field contains an object-identifier which uniquely
identifies a specific version of the signature policy. The syntax of
this field is as follows:

SigPolicyld ::= OBJECT | DENTI FI ER

The sigPolicyHash field contains the identifier of the hash al gorithm
and the hash of the value of the signature policy.

If the signature policy is defined using a conputer processable
notation like ASN. 1, then the hash is calculated on the val ue w thout
the outer type and length fields and the hashing al gorithm nmust be as
specified in the field signPolicyHshAl g

If the signature policy is defined using another structure, the type
of structure and the hashing algorithmnust be either specified as
part of the signature policy, or indicated using a signature policy
qualifier.

Si gPol i cyHash ::= O her HashAl gAndVal ue

A signature policy identifier may be qualified with other infornmation
about the qualifier. The semantics and syntax of the qualifier is as
associated with the object-identifier in the sigPolicyQualifierld
field. The general syntax of this qualifier is as follows:

SigPolicyQualifierlnfo ::= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFI NED BY sigPolicyQualifierld
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Thi s docunent specifies the follow ng qualifiers:

* spuri: This contains the web URI or URL reference to the
signature policy

* spUserNotice: This contains a user notice which should be
di spl ayed whenever the signature is vali dated.

-- sigpolicyQualifierlds defined in this docunent
SigPolicyQualifierld ::= OBJECT | DENTI FI ER
i d-spg-ets-uri OBJECT IDENTIFIER ::={ iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smime(16) id-spq(5) 1}
SPuri ::= 1A5String
i d-spg-ets-unotice OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
sminme(16) id-spq(5) 2}

SPUser Noti ce ::= SEQUENCE {
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL
}
Not i ceRef erence ::= SEQUENCE ({
organi zati on Di spl ayText,
noti ceNunbers SEQUENCE OF | NTEGER
}
Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200))
}

3.10 CMVs Inported Optional Attributes

The following attributes MAY be present with the signed-data defined
by this docunent. The attributes are defined in ref [CMS5] and are
inmported into this specification and were appropriate qualified and
profiling by this docunent.
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3.10.1 Countersignature
The syntax of the countersignature attribute type of the ESis as
defined in [CM5]. The countersignature attribute nmust be an unsi gned
attribute.

3.11 ESS Inported Optional Attributes
The following attributes MAY be present with the signed-data defined
by this docunent. The attributes are defined in ref [ESS] and are
inmported into this specification and were appropriate qualified and
profiling by this docunent.

3.11.1 Content Reference Attribute

The content reference attribute is a link fromone SignedData to

another. It may be used to link a reply to the original nmessage to
which it refers, or to incorporate by reference one SignedData into
anot her.

The content reference attribute MJST be used as defined in [ESS]
The content reference MJUST be a signed attribute.

The syntax of the content reference attribute type of the ES is as
defined in [ESS].

3.11.2 Content ldentifier Attribute

The content identifier attribute provides an identifier for the
signed content for use when reference nmay be later required to that
content, for exanple in the content reference attribute in other
signed data sent |ater

The content identifier nust be a signed attribute.

The syntax of the content identifier attribute type of the ESis as
defined in [ESS].

The mini mal signedContentldentifier should contain a concatenation of
user-specific identification information (such as a user nane or
public keying material identification information), a GeneralizedTi ne
string, and a random nunber.

3.11.3 Content Hints Attribute
The content hints attribute provides information that describes the

format of the signed content. It may be used by the signer to
indicate to a verifier the precise format that MJST be used to
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present the data (e.g., text, voice, video) to a verifier. This
attribute MIST be present when it is mandatory to present the signed
data to hunman users on verification

The syntax of the content hints attribute type of the ESis as
defined in ESS (RFC 2634, section 2.9 [9]).

When used to indicate the precise format of the data to be presented
to the user the followi ng rules apply:

The content Type (defined in RFC 2630 [8]) indicates the type of the
associated content. It is an object identifier (i.e., a unique
string of integers) assigned by an authority that defines the content

t ype.

The UTF8String shall define the presentation format. The fornmat may
be defined by M ME types as indicated bel ow

Note 1. The content Type can be id-data defined in CM5 (RFC 2630 [8]).
The UTF8String can be used to indicate the encoding of the data, I|ike
M ME type. RFC 2045 [25] provides a common structure for encoding a
range of electronic docunments and other multi-nedia types, see annex
B for further information, a system supporting verification of

el ectronic signature nay present infornmation to users in the form
identified by the M ME type.

i d-data OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkecs7(7) 1}

3.12 Addi tional Optional Attributes

3.12.1 Conmitnent Type Indication Attribute
There may be situation were a signer wants to explicitly indicate to
a verifier that by signing the data, it illustrates a type of
conmi tnent on behalf of the signer. The conm tnent Typel ndi cation
attribute conveys such information.
The conmi t ment Typel ndi cation attribute nust be a signed attribute.
The conmitnent type may be

* defined as part of the signature policy, in which case the

commitnent type has precise senantics that is defined as part
of the signature policy.
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* be a registered type, in which case the conmitnent type has
preci se senantics defined by registration, under the rul es of
the registration authority. Such a registration authority may
be a trading association or a |legislative authority.

The signature policy specifies a set of attributes that it
"recogni zes". This "recogni zed" set includes all those commtnent
types defined as part of the signature policy as well as any
externally defined comm tnent types that the policy may choose to
recogni ze. Only recognized conmitnent types are allowed in this
field.

The followi ng object identifier identifies the comm tnent type
i ndi cation attribute:

i d-aa-ets-conmi tment Type OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 16}

Conmmi t nent - Type-Indication attribute val ues have ASN. 1 type
Conmmi t ment Typel ndi cat i on.

Conmmi t ment Typel ndi cation ::= SEQUENCE {
conmmi t nent Typel d Conmmi t ment Typel dentifier,
conmi t ment TypeQual i fier SEQUENCE SI ZE (1..MAX) OF
Conmi t nent TypeQual i fi er OPTI ONAL
}
Conmmi t ment Typel dentifier ::= OBJECT | DENTI FI ER
Conmi t nent TypeQual i fier ::= SEQUENCE {

conmi t nent Typel denti fier Conmi t nent Typel denti fi er,
qualifier ANY DEFI NED BY
conmmi t nent Typel denti fier

The use of any qualifiers to the commtnent type is outside the scope
of this docunent.

The followi ng generic commtment types are defined in this docunent:

id-cti-ets-proof O Origin OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
cti(6) 1}

id-cti-ets-proof Of Recei pt OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) smi nme(16)
cti(6) 2}
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id-cti-ets-proof OfDelivery OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) cti(6) 3}

id-cti-ets-proof O Sender OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
cti(6) 4}

id-cti-ets-proof O Approval OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) cti(6) 5}

id-cti-ets-proof 0f Creation OBJECT IDENTIFIER ::= { iso(1l)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) cti(6) 6}

These generic conmtnment types have the foll owi ng neani ng:

Proof of origin indicates that the signer recogni zes to have created,
approved and sent the nessage.

Proof of receipt indicates that signer recognizes to have received
the content of the nessage.

Proof of delivery indicates that the TSP providing that indication
has delivered a nessage in a |local store accessible to the recipient
of the nmessage.

Proof of sender indicates that the entity providing that indication
has sent the nmessage (but not necessarily created it).

Proof of approval indicates that the signer has approved the content
of the nmessage.

Proof of creation indicates that the signer has created the nessage
(but not necessarily approved, nor sent it).

3.12.2 Signer Location attribute

The signer-location attribute is an attribute which specifies a
menoni ¢ for an address associated with the signer at a particul ar
geographical (e.g., city) location. The mmenonic is registered in
the country in which the signer is located and is used in the
provi sion of the Public Tel egram Service (according to ITUT
Recommendation F.1 [PTS]).

The signer-location attribute nmust be a signed attribute.
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The following object identifier identifies the signer-location
attribute:

i d- aa-ets-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 17}

Signer-location attribute values have ASN. 1 type SignerlLocati on.

Si gner Location ::= SEQUENCE {
-- at least one of the follow ng nust be present
count r yNane [0] DirectoryString OPTI ONAL,
-- as used to nanme a Country in X 500
| ocal i t yNane [1] DirectoryString OPTI ONAL,
-- as used to nanme a locality in X 500
post al Adddr ess [ 2] Postal Address OPTI ONAL
}
Post al Address ::= SEQUENCE SIZE(1..6) OF DirectoryString

3.12.3 Signer Attributes attribute

The signer-attributes attribute is an attribute which specifies
additional attributes of the signer (e.g., role).

It may be either:

claimed attributes of the signer; or
* certified attributes of the signer;

The signer-attributes attribute nust be a signed attribute.

The following object identifier identifies the signer-attribute
attribute:

i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 18}

signer-attribute attribute values have ASN. 1 type SignerAttribute.
SignerAttribute ::= SEQUENCE OF CHO CE {

clainedAttri butes [0] dainmedAttri butes,
certifiedAttributes [1] CertifiedAttributes

}
ClainmedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate
-- as defined in X. 509 : see section 10.3
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NOTE: The clainmed and certified attribute are inported fromITUT
Recommendati ons X. 501 [16] and | TU- T Recommendati on X. 509: Draft
Amendrment on Certificate Extensions, Cctober 1999.

3.12.4 Content Time-Stanp attribute

The content tine-stanp attribute is an attribute which is the tine-
stanmp of the signed data content before it is signed.

The content tine-stanp attribute nmust be a signed attribute.

The following object identifier identifies the signer-attribute
attribute:

i d-aa-ets-content Ti nestanp OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm ne(16) id-aa(2) 20}

Content time-stanp attribute values have ASN. 1 type Content Ti nest anp:
Cont ent Ti mest anp: : = Ti neSt anpToken

The val ue of messagelnprint field within Ti meStanpToken nust be a
hash of the value of eContent field within encapContentlnfo within
t he si gnedDat a.
For further information and definition of TineStanpToken see [TSP].
3.13 Support for Miltiple Signatures
3.13.1 I ndependent Signatures

Mul tipl e i ndependent signatures are supported by independent
Signerinfo fromeach signer.

Each Signerinfo nust include all the attributes required under this
docunent and nust be processed i ndependently by the verifier

3.13.2 Enbedded Signatures

Mul tipl e enbedded signatures are supported using the counter-
signature unsigned attribute (see clause 3.10.1). Each counter
signature is carried in Countersignature held as an unsi gned
attribute to the Signerinfo to which the counter-signature is
appl i ed.
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4, Validation Data

This clause specifies the validation data structures which builds on
the el ectronic signature specified in clause 3. This includes:

* Time-Stanp applied to the el ectronic signature val ue.

*  Conplete validation data which conprises the tine-stanp of the
signature value, plus references to all the certificates and
revocation information used for full validation of the
el ectroni c signature.

The follow ng optional eXtended forns of validation data are al so
defi ned:

* X-timestanp: There are two types of time-stanp used in extended
val i dati on data defined by this document.

- Type 1 -Tinme-Stanp which conprises a time-stanp over the ES
with Conplete validation data (ES-C).

- Type 2 X-Tine-Stanp which conprises of a tinme-stanp over the
certification path references and the revocation information
ref erences used to support the ES-C

* X-Long: This conprises a Conplete validation data plus
the actual values of all the certificates and revocation
informati on used in the ES-C

* X-Long-Tinme-Stanp: This conprises a Type 1 or Type 2 X-
Ti restanp plus the actual values of all the certificates
and revocation information used in the ES-C.

This clause al so specifies the data structures used in Archive
val i dati on dat a:

*  Archive validation data conprises a Conplete validation data,
the certificate and revocation values (as in a X-Long
val idation data), any other existing X-tinmestanps, plus the
Si gned User data and an additional archive tinme-stanp over al
that data. An archive time-stanp may be repeatedly applied
after long periods to maintain validity when electronic
signature and tinestanping al gorithns weaken.

The additional data required to create the fornms of electronic

signature identified above is carried as unsigned attributes
associated with an individual signature by being placed in the
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unsi gnedAttrs field of Signerinfo. Thus all the attributes defined
in clause 4 are unsigned attri butes.

NOTE: VWhere nultiple signatures are to be supported, as described in
cl ause 3.13, each signature has a separate Signerlnfo. Thus, each
signature requires its own unsigned attribute values to create ES-T,
ES-C etc.

4.1 Electronic Signature Tinmestanp

An El ectronic Signature with Tinmestanp is an El ectronic Signature for
which part, but not all, of the additional data required for
validation is available (e.g., sone certificates and revocation
information is available but not all).

The m ni num structure Tinestanp validation data is the Signature
Timestanp Attribute as defined in clause 4.1.1 over the ES signature
val ue.

4.1.1 Signature Tinmestanp Attribute Definition

The Signature Tinestanp attribute is tinmestanp of the signature
value. It is an unsigned attribute. Several instances of this
attribute fromdifferent TSAs nay occur with an el ectronic signature.

The Signature Validation Policy specifies, in the

si gnat ur eTi mest anpDel ay field of TinestanpTrust Conditions, a nmaxinmm
acceptable tinme difference which is all owed between the tine
indicated in the signing tinme attribute and the tinme indicated by the
Signature Tinestanp attribute. |[If this delay is exceeded then the

el ectronic signature nust be considered as invalid.

The followi ng object identifier identifies the Signature Tinmestanp

attribute
i d-aa-si gnatureTi neSt anpToken OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16)
id-aa(2) 14}

The Signature tinestanp attribute value has ASN. 1 type
Si gnat ur eTi meSt anpToken

Si gnat ur eTi neSt anpToken :: = Ti neSt anpToken
The val ue of nessagelnprint field within TimeStanpToken nust be a

hash of the value of signature field within Signerlinfo for the
si gnedDat a bei ng ti nestanped.
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For further information and definition of TineStanpToken see [TSP].
4.2 Conplete Validation Data

An el ectronic signature with conplete validation data is an

El ectronic Signature for which all the additional data required for
validation (i.e., all certificates and revocation information) is
avai l abl e. Conplete validation data (ES-C) build on the electronic
signature Time-Stanp as defined above.

The m ni num structure of a Conplete validation data is:

the Signature Tine-Stanp Attribute, as defined in clause 4.1.1;
Complete Certificate Refs, as defined in clause 4.2.1;
Conpl ete Revocation Refs, as defined in clause 4.2.2.

The Conpl ete validation data MAY al so include the foll ow ng
additional information, formng a X-Long validation data, for use if
| ater validation processes may not have access to this information:

Conpl ete Certificate Values, as defined in clause 4.2.3;
* Conpl ete Revocation Values, as defined in clause 4.2.4.

The Conplete validation data MAY al so include one of the follow ng
additional attributes, fornmng a X-Time-Stanp validation data, to
provi de additional protection against |ater CA conpromnise and provide
integrity of the validation data used:

ES-C Time-Stanp, as defined in clause 4.2.5; or
*  Time-Stanped Certificates and CRLs references, as defined in
cl ause 4. 2. 6.

NOTE 1: As long as the CA's are trusted such that these keys cannot
be conprom sed or the cryptography used broken, the ES-C provides
Il ong term proof of a valid electronic signature.

A valid electronic signature is an electronic signature which passes
val idation according to a signature validation policy.

NOTE 2: The ES-C provides the follow ng inportant property for |ong
standi ng signatures; that is having been found once to be valid, nust
continue to be so nonths or years later. Long after the validity
period of the certificates have expired, or after the user key has
been conproni sed
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4.2.1 Conplete Certificate Refs Attribute Definition

The Conplete Certificate Refs attribute is an unsigned attribute. It
references the full set of CA certificates that have been used to
validate a ES with Conplete validation data (ES-C) up to (but not
including) the signer’'s certificate. Only a single instance of this
attribute nmust occur with an electronic signature.

Note: The signer’'s certified is referenced in the signing certificate
attribute (see clause 3.1).

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(1l6) id-aa(2) 21}

The conplete certificate refs attribute value has the ASN. 1 syntax
Conpl eteCertificateRefs.

Conpl eteCertificateRefs ::= SEQUENCE OF OTHERCert| D
OTHERCertI D is defined in clause 3.8. 2.

The IssuerSerial that nust be present in OTHERCertID. The certHash
must match the hash of the certificate referenced

NOTE: Copies of the certificate values may be held using the
Certificate Values attribute defined in clause 4.3.1.

4.2.2 Conplete Revocation Refs Attribute Definition
The Conpl ete Revocation Refs attribute is an unsigned attribute.
Only a single instance of this attribute nust occur with an
el ectronic signature. It references the full set of the CRL or OCSP
responses that have been used in the validation of the signer and CA
certificates used in ES with Conpl ete validation data.

The following object identifier identifies the Conpl et eRevocati onRefs
attribute:

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 22}

The conplete revocation refs attribute value has the ASN. 1 syntax
Conpl et eRevocat i onRef s.

Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
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Crl CcspRef ::= SEQUENCE {
crlids [0] CRLListID OPTI ONAL,
ocspi ds [1] CcspListID OPTI ONAL,
ot her Rev [2] O herRevRefs OPTI ONAL
}

Conpl et eRevocati onRefs nmust contain one Ol CcspRef for the signing
certificate, followed by one for each OTHERCertID in the

Conpl eteCertificateRefs attribute. The second and subsequent

Crl CcspRef fields nmust be in the sane order as the OTHERCertID to
which they relate. At |east one of CRLListID or QcspListlD or

O her RevRefs should be present for all but the "trusted" CA of the
certificate path.

CRLListID ::= SEQUENCE {
crls SEQUENCE OF Crl Val i dat edl D}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crlildentifier Crlldentifier OPTIONAL}
Crildentifier ::= SEQUENCE {
crlissuer Nane,
crllssuedTi nme UTCTi ne,
crl Number | NTEGER OPTI ONAL
}
CcspListI D ::= SEQUENCE {
ocspResponses SEQUENCE OF CcspResponses| D}
CcspResponses| D :: = SEQUENCE {
ocspldentifier Ccspl dentifier,
ocspRepHash O her Hash OPTI ONAL
}
Ccspldentifier ::= SEQUENCE {
ocspResponder | D Responder | D,
-- As in OCSP response data
pr oducedAt Gener al i zedTi ne
-- As in OCSP response data
}

When creating an crlValidatedl D, the crlHash is conputed over the
entire DER encoded CRL including the signature. The crlldentifier
woul d norrmal Iy be present unless the CRL can be inferred from ot her
i nformati on.
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The crlldentifier is to identify the CRL using the issuer nanme and
the CRL issued tinme which nmust correspond to the time "thi sUpdate"
contained in the issued CRL. The crlListID attribute is an unsigned
attribute. 1In the case that the identified CRL is a Delta CRL then
references to the set of CRLs to provide a conplete revocation |ist
nmust be i ncl uded.

The Qcspldentifier is to identify the OSCP response using the issuer
nane and the tine of issue of the OCSP response whi ch nust correspond
to the time "producedAt"” contained in the i ssued OCSP response.

Since it may be needed to nmake the difference between two OCSP
responses received within the sane second, then the hash of the
response contained in the OcspResponsesl D nay be needed to sol ve the
ambi gui ty.

NOTE: Copies of the CRL and OCSP responses val ues may be held using
t he Revocation Values attribute defined in clause 4.3. 2.

O her RevRefs ::= SEQUENCE {

ot her RevRef Type O her RevRef Type,

ot her RevRef s ANY DEFI NED BY ot her RevRef Type
}
O her RevRef Type ::= OBJECT | DENTI FI ER

The syntax and senantics of other revocation references is outside
the scope of this docunent. The definition of the syntax of the
other form of revocation information is as identified by

O her RevRef Type.

4.3 Extended Validation Data

4.3.1 Certificate Values Attribute Definition
The Certificate Values attribute is an unsigned attribute. Only a
single instance of this attribute nust occur with an electronic
signature. 1t holds the values of certificates referenced in the
Compl eteCertificateRefs attribute.
Note: If an Attribute Certificate is used, it is not provided in this
structure but nust be provided by the signer as a signer-attributes
attribute (see clause 12.3).

The following object identifier identifies the CertificateVal ues
attribute:

i d-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 23}
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The certificate values attribute value has the ASN. 1 syntax
CertificateVal ues.

CertificateValues ::= SEQUENCE OF Certificate
Certificate is defined in RFC2459 and | TU-T Recomendation X 509 [1])

4.3.2 Revocation Values Attribute Definition
The Revocation Values attribute is an unsigned attribute. Only a
single instance of this attribute nust occur with an electronic
signature. 1t holds the values of CRLs and OCSP referenced in the

Conpl et eRevocati onRefs attri bute.

The followi ng object identifier identifies the Revocation Val ues

attribute:
i d-aa-ets-revocationVal ues OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
i d-aa(2) 24}

The revocation values attribute value has the ASN. 1 syntax
Revocat i onVal ues.

RevocationVal ues ::= SEQUENCE {
crlVals [0] SEQUENCE OF CertificateLi st OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVal s [2] O herRevVals

}

O herRevVal s ::= SEQUENCE {
ot her RevVal Type O her RevVal Type,
ot her RevVal s ANY DEFI NED BY ot her RevVal Type

}

O her RevVal Type ::= OBJECT | DENTI FI ER

The syntax and senantics of the other revocation values is outside
the scope of this docunent. The definition of the syntax of the
other form of revocation information is as identified by

O her RevRef Type.

CertificateList is defined in RFC 2459 [RFC2459] and in ITU-T
Recommendati on X. 509 [ X509]).

Basi cOCSPResponse is defined in RFC 2560 [ OCSP].
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4.3.3 ES-C Tine-Stanp Attribute Definition

This attribute is used for the Type 1 X-Tine-Stanped vali dati on data.
The ES-C Tine-Stanp attribute is an unsigned attribute. It is tine-
stanp of a hash of the electronic signature and the conplete
validation data (ES-C). It is a special purpose TineStanpToken
Attribute which tinme-stanps the ES-C. Several instances instance of
this attribute may occur with an electronic signature fromdifferent
TSAs.

The follow ng object identifier identifies the ES-C Tinme-Stanp

attribute:
i d-aa-ets-escTineStanp OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
i d-aa(2) 25}

The ES-C tine-stanp attribute value has the ASN. 1 syntax
ESCTi neSt anpToken.

ESCTi neSt anpToken :: = Ti neSt anpToken

The val ue of nessagelnprint field within Ti meStanpToken nust be a
hash of the concatenated val ues (without the type or |ength encoding
for that value) of the follow ng data objects as present in the ES
with Conplete validation data (ES-O):

* signature field within Signerlnfo;

*  SignatureTi neStanpToken attri bute;

*  ConpleteCertificateRefs attribute;

*  Conpl et eRevocati onRefs attribute.

For further information and definition of the Tine Stanp Token see
[TSP].

4.3.4 Time-Stanped Certificates and CRLs Attribute Definition

This attribute is used for the Type 2 X-Tine-Stanp validation data.
A Ti mest anpedCert sCRLsRef attribute is an unsigned attribute. It is
a list of referenced certificates and OCSP responses/ CRLs which are
been tine-stanped to protect against certain CA conpronises. |Its
syntax is as follows:

The follow ng object identifier identifies the
Ti nest anpedCert sCRLsRef attribute:
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i d-aa-ets-cert CRLTi nestanp OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
i d-aa(2) 26}

The attribute value has the ASN. 1 syntax Ti mestanpedCertsCRLs.
Ti mest anpedCert sCRLs :: = Ti neSt anpToken

The val ue of nessagelnprint field within TimeStanpToken nust be a
hash of the concatenated val ues (w thout the type or |ength encoding
for that value) of the follow ng data objects as present in the ES
with Conplete validation data (ES-O):

Conpl eteCertificateRefs attribute;
*  Conpl et eRevocati onRefs attribute

4.4 Archive Validation Data

Where an electronic signature is required to last for a very long
time, and a the tinme-stanp on an electronic signature is in danger of
being invalidated due to al gorithm weakness or linmits in the validity
period of the TSA certificate, then it may be required to time-stanp
the el ectronic signature several tinmes. Wien this is required an
archive tinme-stanp attribute may be required. This tinme-stanp may be
repeatedly applied over a period of tine.

4.4.1 Archive Tine-Stanp Attribute Definition

The Archive Tinme-Stanp attribute is tinme-stanp of the user data and
the entire electronic signature. |If the Certificate values and
Revocation Values attributes are not present these attributes nust be
added to the electronic signature prior to the tinme-stanp. The
Archive Time-Stanp attribute is an unsigned attribute. Severa
instances of this attribute may occur with on electronic signature
both over tine and fromdifferent TSAs.

The following object identifier identifies the Nested Archive Tine-
Stanp attribute:

i d-aa-ets-archiveTi mestanp OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
id-aa(2) 27}

Archive tinme-stanp attribute values have the ASN 1 syntax
Ar chi veTi meSt anpToken

Ar chi veTi meSt anpToken :: = Ti meSt anpToken
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The val ue of nessagelnprint field within Tine-StanpToken nust be a
hash of the concatenated values (w thout the type or |ength encoding
for that value) of the follow ng data objects as present in the

el ectroni c signature:

encapContentl nfo eContent OCTET STRI NG

signedAttributes

signature field within Signerlnfo;

Si gnat ur eTi meSt anpToken attri but e;

Compl eteCertificateRefs attribute;

Conpl et eRevocati onData attri bute;
CertificateValues attribute

(I'f not already present this information nust be included in
the ES-A);
* RevocationValues attribute

(I'f not already present this information nust be included in
the ES-A);

ESCTi neSt anpToken attribute if present;
Ti mest anpedCertsCRLs attribute if present;

any previous ArchiveTi neStanpToken attri butes.

L S T

For further information and definition of TineStanpToken see [ TSP]

The tine-stanp should be created using stronger algorithns (or |onger
key lengths) than in the original electronic signatures.

5. Security Considerations
5.1 Protection of Private Key

The security of the electronic signature nechanismdefined in this
docunment depends on the privacy of the signer’s private key.

| mpl enent ati ons nust take steps to ensure that private keys cannot be
conprom sed

5.2 Choice of Algorithns

| mpl enenters should be aware that cryptographic algorithnms becone
weaker with time. As new cryptoanal ysis techni ques are devel oped and
conmputi ng performance i nproves, the work factor to break a particul ar
cryptographic algorithmw Il reduce. Therefore, cryptographic

al gorithminpl enmentations shoul d be nodul ar all owi ng new al gorithns
to be readily inserted. That is, inplenmenters should be prepared for
the set of nmandatory to inplenent algorithns to change over tine.
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6. Conformance Requirenents
Thi s docunent only defines conformance requirements up to a ES with
Conmpl ete validation data (ES-C). This means that none of the
ext ended and archive forms of Electronic Signature (ES-X, ES-A) need
to be inplenented to get confornmance to this standard.
Thi s docunent nandates support for elenments of the signature policy.
6.1 Signer
A system supporting signers according to this docunent nust, at a
m ni mum support generation of an electronic signature consisting of
the foll owi ng conponents:

* The general CMs syntax and content type as defined in RFC 2630
(see clauses 4.1 and 4. 2).

* CMS SignedData as defined in RFC 2630 with version set to 3 and
at least one Signerinfo nust be present (see clauses 4.3, 4.4,
4.5, 4.6).

* The following CVM5 Attributes as defined in RFC 2630:

- Content Type; This nust al ways be present
(see clause 3.7.1);

- MessageDigest; This must always be present
(see clause 3.7.2);

- SigningTine; This nust al ways be present
(see clause 3.7.3).

* The following ESS Attributes as defined in RFC 2634:

- SigningCertificate: This nust be set as defined in clauses
3.8.1 and 3.8. 2.

* The following Attributes as defined in clause 3.9:
- SignaturePolicyldentifier; This nust always be present.

* Public Key Certificates as defined in | TU- T Reconmendati on
X.509 [1] and profiled in RFC 2459 [7] (see clause 9.1).
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6.2 Verifier using tine-stanping

A system supporting verifiers according to this document with time-
stanping facilities nmust, at a mininum support:

* Verification of the nandated conponents of an electronic
signature, as defined in clause 5.1.

* Signhature Tinme-Stanp attribute, as defined in clause 4.1.1.

* Conplete Certificate Refs attribute, as defined in clause
4.2.1.

* Conplete Revocation Refs Attribute, as defined in clause
4.2.2.

* Public Key Certificates, as defined in | TU-T Reconmendati on
X. 509 and profiled in RFC 2459.

* Either of:

- Certificate Revocation Lists, as defined in ITU-T
Recommendati on X. 509 [1] and profiled in RFC 2459 [7]; or

- On-line Certificate Status Protocol responses, as defined in
RFC 2560.

6.3 Verifier using secure records

A system supporting verifiers according to the present docunent
shall, at a minimum support:

* Verification of the nmandated conponents of an electronic
signature, as defined in subclause 5.1.

* Conplete Certificate Refs attribute, as defined in subclause
4.2. 1.

* Conplete Revocation Refs Attribute, as defined in subclause
9.2.2.

* A record shall be nmaintained, which cannot be undetectably
nodi fied, of the electronic signature and the tine when the
signature was first validated using the referenced certificates
and revocation information.

* Public Key Certificates, as defined in | TU-T Reconmendati on
X.509 [1] and profiled in RFC 2459 [7] (see subclause 10.1).
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Ei t her of:

- Certificate Revocation Lists, as defined in ITUT
Recommendation X. 509 [1] and profiled in RFC 2459 [7] O

- On-line Certificate Status Protocol, as defined in RFC 2560
[8] (see subclause 10. 3).
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Annex A (normative): ASN. 1 Definitions

This annex provides a summary of all the ASN. 1 syntax definitions for
new syntax defined in this docunent.

A.1 Definitions Using X 208 (1988) ASN. 1 Syntax

NOTE: The ASN. 1 nodul e defined in clause A 1 has precedence over
that defined in Annex A-2 in the case of any conflict.

ETS- El ectroni cSi gnat ur eFor mat s- 88syntax { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-nod(0) 5}

DEFINITIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al -
| MPORTS
-- Crypographi c Message Syntax (CWVS): RFC 2630
Content I nfo, ContentType, id-data, id-signedData, SignedData,
Encapsul at edCont ent I nfo, Signerlnfo, id-contentType,
i d- nessageDi gest, MessageDi gest, id-signingTinme, SigningTine,
i d-countersignature, Countersignature
FROM Cr ypt ogr aphi cMessageSynt ax
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cns(1l) }

-- ESS Defined attributes: RFC 2634
-- (Enhanced Security Services for S/M M)

i d-aa-signingCertificate, SigningCertificate, |ssuerSerial,
i d- aa- cont ent Ref erence, Cont ent Ref erence,
i d-aa-contentldentifier, Contentldentifier

FROM Ext endedSecurityServices
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) snminme(16) nodul es(0) ess(2) }

-- Internet X 509 Public Key Infrastructure
-- Certificate and CRL Profile: RFC 2459

Certificate, Algorithmdentifier, CertificateList, Nane,
CGener al Nanes, General Nanme, DirectoryString, Attribute,
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AttributeTypeAndVval ue, AttributeType, AttributeVal ue,
Pol i cyl nformati on, BMPString, UTF8String
FROM PKI X1Expl i ci t 88
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0) id-pkixl-explicit-
88(1)}
-- X. 509 '97 Authentication Franmework
AttributeCertificate

FROM Aut hent i cat i onFr amewor k
{joint-iso-ccitt ds(5) nodul e(1l) authenticationFranework(7) 3}

-- The inported AttributeCertificate is defined using the X 680 1997
-- ASN. 1 Synt ax,
-- an equivalent using the 88 ASN. 1 syntax nay be used.
-- OCSP 2560
Basi cOCSPResponse, Responder| D
FROM OCSP {-- O D not assigned -- }
-- Time Stanp Protocol Work in Progress
Ti meSt anpToken
FROM PKI XTSP
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) nechani sns(5) pkix(7) id-mod(0) id-nod-tsp(13)}

-- SSMME nject ldentifier arcs used in this docunent

-- SMME ODarc used in this docunent
-- id-snmime OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
-- us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 16 }

-- S/IMME Arcs

-- id-nod OBJECT | DENTI FI ER ::
-- nodul es

-- id-ct OBJECT | DENTI FI ER : :
-- content types

-- id-aa OBJECT | DENTI FI ER ::
-- attributes

{ id-snine 0}

{id-smime 1}

{ id-smne 2}
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-- id-spqg OBJECT IDENTIFIER ::={ id-snmine 5}
-- signature policy qualifier
-- id-cti OBJECT IDENTIFIER ::={ id-smne 6 }

-- commitnent type identifier

-- Definitions of hject ldentifier arcs used in this docunent

-- The allocation of O Ds to specific objects are given below with the
-- associated ASN. 1 syntax definition

-- O D used referencing electronic signature nechani sns based on this
-- standard for use with the |IDUP APl (see annex D)

i d-etsi-es-|DUP-Mechani smvl OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0)
el ectroni c-signature-standard (1733) partl (1)
i dupMechani sm (4)etsi ESv1(1) }

-- CM5 Attributes Defined in this docunent

-- Mandatory Electronic Signature Attributes
-- OtherSigningCertificate
i d-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 19 }

O herSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF O her Cert | D,
policies SEQUENCE COF Pol i cyl nformation OPTI ONAL
-- NOT USED IN THI S DOCUMENT
}
O herCertI D ::= SEQUENCE {
ot her Cer t Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL
}
O herHash ::= CHO CE {
shalHash O her HashVval ue, -- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue
}
O her HashVal ue :: = OCTET STRI NG
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O her HashAl gAndVal ue ::= SEQUENCE {
hashAl gorithm Al gorithm dentifier,
hashVal ue O her HashVal ue

}

-- Signature Policy ldentifier
i d-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-aa(2) 15}

"Si gnaturePolicy CHO CE {

Si gnat urePol i cyl d Si gnat urePol i cyl d,
Si gnat urePol i cyl npli ed Si gnat urePol i cyl npli ed
}
Si gnaturePolicyld ::= SEQUENCE {
sigPolicyldentifier Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash
sigPolicyQualifiers SEQUENCE SI ZE (1..MAX) OF
Si gPol i cyQualifierlnfo OPTI ONAL
}
Si gnaturePolicylnplied ::= NULL
SigPolicyld ::= OBJECT | DENTI FI ER
Si gPol i cyHash :: = O her HashAl gAndVal ue
SigPolicyQualifierlnfo ::= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFI NED BY sigPolicyQualifierld
}

SigPolicyQalifierld ::=
OBJECT | DENTI FI ER

i d-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-spq(5) 1}
SPuri ::= I A5String
i d-spg-ets-unotice OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-spq(5) 2}

SPUser Noti ce ::= SEQUENCE {
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not i ceRef Not i ceRef er ence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL
}
Not i ceRef erence ::= SEQUENCE ({
organi zati on Di spl ayText,
not i ceNunbers SEQUENCE OF | NTEGER
}
Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
brmpString BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200))
}
-- Optional Electronic Signature Attributes
-- Conmmi tnent Type
i d-aa-ets-comm tment Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(1l6) id-aa(2) 16}
Conmmi t ment Typel ndi cation ::= SEQUENCE {
conmi t nent Typel d Conmi t nent Typel dentifier,
conmi t nent TypeQual i fier SEQUENCE SI ZE (1..MAX) OF
Commi t nent TypeQual i fi er OPTI ONAL
}
Conmmi t ment Typel dentifier ::= OBJECT | DENTIFI ER
Conmi t nent TypeQual i fier ::= SEQUENCE {
conmi t nent Typel dentifier Conmi t nent Typel denti fi er,
qualifier ANY DEFI NED BY conmi t nent Typel dentifier
}
id-cti-ets-proof OFOrigin OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) smime(16)
cti(6) 1}
id-cti-ets-proof O Recei pt OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
cti(6) 2}
id-cti-ets-proof OfDelivery OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
cti(6) 3}
id-cti-ets-proof Of Sender OBJECT IDENTIFIER ::= { iso(1) nenber-
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body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
cti(6) 4}

id-cti-ets-proof Of Approval OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)

cti(6) 5}

id-cti-ets-proof Of Creation OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)

cti(6) 6}

-- Signer Location

i d-aa-ets-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
id-aa(2) 17}
Si gner Location ::= SEQUENCE {
-- at least one of the follow ng nust be present
count ryNane [0] DirectoryString OPTI ONAL,
-- as used to name a Country in X 500
| ocal i t yNane [1] DirectoryString OPTI ONAL,
-- as used to nane a locality in X 500
post al Adddr ess [2] Postal Address OPTI ONAL
}
Post al Address ::= SEQUENCE S| ZE(1..6) OF DirectoryString
-- Signer Attributes
i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 18}
SignerAttribute ::= SEQUENCE OF CHO CE {
clainedAttri butes [0] dainmedAttributes,
certifiedAttributes [1] CertifiedAttributes
}
ClainmedAttributes ::= SEQUENCE OF Attribute
CertifiedAttributes ::= AttributeCertificate -- as defined in X 509 :

see section 10.3

-- Content Tine-Stanp

i d-aa-ets-content Ti mestanp OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
i d-aa(2) 20}
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Cont ent Ti nest anp: : = Ti neSt anpToken
-- Validation Data

-- Signature Tinme-Stanp

i d-aa-si gnatureTi neStanpToken OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(16)
i d-aa(2) 14}

Si gnat ur eTi meSt anpToken :: = Ti neSt anpToken

-- Conplete Certificate Refs.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) mnenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 21}

Conpl eteCertificateRefs ::= SEQUENCE OF OTHERCert| D

-- Conpl ete Revocation Refs

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
id-aa(2) 22}
Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
Crl CcspRef ::= SEQUENCE {
crlids [0] CRLListID OPTI ONAL,
ocspi ds [1] CcspListID OPTI ONAL,
ot her Rev [2] O herRevRefs OPTI ONAL
}
CRLListID ::= SEQUENCE {
crls SEQUENCE OF Crl Val i dat edl D}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier Crlldentifier OPTIONAL
}
Crildentifier ::= SEQJENCE {
crlissuer Nanme,
crll ssuedTi e UTCTi ne,
crl Nurber | NTEGER OPTI ONAL
}
QcspListID ::= SEQUENCE {
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ocspResponses SEQUENCE OF CcspResponsesl| D}
CcspResponsesI D :: = SEQUENCE {
ocspldentifier Ccspl dentifier,
ocspRepHash O her Hash OPTI ONAL
Ccspldentifier ::= SEQUENCE {
ocspResponder | D Responder | D,
-- as in OCSP response data
pr oducedAt Cener al i zedTi e
-- as in OCSP response data
}
O her RevRefs ::= SEQUENCE {
ot her RevRef Type O her RevRef Type,
ot her RevRef s ANY DEFI NED BY ot her RevRef Type
}
O her RevRef Type ::= OBJECT | DENTI FI ER
-- Certificate Val ues
i d-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(1l6) id-aa(2) 23}
CertificateValues ::= SEQUENCE OF Certificate
-- Certificate Revocation Val ues
i d-aa-ets-revocati onVal ues OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
i d-aa(2) 24}
RevocationVal ues ::= SEQUENCE {
crlVvals [0] SEQUENCE OF Certificatelist OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVal s [2] O herRevVals
}
O her RevVal s :: = SEQUENCE {
ot her RevVal Type O her RevVal Type,
ot her RevVval s ANY DEFI NED BY ot her RevVal Type
}
O her RevVal Type ::= OBJECT | DENTI FI ER

-- ES-C Tine-Stanp

Pi nkas, et al. I nf or mat i onal [ Page 56]



RFC 3126 El ectronic Signature Formats Sept ember 2001

i d-aa-ets-escTineStanp OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 25}

ESCTi neSt anpToken :: = Ti neSt anpToken

-- Tinme-Stanped Certificates and CRLs

i d-aa-ets-cert CRLTi nestanp OBJECT IDENTIFIER ::= { iso(1l) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sninme(16)
i d-aa(2) 26}

Ti nest anpedCert sCRLs :: = Ti neSt anpToken

-- Archive Tinme-Stanp

i d-aa-ets-archiveTi mestanp OBJECT IDENTIFIER ::= { iso(1) nenber-
body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) sm nme(16)
id-aa(2) 27}

Archi veTi neSt anpToken :: = Ti meSt anpToken

END -- ETS-El ectroni cSi gnat ur eFor mat s- 88synt ax - -
A 2 Definitions Using X 680 1997 ASN. 1 Syntax

NOTE: The ASN. 1 nodul e defined in clause A 1 has precedence over that
defined in clause A .2 in the case of any conflict.

ETS- El ectroni cSi gnat ur eFor mat s- 97Syntax { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-nod(0) 6}

DEFINITIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS Al -

| MPORTS

-- Cryptographic Message Syntax (CM5): RFC 2630
Contentlnfo, ContentType, id-data, id-signedData, SignedData,
Encapsul at edCont ent I nfo, Signerlnfo, id-contentType,
i d- messageDi gest, MessageDi gest, id-signingTine,

Si gni ngTi me, id-countersignature, Countersignature

FROM Cr ypt ogr aphi cMessageSynt ax
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)

Pi nkas, et al. I nf or mat i onal [ Page 57]



RFC 3126 El ectronic Signature Formats Sept ember 2001
sm nme(16) nodul es(0) cns(1l) }
-- ESS Defined attributes: RFC 2634 (Enhanced Security Services
-- for S/IM M)
i d-aa-signingCertificate, SigningCertificate, |ssuerSerial,
i d- aa- cont ent Ref er ence, Cont ent Ref erence,
i d-aa-contentldentifier, Contentldentifier
FROM Ext endedSecurityServi ces
{ iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sninme(16) nodul es(0) ess(2) }

-- Internet X 509 Public Key Infrastructure
- - Certificate and CRL Profile: RFC 2459

Certificate, Algorithmdentifier, CertificateList, Nane,
Cener al Nanes, General Nane, DirectoryString, Attribute,

AttributeTypeAndVal ue, AttributeType, AttributeVal ue,
Pol i cyl nf ormati on.

FROM PKI X1Explicit93
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- pki x1-explicit-88(1)}
-- X.509 97 Authentication Framework
AttributeCertificate

FROM Aut hent i cat i onFr amewor k
{joint-iso-ccitt ds(5) nodul e(1l) authenticationFranework(7) 3}

-- OCSP 2560
Basi cOCSPResponse, Responder| D
FROM OCSP
-- { AODnot assigned }
-- Time Stanp Protocol Work in Progress TimeStanpToken
FROM PKI XTSP

{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0) id-nod-tsp(13)}
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-- SIMM= hject Identifier arcs used in this docunent

-- SSMMeE ODarc used in this docunent
-- id-smne OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
-- us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 16 }

-- SIMME Arcs

-- id-nod OBJECT IDENTIFIER ::= { id-smine 0}
-- nodul es

-- id-ct OBJECT IDENTIFIER ::= { id-smine 1}
-- content types

-- id-aa OBJECT IDENTIFIER ::={ id-snminme 2}
-- attributes

-- id-spg OBJECT IDENTIFIER ::= { id-smine 5}
-- signature policy qualifier

-- id-cti OBJECT IDENTIFIER ::= { id-smnme 6 }

-- commitnent type identifier

-- Definitions of hject ldentifier arcs used in this docunent

-- The allocation of O Ds to specific objects are given below with the
-- associated ASN. 1 syntax definition

-- O D used referencing electronic signature nmechani sns based on this
-- standard for use with the IDUP APl (see annex D)

i d-etsi-es-1DUP-Mechani smvl OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0)
el ectroni c-signature-standard (1733) partl (1)
i dupMechani sm (4)etsi ESv1(1) }

-- CMs Attributes Defined in this docunent

-- Mandatory Electronic Signature Attributes
-- OherSigningCertificate

i d-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkecs9(9)
smnme(16) id-aa(2) 19 }

O herSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF O her Cert | D,
policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL

-- NOT USED IN TH S DOCUMENT
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O herCertI D ::= SEQUENCE {
ot her Cer t Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL

}

O herHash ::= CHO CE {
shalHash O her HashValue, -- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue

}
O her HashVval ue :: = OCTET STRI NG

O her HashAl gAndVal ue ::= SEQUENCE {
hashAl gorithm Al gorithm dentifier,
hashVal ue O her HashVval ue

}

-- Signature Policy ldentifier

i d-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-aa(2) 15}

"Si gnaturePolicy CHO CE {
Si gnat urePol i cyl d Si gnat urePol i cyl d,
Si gnat urePol i cyl nplied Si gnat urePol i cyl npli ed

}

Si gnaturePolicyld ::= SEQUENCE {
sigPolicyldentifier Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash,
sigPolicyQualifiers SEQUENCE SI ZE (1..MAX) OF
Si gPol i cyQualifierlnfo OPTI ONAL

}

Si gnaturePolicylnplied ::= NULL
SigPolicyld ::= OBJECT | DENTI FI ER

Si gPol i cyHash :: = O her HashAl gAndVal ue

SigPolicyQualifierlnfo ::= SEQUENCE {
sigPolicyQalifierld SI G POLI CY- QUALI FIER. & d
({SupportedSi gPolicyQualifiers}),
qualifier SI G POLI CY- QUALI FI ER. &Qual i fi er
({SupportedSi gPol i cyQual ifiers}
{@igPolicyQualifierld})OPTI ONAL }
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SupportedSi gPol i cyQualifiers SI G PCOLI CY-QUALIFIER :: =
{ noticeToUser | pointerToSi gPol Spec }

SI G POLI CY- QUALI FIER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Qual i fier OPTI ONAL }

W TH SYNTAX {
SI G POLI CY- QUALI FI ER-1 D & d
[ SI G QUALI FI ER- TYPE &Qualifier] }

noti ceToUser SI G PCOLI CY-QUALIFIER ::= {
SI G PCOLI CY- QUALI FIER-I D i d-sqgt-unotice SI G QUALI FI ER- TYPE
SPUser Not i ce

}

poi nt er ToSi gPol Spec SI G POLI CY- QUALI FIER :: = {
SI G POLI CY- QUALI FIER-I D id-sqt-uri SI G QUALI FI ER- TYPE SPuri }

i d-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smme(16) id-spq(5) 1}

SPuri ::= I A5String
i d-spg-ets-unotice OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
sm me(16) id-spq(5) 2}

SPUser Noti ce ::= SEQUENCE {
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL
}
Not i ceRef erence ::= SEQUENCE ({
organi zati on Di spl ayText,
not i ceNunbers SEQUENCE OF | NTEGER
}
Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
brmpString BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200))
}

-- Optional Electronic Signature Attributes

-- Conmmi tnent Type
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i d-aa-ets-commi tment Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 16}

Conmmi t ment Typel ndi cation ::= SEQUENCE ({
conmmi t nent Typel d Conmi t ment Typel dentifi er,
conmi t nent TypeQual i fi er SEQUENCE SI ZE (1..MAX) OF
Conmi t nent TypeQual i fi er

OPTI ONAL}
Conmmi t ment Typel dentifier ::= OBJECT | DENTI FI ER
Conmi t nent TypeQual i fier ::= SEQUENCE {
comitnmentQualifierld COVM TMENT- QUALI FI ER. &i d,
qualifier COVMM TMENT- QUALI FI ER. &Qual i fi er
OPTI ONAL }
COWM TMENT- QUALI FI ER : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Qualifier OPTI ONAL }

W TH SYNTAX {
COWM TMENT- QUALI FI ER-1 D & d
[ COM TMVENT- TYPE &Qualifier] }

id-cti-ets-proof O Origin OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) cti(6) 1}

id-cti-ets-proof O Recei pt OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) cti(6) 2}

id-cti-ets-proof OfDelivery OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) cti(6) 3}

id-cti-ets-proof Of Sender OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) cti(6) 4}

id-cti-ets-proof Of Approval OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) cti(6) 5}

id-cti-ets-proof O Creation OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) cti(6) 6}

-- Signer Location
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i d-aa-ets-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 17}

Si gner Location ::= SEQUENCE ({
-- at least one of the follow ng nust be present
countryNane [0] DirectoryString OPTI ONAL,
-- As used to name a Country in X 500
| ocalityNane [1] DirectoryString OPTI ONAL,
-- As used to name a locality in X 500
post al Adddress [2] Postal Address OPTI ONAL }
Post al Address ::= SEQUENCE SI ZE(1..6) OF DirectoryString
-- Signher Attributes

i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 18}

SignerAttribute ::= SEQUENCE OF CHO CE {
clainedAttributes [0] dainedAttributes,
certifiedAttributes [1] CertifiedAttributes }

ClainmedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate
-- As defined in X. 509 : see section 10.3

-- Content Time-Stanp
i d-aa-ets-contentTi nestanp OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 20}
Cont ent Ti nest anp: : = Ti neSt anpToken
-- Validation Data
-- Signature Time-Stanp
i d-aa-si gnatureTi meStanpToken OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) id-aa(2) 14}
Si gnat ur eTi meSt anpToken :: = Ti neSt anpToken
-- Complete Certificate Refs.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
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us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 21}
Compl eteCertificateRefs ::= SEQUENCE OF OTHERCert| D

-- Conpl ete Revocation Refs

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(1l6) id-aa(2) 22}
Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
Crl CcspRef :: = SEQUENCE {
crlids [0] CRLListID OPTI ONAL,
ocspi ds [1] CcspListiD OPTI ONAL,
ot her Rev [2] O herRevRefs OPTI ONAL
}
CRLList1D ::= SEQUENCE {
crls SEQUENCE OF Crl Val i dat edl D}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier Crlldentifier OPTIONAL}
Crlildentifier ::= SEQUENCE {
crlissuer Nane,
crllssuedTi me UTCTi ne,
crl Nurber | NTEGER OPTI ONAL
}
CcspListID ::= SEQUENCE {
ocspResponses SEQUENCE OF QcspResponsesl| D}
CcspResponsesI D :: = SEQUENCE ({
ocspldentifier Ccspl dentifier,
ocspRepHash O her Hash OPTI ONAL
}
Ccspldentifier ::= SEQUENCE {
ocspResponder | D Responder | D,
-- As in OCSP response data
pr oducedAt Ceneral i zedTi e
-- As in OCSP response data
}
O her RevRefs ::= SEQUENCE {

ot her RevRef Type OTHER- REVOCATI ON- REF. &i d,
ot her RevRef s OTHER- REVOCATI ON- REF. &Type
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OTHER- REVOCATI ON- REF @ : = CLASS {
&Type,
& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
&Type ID & d }

-- Certificate Val ues

i d-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-aa(2) 23}

CertificateValues ::= SEQUENCE OF Certificate
-- Certificate Revocation Val ues
i d-aa-ets-revocati onVal ues OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
smnme(16) id-aa(2) 24}

RevocationVal ues ::= SEQUENCE {
crlVvals [0] SEQUENCE OF CertificatelList OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVval s [2] O herRevVvals }

O herRevVal s :: = SEQUENCE {

ot her RevVal Type OTHER- REVOCATI ON- VAL. & d,
ot her RevVal s OTHER- REVOCATI ON- VAL. &Type

OTHER- REVOCATI ON- VAL :: = CLASS {
&Type,
& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
&Type ID & d }
-- ES-C Tinme-Stanp
i d-aa-ets-escTineStanp OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 25}
ESCTi neSt anpToken :: = Ti neSt anpToken
-- Time-Stanped Certificates and CRLs

i d-aa-ets-cert CRLTi nestanp OBJECT IDENTIFIER ::= { iso(1)
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menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) id-aa(2) 26}

Ti mest anpedCert sCRLs ::= Ti neSt anpToken

-- Archive Tine-Stanp

i d-aa-ets-archiveTi nestanp OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) id-aa(2) 27}

Archi veTi meSt anpToken :: = Ti neSt anpToken

END -- ETS- El ectroni cSi gnat ur eFor mat s- 97Synt ax

Annex B (informative): CGeneral Description

This annex captures the concepts that apply to this docunent and the
rati onal for the elenents of the specification defined using ASN. 1 in

the main text of this docunent.

The specification below includes a description why the conponent is
needed, with a brief description of the vulnerabilities and threats

and the manner by which they are countered.

B.1 The Signature Policy

The signature policy is a set of rules for the creation and

val idation of an electronic signature, under which the signature can
be determned to be valid. A given |egal/contractual context may
recogni ze a particular signature policy as neeting its requirenents.
A signature policy nay be issued, for exanple, by a party relying on
the el ectronic signatures and selected by the signer for use with
that relying party. Alternatively, a signature policy may be

est abli shed through an el ectronic trading association for use anopngst
its nenbers. Both the signer and verifier use the sane signature

policy.

The signature policy nmay be explicitly identified or nmay be inplied

by the semantics of the data being signed and ot her externa

dat a

like a contract being referenced which itself refers to a signature

policy.

An explicit signature policy has a globally unique reference, which
is bound to an electronic signature by the signer as part of the

signature cal cul ation
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The signature policy needs to be available in hunan readable form so
that it can be assessed to neet the requirements of the |egal and
contractual context in which it is being applied. To facilitate the
aut omati c processing of an electronic signature the parts of the
signature policy which specify the electronic rules for the creation
and validation of the electronic signature also needs to be in a
conput er processable form

The signature policy thus includes the foll ow ng:

* Information about the signature policy that can be displayed to
the signer or the verifiers.

* Rules, which apply to functionality, covered by this docunent
(referred to as the Signature Validation Policy).

* Rules which may be inplied through adoption of Certificate
Policies that apply to the electronic signature (e.g., rules
for ensuring the secrecy of the private signing key).

* Rules, which relate to the environnent used by the signer
e.g., the use of an agreed CAD (Card Accepting Device) used in
conjunction with a snmart card.

An explicit Signature Validation Policy may be structured so that it
can be conputer processable. Any format of the signature validation
policy is allowed by this docunent. However, for a given explicit
signature policy there nmust be one definitive formthat has a uni que
bi nary encoded val ue.

The Signature Validation Policy includes rules regarding use of TSPs
(CA, Attribute Authorities, Tinme Stanping Authorities) as well as
rul es defining the conponents of the electronic signature that nust
be provided by the signer with data required by the verifier to
provi de | ong term proof.

B.2 Signed Information

The informati on being signed may be defined as a M Me-encapsul at ed
nmessage which can be used to signal the format of the content in
order to select the right display or application. 1t can be conposed
of formatted text (e.g., EDIFACT), free text or of fields froman
electronic form(e-forn). For exanple, the Adobe(tn) format "pdf"
may be used or the eXtensible Mark up Language (XM).
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B.3 Conponents of an Electronic Signature
B.3.1 Reference to the Signature Policy

The definition of electronic signature includes: "a commtnent has
been explicitly endorsed under a "Signature policy", at a given ting,
by a signer under an identifier, e.g., a name or a pseudonym and
optionally a role".

When two i ndependent parties want to evaluate an electronic
signature, it is fundanental that they get the same result. To neet
this requirenent sane signature policy nust be used by the signer and
verifier.

The signature policy nmay be explicitly identified or nmay be inplied
by the semantics of the data being signed and other external data
whi ch designate the signature policy to be used

By signing over the signature policy identifier the signer explicitly
i ndi cates that he or she has applied the signature policy in creating
the signature. Thus, undertakes any explicit or inplied conmtnents.

In order to unanmbiguously identify an explicit signature policy that
is to be used to verify the signature an identifier and hash of the
"Signature policy" shall be part of the signed data. Additiona

i nformati on about the explicit policy (e.g., web reference to the
docunent) may be carried as "qualifiers" to the signature policy
identifier.

When the signature policy not explicitly identified, but is inplied
by the semantics of the data being signed, then the signature will
include a signature policy identifier that indicates that the

signature policy is inplied. In this case the verification rules
nmust be determ ned by using other external data which will designate
the signature policy to be used. |If it may be determned fromthe

context that all the docunments to be verified refer to the sane
signature policy, then that policy may be predetermned or fixed
within the application.

In order to identify unanbi guously the "Signature Validation Policy"
to be used to verify the signature an identifier and hash of the
"Signature policy" nust be part of the signed data. Additiona

i nformati on about the policy (e.g., web reference to the docunent)
may be carried as "qualifiers" to the signature policy identifier
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B.3.2 Commitnent Type Indication

The definition of electronic signature includes: "a commtnent has
been explicitly endorsed under a signature policy, at a given tine,
by a signer under an identifier, e.g., a nane or a pseudonym and
optionally a role".

The conmitnent type can be indicated in the electronic signature
ei ther:

* explicitly using a "commtnent type indication" in the
el ectroni c signature;

* inmplicitly or explicitly fromthe semantics of the signed data.

If the indicated commitnent type is explicit using a "comm tnent type
indication"” in the electronic signature, acceptance of a verified
signature inplies acceptance of the senantics of that comm tnent

type. The semantics of explicit comitnment types indications nust be
specified either as part of the signature policy or nmay be registered
for generic use across multiple policies.

If a signature includes a comrtment type indication other than one
of those recogni zed under the signature policy the signature nust be
treated as invalid.

How commitment is indicated using the senmantics of the data being
signed is outside the scope of this docunent.

NOTE: Exanples of conmitnent indicated through the semantics of the
data bei ng signed, are:

* An explicit commitnent made by the signer indicated by the type
of data being signed over. Thus, the data structure being
signed can have an explicit conmtnment within the context of
the application (e.g., ED FACT purchase order).

* An inplicit commitnent which is a comitnment nade by the signer
because the data being signed over has specific semantics
(rmeaning) which is only interpretable by humans, (i.e., free
text).

B.3.3 Certificate ldentifier fromthe Signer
The definition of the ETSI el ectronic signature includes: "a
commi t ment has been explicitly endorsed under a signature policy, at

a given time, by a signer under an identifier, e.g., a nane or a
pseudonym and optionally a role."
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In many real life environnents users will be able to get from
different CAs or even fromthe same CA different certificates
containing the sane public key for different names. The prine
advantage is that a user can use the sane private key for different
purposes. Miltiple use of the private key is an advantage when a
smart card is used to protect the private key, since the storage of a
smart card is always limted. Wen several CAs are involved, each
different certificate nay contain a different identity, e.g., as a
nati onal or as an enpl oyee froma conpany. Thus when a private key
is used for various purposes, the certificate is needed to clarify
the context in which the private key was used when generating the
signature. Were there is the possibility of nultiple use of private
keys it is necessary for the signer to indicate to the verifier the
precise certificate to be used

Many current schenmes sinply add the certificate after the signed data
and thus are subject to various substitution attacks. An exanple of
a substitution attack is a "bad" CA that would issue a certificate to
sonmeone with the public key of soneone else. |If the certificate from
the signer was sinply appended to the signature and thus not
protected by the signature, any one could substitute one certificate
by another and the nmessage woul d appear to be signed by sonme one

el se.

In order to counter this kind of attack, the identifier of the signer
has to be protected by the digital signature fromthe signer

Al 't hough it does not provide the sane advantages as the previous
techni que, another technique to counter that threat has been
identified. It requires all CAs to performa Proof O Possession of
the private key at the time of registration. The problemw th that
technique is that it does not provide any guarantee at the tine of
verification and only sone proof "after the event" may be obtai ned,
if and only if the CA keeps the Proof OF Possession in audit trail.

In order to identify unanbiguously the certificate to be used for the
verification of the signature an identifier of the certificate from
the signer nust be part of the signed data.

B.3.4 Role Attributes
The definition of electronic signature includes: "a conmtnent has
been explicitly endorsed under a non repudiation security policy, at

a given tine, by a signer under an identifier, e.g., a name or a
pseudonym and optionally a role."
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Wil e the name of the signer is inportant, the position of the signer
within a conpany or an organi zation can be even nore inportant. Sone
contracts may only be valid if signed by a user in a particular role,
e.g., a Sales Director. In many cases whomthe sales Director really
is, is not that inportant but being sure that the signer is enpowered
by his conpany to be the Sales Director is fundanental

This docunent defines two different ways for providing this feature:

* by placing a clainmed role name in the CM5 signed attributes
field,;

* by placing a attribute certificate containing a certified role
nane in the CVMS signed attributes field.

NOTE: Anot her possi bl e approach woul d have been to use additiona
attributes containing the roles nane(s) in the signer’s certificate.
However, it was decided not to follow this approach as it breaks the
basi ¢ phil osophy of the certificate being issued for one prinary
purpose. Also, by using separate certificates for nmanagenent of the
signer’'s identity certificate and nanagenent of additional roles can
simplify the managenent, as new identity keys need not be issued if a
use of role is to be changed.

B.3.4.1 dained Role

The signer may be trusted to state his own role w thout any
certificate to corroborate this claim In which case the clained
role can be added to the signature as a signed attribute.

B.3.4.2 Certified Role

Unli ke public key certificates that bind an identifier to a public
key, Attribute Certificates bind the identifier of a certificate to
some attributes, like a role. An Attribute Certificate is NOT issued
by a CA but by an Attribute Authority (AA). The Attribute Authority
will be nost of the tine under the control of an organization or a
conpany that is best placed to know which attributes are rel evant for
whi ch i ndi vi dual

The Attribute Authority may use or point to public key certificates

i ssued by any CA, provided that the appropriate trust nay be placed
in that CA. Attribute Certificates nay have various periods of
validity. That period may be quite short, e.g., one day. Wile this
requires that a new Attribute Certificate is obtained every day,
valid for that day, this can be advantageous since revocation of such
certificates may not be needed. When signing, the signer will have
to specify which Attribute Certificate it selects. In order to do
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so, a reference to the Attribute Certificate will have to be included
in the signed data in order to be protected by the digital signature
fromthe signer.

In order to identify unanbi guously the attribute certificate(s) to be
used for the verification of the signature an identifier of the
attribute certificate(s) fromthe signer nmust be part of the signed
dat a.

B.3.5 Signer Location

In sone transactions the purported | ocation of the signer at the tine
he or she applies his signature nmay need to be indicated. For this
reason an optional |ocation indicator nmust be able to be included.

In order to provide indication of the location of the signer at the
time he or she applied his signature a location attribute may be
i ncluded in the signature.

B.3.6 Signing Tine

The definition of electronic signature includes: "a commtnent has
been explicitly endorsed under a signature policy, at a given tine,
by a signer under an identifier, e.g., a nanme or a pseudonym and
optionally a role."

There are several ways to address this problem The sol ution adopted
in this docunent is to sign over a tinme which the signer clainms is
the signing tinme (i.e., clainmed signing tine) and to require a
trusted tinme stanp to be obtained when building a ES with Ti ne- St anp.
When a verifier accepts a signature, the two tines nmust be within
acceptable linmits.

The solution that is adopted in this docunment offers the major
advant age that el ectronic signatures can be generated w thout any
on-line connection to a trusted tinme source (i.e., they nay be
generated off-1line).

Thus two dates and two signatures are required:

* a signing tinme indicated by the signer and which is part of the
data signed by the signer (i.e., part of the basic electronic
signature);

* atime indicated by a Tinme-Stanping Authority (TSA) which is
signed over the digital signature value of the basic electronic
signature. The signer, verifier or both may obtain the TSA
ti me- st anp.
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In order for an electronic signature to be valid under a signature
policy, it nmust be tinme-stanped by a TSA where the signing tinme as

i ndi cated by the signer and the tinme of time stanping as indicated by
a TSA nust be "cl ose enough” to nmeet the requirenents of the
signature validation policy.

"C ose enough" neans a few minutes, hours or even days according to
the "Signature Validation Policy".

NOTE: The need for Time-Stanping is further explained in clause
B.4.5. A further optional attribute is defined in this docunent to
tinme-stanp the content, to provide proof of the existence of the
content, at the tinme indicated by the tine-stanp.

Using this optional attribute a trusted secure tine nmay be obtained
bef ore the docunent is signed and included under the digita
signature. This solution requires an on-line connection to a trusted
ti me-stanping service before generating the signature and nmay not
represent the precise signing tine, since it can be obtained in
advance. However, this optional attribute may be used by the signer
to prove that the signed object existed before the date included in
the tine-stanmp (see 3.12.3, Content Ti ne-Stanp).

Al so, the signing tinme should be between the tine indicated by this
tinme-stanp and tinme indicated by the ES-T tine-stanp.

B.3.7 Content Fornat

When presenting signed data to a human user it may be inportant that
there is no anbiguity as to the presentation of the signed

information to the relying party. |In order for the appropriate
representation (text, sound or video) to be selected by the relying
party a content hint may be indicated by the signer. |f a relying

party system does not use the format specified in the content hints
to present the data to the relying party, the electronic signature
may not be valid.

B.4 Conponents of Validation Data

B.4.1 Revocation Status |Information

A verifier will have to prove that the certificate of the signer was
valid at the tinme of the signature. This can be done by either

* using Certificate Revocation Lists (CRLS);

* using responses froman on-line certificate status server (for
exanpl e; obtai ned through the OCSP protocol).
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B.4.2 CRL Information

When using CRLs to get revocation information, a verifier will have
to make sure that he or she gets at the tine of the first
verification the appropriate certificate revocation information from
the signer’s CA This should be done as soon as possible to mninze
the tine delay between the generation and verification of the
signature. This involves checking that the signer certificate serial
number is not included in the CRL. The signer, the verifier or any
other third party may obtain either this CRL. |f obtained by the
signer, then it nust be conveyed to the verifier. It may be
convenient to archive the CRL for ease of subsequent verification or
arbitration.

Al ternatively, provided the CRL is archived el sewhere which is
accessi ble for the purpose of arbitration, then the serial nunber of
the CRL used may be archived together with the verified electronic
si gnature.

It may happen that the certificate serial nunber appears in the CRL
but with the status "suspended" (i.e., on hold). 1In such a case, the
el ectronic signature is not yet valid, since it is not possible to
know whet her the certificate will or will not be revoked at the end

of the suspension period. |If a decision has to be taken i mediately
then the signature has to be considered as invalid. |If a decision
can wait until the end of the suspension period, then two cases are
possi bl e:

* the certificate serial nunber has disappeared fromthe |list and
thus the certificate can be considered as valid and that CRL
nmust be captured and archived either by the verifier or
el sewhere and be kept accessible for the purpose of
arbitration.

* the certificate serial nunber has been nmaintained on the |ist
with the status definitively revoked and thus the el ectronic
signature nust be considered as invalid and di scarded.

At this point the verifier nmay be convinced that he or she got a
valid signature, but is not yet in a position to prove at a |later
time that the signature was verified as valid. Before addressing
this point, an alternative to CRL is to use OCSP responses.

B.4.3 OCSP Infornation

When using OCSP to get revocation information , a verifier will have
to make sure that he or she gets at the tine of the first
verification an OCSP response that contains the status "valid". This
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shoul d be done as soon as possible after the generation of the
signature. The signer, the verifier or any other third party nmay
fetch this OCSP response. Since OSCP responses are transient and thus
are not archived by any TSP including CA, it is the responsibility of
every verifier to make sure that it is stored in a safe place. The
sinplest way is to store them associated with the electronic
signature. An alternative would be to store themin sone storage so
that they can then be easily retrieved.

In the same way as for the case of the CRL, it may happen that the
certificate is declared as invalid but with the secondary status
"suspended".

In such a case, the electronic signature is not yet valid, since it
is not possible to know whether the certificate will or will not be

revoked at the end of the suspension period. |If a decision has to be
taken i medi ately then the el ectronic signature has to be considered
as invalid. |If a decision can wait until the end of the suspension

peri od, then two cases are possible:

* An OCSP response with a valid status is obtained at a later
date and thus the certificate can be considered as valid and
that OCSP response nust be captured.

* An OCSP response with an invalid status is obtained with a
secondary status indicating that the certificate is
definitively revoked and thus the el ectronic signature nust be
considered as invalid and di scarded.

As in the CRL case, at this point, the verifier may be convinced that
he or she got a valid signature, but is not yet in a position to
prove at a later tinme that the signature was verified as valid.

B.4.4 Certification Path

A verifier will have to prove that the certification path was valid
at the tine of the signature, up to a trust point according to the
nam ng constraints and the certificate policy constraints fromthe
"Signature Validation Policy". It will be necessary to capture all
the certificates fromthe certification path, starting with those
fromthe signer and ending up with those of the self-signed
certificate fromone trusted root of the "Signature Validation
Policy". In addition, it will be necessary to capture the Authority
Revocation Lists (ARLS) to prove than none of the CAs fromthe chain
was revoked at the time of the signature.
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As in the OCSP case, at this point, the verifier nmay be convinced
that he or she got a valid signature, but is not yet in a position to
prove at a later tinme that the signature was verified as valid.

B.4.5 Tinme-Stanping for Long Life of Signature

An inportant property for long standing signatures is that a
signature, having been found once to be valid, nust continue to be so
nmont hs or years |later.

A signer, verifier or both may be required to provide on request,
proof that a digital signature was created or verified during the
validity period of the all the certificates that nake up the
certificate path. 1In this case, the signer, verifier or both wll

al so be required to provide proof that all the user and CA
certificates used were not revoked when the signature was created or
verified.

It woul d be quite unacceptable, to consider a signhature as invalid
even if the keys or certificates were |ater conpronised. Thus there
is a need to be able to denonstrate that the signature keys was valid
around the tinme that the signature was created to provide long term
evidence of the validity of a signature.

It could be the case that a certificate was valid at the tinme of the

signature but revoked sonme time later. |In this event, evidence nust
be provided that the docunent was signed before the signing key was
revoked.

Time-Stanping by a Tine Stanping Authority (TSA) can provide such
evidence. A tinme stanp is obtained by sending the hash val ue of the
given data to the TSA. The returned "tine-stanp" is a signed
docunment that contains the hash value, the identity of the TSA and
the tine of stanping. This proves that the given data existed before
the tine of stanping. Tinme-Stanping a digital signature (by sending
a hash of the signature to the TSA) before the revocation of the
signer’s private key, provides evidence that the signature has been
created before the key was revoked.

If a recipient wants to hold a valid electronic signature he wll
have to ensure that he has obtained a valid tine stanp for it, before
that key (and any key involved in the validation) is revoked. The
sooner the tinme-stanp is obtained after the signing tine, the better

It is inmportant to note that signatures may be generated "off-1line"
and tinme-stanped at a later tine by anyone, for exanple by the signer
or any recipient interested in the value of the signature. The tine
stanp can thus be provided by the signer together with the signed
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docunent, or obtained by the recipient follow ng receipt of the
si gned docunent.

The tine stanp is NOT a conponent of the Electronic Signature, but
the essential conponent of the ES with Tinme- Stanp.

It is required in this docunment that signer’s digital signature val ue
is time-stanped by a trusted source, known as a Ti ne- Stanping
Aut hority.

This docunment requires that the signer’s digital signature value is
time-stanped by a trusted source before the electronic signature can
becone a ES with Conplete validation data (ES-C). The acceptable
TSAs are specified in the Signature Validation Policy.

Shoul d both the signer and verifier be required to tine-stanp the
signature value to neet the requirenents of the signature policy, the
signature policy MAY specify a pernitted tine delay between the two
time stanps.

B.4.6 Time-Stanping before CA Key Conpronises

Ti me- St anped ext ended el ectroni c signatures are needed when there is
a requirenent to safeguard against the possibility of a CA key in the
certificate chain ever being conprom sed. A verifier nmay be required
to provide on request, proof that the certification path and the
revocation information used a the tine of the signature were valid,
even in the case where one of the issuing keys or OCSP responder keys
is later conproni sed

The current docunent defines two ways of using tinme-stanps to protect
agai nst this conprom se

* Time-Stanp the ES with Conpl ete validation data, when an OCSP
response is used to get the status of the certificate fromthe
si gner.

* Time-Stanp only the certification path and revocation
i nformati on references when a CRL is used to get the status of
the certificate fromthe signer.

NOTE: the signer, verifier or both may obtain the tine-stanp.
B.4.6.1 Time-Stanping the ES with Conpl ete validation data
When an OCSP response is used, it is necessary to tinme stanp in

particul ar that response in the case the key fromthe responder woul d
be conpromised. Since the information contained in the OCSP response
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is user specific and tine specific, an individual tine stanp is
needed for every signature received. |Instead of placing the tine
stanmp only over the certification path references and the revocation
i nformati on references, which include the OCSP response, the tinme
stanp is placed on the ES-C. Since the certification path and
revocation information references are included in the ES with

Compl ete validation data they are also protected. For the sane
cryptographic price, this provides an integrity mechani smover the ES
with Conplete validation data. Any nodification can be i mediately
detected. It should be noticed that other neans of
protecting/detecting the integrity of the ES with Conpl ete Validation
Data exi st and coul d be used.

Al t hough the technique requires a tinme stanp for every signature, it
is well suited for individual users wishing to have an integrity
protected copy of all the validated signatures they have received.

By tine-stanping the conplete electronic signature, including the
digital signature as well as the references to the certificates and
revocation status information used to support validation of that
signature, the time-stanp ensures that there is no anbiguity in the
means of validating that signature.

This technique is referred to as ES with eXtended validation data
(ES-X), type 1 Tine-Stanped in this docunent.

NOTE: Trust is achieved in the references by including a hash of the
dat a bei ng referenced.

If it is desired for any reason to keep a copy of the additional data
being referenced, the additional data may be attached to the

el ectronic signature, in which case the electronic signature becones
a ES-X Long as defined by this docunent.

A ES-X Long Tinme-Stanped is sinmply the concatenation of a ES- X Ti ne-
Stanped with a copy of the additional data being referenced.

B.4.6.2 Time-Stanping Certificates and Revocation |Infornmation

Ref erences Ti ne- St anpi ng each ES with Conpl ete validation data as
defined above may not be efficient, particularly when the sanme set of
CA certificates and CRL infornmation is used to validate nmany

si gnatures

Time-Stanping CA certificates will stop any attacker fromissuing
bogus CA certificates that could be clainmed to existing before the CA
key was conpromi sed. Any bogus time-stanped CA certificates will
show that the certificate was created after the legiti mate CA key was
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conpromi sed. In the sane way, tinme-stanping CA CRLs, will stop any
attacker fromissui ng bogus CA CRLs which could be clained to
exi sting before the CA key was conprom sed.

Ti me- St anpi ng of conmonly used certificates and CRLs can be done

centrally, e.g., inside a conpany or by a service provider. This
met hod reduces the anpbunt of data the verifier has to tine-stanp, for
exanple it could reduce to just one tine stanp per day (i.e., in the

case were all the signers use the same CA and the CRL applies for the
whol e day). The information that needs to be time stanped is not the
actual certificates and CRLs but the unanbi guous references to those
certificates and CRLs.

To conply with extended validation data, type 2 Tine-stanped, this
docunent requires the follow ng:

* Al the CA certificates references and revocation information
references (i.e., CRLs) used in validating the ES-C are covered
by one or nore tine-stanp.

Thus a ES-C with a tine-stanp signature value at tinme T1l, can be
proved valid if all the CA and CRL references are tinme-stanped at
time T1+.

B.4.7 Tinme-Stanping for Long Life of Signature

Advances in conputing increase the probability of being able to break
al gorithnms and conproni se keys. There is therefore a requirenment to
be able to protect electronic signatures against this probability.

Over a period of tinme weaknesses nay occur in the cryptographic

al gorithnms used to create an electronic signhature (e.g., due to the
time available for cryptoanal ysis, or inprovenents in

cryptoanal ytical techniques). Before this such weaknesses becone
likely, a verifier should take extra nmeasures to maintain the
validity of the electronic signature. Several techniques could be
used to achieve this goal depending on the nature of the weakened

cryptography. In order to sinplify, a single technique, called
Archive validation data, covering all the cases is being used in this
docunent .

Archive validation data consists of the Conplete validation data and
the conplete certificate and revocation data, tine stanped together
with the electronic signature. The Archive validation data is
necessary if the hash function and the crypto algorithns that were
used to create the signature are no |onger secure. Also, if it

Pi nkas, et al. I nf or mat i onal [ Page 79]



RFC 3126 El ectronic Signature Formats Sept ember 2001

cannot be assuned that the hash function used by the Tine Stanping
Aut hority is secure, then nested tinme-stanps of Archived El ectronic
Signature are required

The potential for Trusted Service Provider (TSP) key conproni se
shoul d be significantly | ower than user keys, because TSP(s) are
expected to use stronger cryptography and better key protection. It
can be expected that new algorithns (or old ones with greater key
lengths) will be used. In such a case, a sequence of time-stanps
will protect against forgery. Each tinme-stanp needs to be affixed
before either the conpromnmi se of the signing key or of the cracking of
the algorithns used by the TSA. TSAs (Tine-Stanping Authorities)
shoul d have long keys (e.g., which at the time of drafting this
docunent was 2048 bits for the signing RSA algorithn) and/or a "good"
or different algorithm

Nested time-stanps will also protect the verifier against key
conpromi se or cracking the algorithmon the old electronic
si gnatures

The process will need to be perfornmed and iterated before the
cryptographic algorithns used for generating the previous time stanp
are no |l onger secure. Archive validation data may thus bear nultiple
enbedded tine stanps.

B.4.8 Reference to Additional Data

Using type 1 or 2 of Time-Stanped extended validation data verifiers
still needs to keep track of all the conponents that were used to
validate the signature, in order to be able to retrieve them again

| ater on. These conponents nay be archived by an external source
like a trusted service provider, in which case referenced infornmation
that is provided as part of the ES with Conpl ete validation data
(ES-C) is adequate. The actual certificates and CRL information
reference in the ES-C can be gat hered when needed for arbitration

B.4.9 Tinme-Stanping for Miutual Recognition
In sone business scenarios both the signer and the verifier need to
time-stanp their own copy of the signature value. ldeally the two
ti me-stanps should be as close as possible to each other
Exanpl e: A contract is signed by two parties A and B representing
their respective organi zations, to tine-stanp the signer and verifier
data two approaches are possi bl e:

* under the terns of the contract pre-defined common "trusted"”
TSA may be used;
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* if both organizations run their own tine-stanping services, A
and B can have the transaction tine-stanped by these two tine-
stanping services. 1In the latter case, the electronic
signature will only be considered as valid, if both tine-stanps
were obtained in due tine (i.e., there should not be a I ong
del ay between obtaining the two tine-stanps). Thus, neither A
nor B can repudiate the signing tinme indicated by their own
ti me-stanpi ng service

Therefore, A and B do not need to agree on a comon "trusted" TSA to
get a valid transaction.

It is inmportant to note that signatures nmay be generated "off-1line"
and tine-stanped at a later tine by anyone, e.g., by the signer or
any recipient interested in validating the signature. The tine-stanp
over the signature fromthe signer can thus be provided by the signer
together with the signed docunent, and /or obtained by the verifier
followi ng recei pt of the signed docunent.

The busi ness scenarios nmay thus dictate that one or nore of the

| ong-term signature time-stanpi ng met hods descri be above be used.
This will need to be part of a nutually agreed the Signature
Validation Policy with is part of the overall signature policy under
which digital signature may be used to support the business

rel ati onship between the two parties.

B.4.10 TSA Key Conpromni se

TSA servers should be built in such a way that once the private
signature key is installed, that there is mninal |ikelihood of
conpromni se over as |long as possible period. Thus the validity period
for the TSA's keys should be as |ong as possible.

Both the ES-T and the ES-C contain at |east one tinme stanp over the
signer’s signature. |In order to protect against the conprom se of
the private signature key used to produce that tine-stanp, the
Archive validation data can be used when a different Tine-Stanping
Authority key is involved to produce the additional tinme-stanmp. |If
it is believed that the TSA key used in providing an earlier tinme-
stanp may ever be conpromised (e.g., outside its validity period),
then the ES-A should be used. For extrenely |long periods this may be
appl i ed repeatedly using new TSA keys.

B.5 Miltiple Signatures
Some el ectronic signatures may only be valid if they bear nore than

one signature. This is the case generally when a contract is signed
between two parties. The ordering of the signatures nmay or may not
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be inportant, i.e., one nmay or nay not need to be applied before the
other. Several forms of multiple and counter signatures may need to
be supported, which fall into two basic categories:

i ndependent si gnat ures;
* enbedded signatures.

I ndependent signatures are parallel signatures where the ordering of
the signatures is not inportant. The capability to have nore than
one independent signature over the same data nust be provided.

Enbedded signatures are applied one after the other and are used
where the order the signatures are applied is inportant. The
capability to sign over signed data nust be provided.

These fornms are described in clause 3.13. All other nultiple
signature schenes, e.g., a signed docunent with a countersignature,
doubl e countersignatures or nultiple signatures, can be reduced to
one or nore occurrence of the above two cases.

Annex C (informative): ldentifiers and roles
C.1 Signer Nane Forns

The nane used by the signer, held as the subject in the signer’s
certificate, nmust uniquely identify the entity. The nane nust be
al l ocated and verified on registration with the Certification
Authority, either directly or indirectly through a Registration
Aut hority, before being issued with a Certificate.

Thi s docunent places no restrictions on the formof the nane. The
subj ect’s nane may be a distinguished nane, as defined in [ RFC2459],
held in the subject field of the certificate, or any other nanme form
held in the X 509 subjectAltNane certificate extension field. 1In the
case that the subject has no distinguished nane, the subject name can
be an enpty sequence and the subject Al t Nane extension nust be
critical

C.2 TSP Nane Forns
Al'l TSP nane forns (Certification Authorities, Attribute Authorities
and Ti ne-Stanping Authorities) nust be in the formof a distinguished
nane held in the subject field of the certificate.
The TSP nanme form nust include the legal jurisdiction (i.e., country)

under which it operates and an identification for the organization
provi ding the service.
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C.3 Roles and Signer Attributes

Where a signer signs as an individual but wi shes to also identify
hi ni hersel f as acting on behalf of an organization, it may be
necessary to provide two i ndependent fornms of identification. The
first identity, with is directly associated with the signing key
identifies himher as an individual. The second, which is nanaged
i ndependently, identifies that person acting as part of the

organi zation, possibly with a given role.

In this case the first identity is carried in the
subj ect/subject Alt Nane field of the signer’s certificate as described
above.

Thi s docunent supports the foll owi ng neans of providing a second form
of identification:

* by placing a secondary nane field containing a clained role in
the CVB signed attributes field;

* by placing an attribute certificate containing a certified role
in the CMS signed attributes field.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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