Net wor k Wor ki ng Group J. Kenpf
Request for Comments: 3105 NTT DoCoMb USA Labs
Cat egory: Experi nental G Montenegro
Sun M crosystens

Cct ober 2001

Finding an RSIP Server with SLP
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
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| ESG Not e

The 1 ESG notes that the set of docunents describing the RSIP

technol ogy inply significant host and gateway changes for a conplete
i mpl enentation. In addition, the floating of port numbers can cause
probl ens for sone applications, preventing an RSIP-enabl ed host from
interoperating transparently with existing applications in sonme cases
(e.g., IPsec). Finally, there may be significant operationa

conpl exities associated with using RSIP. Sone of these and other
conplications are outlined in section 6 of the RFC 3102, as well as
in the Appendi ces of RFC 3104. Accordingly, the costs and benefits
of using RSIP should be carefully wei ghed agai nst other neans of
relieving address shortage.

Abst r act

Thi s docunent contains an SLP service type tenplate that describes
the advertisements nade by RSIP servers for their services. Service
Location Protocol (SLP) is an | ETF standards track protoco
specifically designed to allow clients to find servers offering
particul ar services. Since RSIP (Realm Specific IP) clients require
a nechanismto discover RSIP servers, SLP is a natural match for a
solution. The service type tenplate is the basis for an Internet
Assi gned Nunbers Authority (1ANA) standard definition of the
advertisenents offered by RSIP servers, an inportant step toward
interoperability.
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1. Introduction

Real m Specific IP (RSIP) [7] enables an RSIP client in one realmto
borrow addresses and ot her resources fromanother realm It does so
by engaging in an RSIP protocol [1] exchange with an RSIP server.
The RSIP protocol requires the RSIP server to have a permanent
presence on both real ns.

There are a variety of traditional ways an RSIP client could go about
| ocating the appropriate RSIP server. However, Service Location
Protocol (SLP) [2][11] is an | ETF standards track protocol
specifically designed to facilitate | ocation of services and their
servers by clients. SLP provides a nunber of features that sinmplify
|l ocating RSIP servers. 1In this docunent, we describe how RSIP
clients can use SLP to di scover RSIP servers.

2. Notation Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [4].

3. Term nol ogy

We reproduce here some SLP ternminology from[2] for readers
unfam liar with SLP

User Agent (UA)
A process working on the user’s behalf to establish contact with

sone service. The UA retrieves service information fromthe
Service Agents or Directory Agents.
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Service Agent (SA)

A process working on behalf of one or nore services to advertise
the services and their capabilities.

Directory Agent (DA

A process which collects service advertisenents. There can only
be one DA present per given host.

Scope

A set of services, typically making up a |l ogical adninistrative
group.

Servi ce Adverti senent

A URL, attributes, and a lifetinme (indicating how |long the
advertisenent is valid), providing service access infornmation and
capabilities description for a particular service.

Using SLP for RSIP Service Discovery

SLP provides the framework in which RSIP clients and servers nake
contact. Here is a description of how an RSIP server and client find
each other using SLP

1

The RSIP server inplenents a SLP SA while the RSIP client
i npl ements an SLP UA

The RSIP SA constructs a service adverti senent consisting of a
service URL, attributes and a |lifetime. The URL has service type
"service:rsip", and attributes defined according to the tenplate
in Section 7.

If an SLP DA is found, the SA contacts the DA and registers the
advertisement. |If no DA is found, the SA naintains the
advertisement itself, answering multicast UA queries directly.

When the RSIP client requires contact information for an RSIP
server, the UA either contacts the DA using unicast or the SA
using nmulticast. The UA includes a query based on the attributes
to indicate the characteristics of the server it requires

Once the UA has the host nanme or address of the RSIP server as
wel |l as the port nunber, it can begin negotiation using the RSIP
pr ot ocol
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This procedure is exactly the sane for any client/server pair
i mpl enenting SLP and is not specific to RSIP

Many protocols use a variety of traditional nethods for service

di scovery. These methods include static configuration, purpose-build
protocols for discovery, special features in the protocol itself, DNS
SRV RRs [5], or DHCP [6]. SLP provides a nunber of advantages over
these traditional nethods:

1. Discovery of services using SLP is dynam c, whereas many of the
traditional methods only allow static or weakly dynamc (i.e.
difficult to update) discovery. Cients only discover services
that are actually active with SLP. Furthernore, if subsequent to
initial discovery a server goes down, the client can reissue an
SLP query and obtain a new server. On the server side, no
dat abases must be updated to provide dynani c discovery, the
servers advertise thensel ves

2. SLP requires no third party configuration. Only the server
offering the service and the client seeking it are required to
know the details for the particular service type.

3. SLP allows clients to specify the attributes describing the
desired server. A client discovers servers that neet a set of
specific requirements. This reduces the amount of network traffic
i nvol ved in selecting a server when nany possi bl e choices are
avai l abl e.

4. SLP contains a nunmber of scaling nmechani snms (DAs, scopes,
mul ti cast convergence algorithm, that facilitate deploynment in
| arge enterprise networks as well as in snaller networks.

5. Using Scopes for Server Provisioning

One particul ar design feature of SLP that is useful for RSIP is
scopes. Scopes in SLP are a nmechani smfor provisioning access to
particul ar service adverti senents. An adm nistrator assigns UAs and
SAs to particular scopes to assure that UAs only find SAs in those
scopes. Scopes are not an access control mechanismfor the service
itself, however. UAs fromoutside the scope can still access
services in a particular scope (unless the service itself provides
for access control), they just won't be able to find the services
using SLP

Scopes are useful for RSIP service advertisenment provisioning because
they allow a systemadninistrator to tie particular RSIP clients to
specific RSIP servers. For exanple, consider the network
architecture described in Section 4.2.1 of [7]. RSIP clients are
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recomended to find "the nearest" RSIP server, but exactly how that
shoul d be arranged is left unspecified. SLP provides a way for
system adm nistrators to precisely specify which realman RSIP client
resides in, by tying the realmto an SLP scope. The diagramfrom
Section 14.1 is reproduced here, with SLP scopes included to
illustrate how clients could be directed to the right RSIP servers.

e +
| |
| RSI P |
| server +---- 10.0.0.0/8
| B | SLP Scope: B
| |
S e S e +
|
| 10.0.1.0/24
e + | (149.112.240.0/25)
| |
149. 112. 240. 0/ 24| RSIP +--+
................ + server | SLP Scope: A
| A +- -+
| |
oo + | 10.0.2.0/24
| (149.112. 240. 128/ 25)
|
S e S e +
| |
| RSI P |
| server +---- 10.0.0.0/8
| C | SLP Scope: C
| |
e +

Cients on the upper 10.0.0.0/8 network are configured to use SLP
scope B, while clients on the |ower 10.0.0.0/8 network are configured
to use SLP scope C. RSIP servers B and C (as clients of server A)
use SLP to locate RSIP server A as do other RSIP clients on the
10.0.1.0/24 and 10.0.2.0/24 subnets. Wthin these two subnets, al
clients have their scopes configured to be A

Note that specifying a particular SLP scope for RSIP clients does not
restrict the SLP scope for other services advertised by SLP. SLP UAs
can be configured for nultiple scopes, so the scope configured for

printing may be different fromthe scope configured for RSIP service.

Since SLP scopes are configured through a DHCP option [8], along with

the I P address, systemadministrators can easily switch a cluster of
machi nes fromone real mto another by sinply changing the scope and
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| P address assignnments on the DHCP server. For exanple, in the above
architecture, suppose a system adninistrator wanted to renove RSIP
server B so that clients on the upper 10.0.0.0/8 subnet were directly
on subnet 10.0.1.0/24. These clients now comunicate with RSIP
server A By sinply changing the address assignnents and scope
configuration of these clients on the DHCP server, the real mcan be
ef fectively switched

6. Load Bal anci ng

VWhile SLP itself contains no specific provision for |oad bal anci ng,
| oad bal ancing can easily be inplenmented using SLP. The only
requirenent is that the service type tenplate specify an attribute
i ndicating server load. In the case of RSIP, the service type
tenplate in Section 7 contains such an attribute. The attribute

i ndi cates the nunmber of RSIP client sessions currently being
supported by the server.

In order to performload bal ancing, the RSIP server nust update its
service advertisenent periodically as new connections are accepted.
An RSIP client seeking to find the server having the |ightest |oad
perfornms the follow ng series of SLP operations.

1. As in Section 4, the client issues an SLP service request and
collects all the returned service URLs

2. For each service URL, the client performs an SLP attribute request
for the attribute LOAD. The integer load figures are returned

3. The client sorts through the returned | oad figures and selects the
URL having the | east nunber of connections. The client
establishes its RSIP session with that server

Because of network del ays, this procedure does not guarantee that a
client will always obtain a connection with the |ightest | oaded
server, but it does provide a high probability that the sel ected
server is nore lightly | oaded

A simlar procedure is used in [9] to | oad bal ance access to TN3270E
tel net servers
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7. The RSIP Service Type Tenpl ate

Name of subnitters: James Kenpf <james@loconol abs-usa. cone
Gabri el Montenegro <gab@un. conp

Language of service tenplate: en

Security Considerations:
RSIP clients can use Service Location Protocol to find RSIP

servers having particular security characteristics. |If secure
access to such information is required, SLP security should be
used.
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Tenpl ate text:
tenpl ate-type = rsip
tenpl ate-version = 0.0

t enpl at e-descri pti on=
The service:rsip type provides advertisenents for clients seeing
real mspecific P (RSIP) servers. RSIP servers use the Real m
Specific I P protocol to manage addresses and ot her resources
fromone real mon behalf of a client in another realm

tenpl at e-url - synt ax=
;No additional URL path information required. An exanple service
; URL for an RSIP server is: service:rsip://gateway. mydonai n: 4455

i psec-support = BOOLEAN O
#True if the server supports |IPSEC as per [10]

i ke-support = BOOLEAN O
#True if the server supports | KE as per [10]

tunnel -type = STRRNGL MO

IP-1P
#The tunneling nmethods supported by the RSIP server. dients
#shoul d include this attribute in a query so that they obtain a
#server offering a tunneling nethod for which they have
#support. Default is IP-1P. The values are currently
#restricted to IP-1P, L2TP, GRE and NONE. A server can support
#mul ti pl e tunnel types.

| P-1P, L2TP, GRE, NONE

transport = STRRNGL MO
TCP

#Transport used by the RSIP protocol itself.
TCP, UDP

| oad = I NTEGER O
#1f the server supports |oad balancing, this attribute should be
#set to an integer fromO to 100. O is the |lowest indication of
#1 oad and 100 the highest. dients can query for this attribute
#and obtain load information, fromwhich they can nmake an
#intelligent decision about which server to use.
—————————————————————— tenplate ends here ------------cmmioon
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8.

Security Considerations

Service type tenplates provide information that is used to interpret

i nformati on obtained by clients through SLP. If the RSIP tenplate is
nmodified or if a false tenplate is distributed, RSIP servers may not
correctly register thenselves, or RSIP clients nmay not be able to
interpret service infornmation.

SLP provides an authentication nmechanismfor UAs to assure that
service advertisenents only cone fromtrusted SAs [2]. |If trust is
an issue, particularly with respect to the information sought by the
client about | PSEC and | KE support, then SLP authentication should be
enabl ed in the network.

Sunmary

Thi s docunment describes how SLP can be used by RSIP clients to find
RSIP servers. A service type tenplate for an RSIP SLP service type
is presented. In addition, a few techniques for provisioning access
to service advertisenents for particular gateway servers, and for

| oad bal ancing using SLP were provided. The result should allow RSIP
service provisioning that is considerably nore dynam c and robust
than when traditional service discovery nechani sns are used.

Ref er ences

[1] Borella, M, Gabelsky, D., Lo, J. and K Taniguchi, "Realm
Specific I P: Protocol Specification", RFC 3103, April 2001

[2] @uttman, E., Perkins, C., Veizades, J. and M Day, "Service
Location Protocol, version 2", RFC 2608, July 1999.

[3] @uttman, E, Perkins, C. and J. Kenpf, "Service Tenplates and
service: Schenmes", RFC 2609, July 1999.

[4] Bradner, S., "Key Wrds for Use in RFCs to | ndicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[5] Gulbrandsen, A and P. Vixie, "A DNS RR for specifying the
| ocation of services (DNS SRV)", RFC 2052, Cctober 1996.

[6] Droms, R, "Dynam c Host Configuration Protocol", RFC 2131
March 1997.

[7] Borella, M, Lo, J., Gabelsky, D. and G Mntenegro, "Realm
Specific I P: Framewor k", RFC 3102, Cctober 2001

Kenpf & Mont enegro Experi ment al [ Page 9]



RFC 3105 Fi nding an RSIP Server with SLP

Cct ober 2001

[8] Perkins, C. and E. Guttnan, "DHCP Options for Service Location

Protocol", RFC 2610, July 1999.

[9] Naugle, J., Kasthurirangan, K and G Ledford,

"TN3270E Service

Locati on and Session Bal anci ng", RFC 3049, January 2001.

[10] Montenegro, G and M Borella, "RSIP Support for

| PSEC', RFC 3104, Cctober 2001.

End-t o- end

[11] E. Guttman, "Service Location Protocol: Automatic D scovery of

I P Network Services," |EEE Internet Conputing,

Jul y/ August 1999.

Avail able at: http://conputer.org/internet/icl1999/ wdtoc. htm

Aut hors’ Addresses
Questions about this docunent nay be directed to:

Janes Kenpf

NTT DoCoMb USA Labs

181 Metro Drive, Suite 300
San Jose, CA

95110

Phone: 408-451-4711
Enmai | : j ames@oconol abs-usa. com

Gabriel E. Montenegro
Sun M crosystens
Laboratori es, Europe

29, chenin du Vieux Chene
38240 Meyl an

FRANCE

Phone: +33 476 18 80 45
EMai | : gab@un. com

Kenpf & Mont enegro Experi ment al

[ Page 10]



RFC 3105 Fi nding an RSIP Server with SLP Cct ober 2001

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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