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Abst r act

Thi s docunent provides an overview of a workshop held by the Internet
Architecture Board (1 AB) on wireless internetworking. The workshop
was hosted by Nokia in Mountain View, CA, USA on February 29 thru
March 2, 2000. The goal of the workshop was to assess current and
future uses of Internet technology in wireless environnents, to nake
reconmendati ons on research and standardi zati on tasks to inprove
acceptance of Internet network and transport protocols in wreless
environnents, and to eval uate nethods to inprove conmuni cation and
col | aborati on anong I nternet standards working groups and those of
the tel ephony and wireless sectors. This report sunmarizes the
concl usi ons and reconmmendati ons of the | AB on behalf of the | ETF
conmuni ty.

Comment s should be subnmitted to the 1 AB-Wrel ess-Wrkshop@etf.org
mailing list.
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1 Introduction

Wrel ess technol ogy, including wireless LANs, data transfer over
cellular radio (GSM 3GPP, etc), and nobile operations fromaircraft
and near earth spacecraft are becom ng increasingly inportant. Somne
mar ket projections suggest that a nobile Internet in parallel with or
augrmenting the wired Internet nay be conparable in size to the wired
Internet as early as 2003.

The wirel ess operators have not, however, chosen to use |Pv4, TCP
full HTTP/HTM., and other applications for a variety of reasons.
These relate to edge device cost, bandwidth linmtations, perceived
protocol inperfections, unnecessary conplexities, the chattiness of
the application protocols, and network |ayer addressing issues.
Unfortunately, this creates some serious issues at the wired/wreless
demarcation: end to end operation is sacrificed, security is

conmprom sed, and autonated content nodification in sone form becones
necessary. The | AB considers these to be serious fundanmental issues,
which will in tine be a serious inpedinent to the usability of the
conbined Internet if not addressed.

The Internet Architecture Board (1AB), on February 29 thru March 2,
2000, held an invitational workshop on wireless internetworking. The
goal of the workshop was to assess current and future uses of
Internet technology in wireless environnents, to nake recommendati ons
on research and standardi zati on tasks to i nprove acceptance of
Internet network and transport protocols in wreless environnents,
and to evaluate nethods to i nprove comuni cation and col | aboration
anong I nternet standards working groups and those of the tel ephony
and wirel ess sectors.
The follow ng topics were defined for discussion

+ Local area wreless technol ogies

+ Cel lular wirel ess technol ogi es

+ Wreless Application Protocol (WAP)

+ Near-space and aviation wreless applications

+ Voice over IP (VolP) over wirel ess networks

+ Security over wirel ess networks

+ Transport and QoS over wirel ess networks

+ Use of WAV protocols over wireless and small screen devices
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+ Addressing requirenents for wrel ess devices
+ Conpression and bit error requirenents for wirel ess networks

The fundanmental question addressed in these discussion is "what are
the issues, and what really needs to be done to unify the Internet
bel ow the application layer." Applications will also need to be
addressed, but were perceived to be nore than could be usefully

di scussed in a three-day workshop, and probably require different
experti se.

Section 2 presents a concise overview of the individual presentations
made during the workshop. References to nore extensive materials are
provided. Details on major discussion topics are provided in section
3. Section 4 presents the reconmendati ons nmade to wirel ess
operators, IRTF, and | ETF on the architectural roadmap for the next
few years. It should be noted that not all participants agreed with
all of the statenents, and it was not clear whether anyone agreed
with all of them However, the recommendati ons made are based on
strong consensus anong the participants. Finally, section 5

hi ghlights references to security considerations di scussed, appendi x
A lists contact information of workshop participants, and appendi x B
lists the author contact information

2 Presentation Overview
Title: Overview of Wreless |P Devices (Network Inplications...)
Present er: Hei kki Hammai nen
Ref erence
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ hh- 1 ABpub. PDF
http://ww. iab.org/l AB-wi rel ess-wor kshop/t al ks/ hh-1 ABpub. ppt

Overvi ew.

Title: Overview of |EEE 802.11 Wreless LAN s & Issues Running I P
over | EEE 802. 117

Presenter: Juha Al a-Lauril a

Ref er ence
http://ww.iab.org/l AB-wi rel ess-wor k-
shop/ tal ks/ | EEE80211 | P. ppt

Overvi ew.
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Title: Overview of Bluetooth Wrel ess & I ssues Running | P over
Bl uet oot h?

Presenter: Pravin Bhagwat

Ref erence:
http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/ BT-
over vi ew. PDF,
http://ww.iab.org/1 AB-wi rel ess-wor kshop/tal ks/ BT-
overvi ew. ppt

Overvi ew.

Title: Overview of Cellular Data Systens & Approaches to nore |P
centric Cellular Data System

Presenter: Jonne Soi ni en
Ref er ence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/
Cel I ul ar _JSo. PDF,
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/
Cel | ul ar _JSo. ppt
Overvi ew.
Title: | P Packet Data Service over |S-95 CDVA
Presenter: Phil Karn

Ref erence:
http://ww.iab.org/l AB-wi rel ess-wor kshop/ tal ks/ karn/i ndex. ht m

Overvi ew.
Title: Wreless Internet Networking
Presenter: Chih-Lin |
Ref er ence:
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/1 AB000229. PDF,
http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/ 1 AB000229. ppt
Overvi ew.

Title: Mobile IP in Cellular Data Systens

Presenter: Charlie Perkins
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Ref erence:
http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/ W.I P99. PDF,
http://ww. iab.org/l AB-wirel ess-workshop/tal ks/ W.l P99. ppt
Overvi ew.
Title: Overview of WAP

Presenter: Alastair Angwi n

Ref er ence:
http://ww.iab.org/l AB-wirel ess-wor kshop/tal ks/i ab-wap- 1. pdf

Overvi ew.

Title: Mobile Wreless Internet Forum (MANF)

Presenter: Alastair Angw n

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ MVF_TC
_Present ati on. PDF,
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/ MNF_TC
_Presentation. ppt

Overvi ew.

Title: Some WAP History

Presenter: Jerry Lahti

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ waphi st . PDF,
http://ww. iab.org/l AB-wi rel ess-wor kshop/t al ks/ waphi st . ppt

Overvi ew.

Title: Near-space Wreless Applications

Presenter: Mark All man

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/al |l man-i ab-
wi rel ess. pdf,
http://ww. iab.org/l AB-wirel ess-workshop/tal ks/al |l man-i ab-

W rel ess. ps

Overvi ew.
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Title: Air Traffic / Aviation Wreless
Presenter: Chris Wrgo

Ref er ence:
http://ww.iab.org/l AB-wi rel ess-wor kshop/ t al ks/ war go-t al k. PDF,
http://ww.iab.org/l AB-wi rel ess-wor kshop/ t al ks/ war go-tal k. ppt

Overvi ew.

Title: VolP over Wrel ess

Presenter: Christian Huitemn

Ref erence:
http://ww.iab.org/1 AB-w rel ess-wor kshop/tal ks/i ab-w ess-
voi p. PDF,

http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/i ab-w ess-
voi p. ppt

Overvi ew.
Title: Security Issues in Wrel ess Networks and Mbil e Conputing
Presenter: N. Asokan
Ref er ence:
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/ nobi | e- secu-
rity. PDF,
http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/ nobi | e- secu-
rity. ppt
Overvi ew.
Title: Security for Mbile IP in 3G Networks
Presenter: Pat Cal houn
Ref er ence:
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/ m p-sec- 3g. PDF,
http://ww.iab.org/l AB-w rel ess-wor kshop/tal ks/ m p-sec-3g. ppt
Overvi ew

Title: On Inter-layer Assunptions (A View fromthe Transport Area)

Presenter: Mark Handl ey
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Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ handl ey-
Wi rel ess. pdf,
http://ww.iab.org/l AB-wi rel ess-wor kshop/tal ks/ handl ey-wi r e-
| ess. ps

Overvi ew.
Title: Does current Internet Transport work over Wrel ess?

Presenter: Sally Fl oyd

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ | AB-wi rel ess-
Mar 00. pdf,
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/1 AB-wi rel ess-
Mar 00. ps

Overvi ew

Title: QOS for Wreless (D ffServ, IntServ, other?)

Presenter: Lixia Zhang

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ zhang- f eb-
| AB. PDF,
http://ww.iab.org/1 AB-w rel ess-wor kshop/t al ks/ zhang- f eb-
| AB. ppt

Overvi ew

Title: Do current WAV Protocols work over Wreless and Smal |
Screen Devi ces?

Presenter: Gabriel Montenegro

Ref erence:
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ wirel ess-
www. PDF,
http://ww.iab.org/1 AB-w rel ess-wor kshop/tal ks/wi rel ess-
www. ppt

Overvi ew.

Title: Conpression & Bit Error Requirements for Wrel ess

Presenter: M kael Degernark
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Ref erence
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/i ab-hc. PDF
http://ww.iab.org/1 AB-wi rel ess-wor kshop/tal ks/i ab-hc. ppt
Overvi ew.
Title: Addressing Requirenents for Wrel ess Devices & | Pv6
Presenter: Bob Hi nden
Ref er ence
http://ww.iab.org/l AB-wirel ess-wor kshop/t al ks/ Addr essi ng-
| Pv6. PDF,
http://ww.iab.org/l AB-wirel ess-workshop/tal ks/ Addr essi ng-
| Pv6. ppt

Overvi ew.

3 Discussion and Qbservati ons

During the workshop presentations a nunber of issues were discussed

and observations nade. The followi ng sections 3.1 -- 3.12 summari ze
t hese di scussion and observations. Rather than organizing the
material linearly by presentation, it is grouped according to comon

"t henes" and i ssues.
3.1 Discussion on "Wal |l ed Garden" Service Mde

Presentations frommenbers involved in the cellular wireless (3GPP
3G IP, MANF) and WAP environnments quickly illustrated a significant
difference in protocol specification and service nodels fromthat
typically assuned by the Internet comunity. These comunities focus
on defining a profile (set of protocols and operational paraneters)
that conmbine to provide a well defined user service. |In addition

the carriers typically prefer to have conplete (or as nuch as
possi bl e) control over the entire service, including user access

device, transnission facilities, and service "content". This style
of service nodel appears to have been inherited fromthe classic
tel ephony provider nodel. The term"walled garden” was coined to

describe the resulting captive customer econom ¢ and servi ce nodel
That is, the user is constrained within the limts of the service
provided by the carrier with linted ability to extend features or
access services outside the provider. The "wal | ed garden”
service nodel is in stark contrast to the "open" service assuned in
the Internet. The application, access device, and service content
may each be controlled by a different entity, and the service
provider is typically viewed as little nore than a "bit pipe"
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Additionally, specification typically define a standal one protocol or
application rather than the set of features and interoperation with
ot her conponents required to deploy a comercial service.

Some di scussion focused on whether cellular carriers could be
persuaded to transition toward the Internet "open" service nodel.
Responses indicated that there was little hope of this as carriers
will always fight being reduced to a "bit pipe", fearing they cannot
sustain sufficient revenues wthout the value added services. An
addi tional point raised was that the closed nodel of the "walled
garden” sinplifies a nunber of issues, such as security,

aut hori zation, and billing when the entire network is considered
secured and controll ed under a single adm nistration. These
simplification can elimnate roadbl ocks to service depl oynent before
scal abl e, interdonain solutions are avail abl e.

Even though there seens little hope of evolving carriers away from
the "wal |l ed garden" service in the short term there was significant
value in recognizing its presence. This led to observations that
"wal | ed garden" Internet-based services will operate somewhat |ike
current intranet services. Also, mechani sms should be investigated
to sinmplify interoperation and controlled access to the Internet.
Finally, the difference between Internet protocol specification
contrasted to service profiles highlights sone of the confusion those
in the tel ephony environnent encounter when attenpting to incorporate
Internet capabilities.

Miuch of the current work in extending |Internet-based services to
cellular custoners has focused on data services such as email or web
access. One observation on the reluctance of carriers to rel ease any
control over services was that this nmay be an inpedinent to adoption
of Internet-based voice services. Current work on voice over IP
(Vol P) and call signaling (SIP [30]) |oosens control over these
services, much of the functionality is noved into the SIP agent with
the carrier being reduced to an access provider (i.e., "bit pipe").

3.2 Discussion on Mbility and Roani ng

An inherent characteristic of wireless systens is their potential for
acconmodati ng device roam ng and nobility. Some di scussion focused
on the nodel of nobility presented to the user. There was al so

consi derabl e i nterest and di scussion on protocols enpl oyed, using
cellular tel ephony and/or |P-based solutions. Finally, there was
sone interest in exploring new services enabled by nmobility.
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3.2.1 Discussion on Mbility and Roani ng Model

There was consi derabl e di scussi on and concern over what style of
mobility and roam ng needs to be supported. Current usage in the
Internet is dom nated by the nbde where a user perfornms sone actions
at one location, then shuts down and noves, followed by restart at a
new | ocati on.

3G I P uses the term"macro nobility" to describe this node

The di scussion attenpted to discern whether the current node of usage
is a perceived limtation introduced by current protocols. A clear
consensus could not be achieved. There was agreenent that

i ntroduction of this "macro nobility" roaming is a worthwhile first
step. However, that was i mediately foll owed by questions on whet her
it is asufficient first step, and warning not to stop at this |evel
There seens significant issues for continued investigation related to
enabl i ng continual usage of a device during roanming ("nmcro
mobility") and the ability to retrieve previous connections after a
roam ng event.

3.2.2 Discussion on Mbility and Roam ng Protocols

Sel ection between cellular and I P protocols in support of roam ng
provi ded another topic for significant discussion. Cellular
operators have al ready depl oyed protocols providing significant
support for roamng. This has |led several efforts, such as 3GPP and
3G IP, toward architecture relying on tel ephone systemfor all

mobi lity support, hiding roaming fromthe IP |ayer

Arguments for cellul ar-based roani ng centered on concerns about the
nobile I P nodel. There was concern that hone agent and foreign agent
i nvol venent in delivery night introduce bottleneck, and the
perception that nobile I P handoff is too slow A rebuttal offered
was that | ETF nobileip working group is introducing hierarchy and
route optinization to i nprove perfornance and robustness [50], and
there was di sagreenent on the point regardi ng sl ow handoff under
nobil e | P.

Detrinents to the cellul ar-based roam ng include the lack of IP
support out to the nobile device and the added tunneling protocols
and overhead required. Additionally, roanming is less well defined
when traversing service provider boundaries and nay involve highly
non-optimal forwarding path. There appears significant work

remai ning to reach convergence on opi nions, and additiona

i nvestigation to support roam ng across cellular, WAN, and IP
boundari es.
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3.2.3 Discussion on Mbility and Roam ng Services

3G IP nobility nodel is primarily focused on providi ng ubiquitous
service across a range of access nedia. However, the presentation
al so highlighted a desire to devel op new "l ocati on based" services
Exanpl es presented include | ocating nearby services or receiving
advertisenent and solicitations from nearby business.

There are several Internet protocols defined, such as anycast service
[47] and SLP [28], that nmay aid in devel oping | ocati on based
services. However, there was considerable frustration on the part of
3G IP in that there appears little comercial support of these
protocols, and even |less direction on how to assenbl e and coordi nate
the required protocols to deploy the desired services.

This exchange illustrated the di sconnect between interpreting
I nternet standards and tel ephony service profiles. First, in the
Internet nmany protocols are defined but many are optional. Protoco

support is typically driven by nmarket denmand, which can lead to

"chi cken and egg" problem Secondly, individual protocols and
applications are devel oped rather than conplete profile to conpose a
comrercial service. For this service, evaluating the usage and

scal ability of service discovery protocols appears to be an area open
for further investigation.

3.3 Discussion on Security Mde

Mobility and wirel ess environnents introduce many conplexities and
potential attacks to user authentication and privacy. In addition to
t he di scussion presented below, there was an overridi ng statenent
made regardi ng the nethodol ogy that nust be followed for all security
protocol developnent. It was felt quite strongly that the only
chance for success is that the definition be done in a public forum
allowing full disclosure of all algorithnms and thorough review by
security experts. Stated an alternate way, defining protocols in a
closed forumrelying on cell phone nmanufacturers, or other non-experts
on | P security, is very likely to create security exposures

3.3.1 Discussion on User ldentity

Storage of user identity can have significant effect on device usage
and device portability. Discussion focused on whether identity
shoul d be tied to the nobile device or a transferable SIMcard.
Fixing identification with the device may sinplify manufacture and
provi de sone tanper resistance, however it nakes it very difficult to
depl oy a public device taking on the identity of the user. These
alternative also affect transfer of identity and configuration state
on devi ce replacenent or upgrade.

Mtzel I nf or mat i onal [ Page 12]



RFC 3002 | AB Wrel ess Wrkshop Decenber 2000

A related topic revolves around the user desire to enploy a single
device but to take on a different identity and privilege based on the
usage at hand (e.g., to gain corporate access, hone access, or
Internet access). The ability and ease of assunming these nmultiple
identities may be highly dependent on the nodel of identity

i ntegration, as discussed above. Discussion highlighted potentia
pitfalls based on tieing of device and user identities. |Psec use of
device I P address inhibits roam ng capabilities as the address may
change based on | ocation, and precludes distinguishing identity and
capabilities for current usage. |Psec requires additional work to
acconmodate this added flexibility.

A final topic of discussion on user identity establishnment was

whet her possession of the device is sufficient, or whether the user
shoul d be required to authenticate to the device. 1In the real world
the first alternative is exenplified by the credit card nodel, while
the second is nore anal ogous to the ATM card where the user nust al so
provide a PIN code. Both nodels seemuseful in the real world, and
it’s likely both will have uses in wireless networking.

3.3.2 Discussion on WAP Security

WAP wirel ess transport security (WLS) is based on TLS [20], wth
optim zed handshake to all ow frequent key exchange. The security

service enploys a "vertical" integration nodel, with protoco
components throughout the network stack. Sonme argued that this is
the wong nodel. A better approach may have been a security |ayer

with well defined interfaces. This could allow for later tradeoffs
anong different protocols, driven by market, applications, and device
capabilities.

Addi tional statenents argued that the WAP security nodel illustrates

dangers fromoptimzing for a linited usage domain ("walled garden").
Content provider systens requiring security (e.g., banks) nust depl oy
a special WAP proxy, which breaks the nodel of a single WAP "domai n".
Simlar issues are inherent in gatewaying to the Internet.

3.3.3 Discussion on 3G Network Security

The existing GSM GPRS nodel uses long term shared secrets (enbedded
in SIMcard) with one-way authentication to the network, and with
privacy only provided on the access link. This is an exanple where
the "wal | ed garden" service nodel has an advantage. Conplete contro
over the service access devices and network greatly reduces the range
of security concerns and potential attacks.
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Future 3GPP and 3GPP2 plan to push IP all the way out to the wreless
device. An observation is that this results in nore potential for
exposure of signaling and control plane to attacks. Desire is to
perform mutual authentication and securing of the network. This is a
difficult problemw th additional issues remaining to be solved;
however the statenent was nade that relying on I P and open standards
is nore likely to produce a provably secure network than fornmer
reliance on SS7 protocols and obscurity.

Conpl eti ng support for the security requirenents of the 3GPP/ 3GPP2
network seens to require resolving issues in two primary areas, AAA
services and nobile IP. AAA is required for authentication

aut hori zation, and billing. Remaining issues center around cross
domai n AAA, authentication using PKI, and there was consi derabl e
aversion to use of IPsec and | KE protocols due to perceived overhead
and delay. Mbile IP issues revolve around solutions to reduce the
security associations required between nmobil e node and hone agent,
nobi | e node and foreign agent, and the hone and foreign agent. An
interimsolution being investigated involves use of a RADI US server
[56]; however, there are concerns with repeated dynam c key
generation on each handoff or hiding sonme details of handoffs, which
may violate assunptions in nobile I P protocol [48]. Evaluating
requi renents and addressing all of these open issues appears to be an
excel l ent opportunity for nutual cooperation on open standardi zation
and review.

3.4 Discussion on Transports

Di scussion on transport protocols touched on a broad range of issues.
Concerns ranged fromthe effects of wireless link characteristics and
mobility effect on TCP, to devel opnent of new transport protocols
such as WAP Wrel ess Transaction Protocol (WIP). In addition, a
significant amount of time was spent review ng ongoing efforts within
the I ETF on TCP transport enhancenments and investigation of new
transports.

3.4.1 Discussion on Link Characteristics and Mbility Effect on
Transport

TCP makes assunptions on | oss as congestion indication. The
statement was nmade that TCP was designed for |links wth about 1%
corruption loss, and provided that constraint is nmet then TCP should
function properly. Presentation on |S-95 CDVA-based data service
showed that it conditions line to provide 1--2%error rate with
little correlation between loss. Sinilar conditioning and Forward
Error Correction (FEC) nechanisns nay be appropriate for other
wireless and satellite systens [4]. This may not be true for al
wireless nedia, but it was interesting in the fact that it indicates
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TCP shoul d work properly on many wrel ess nedia. However, the anount
of discussion and suggestions on TCP perfornance optim zati ons showed
that there can be a considerabl e gap between nerely working and

wor ki ng wel I .

One issue raised several times was related to the effects of non-
congestive loss on TCP performance. |In the wreless environnent

non- congestive | oss nay be nore preval ent due to corruption |oss
(especially if the wireless Iink cannot be conditioned to properly
control error rate) or an effect of nmobility (e.g., tenporary outage
whil e roam ng through an area of poor coverage). These |osses can
have great detrinental effect on TCP perfornmance, reducing the
transm ssi on wi ndow and hal ving the congesti on wi ndow size. Mich of
t he di scussion focused on proposing nechanisns to explicitly indicate
a non-congestive loss to the TCP source. Suggestions included a

Non- Congestive Loss Indication (NCLI) sent for instance when packet
corruption loss is detected, or sending a Source Encourage (SE) to
stinmul ate source transmi ssion at the end of an outage. In addition
to data corruption, wireless links can al so experience dropouts. In
this situation any active TCP sessions will conmence periodic
retransm ssions, using an exponentially increasing back-off tinmer

bet ween each attenpt. Wen the |link becones available it may be many
seconds before the TCP sessions resunme transm ssion. Mechanisns to
all eviate this problem including packet caching and triggered
retransm ssion were discussed. The nore generic formof all of these
nmechani sns is one that allows the state of the |ayer two (datalink)
systemto signal to the TCP session its current operating node.
Devel opi ng a robust form of such a signaling nmechanism and
integrating these signals into the end-to-end TCP control |oop may
present opportunities to inprove TCP transport efficiency for

wirel ess environnments.

TCP i nprovenents have been incorporated to support "long" |inks
(i.e., those with large delay and bandw dth characteristics) [36],
however consi derable expertise may still be required to tune socket

buffers for maxi num performance. Sone work has been done on auto-
tuning buffers, which shows promise [58]. An additional problemwth
| arge wi ndows and auto-tuning is the added header overheads. This
may exasperate the problens of running TCP over |ow bandwi dth |inks.
Suggestions included to explore dynam c negotiation of |arge w ndow
extensions in the mddle of a connection to alleviate these issues.

A final issue raised with regardport (see discussion below in section
3.4.3).

There was al so concern regarding nobility effects on TCP perfornance.
TCP has inplicit assunptions on bounding propagation delay. |If delay
exceeds the snoothed round trip time plus four times the round trip
variance then the segnent is considered lost, triggering the nornal
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backoff procedures. Could these assunptions be violated by segnent

| oss or duplication during handoff? Wrk on D SACK [25] may all eviate
these worries, detecting reordering and all owi ng for adaptive DUP-ACK
threshold. Finally, there was suggestion it m ght be appropriate to
adapt (i.e., trigger slow start) imediately after nobile handoff on
the assunption that path characteristics may differ

3.4.2. Discussion on WAP Transport

WAPF consi dered TCP connection setup and teardown too expensive in
terns of bit overhead and | atency when required for every
transaction. WAPF devel oped the Wrel ess Transaction Protocol (WP)
with sone inspiration fromT/ TCP [12]. WP offers several classes of
service ranging fromunconfirmed request to single request wth
single reply transaction. Data is carried in the first packet and
3-way handshake elimnated to reduce latencies. In addition

acknow edgnments, retransm ssion, and flow control are provided.

Di scussion on WIP centered on assessing details on its operation

Al t hough it incorporates nechanisns for reliability and fl ow control
there was concern that it may nmiss critical or subtle transport

i ssues | earned through years of Internet research and depl oynent
experience. One potential area for disaster appeared to be the use
of fixed retransmission tiners and | ack of congestion control. This
gave rise to suggestions that the |ETF wite up nore details on the
history and tradeoffs in transport design to aid others doing
transport design work, and secondly that the | ETF advocate that the
congestion control is not optional when using rate adaptive transport
pr ot ocol s.

The renai ni ng di scussion on WAP transport prinarily focused on ways
to share information. |t was suggested that any result from WAPF
study of TCP shortconings that led to its rejection mght be usefu
for 1ETF review as inputs for TCP nodifications. Simlar coments
were raised on study of T/ TCP shortconmings and its potential exposure
to Denial of Service (DoS) attacks. It was al so encouraged that the
WAPF nmenbers participate in the |ETF directly contribute requirenments
and remai n abreast of current efforts on evolving TCP operation and

i ntroduction of new transport (see discussion belowin section
3.4.3.).

3.4.3 Discussion on | ETF Transport Activities

Di scussion on transport work in the | ETF presented a | arge array of
activities. Recent work on transport inprovenent includes path MU
Forward Error Correction (FEC), |arge w ndows, SACK, NewReno Fast
Recovery, ACK congestion control, segnment byte counting, Explicit
Congestion Notification (ECN), larger initial transmt w ndows, and
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sharing of related TCP connection state [3,4,5,6, 24, 25, 43,53, 63].
Wrk on new transports includes SCTP [61] in the | ETF Signaling
Transport (sigtran) working group and TCP-Friendly Rate Contro
(TFRC) [1] by researchers at ACIRI. SCTP provides a reliable UDP-
i ke protocol supporting persistent associations and in-order
delivery with congestion control. TFRCis targeted at unreliable,
uni cast streamng nedia. Finally, work in the | ETF End- poi nt
Congesti on Managenent (ecn) working group is |ooking at standardi zi ng
congestion control algorithns, and work in the Perfornmance

I mplications of Link Characteristics (pilc) working group is
characterizing performance i npacts of various |ink technol ogi es and
i nvestigating perfornmance inprovenents.

This vast array of ongoing research and standards devel opnent seened
a bit overwhel nming, and there was considerabl e di sagreenent on the
performance and applicability of several TCP extensions. However,
this discussion did raise a couple of key points. First, transport
work within the Internet community is not stagnant, there is a
significant anmount of interest and activity in inprovenent to

exi sting protocols and exploration of new protocols. Secondly, the
work with researchers in satellite networking has denonstrated the
trenendous success possible in close collaboration. The satellite
net wor ki ng community was dissatisfied with initial TCP performance on
| ong delay links. Through subm ssion of requirenents and

col l aborative investigation a broad range of inprovenents have been
proposed and standardi zed to address uni que characteristics of this
environnent. This should hopefully set a very positive precedent to
encourage those in the wirel ess sector to pursue sinilar

col l aboration in adoption of Internet protocols to their environnent.

3.5 Discussion on Aeronautical Tel ecomuni cation Network (ATN) Routing
Pol i cy

The Aeronautical Tel ecommunication Network (ATN) has goals to inprove
and standardi ze communi cations in the aviation industry. This ranges
across air traffic managenent and control, navigation and
surveillance, all the way up to passenger tel ephone service and
entertainment. This also involves integration of both fixed ground
segrments and nobile aircraft. Supporting the ATN architecture using
Internet protocols may introduce additional requirenments on the
routing infrastructure.

Current ATN views each aircraft as an autononous network (AS) with
changi ng point of attachment as it "roams" through different

ai rspace. Addressing information associated with the aircraft is
fixed, which makes route aggregation difficult since they re not
related to topol ogy, and also increases the frequency of updates.
Additionally, the aircraft nay be nultiply attached (within coverage
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of multiple ground and space-based access networks), requiring
routing policy support for path selection. Finally, QoS path

sel ection capabilities may be beneficial to arbitrate shared access
or partition real-time control traffic fromother data traffic.

Initial prototype of ATN capabilities have been based on | SO | DRP
[33] path selection and QoS routing policy. There was sone

di scussi on whether |IDRP could be adopted for use in an IP
environnment. There was qui ck agreenent that the preferred solution
within the I ETF woul d be to advance BGP4++ [8,54] as an | DRP-1i ke
repl acenent. This transitioned discussion to evaluation of ATN use
of IDRP features and their equivalent to support in BGP. Severa

i ssues with BGP were raised for further investigation. For exanple,
whet her BGP AS space is sufficient to acconmodate each aircraft as an
AS? Al so issues with nobility support; can BGP provide for
dynami cal | y changi ng peering as point of attachnment changes, and
alternative path selection policies based on current peerings? A
significant anount of additional investigation is required to fully
assess ATN usage of IDRP features, especially in the QS area. These
could lead to additional BGP requirenents, for instance to effect
different prioritization or path selection for aircraft control vs.
passenger entertainment traffic.

3.6 Discussion on QS Services

Enabl i ng support for voice and other realtime services along with
data capabilities requires Quality of Service (QS) features to
arbitrate access to the linmted transm ssion resources in wreless
environnment. The wireless and nobile environnent requires QS
support for the last |eg between the nobile device and network access
poi nt, accommodati ng roani ng and uni que characteristics of the
wireless |ink.

In addition to the discussion presented below, it was felt quite
strongly that it is critical any QoS facility be provided as an
underlying service i ndependent of payload type. That is, there
shoul d be no built in know edge of voice or other application
semantics. This results in a feature that can be | everaged and
easily extended to support new applications.

3.6.1 Discussion on "Last Leg" QoS

Di scussion on voice over |P (VolP) enphasized that (wirel ess) access
link is typically the nost constrained resource, and while contention
access (CSMA) provides good utilization for data it is not ideal for
voice. Two nodels were identified as potential solution in VolP
architecture. The first is to have the wirel ess device directly
signal the local access router. A second alternative is to have the
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call control elenment (SIP agent [30]) "progrant the edge router

This tradeoff seenmed to be an area open for additional investigation
especially given the conplications that nmay be introduced in the face
of mobility and roam ng handoffs. This appears a key conponent to
solve for success in Vol P adoption.

Wrk within the | EEE 802. 11 WLAN group identified simlar
requirenents for QoS support. That group is investigating a nodel
enpl oyi ng two transm ssi on queues, one for realtinme and one for
best-effort traffic. Additional plans include mappi ng between IP
D ffServ markings [14,46] and | EEE 802 priorities.

The statenent was al so nmade that QoS over the wireless link is not
the fundanental problem rather it is handling nmobility aspects and
seanl ess adaptati on across handoffs w thout service disruption

There were concerns about nechani sns establishing per-flow state
(RSVP [13]). Issues include scaling of state, and signaling overhead
and setup delays on roam ng events. DiffServ [9] approach allows

al l ocating QS for aggregate traffic class, which sinplifies roaning
However, DiffServ requires measurenent and all ocation adjustnent over
time, and policing to limt anount of QoS traffic injected.

3.6.2 Discussion on Path QoS Di scovery

The HDR hi gh speed wirel ess packet data system under devel oprment at
Qual conm hi ghl i ghts uni que characteristics of some wreless nedia.
Thi s system provi des users a channel rate between 38.4Kb/s and
2.4Mb/ s, with throughput dependent on channel I|oading and distance
fromnetwork access point. This gave rise to considerabl e discussion
on whether it mght be possible to discover and provide feedback to
the application regarding current link or path QS being received.
This m ght enable sonme formof application adaptation

In the case of the HDR systemit was indicated that no such feedback
is currently available. Additionally, it was argued that this is in
accord with the current Internet stack nodel, which does not provide
any nechani sns to expose this type of information. Counter argunents
stated that there are growi ng demands in Internet QS working groups
requesting exposure of this type of information via standardi zed
APl's. Menbers working on GPRS protocols also indicated frustration

i n depl oying QoS capabilities wi thout exposure of this information
This clearly seened a topic for further investigations.

A final area of discussion on QS discovery focused on the question
of how a server application night find out the capabilities of a
receiver. This could allow for application adaptation to client
device and path characteristics. One suggestion proposed use of RSVP
payl oad, which is able to transport QS infornmation. A second
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alternative is to push capability exchange and negotiation to the
application layer. Discussion on this topic was brief, as
application issues were deened outside the workshop charter, however
this also seenms an area open for future investigation

3.7 Discussion on Header Conpression

A critical deterrent to Internet protocol adoption in the highly
band-w dt h constrained wireless cellular environnent is the bit
overhead of the protocol encoding. Exanples presented highlighted
how a voice application (layered over IP [52,19], UDP [51], and RTP
[57]) requires a m nimum of 40 bytes of headers for |IPv4 or 60 bytes
for 1Pv6 before any application payload (e.g., 24 byte voice sanple).
This overhead was al so presented as a contributing factor for the
creation of WAP Wrel ess Datagram Protocol (WDP) rather than IP for
very | ow datarate bearers

Di scussi on on header conpression techniques to alleviate these
concerns focused on work being performed within the | ETF Robust
Header Conpression (rohc) working group. This working group has
established goals for wireless environnent, to conserve radio
spectrum to acconmodate nobility, and to be robust to packet |oss
bot h before the point where conpression is applied and between
conpressor and deconpressor. Additional requirenents established
were that the technique be transparent, does not introduce additiona
errors, and that it is conpatible with comon protocol |ayerings
(e.g., IPv4, IPv6, RTP/UDP/IP, TCP/IP).

The primary observation was that this problemis now | argely sol ved
The working group is currently evaluating the ROCCO [38] and ACE [42]
protocols, and expects to finalize its recomendati ons in the near
future. It was reported that these encodi ngs have a nini mum header
of 1 byte and result in average overhead of |ess than 2 bytes for an
RTP/ UDP/ | P packet. There is sone extra overhead required if
transport checksumis required and sone issues still to be analyzed
related to interoperation with encryption and tunneling.

A detrinment to | Pv6 adoption often cited is its additional header
overhead, primarily attributed to its larger address size. A
secondary observation nade was that it’'s believed that |Pv6
acconmodat es greater header conpression than IPv4. This was
attributed to the elimnation of the checksum and identification
fields fromthe header.

Di scussi on on use of WAV protocols over wirel ess highlighted protoco
encodi ngs as another potential detrinment to their adoption. A nunber
of alternatives were nentioned for investigation, including use of a
"defl ate" Content-Encodi ng, using conpression with TLS [20], or

Mtzel I nf or mat i onal [ Page 20]



RFC 3002 | AB Wrel ess Wrkshop Decenber 2000

Bellovin's TCP filters. (Observation was nade that it could be
beneficial to investigate nore conpact alternative encoding of the
WAW pr ot ocol s.

3.8 Discussion on Applications Protocols

| ETF protocol devel opnents have traditionally taken the approach of
preferring sinple encode/ decode and word alignment at the cost of
sone extra bit transmissions. It was stated that optim zing protoco
encoding for bit savings often |leads to shortcomings or limtations
on protocol evolution. However, it was al so argued that environnents
where physical linitations have an effect on transni ssion capacity
and system perfornance nmay present exceptions where optinized

encodi ngs are beneficial. Cellular wireless and near-space satellite
may fall into this category.

The WAP protocols exhibit several exanples where existing Internet
protocols were felt to be too inefficient for adoption with very | ow
datarate bearer services and linited capability devices. The WAP
Wrel ess Session Protocol (WSP) is based on HTTPv1.1 [23], however
WSP i ncorporates several changes to address perceived inefficiencies.
WEP uses a nore conpact binary header encoding and optim zations for
efficient connection and capability negotiation. Simlarly, the WAP
Wrel ess Application Environnent (WAE) uses tokenized WM. and a tag-
based browser environment for nore efficient operation

Addi tional requests for nore efficient and conpact protoco

encodi ngs, and especially inproved capability negotiation were raised
during di scussion on usage of WWVprotocols with wrel ess handhel d
devi ces.

Finally, work within the near-space satellite environment has pointed
out other physical linmtations that can affect performance. In this
case the |l ong propagation del ays can make "chatty" protocols highly

i nefficient and unbearable for interactive use. This environnent
could benefit fromprotocols that support sonme form of "pipelining"
operation.

There seened broad agreenent that many of these observations
represent valid reasons to pursue optim zation of protoco

operations. |Investigation of conpact protocol encoding, capability
negoti ation, and mnim zing or overlapping round trips to conplete a
transaction could all lead to inproved application performance across

a wi de range of environnments.
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3.9 Discussion on Proxy Agents

Proxy agents are present in a nunber of the wireless and nobile
architectures. They're often required to gateway between

communi cati on domains; termnate tunnel and translate between

t el ephony system and Internet protocols (GPRS), or to escape the
"wal | ed garden"” (WAP). In conjunction with linted capability
handhel d devi ces a proxy mi ght be deployed to offload expensive
processi ng such as public key operations, performcontent filtering,
or provide access to "backend" applications (e.g., email, cal endar,
dat abase). In other cases the proxy may be required to work around
protocol deploynent limtations (e.g., NAT with limted | Pv4

addr esses) .

The di scussion on proxy agents primarily recogni zed that there are a
range of proxy agent types. Proxies may operate by intercepting and
interpreting protocol packets, or by hijacking or redirecting
connections. Sone types of proxy break the Internet end-to-end
communi cati on and security nodels. Oher proxy architectures nay
limt systemscalability due to state or perfornance constraints.
There was sonme desire to conduct further study of proxy agent nodels
to evaluate their effect on system operation

3.10 Discussion on Adoption of |Pv6

Projections were presented claimng 1200 mllion cellular (voice)
subscribers, 600 million wired stations on the Internet, and over 600
mllion wireless data ("web handset") users by the year 2004. Right
up front there was caution about these projections, especially the
wireless data since it is highly speculative with little history.
Secondly, there was sone doubt regarding potential for significant
revenues fromuser base over 1 billion subscribers; this nay be
pushing the limts of world population with sufficient disposable
inconme to afford these devices. However, there was broad consensus
that cellular and Internet services are going to continue rapid
grow h and that wireless data terninals have potential to forma
significant conponent of the total Internet. These concl usions
seened to formthe basis for many additional recomendati ons to push
for adoption of IPv6 protocols in energing (3G markets.

In nearly all the presentations on 3G cellular network technol ogi es
di scussion on scaling to support the projected | arge nunber of

wirel ess data users resulted in strong advocacy by the Internet
representatives for adoption of |Pv6 protocols. There were sone
positive signs that groups have begun investigation into | Pv6. For
exanpl e, 3GPP has already defined | Pv6 as an option in their 1998 and
1999 specifications (release RI8 and R99), and are consi dering
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specifying IPv6 as mandatory in the rel ease 2000. The MANF effort is
al so cogni zant of IPv4 and |IPv6 issues and is currently westling
with their recomendations in this area.

Al t hough there was |imted positive signs on | Pv6 awareness,
indication is that there are long fights ahead to gain consensus for
| Pv6 adoption in any of the 3G standards efforts. There was

consi derabl e feedback that the tel ephony carriers perceive |IPv6 as
nmore difficult to deploy, results in higher infrastructure equipnment
expenses, and adds difficulty in interoperation and gatewaying to the
current (I Pv4) Internet. Argunents for sticking with IPv4 primarily
came down to the abundance and | ower pricing of |Pv4-based products,
and secondary argunent of risk aversion; there is currently mninal

| Pv6 depl oyment or operational experience and expertise, and the
carriers do not want to drive devel opment of this expertise.

Finally, some groups argue IPv4 is sufficient for "wall ed garden”
use, using |IPv4 private address space (i.e., the "net 10" solution).

One other area of concern regarding |IPv6 usage is perceived nenory
and processing overhead and its effect on small, linmted capability
devices. This was prinmarily directed at |Pv6 requirement for |Psec

i npl ementation to claimconformance. Argunments that continued
increase in device capacity will obviate these concerns were
rejected. It was stated that power constraints on these | ow end
devices will continue to force concerns on nenory and processing
overhead, and inpact introduction of other features. There was no
concl usi on on whet her | Psec could be made optional for these devices,
or the effect if these devices were "non-conpliant".

Energi ng 3G cel l ul ar networks appear ideal environnent for |Pv6

i ntroduction. |Pv6 addresses scaling requirenents of wireless data
user projections and elininates continued cobbling of systens

enpl oying (I Pv4) private address space and NAT. This appears an area
for 1AB and Internet community to take a strong stance advocating
adoption of I1Pv6 as the various 3G forunms westle with their
reconmendat i ons.

3.11 Discussion on Signaling

Di scussion on signaling focused on call setup and control functions,
and the effects of nobility. The 3G IP group has investigated
standardi zing on either H 323 [32] or SIP [30]. Currently support
seenms to be split between the protocols, and neither seened idea

wi t hout support for mobility. During discussion on VolP it was
presented that SIP does support nobility, with graceful handling of
nmobi | e handof f, updating location information with renote peer, and
even sinul taneous handoff of both endpoints. The problemwth SIP
adoption seens to be its slow standardi zati on brought about by
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focusing on the harder mnulticast nodel rather than expediting

definition of a unicast "profile". There seens great need for |ETF
to expedite finalization of SIP, however some argued at this point
it’s likely many products will need to devel op support for both SIP

and H. 323, and for their interoperation

A short discussion was al so raised on whether it is the correct nodel
to incorporate the additional protocol mechanisnms to acconmobdat e
mobility into the SIP signaling. An alternative nodel night be to
build on top of the existing nmobile IP handoff facilities. There was
no concl usion reached, however it seemed an area for further

i nvestigation.

3.12 Discussion on Interactions Between | ETF and O her Standards
Organi zati ons

There were nmany exanpl es where non-1ETF standards organi zati ons woul d
like to directly adopt | ETF standards to enable Internet (or simlar)
services. For exanple |IEEE 802.11 W.LAN relies on adoption of |ETF
standards for nobile I P, end-to-end security, and AAA services. 3GPP
is looking into the | ETF work on header conpression. WAPF derived
its transport, security, and application environment from | nternet
protocols. At first glance these would seem successes for adoption
of Internet technol ogies, however the decision to rely on | ETF
standards often introduced frustrations too.

One conmon thene for frustration is differences in standardization
procedures. For instance, 3GPP follows a strict nodel of publishing
recomendati ons yearly; any feature that cannot be finalized nmust be
dropped. On the other hand the | ETF worki ng groups have nuch | ess
formalized schedules, and in fact often seemto ignore published
nmlestone dates. This has led to a common perception wthin other
standards organi zations that the | ETF cannot deliver [on tine].

A second area identified where | ETF differs from other organizations

is in publication of "systemprofile". For exanple defining
i nteroperation of |IPsec, QS for Vol P and video conferencing, and
billing as a "service". Wading through all the protoco

speci fications, deciding on optional features and piecing together
the conponents to deliver a commercial quality service takes
consi der abl e experti se.

Thirdly, there was often confusion about how to get involved in | ETF
standards effort, subnmit requirenents, and get delivery comntnents.
Many peopl e seem unaware and surprised at how open and sinple it is
to join in | ETF standardi zation via working group neetings and
mailing list.
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There wasn't really a | arge anpbunt of discussions on ways to address
these differences in standards practices. However, it did seem
beneficial to understand these concerns and frustrations. It seened
clear there can be sonme benefits in inmproving conmruni cation wth

ot her standards organi zati ons and encouraging their participation in
| ETF activities.

4 Reconmendati ons

The 1 AB wirel ess workshop provided a forumfor those in the Internet
research comunity and in the wireless and tel ephony community to
nmeet, exchange information, and discuss current activities on using
Internet technology in wireless environnents. However the prinmary
goal fromthe perspective of the I1AB was to reach sonme understandi ng
on any problens, both technical or perceived deficiencies, deterring
the adoption of Internet protocols in this arena. This section
docunents reconmendati ons of the workshop on actions by the | AB and
| ESG, | RTF research efforts, and protocol devel opnent actions for the
| ETF to address these current deficiencies and foster w der
acceptance of Internet technol ogies.

4.1 Recommendati ons on Fostering Interaction with Non-Internet Standards
Organi zat i ons

A cl ear consensus of the workshop is that dialog needs to be

i mproved. The Internet conmmunity should attenpt to foster

conmuni cation with other standards bodies, including WAPF, MN F
3GPP, 3G IP, etc. The goal is to "understand each others problens”,
provide for requirenents input, and greater visibility into the
standardi zati on process.

4.1.1

It was recommended to take a pragmatic approach rather than
formalizing |iaison agreements. The formalized Iiaison nodel is
counter to the established Internet standards process, is difficult
to manage, and has net with very linited success in previous trials.
I nstead, any rel evant | ETF working group should be strongly
encouraged to consider and recommend potential |iaison requirements
within their charter.

4.1.2

It was recommended to avoid formation of jointly sponsored working
groups and standards. Once again this has shown linited success in
the past. The preferred node of operation is to nmaintain separate
standards organi zati ons but to encourage attendance and partici pation
of external experts within | ETF proceedi ngs and to avoid overl ap
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An exception to this style of partitioning neeting sponsorship is
|l ess formal activities, such as BOFs. It was recomended t hat
sponsoring joint BOF could be beneficial. These could enable
assenbly of experts fromnultiple domains early in the process of
expl oring new topics for future standards activities.

4.1.3

A principle goal of fostering comunication with other standards
organi zations is nutual education. To help in achieving this goa
recomendati ons were made rel ated to docunenting nore of the history
behi nd I nternet standards and al so in coordi nati ng docunent reviews.

It was recommended that | ETF standards groups be encouraged to create
or nore formally docunment the reasons behind al gorithm sel ection and
design choices. Currently nmuch of the protocol design history is
difficult to extract, in the formof working group mail archives or
presentations. Creation of these docunents could formthe basis to
educate newconers into the "history" and wi sdom behi nd the protocols.

It was reconmended that nutual document reviews should be encouraged
This helps to disseninate information on current standards activities
and provides an opportunity for external expert feedback. A critica
hurdl e that could severely limt the effectiveness of this type of
activity is the intellectual property and distribution restrictions
some groups place on their standards and worki ng docunents.

4.2 Recommendations for Dealing with "Walled Garden" Mdel

There are several perceived benefits to the "walled garden" (captive
custoner) nodel, simlar to current deployment of "intranets". These
range fromsinplified user security to "captive custonmer" econonic
nodel s. There was di sagreenent on the extent this depl oyment node

m ght be perpetuated in the future. However it is inportant to
recogni ze this nodel exists and to nmake a consci ous deci sion on how
to accommodate it and howit will affect protocol design

4.2.1

It was strongly recommended that independent of the ubiquity of the
"wal | ed garden” depl oynent scenario that protocols and architectura
deci sions should not target this nodel. To continue the success of
Internet protocols at operating across a highly diverse and

het er ogeneous environment the | ETF nmust continue to foster the
adoption of an "open nodel". |ETF protocol design nust address
seam ess, secure, and scal abl e access.
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4.2.2

Recognition that the "wall ed garden" nodel has sonme perceived
benefits led to reconendations to better integrate it into the
Internet architecture. These focused on service |ocation and escape
fromthe "wal |l ed garden".

It was reconmended to investigate standard protocols for service and
proxy discovery within the "walled garden" domain. There are already
a nunber of candi date nechani sns, including static preconfiguration
DNS [ 22, 27, 44, 45], BOOTP [18], DHCP [21], SLP [28], and others.

Speci fic recommendati ons on use of these protocols in this
environnment can hel p foster common di scovery methods across a range
of access devices and ease configuration conplexity.

It was recommended to investigate standard methods to transport

t hrough the garden wall (e.g., escape to the Internet). It seened
clear that a better nodel is required than trying to map all access
over a HITP [23] transport connection gateway. One suggestion was to
propose use of |IP

4.3 Recommendations on | Pv4 and | Pv6 Scaling

Wrel ess operators are projecting supporting on the order of 10's to
100's million users on their Internet-based services. Supporting
this magni tude of users could have severe scaling inplications on use
of the dwi ndling | Pv4 address space.

4.3.1

There was cl ear consensus that any | Pv4-based nodel relying on
traditional statel ess NAT technology [60] is to be strongly

di scouraged. NAT has several inherent faults, including breaking the
I nternet peer-to-peer conmuni cation nodel, breaking end-to-end
security, and stifling deploynent of new services [16,29,31]. |In
addition, the state and perfornance inplications of supporting 10's
to 100's mllion users is cost and technol ogically prohibitive.

4.3.2

Real m specific IP (RSIP) [10,11] has potential to restore the end-
to-end conmuni cation nodel in the IPv4 Internet, broken by
traditional NAT. However there was considerable reluctance to
formally recommend this as the long termsolution. Detrinents to its

adoption include that the protocol is still being researched and
defined, and potential interactions with applications, QS features,
and security remain. In addition, added signaling, state, and

tunnel i ng has cost and nmay be technol ogically prohibitive scaling.
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4.3.3

The cl ear consensus of the workshop was to recommend adoption of an

| Pv6- based solution to support these services requiring |arge
scaling. Adoption of IPv6 will aid in restoring the Internet end-
to-end conmuni cati on nodel and elimnates sone roani ng i ssues.
Adoption of IPv6 in this nmarketspace could al so hel p spur devel opnent
of I Pv6 products and applications, and hasten transition of the
Internet. It was recognized that sonme application gateways are
required during transition of the IPv4 Internet, however it was felt
that the scaling and roam ng benefits outwei ghed these issues.

4.3. 4

It was recommended that an effort be made to elinminate any
requirenent for NAT in an IPv6 Internet. The | AB believes that the
| Pv6 address space is |large enough to preclude any requirenent for
private address allocation [55] or address translation due to address
space shortage [15]. Therefore, acconplishing this should primarily
require installing and enforcing proper address allocation policy on
registry and service providers. |t was recommended to establish
policies requiring service providers to allocate a sufficient
quantity of gl obal addresses for a sites use. The feeling was that
NAT shoul d be easily elininated provided efficient strategies are
defined to address renunbering [17,62] and nobility [37] issues.

4.4 Recommendations on | Pv4 and | Pv6 Mbility

An inherent characteristic of wireless systens is their potential for
acconmodati ng device roaming and nobility. Scal able and efficient
support of this nmobility within Internet protocols can aid in pushing
native I P services out to the nobile devices.

4.4.1

Several limtations were identified relating to current specification
of nmobile IPv4 [48]. Prinmary anong these linitations is that
mechani snms to support redundant hone agents and failover are not
currently defined. Redundant hone agents are required to avoid
single point of failure, which would require (proprietary)

extensions. Additional deficiencies related to |ack of route
optimzation, and tunneling and path MIU i ssues were also identified.
Due to these limitations there was reluctance to reconmend this as a
sol uti on.
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4.4.2

It was reconmended to encourage adoption of IPv6 nmobility extensions
[37] to support roaming capabilities in the wireless environment. |P
mobility over |IPv6 incorporates inprovenents to address severa
limtations of the |Pvd-based nmobility. The ability to use

aut oconfiguration for "care of" address inproves robustness and
efficiency. Additionally, path MU is nore easily adapted when a
router forwards to a new "care of" address.

Bui I ding wirel ess roami ng atop | Pv6-based nobility may introduce

| Pv4/ 1 Pv6 transition issues unique to the nobile environnent. It was
recomended to add investigation of these issues to the charter of
the existing | ETF Next CGeneration Transition (ngtrans) working group
provi ded any nobile I P interoperation issues be identified.

4.4.3

Scal abl e and wi despread aut hentication, authorization, and accounting
(AAA) services are critical to the deploynent of comercial services
based on (wireless) nobile IP. Some work is progressing on
definition of these standards for IP nobility [26,49]. However, due
to the pivotal role of these protocols on the ability to depl oy
comerci al services, it was reconmended to nmake finalization of these
AAA standards and investigation of AAA scalability as high
priorities.

4.5 Recommendati ons on TCP and Transport Protocols

The wirel ess environnent and applications place additiona

requi renents on transport protocol. Unique |link error and
performance characteristics, and application sensitivity to
connection setup and transaction senmantics has led to "optinized"
transports specific to each environnent. These new transports often
| ack robustness found in Internet transport and place barriers to
seaml ess gatewaying to the Internet. It was felt that better
education on transport design and cooperation on Internet transport
evolution could lead to significant inprovements.

4.5 1

It was recommended that the | ETF Transport Area (tsv) working group
docunent why Internet transport protocols are the way they are. The
focus should be on generic transport issues and nechani sns, rather
than TCP specifics. This should capture usage and tradeoffs in
design of specific transport mechani sms (e.g., connection
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est abl i shnent, congestion control, |oss recovery strategies, etc.),
and document sone of the history behind transport research in the
I nternet.

This "entry point" docunent into transport design is in direct
support of the recomendations in section 4.1 to foster comuni cation

and nmutual education. |In addition it was deenmed critical that the
Internet conmmunity nmake it very clear that congestion control is not
optional. Internet researchers have | earned that optim zing for a

single Iink or honbgeneous environnment does not scale. Early work by
Jacobson [ 34, 35], standardization of TCP congestion control [5], and

continuing work within the | ETF Endpoi nt Congesti on Managenent (ecm

wor ki ng group coul d provide excellent basis for education of wreless
transport designers.

4.5.2

It was recommended that the | ETF actively solicit input from externa
standards bodies on identifying explicit requirenents and in
assessing inefficiencies in existing transports in support of
cellular and wireless environments. This has proven highly effective
in identifying research topics and in guiding protocol evolution to
address new operational environments, for instance in cooperation

wi th groups doing satellite-based internetworking [4,6].

4.5.3

It was recommended that the | AB make wirel ess standards bodi es aware
of the existence, and get themactive in, the I ETF Transport Area
(tsv) working group. This transport "catch all" could provide an
excel l ent forumfor workers outside the Internet conmunity to propose
i deas and requirenents, and engage in dialog with | ESG nenbers pri or
to contributing any formal proposal into the | ETF or incurring

over head of working group formation

4.5. 4

Mobil e radi o environments nay often be subject to frequent tenporary
out ages. For exanple, roanming through an area that is out of range
of any base station, or disruptions due to base station handoffs.
This violation of the congestive |oss assunption of TCP can have
severe detrinental effect on transport performance. It was
recomended to investigate nmechani sms for inproving transport

per f ormance when these non-congestive | oss can be detected. Areas
for potential research identified include incorporation of "hints" to
t he sender providi ng Non-Congestive Loss | ndication (NCLI) or
stimulating transmi ssion after |ink recovery via Source Encourage
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(SE) nmessage [39]. This likely falls to the auspice of the | ETF
Performance I nplications of Link Characteristics (pilc) working

gr oup.
4.5.5

Many wirel ess applications require transacti on semantics and are
highly sensitive to connection establishnment delays (e.g., WAP)
However, it is still desirable to efficiently support stream ng of
large bulk transfers too. It was recomended to investigate
tradeoffs in supporting these transaction and streani ng connecti ons.
Potential areas for investigation include tradeoffs between m ninma
transaction transport and potential security and denial of service
(DoS) attacks, nechanisns to piggyback data during connection
establishment to elinmnate round trip delays, or ways for endpoints
to cooperate in elininating setup handshake for sinple transactions
whil e providing switch-over to reliable streanming for bulk transfers.

4.5.6

It was reconmended to | ook at (TCP) transport inprovenents specific
to the wireless and nobile environment. An exanple is to investigate
reattachabl e transport endpoints. This could allow for gracefu
recovery of a transport connection after a roaming or nobility event
results in changes to one or both endpoint identifiers. Another area
for potential investigation is to devel op targeted uses of D SACK
[25]. D SACK provides additional robustness to reordered packets,

whi ch may prove beneficial in wireless environment where packets are
occasionally corrupted. Higher performance may be attainable by
elimnating requirenents on link-level retransnission naintaining
in-order delivery within a fl ow.

4.6 Recommendati ons on Routing

Uni que routing requirements may be introduced in support of wireless
systens, especially when view ng the nobile conponent as an
aut ononous system (AS).

4.6.1

It was recommended that the | ETF Routing Area commence investigation
of extensions to the BGP protocol [54] to support additional policy
features available within the 1SO IDRP protocol [33]. The range of
policy control desired includes adopting different identity or
policies based on current point of attachnment, and providing
flexibility in path selection based on | ocal policy and/or current
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peer policy. These features could be used for instance in support of
requi renents established in the Aeronautical Tel ecommunication
Net wor k ( ATN)

4.6.2

It was recommended that the | ETF Routing Area conmence investigation
of extensions to the BGP protocol [54] to support additional QS/ TOS
path sel ection features available within the |1 SO | DRP protocol [33].
The range of policies include differentiating service |level or path
sel ection based on traffic classes. An exanple, based on
Aeronautical Tel econmuni cation Network (ATN) requirenments, mght be
differentiating path selection and service between airline contro
and passenger entertainment traffic.

4.7 Recommendati ons on Mbile Host QoS Support

Wreless link bandwidth is often scarce (e.g., cellular) and/or
shared (e.g., |EEE 802.11 WLAN). Meeting application QS needs
requi res accommodating these link characteristic, in addition to the
roam ng nature of nobile host. Specialized support may be required
fromthe network |ayer to nmeet both link and end-to-end performance
constrai nts.

4.7.1

It was reconmended that the | ETF Transport Area undertake
investigation into providing QS in the last |eg of nobile systens.
That is, between the nobile device and the network access point.

This type of QoS support night be appropriate where the wireless |ink
is the nbst constrained resource. A potential solution to
investigate is to enploy an explicit reservati on mechani sm between
the nobile host and the access point (e.g., RSVP [13]), while relying
on resource provisioning or nore scalable DiffServ [9] technol ogies
within the core.

4.7.2

It was reconmended that the | ETF Transport Area undertake

i nvestigation into end-to-end QoS when the path includes a m xture of
wirel ess and wired technol ogies. This investigation could focus on
mechani smto conmuni cate QoS characteristics in cellular network to
the core network to establish end-to-end QS guarantees. An
alternative investigation is to |look into discovery probl em of
assessing current end-to-end performance characteristics, enabling
for dynam c adaptation by nobile host.
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4.8 Recommendations on Application Mbility

In a nobile environment with roam ng, and nobil e host disconnect and
reconnect at different attachment point it may be desirable to

recover an inconplete application session. It was recomended that
the I RTF investigate application nobility at this level. The goal is
to achieve a snooth recovery after a di sconnect period; sonething
nmore graceful than a "redial". Currently there does not appear to be

sufficient information available within the network stack, this may
require instantiation of some formof "session" |ayer.

4.9 Recommendati ons on TCP/|I P Performance Characterization in WAP-1i ke
Envi r onment

WAPF has gone to considerable effort to devel op uni que transport
protocol and optim zations due to perception that TCP/IP protoco
stack is too expensive. Mich of this was predicated on WAP
requirenents to support very |l ow datarate bearer services. It was
reconmended t hat menbers of the | RTF evaluate TCP/I P stack
performance in WAP-|i ke environnent to quantify its behavi or and
applicability. The focus should include investigation of code and
menory space requirenents, as well as link usage to conplete a single
transaction for current WAP protocols and for both IPv4 and | Pv6.
This work should result in better characterization of TCP/IP
performance in highly constrai ned devi ces and network,
recomendations to the | ETF on protocol enhancenents to optinize
performance in this environnent, and recomrendati ons to WAPF on
suitability of deploying native |IP protocols.

4.10 Recommendati ons on Protocol Encoding

| ETF protocol devel opnents have traditionally taken the approach of
preferring sinple encode/ decode and word alignment at the cost of
some extra bit transmi ssions. This overhead may prove too burdensone
in sone bandw dth constrained environments, such as cellular wreless
and WAP. Work within the | ETF Robust Header Conpression (rohc)

wor ki ng group nay go a long way to reducing sone of these detrinents
to Internet protocols deploynent. However, there may be potentia

for additional savings frominvestigation of alternative encodi ng of

comon Internet protocols. It was recommended that menbers of the
| RTF eval uate general techniques that can be used to reduce protoco
"verbi age". Exanples mght include payl oad conpression techni ques or

t okeni zed protocol encoding.
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4. 11 Reconmendations on | nter-Donmain AAA Services

Conmerci al roami ng and nobility services are likely to require
exchange of authentication, authorization, and billing services
spanning nultiple domains (service providers). This introduces
requirenents related to establishing a web or hierarchy of trust
across nul tiple autononous donmins. Standard protocols to specify

and exchange usage policies and billing information nmust al so be
established. Some work is progressing on scoping out the issues and
a framework [7,64]. However, there are significant issues to be

solved to enable a scalable, Internet-wide solution. Due to the
pivotal role of these protocols on the ability to depl oy comerci al
services, it was recommended to nake finalization of scalable inter-
domain AAA as high priority within the | ETF.

4. 12 Recommendati ons on Bl uetooth

Bl uet oot h protocols and devices were originally optim zed for a
narrow application space. However, there is interest in exploring
the breadth to which protocol and device access can be extended. One
particular area of interest is exploring integration into, or

gat ewayi ng access to, the Internet. It was recomended that the |ETF
pursue formation of a joint BOF to assenble experts fromthe | ETF and
Bl uet ooth communities to begin exploration of this problem This is
in direct support of the recommendations in section 4.1 to foster
conmmuni cation and nutual education.

4.13 Recommendati ons on Proxy Architecture

Proxy agents are often deployed to intercept and eval uate protocol
requests (e.g., web cache, HTTP redirector, filtering firewall) or to
gat eway access between comuni cati on domains (e.g., traversing
bastion host between private network and Internet or gatewaying
between a cellular service and the Internet). There are a nunber of
potential architectures when contenpl ati ng devel opment and depl oynent
of one of these proxy agent. It was reconmended that nenbers of the
| RTF i nvesti gate taxonony of proxy architectures and eval uate their
characteristics and applicability. Each type of proxy should be
characterized, for exanple, by its effect on Internet end-to-end
nmodel , and security, scaling, and performance inplications. The
results of this study can hel p educate devel opers and network
operators on the range of proxy avail abl e and recommend sol utions
that are least disruptive to Internet protocols.
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4.14 Reconmmendations on Justifying | Pv6-based Solutions for Mbile /
Wrel ess Internet

| Pv6 was strongly recommended to address scaling (see section 4.3)
and nobility (see section 4.4) issues in the future Internet

dom nated by large nunbers of wireless and nobile devices. It was
recomended that the 1AB draft a fornalized justification for these
recomendati ons for adoption of |Pv6-based solution. It was believed
that the "The Case for |Pv6e" [40] docunment should form an excellent
basis for this justification. |In addition, documents highlighting
architectural and operational pitfalls of continued reliance on |Pv4
and NAT al so provide excellent justification [29,31,59]. It was
deened urgent to subnit these informational docunents as inputs to
ot her standards bodies (MNF, 3GPP, 3G | P), as nmany decisions are
bei ng made on Internet protocol adoption and this data could be

hi ghly influenti al

5 Security Considerations

This workshop did not focus on security. However, nobility and

Wi rel ess environnent introduces additional conplexities for security
and potential attacks to user authentication and privacy. The
presentations by Asokan and by Cal houn referenced in section 2
focused on security nechanisns in currently deployed cellul ar

net wor ks and evol ution toward 3G cellular and | P networks.

Di scussion on the "wall ed garden" service nodel (see section 3.1)
briefly mentions effects on sinplifying security requirenments.
Section 3.3 raises a nunber of security issues related to wireless
devices and nobility. These include alternatives for establishing
user identity and capabilities, securing network infrastructure from
attacks, and security associations required for nobile | P and AAA
operation. Section 3.7 nmentions interoperation issues between
conpressi on and encryption or tunneling, and finally section 3.9

hi ghli ght potential for proxy agent to be used to of fl oad expensive
crypto operations.
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