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Abstract

The 1D extension to the Internet Message Access Protocol - Version
4revl (1 MAP4revl) protocol allows the server and client to exchange
identification information on their inplenentation in order to nmake
bug reports and usage statistics nore conplete.

1. Introduction

The | MAP4revl protocol described in [I MAP4revl] provides a nmethod for
accessing renote nail stores, but it provides no facility to
adverti se what programa client or server uses to provide service.
This makes it difficult for inplementors to get conplete bug reports
fromusers, as it is frequently difficult to know what client or
server is in use

Additionally, sone sites may wish to assenbl e usage statistics based
on what clients are used, but in an an environnent where users are
permitted to obtain and maintain their own clients this is difficult
to acconpli sh.

The 1D conmand provides a facility to advertise information on what

progranms are being used along with contact information (should bugs
ever occur).
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2. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

The conventions used in this docunent are the sane as specified in

[ MAP4revl]. |In exanples, "C:" and "S:" indicate lines sent by the
client and server respectively. Line breaks have been inserted for
readability.

3. Specification

The sol e purpose of the ID extension is to enable clients and servers
to exchange information on their inplenmentations for the purposes of
statistical analysis and probl em determ nation

This information is be submitted to a server by any client wishing to
provide information for statistical purposes, provided the server
advertises its willingness to take the information with the atom"ID'
included in the list of capabilities returned by the CAPABILITY
comand.

| mpl enent ati ons MUST NOT neke operational changes based on the data
sent as part of the ID conmand or response. The ID command is for
human consunption only, and is not to be used in inproving the
performance of clients or servers

This includes, but is not limted to, the foll ow ng:

Servers MJST NOT attenpt to work around client bugs by using
information fromthe ID command. Cients MJST NOT attenpt to work
around server bugs based on the |ID response.

Servers MJST NOT provide features to a client or otherw se
optinmize for a particular client by using information fromthe ID
command. Clients MJST NOT provide features to a server or
otherwi se optimze for a particular server based on the ID
response.

Servers MJST NOT deny access to or refuse service for a client
based on information fromthe ID command. dients MJST NOT refuse
to operate or limt their operation with a server based on the ID
response.
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Rationale: It is inperative that this extension not supplant | MAP' s
CAPABI LI TY mechanismwi th a ad-hoc approach where inpl enentations
guess each other’s features based on who they claimto be.
| mpl enent ati ons MUST NOT send false information in an | D comand.
| npl enent ati ons MAY send less infornmation than they have avail able or
no information at all. Such behavior may be useful to preserve user
privacy. See Security Considerations, section 7.

3.1. I D Command
Argunments: client paraneter list or NIL
Responses: OPTI ONAL unt agged response: |ID

Resul t: 0 ¢ identification information accepted
BAD conmand unknown or argunents invalid

I mpl enentation identification information is sent by the client with
the | D conmand.

This command is valid in any state.
The information sent is in the formof a list of field/value pairs.

Fields are pernmitted to be any | MAP4 string, and values are pernitted
to be any | MAP4 string or NIL. A value of NL indicates that the

client can not or will not specify this information. The client may
al so send NIL instead of the list, indicating that it wants to send
no i nformation, but would still accept a server response.

The available fields are defined in section 3.3.
Exanple: C. a023 ID ("nanme" "sodr" "version" "19.34" "vendor"
"Pink Floyd Music Limted")
S * IDNL
S: a023 K I D conpl et ed
3.2. 1D Response
Cont ent s: server paraneter |ist
In response to an I D command issued by the client, the server replies

with a tagged response containing information on its inplenentation.
The format is the sanme as the client |ist.
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Exanple: C. a042 ID NIL
S: * ID ("name" "Cyrus" "version" "1.5"
"os-version" "5.5" "support-url"
"mai |l to: cyrus-bugs+@ndrew. cnu. edu")
S: a042 K I D command conpl et ed

(o} sunos”

A server MJST send a tagged |ID response to an | D command. However, a
server MAY send NIL in place of the list.

3.3. Defined Field Val ues

Any string may be sent as a field, but the following are defined to
describe certain values that mght be sent. |Inplenentations are free
to send none, any, or all of these. Strings are not case-sensitive.
Field strings MJUST NOT be |onger than 30 octets. Value strings MJST
NOT be | onger than 1024 octets. |Inplenentati ons MIST NOT send nore
than 30 fiel d-val ue pairs.

nane Nane of the program

version Ver si on nunber of the program

0Ss Name of the operating system

0s-version Version of the operating system

vendor Vendor of the client/server

support-url URL to contact for support

addr ess Post al address of contact/vendor

date Date program was rel eased, specified as a date-tine
in | MAP4revl

command Command used to start the program

argunent s Arguments supplied on the command line, if any
i f any

envi ronnent Description of environnment, i.e., UN X environnent

vari abl es or Wndows registry settings
| mpl enent ati ons MUST NOT use contact information to subnmit autonatic
bug reports. Inplenentations may include information froman ID
response in a report automatically prepared, but are prohibited from
sendi ng the report wi thout user authorization

It is preferable to find the name and version of the underlying
operating systemat runtinme in cases where this is possible.

Information sent via an ID response may viol ate user privacy. See
Security Considerations, section 7.

| mpl enent ati ons MUST NOT send the sane field nane nore than once.
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4. Fornal Syntax

This syntax is intended to augnment the granmar specified in

[ MAP4revl] in order to provide for the I D command. This

speci fication uses the augnented Backus- Naur Form (BNF) notation as
used in [| MAP4revl].

conmmand_any ::= "CAPABILITY" / "LOGOUT" / "NOOP" / x_conmand / id
;; adds id conmand to conmand_any in [| MAP4revl]

id::="1D" SPACE id_parans_|ist

id response ::="ID'" SPACE id parans_|i st

id parans_list ::="(" #(string SPACE nstring) ")" / nil

;; list of field value pairs

response _data ::= "*" SPACE (resp_cond state / resp_cond_bye /
mai | box_data / nessage data / capability data / id_response)

5. Use of the ID extension with Firewalls and G her Internediaries

There exist proxies, firewalls, and other internediary systens that
can intercept an | MAP session and nake changes to the data exchanged
in the session. Such internediaries are not anticipated by the | MAP4
protocol design and are not within the scope of the | MAP4 standard.
However, in order for the ID command to be useful in the presence of
such intermedi aries, those internmedi aries need to take special note
of the ID conmand and response. In particular, if an internediary
changes any part of the | MAP session it nust also change the ID
command to advertise its presence.

A firewall MAY act to block transmi ssion of specific infornmation
fields in the I D conmand and response that it believes revea

i nformati on that could expose a security vulnerability. However, a
firewal | SHOULD NOT di sabl e the extension, when present, entirely,
and SHOULD NOT unconditionally renove either the client or server
list.

Finally, it should be noted that a firewall, when handling a

CAPABI LI TY response, MJST NOT allow the nanes of extensions to be
returned to the client that the firewall has no know edge of.
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7. Security Considerations

Thi s extension has the danger of violating the privacy of users if
nm sused. Cdients and servers should notify users that they inplenent
and enabl e the I D conmand.

It is highly desirable that inplenentations provide a nethod of
di sabling I D support, perhaps by not sending ID at all, or by sending
NIL as the argument to the ID conmand or response

| mpl enentors nust exercise extrene care in adding fields sent as part
of an I D command or response. Sone fields, including a processor ID
nunber, Ethernet address, or other unique (or nostly unique)
identifier allow tracking of users in ways that violate user privacy
expect ations.

Havi ng i npl ementation information of a given client or server may
make it easier for an attacker to gain unauthorized access due to
security hol es.

Since this comuand includes arbitrary data and does not require the
user to authenticate, server inplenmentations are cautioned to guard
agai nst an attacker sending arbitrary garbage data in order to fil
up the IDlog. In particular, if a server naively |logs each ID
command to disk without inspecting it, an attacker can sinply fire up
t housands of connections and send a few kil obytes of random dat a.
Servers have to guard against this. Mthods include truncating
abnormal Iy | arge responses; collating responses by storing only a
singl e copy, then keeping a counter of the number of tinmes that
response has been seen; keeping only particularly interesting parts
of responses; and only | oggi ng responses of users who actually |og
in.

Security is affected by firewalls which nodify the | MAP protoco

stream see section 5, Use of the |ID Extension with Firewalls and
G her Internediaries, for nore information.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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