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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
Copyright Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
Abst ract
Thi s docunent defines a telnet authentication nmechani smusing the
Digital Signature Algorithm (DSA) [FIPS186]. It relies on the Tel net
Aut henti cation Option [ RFC2941].
1. Conmmand Nanes and Codes
AUTHENTI CATI ON 37
Aut hent i cati on Commands:
IS
SEND

REPLY
NANME

WNEFO

Aut henti cati on Types:
DSS 14

Modi fi ers:
AUTH_WHO MASK

AUTH_CLI ENT_TO_SERVER
AUTH_SERVER_TO CLI ENT

ROk
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AUTH_HOW MASK 2
AUTH_HOW ONE_WAY 0
AUTH_HOW MUTUAL 2
ENCRYPT_MASK 20
ENCRYPT_CFF 0
ENCRYPT_USI NG_TELOPT 4
ENCRYPT_AFTER_EXCHANGE 16
ENCRYPT_RESERVED 20
I Nl _CRED FWD_MASK 8
I Nl _CRED FWD_OFF 0
I Nl _CRED FWD_ON 8
Sub- opti on Commands:
DSS_| NI TI ALI ZE 1
DSS_TOKENBA 2
DSS_CERTA_TOKENAB 3
DSS_CERTB_TOKENBA2 4

2. TELNET Security Extensions

TELNET, as a protocol, has no concept of security. Wthout

negoti ated options, it nerely passes characters back and forth

bet ween the NVTs represented by the two TELNET processes. In its
nost conmon usage as a protocol for renote term nal access (TCP port
23), TELNET connects to a server that requires user-|evel

aut hentication through a user nane and password in the clear; the
server does not authenticate itself to the user

The TELNET Aut hentication Option provides for user authentication and
server authentication. User authentication replaces or augnents the
nor mal host password nmechanism  Server authentication is normally
done in conjunction with user authentication

In order to support these security services, the two TELNET entities
nmust first negotiate their willingness to support the TELNET

Aut hentication Option. Upon agreeing to support this option, the
parties are then able to perform sub-option negotiations to the

aut henti cation protocol to be used, and possibly the renote user name
to be used for authorization checking.

Aut henti cati on and paraneter negotiation occur w thin an unbounded
series of exchanges. The server proposes a preference-ordered |ist
of authentication types (nechanisns) which it supports. |In addition
to listing the mechanisns it supports, the server qualifies each
mechanismwith a nodifier that specifies whether the authentication
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is to be one-way or nutual, and in which direction the authentication
is to be perforned. The client selects one nechanismfromthe |ist
and responds to the server indicating its choice and the first set of
aut henti cati on data needed for the selected authentication type. The
server and the client then proceed through whatever nunber of
iterations are required to arrive at the requested authentication

3. Use of Digital Signature Al gorithm (DSA)

DSA is also known as the Digital Signature Standard (DSS), and the
nanes are used interchangeably. This paper specifies a nethod in
whi ch DSA may be used to achieve certain security services when used
in conjunction with the TELNET Authentication Option. SHA-1

[ FI PS180-1] is used with DSA [ FI PS186].

DSA may provide either unilateral or nutual authentication. Due to
TELNET' s character-by-character nature, it is not well-suited to the
application of integrity-only services, therefore use of the DSA
profile provides authentication but it does not provide session
integrity. This specification follows the token and exchanges
defined in NIST FIPS PUB 196 [FIPS196], Standard for Public Key
Cryptographic Entity Authentication Mechani snms includi ng Appendi x A
on ASN. 1 encodi ng of nessages and tokens. All data that is covered
by a digital signature nust be encoded using the D stinguished
Encoding Rules (DER). However, other data nmay use either the Basic
Encodi ng Rul es (BER) or DER [ X. 208].

3. 1. Unil ateral Authentication wi th DSA

Unil ateral authentication nust be done client-to-server. Wat
follows are the protocol steps necessary to perform DSA

aut hentication as specified in FIPS PUB 196 under the TELNET

Aut hentication Option franework. \Where failure nodes are
encountered, the return codes follow those specified in the TELNET
Aut hentication Option. They are not enunerated here, as they are

i nvari ant anong the nechani sns used. FIPS PUB 196 enpl oys a set of
exchanges that are transferred to provide authentication. Each
exchange enpl oys various fields and tokens, sone of which are
optional. |In addition, each token has several subfields that are
optional. A conformant subset of the fields and subfiel ds have been
sel ected. The tokens are ASN. 1 encoded as defined in Appendi x A of
FIPS PUB 196, and each token is naned to indicate the direction in
which it flows (e.g., TokenBA flows fromParty Bto Party A. Al
data that is covered by a digital signature nust be encoded using the
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Di stingui shed Encoding Rules (DER). Data that is not covered by a
digital signature nmay use either the Basic Encoding Rules (BER) or
DER [ X. 208]. Figure 1 illustrates the exchanges for unilatera

aut henti cati on.

During authentication, the client nay provide the user nane to the
server by using the authentication name sub-option. |I|If the name
sub-option is not used, the server will generally pronpt for a nane
and password in the clear. The nanme sub-option nust be sent after
the server sends the list of authentication types supported and
before the client finishes the authentication exchange, this ensures
that the server will not pronpt for a user nane and password. In
figure 1, the nane sub-option is sent i mediately after the server
presents the Iist of authentication types supported.

For one-way DSS authentication, the two-octet authentication type
pair is DSS AUTH CLI ENT_TO SERVER | AUTH HOW ONE_WAY | ENCRYPT_OFF
INl_CRED FWD OFF. This indicates that the DSS authentication
mechani smwi |l be used to authenticate the client to the server and
that no encryption will be perforned.

CertAis the clients certificate. Both certificates are X 509
certificates that contain DSS public keys[ RFC2459]. The client nust
validate the server’s certificate before using the DSA public key it
cont ai ns.

Wthin the unbounded aut hentication exchange, inplementation is
greatly sinmplified if each portion of the exchange carries a unique
identifier. For this reason, a single octet sub-option identifier is
carried immediately after the two-octet authentication type pair.

The exchanges detailed in Figure 1 bel ow presune know edge of FIPS
PUB 196 and the TELNET Aut hentication Option. The client is Party A
while the server is Party B. At the end of the exchanges, the client
is authenticated to the server
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Client (Party A) Server (Party B)
<-- | AC DO AUTHENTI CATI ON

| AC W LL AUTHENTI CATI ON -->

<-- | AC SB AUTHENTI CATI ON SEND
<list of authentication options>
| AC SE

| AC SB AUTHENTI CATI ON
NAME <user nane> -->

| AC SB AUTHENTI CATI ON | S

DSS

AUTH_CLI ENT_TO_SERVER |
AUTH_HOW ONE_\AAY |
ENCRYPT_OFF |
I Nl_CRED FWD_OFF

DSS_| NI TI ALI ZE

| AC SE o>

<-- | AC SB AUTHENTI CATI ON REPLY
DSS
AUTH_CLI ENT_TO SERVER |
AUTH_HOW ONE_WAY |
ENCRYPT_CFF |
I Nl _CRED FWD_OFF
DSS_TOKENBA
Sequence( Tokenl D, TokenBA )
| AC SE

| AC SB AUTHENTI CATION | S
DSS
AUTH_CLI ENT_TO_SERVER |

AUTH_HOW ONE_WAY |

ENCRYPT_OFF |

I Nl _CRED_FWD_OFF
DSS_CERTA_TOKENAB
Sequence( Tokenl D, CertA, TokenAB )
| AC SE -->

Figure 1
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3.2. Mitual Authentication with DSA

Mut ual authentication is slightly nore conplex. Figure 2 illustrates
t he exchanges.

For nmutual DSS authentication, the two-octet authentication type pair
is DSS AUTH CLI ENT_TO SERVER | AUTH HOW MJUTUAL | ENCRYPT_OFF |
INl_CRED FWD OFF. This indicates that the DSS authentication
mechanismw || be used to nutually authenticate the client and the

server and that no encryption will be perforned.
Aient (Party A Server (Party B)
| AC WLL AUTHENTI CATI ON -->

<-- | AC DO AUTHENTI CATI ON

<-- | AC SB AUTHENTI CATI ON SEND
<list of authentication options>
| AC SE

| AC SB AUTHENTI CATI ON
NAME <user nane> -->

| AC SB AUTHENTI CATI ON | S
DSS
AUTH_CLI ENT_TO_SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_OFF |
INl_CRED FWD_OFF
DSS | NI TI ALI ZE
| AC SE —a>

<-- | AC SB AUTHENTI CATI ON REPLY
DSS
AUTH_CLI ENT_TO_SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_OFF |
I Nl _CRED FWD OFF
DSS_TOKENBA
Sequence( Tokenl D, TokenBA )
| AC SE
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Aient (Party A Server (Party B)

| AC SB AUTHENTI CATION | S
DSS
AUTH_CLI ENT_TO_SERVER

AUTH_HOW MUTUAL |

ENCRYPT_CFF

I NIl _CRED_FWD_OFF
DSS_CERTA_TOKENAB
Sequence( Tokenl D, CertA, TokenAB )
| AC SE -->

<-- | AC SB AUTHENTI CATI ON REPLY
DSS
AUTH_CLI ENT_TO_SERVER
AUTH_HOW MUTUAL |
ENCRYPT_OFF
I Nl _CRED_FWD_OFF
DSS_CERTB_TOKENBA2
Sequence( Tokenl D, Cert B,
TokenBA2 )

Figure 2
4. ASN. 1 Syntax

As stated earlier, a conformant subset of the defined fields and
subfields from FIPS PUB 196 have been sel ected. This section
provides the ASN. 1 syntax for that confornant subset.

Figure 1 and Figure 2 include representations of the structures
defined in this section. Inplementors should refer to the follow ng
table to deternine the ASN. 1 definitions that match the figure

ref erences:

Figure 1 Sequence( Tokenl D, TokenBA ) MessageBA
Sequence( Tokenl D, CertA, TokenAB ) MessageAB
Figure 2 Sequence( Tokenl D, TokenBA ) MessageBA
Sequence( Tokenl D, CertA, TokenAB ) MessageAB

Sequence( Tokenl D, CertB, TokenBA2 ) MessageBA2

The following ASN.1 definitions specify the conformant subset of FIPS
196. For sinplicity, no optional fields or subfields are included.
The ASN. 1 definition for CertificationPath is inported fromCC TT
Recommendati on X. 509 [ X.509], and The ASN. 1 definition for Name is

i mported from CCl TT Recommendation X. 501 [ X.501]. These ASN. 1
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definitions are not repeated here. Al DSA signature values are
encoded as a sequence of two integers, enploying the same conventions

specified in RFC 2459,

section 7.2.2.

MessageBA ::= SEQUENCE ({

t okenl d [0] Tokenld,

t okenBA TokenBA }
TokenBA ::= SEQUENCE {

ranB Random\unber ,

ti mest anpB TimeStanp '}
MessageAB ::= SEQUENCE {

t okenl d [0] Tokenld,

certA [1] CertData,

t okenAB TokenAB }
TokenAB ::= SEQUENCE {

ranA RandomNunber ,

ranB RandonmNunber ,

entityB Entit yNane,

ti mest anpB Ti meSt anp,

absi gVal ue OCTET STRING }
MessageBA2 ::= SEQUENCE {

t okenl d [0] Tokenld,

certB [1] CertData,

t okenBA2 TokenBA2 }
TokenBA2 ::= SEQUENCE ({

ranB [ 0] RandomNunber,

ranA [1] RandomNunber,

entityA Entit yNane,

ti mest anpB2 Ti meSt anp,

ba2si gVal ue OCTET STRING }
CertData ::= SEQUENCE {

certPath [0] CertificationPath } see X. 509

EntityNane ::= SEQUENCE OF CHO CE { only all ow one!
directoryName [4] Name } see X 501
RandomNunber ::= | NTECER 20 octets
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Tokenld ::= SEQUENCE {
t okenType | NTEGER, -- see table bel ow
pr ot oVer No | NTEGER } -- always 0x0001
TimeStanp ::= GCeneralizedTine

The Tokenl d. TokenType is used to distinguish the nessage type and the
aut hentication type (either unilateral or nmutual). The follow ng
tabl e provides the val ues needed to inplenment this specification

Message Type Aut henti cation Type Tokenl d. TokenType
MessageBA Uni | at eral 0x0001
Mut ual 0x0011
MessageAB Uni | at er al 0x0002
Mut ual 0x0012
MessageBA Mut ual 0x0013

5. Security Considerations

This entire meno i s about security mechani snms. For DSA to provide
the aut hentication discussed, the inplenentation nust protect the
private key from discl osure.

| mpl enent ati ons nust randomy generate DSS private keys, 'k’ val ues
used in DSS signatures, and nonces. The use of inadequate pseudo-
random nunmber generators (PRNGs) to generate cryptographic val ues can
result inlittle or no security. An attacker may find it nuch easier
to reproduce the PRNG environnent that produced the val ues, searching
the resulting small set of possibilities, rather than using a brute
force search. The generation of quality random nunbers is difficult.
RFC 1750 [RFC1750] offers inportant guidance in this area, and
Appendi x 3 of FIPS PUB 186 [ FI PS186] provides one quality PRNG

t echni que.
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7. | ANA Consi derations

The aut hentication type DSS and its associ ated suboption val ues are
registered with 1 ANA.  Any suboption val ues used to extend the
protocol as described in this docunment nust be registered with | ANA
before use. |1ANA is instructed not to issue new suboption val ues

wi t hout submi ssion of docunentation of their use.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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