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Abstract
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aut hentication to security aware resolvers and applications through
the use of cryptographic digital signatures.
| npl enent ati on experience has indicated the need for mnor but non-
i nt eroper abl e changes in Request and Transaction signature resource
records ( SIG0)s ). These changes are docunented herein.
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1. Introduction

Thi s docunent nakes minor but non-interoperable changes to part of

[ RFC 2535], familiarity with which is assumed, and incl udes
addi ti onal explanatory text. These changes concern SI G Resource
Records (RRs) that are used to digitally sign DNS requests and
transactions / responses. Such a resource record, because it has a
type covered field of zero, is frequently called a SIG0). The
changes are based on inplenentation and attenpted inpl enmentation
experience with TSI G [ RFC 2845] and the [RFC 2535] specification for

SI G 0).

Sections of [RFC 2535] updated are all of 4.1.8.1 and parts of 4.2
and 4.3. No changes are nade herein related to the KEY or NXT RRs or
to the processing involved with data origin and deni al authentication
for DNS dat a.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC 2119].
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2. SIG0) Design Rationale

SI G(0) provides protection for DNS transactions and requests that is
not provided by the regular SIG KEY, and NXT RRs specified in [RFC
2535]. The authenticated data origin services of secure DNS either
provi de protected data resource records (RRs) or authenticatably deny
t hei r nonexi stence. These services provide no protection for glue
records, DNS requests, no protection for nessage headers on requests
or responses, and no protection of the overall integrity of a
response.

2.1 Transaction Authentication

Transaction aut hentication neans that a requester can be sure it is
at least getting the nessages fromthe server it queried and that the
recei ved messages are in response to the query it sent. This is
acconpl i shed by optionally adding either a TSIG RR [ RFC 2845] or, as
described herein, a SIG0) resource record at the end of the response
which digitally signs the concatenation of the server’s response and
t he corresponding resol ver query.

2.2 Request Authentication

Requests can al so be authenticated by including a TSIG or, as

descri bed herein, a special SIG0) RR at the end of the request.

Aut henticating requests serves no function in DNS servers that
predate the specification of dynam c update. Requests with a non-
enpty additional information section produce error returns or may
even be ignored by a few such ol der DNS servers. However, this syntax
for signing requests is defined for authenticating dynam ¢ update
requests [ RFC 2136], TKEY requests [RFC 2930], or future requests
requi ring authentication

2.3 Keying

The private keys used in transaction security belong to the host
conposi ng the DNS response nessage, not to the zone invol ved.

Request authentication may al so involve the private key of the host

or other entity conposing the request or of a zone to be affected by
the request or other private keys depending on the request authority
it is sought to establish. The corresponding public key(s) are
normal ly stored in and retrieved fromthe DNS for verification as KEY
RRs with a protocol byte of 3 (DNSSEC) or 255 (ANY).

Because requests and replies are highly variable, nessage

aut hentication Sl G can not be pre-calculated. Thus it will be
necessary to keep the private key on-line, for exanple in software or
in a directly connected piece of hardware.
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2.4 Differences Between TSI G and Sl G 0)
There are significant differences between TSI G and SI 0).

Because TSI G invol ves secret keys installed at both the requester and
server the presence of such a key inplies that the other party
understands TSI G and very likely has the sane key installed.

Furt hernmore, TSI G uses keyed hash authentication codes which are
relatively inexpensive to conpute. Thus it is comon to authenticate
requests with TSI G and responses are authenticated with TSIGif the
correspondi ng request is authenticated.

SIG0) on the other hand, uses public key authentication, where the
public keys are stored in DNS as KEY RRs and a private key is stored
at the signer. Existence of such a KEY RR does not necessarily inply
i npl ementation of SIG0). |In addition, SIG0) involves relatively
expensi ve public key cryptographic operations that should be

m nimzed and the verification of a SIG0) involves obtaining and
veri fying the correspondi ng KEY which can be an expensive and | engthy
operation. Indeed, a policy of using SIG0) on all requests and
verifying it before responding woul d, for sone configurations, |ead
to a deadly enbrace with the attenpt to obtain and verify the KEY
needed to authenticate the request SIG0) resulting in additiona
requests acconpanied by a SIG0) leading to further requests
acconpanied by a SIG0), etc. Furthernore, omtting SIG0)s when not
required on requests hal ves the nunber of public key operations
required by the transaction.

For these reasons, Sl G 0)s SHOULD only be used on requests when
necessary to authenticate that the requester has sone required
privilege or identity. SIG0)s on replies are defined in such a way
as to not require a SIG0) on the correspondi ng request and stil
provi de transaction protection. For other replies, whether they are
aut henticated by the server or required to be authenticated by the
requester SHOULD be a |l ocal configuration option

3. The SI G 0) Resource Record

The structure of and type nunmber of SIG resource records (RRs) is
given in [ RFC 2535] Section 4.1. However all of Section 4.1.8.1 and
the parts of Sections 4.2 and 4.3 related to SI 3 0) should be
considered replaced by the material below. Any conflict between [RFC
2535] and this docunent concerning SI G 0) RRs should be resolved in
favor of this docunent.

For all transaction SIG0)s, the signer field MIST be a nanme of the

originating host and there MIST be a KEY RR at that name with the
public key corresponding to the private key used to cal culate the
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signature. (The host domain nane used nay be the inverse |P address
mappi ng nane for an | P address of the host if the relevant KEY is
stored there.)

For all SI30) RRs, the owner name, class, TTL, and original TTL, are
meani ngl ess. The TTL fields SHOULD be zero and the CLASS field
SHOULD be ANY. To conserve space, the owner nane SHOULD be root (a
single zero octet). Wen SIG0) authentication on a response is
desired, that SIG RR MJUST be considered the highest priority of any
additional information for inclusion in the response. If the Sl O0)
RR cannot be added wi t hout causing the nessage to be truncated, the
server MJST alter the response so that a SI G 0) can be incl uded.
Thi s response consists of only the question and a SIG0) record, and
has the TC bit set and RCODE 0 (NOERROR). The client should at this
point retry the request using TCP

3.1 Cal cul ati ng Request and Transaction SIGs

A DNS request nay be optionally signed by including one SIG0)s at
the end of the query additional information section. Such a SIGis
identified by having a "type covered" field of zero. It signs the
precedi ng DNS request message includi ng DNS header but not incl uding
the UDP/I P header and before the request RR counts have been adjusted
for the inclusions of the request SIGO0).

It is calculated by using a "data" (see [RFC 2535], Section 4.1.8) of
(1) the SIG s RDATA section entirely omtting (not just zeroing) the
signature subfield itself, (2) the DNS query messages, including DNS
header, but not the UDP/IP header and before the reply RR counts have
been adjusted for the inclusion of the SIGO0). That is

data = RDATA | request - SI0)

where "|" is concatenation and RDATA is the RDATA of the SI G 0) being
calculated less the signature itself.

Simlarly, a SIG0) can be used to secure a response and the request
that produced it. Such transaction signatures are cal cul ated by
using a "data" of (1) the SIG s RDATA section onmtting the signature
itself, (2) the entire DNS query nessage that produced this response,
i ncluding the query’ s DNS header but not its UDP/IP header, and (3)
the entire DNS response nessage, including DNS header but not the
UDP/ | P header and before the response RR counts have been adj usted
for the inclusion of the SIDO0).
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That is
data = RDATA | full query | response - Sl J0)

where "|" is concatenation and RDATA is the RDATA of the SIE0) being
calculated less the signature itself.

Verification of a response SI0) (which is signed by the server host
key, not the zone key) by the requesting resolver shows that the
query and response were not tanpered with in transit, that the
response corresponds to the intended query, and that the response
conmes fromthe queried server.

In the case of a DNS nessage via TCP, a SIG0) on the first data
packet is calculated with "data" as above and for each subsequent
packet, it is calculated as foll ows:

data = RDATA | DNS payload - SIG0) | previous packet

where "|" is concatenations, RDATA is as above, and previous packet
is the previous DNS payl oad including DNS header and the SI G 0) but
not the TCP/IP header. Support of SIG0) for TCP is OPTIONAL. As an
alternative, TSIG may be used after, if necessary, setting up a key
with TKEY [ RFC 2930].

Except where needed to authenticate an update, TKEY, or sinilar
privileged request, servers are not required to check a request

SI G 0).

Not e: requests and responses can either have a single TSI G or one
SIG0) but not both a TSIG and a SI J0).

3.2 Processi ng Responses and SI G 0) RRs

If a SSGRRis at the end of the additional information section of a
response and has a type covered of zero, it is a transaction
signature covering the response and the query that produced the
response. For TKEY responses, it MJST be checked and the nessage
rejected if the checks fail unless otherw se specified for the TKEY
nmode in use. For all other responses, it MAY be checked and the
message rejected if the checks fail.

If a response’s SI G 0) check succeed, such a transaction

aut hentication SI G does NOT directly authenticate the validity any
data-RRs in the nessage. However, it authenticates that they were
sent by the queried server and have not been diddled. (Only a proper
SIG0) RR signed by the zone or a key tracing its authority to the
zone or to static resolver configuration can directly authenticate
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dat a- RRs, dependi ng on resolver policy.) If a resolver or server does
not inplenment transaction and/or request SIGs, it MJST ignore them
wi t hout error where they are optional and treat themas failing where
they are required.

3.3 SIG0) Lifetine and Expiration
The inception and expiration times in SIG0)s are for the purpose of
resisting replay attacks. They should be set to forma time bracket
such that messages outside that bracket can be ignored. In IP
networks, this tinme bracket should not normally extend further than 5
mnutes into the past and 5 ninutes into the future.

4. Security Considerations
No additional considerations beyond those in [ RFC 2535].

The inclusion of the SIG0) inception and expiration tine under the
signature inproves resistance to replay attacks.

5. 1 ANA Consi der ati ons

No new paraneters are created or paraneter val ues assigned by this
docunent .
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Appendi x: SI G(0) Changes from RFC 2535

Add explanatory text concerning the differences between TSI G and

SI G 0).

Change the data over which SIG0) is calculated to include the SIE0)
RDATA ot her than the signature itself so as to secure the signature

i nception and expiration times and resist replay attacks. Specify
SIG0) for TCP.

Add di scussion of appropriate inception and expiration tinmes for

SI G 0).

Add wording to indicate that either a TSIG or one or nore SI G 0)s nay
be present but not both.

Reword sonme areas for clarity.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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