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1. Introduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects which provide an inverted
mappi ng of the interface stack tabl e used for managi ng network

i nterfaces.

2. The SNMP Network Managenent Franework

The SNWVP Managenent Franmework presently consists of five major
conponent s:
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0 An overall architecture, described in RFC 2571 [1].

o Mechani snms for describing and naming objects and events for the
pur pose of managenment. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, which
consists of RFC 2578 [5], RFC 2579 [6] and RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNW
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC

1906 [10]. The third version of the nmessage protocol is called
SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

o0 Protocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control nmechani sm described in RFC 2575
[15].

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [18].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are ontted because no
translation is possible (e.g., use of Counter64). Sone nachi ne
readable information in SMv2 will be converted into textua
descriptions in SMvl during the translation process. However, this
| oss of machine readable information is not considered to change the
semantics of the MB.
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3.

Interface Sub-Layers and the ifStackTabl e

MB-11 [16] defines objects for nanagi ng network interfaces by
providing a generic interface definition together with the ability to
define nmedi a-specific extensions. The generic objects are known as
the "interfaces’ group

Experience in defining media-specific extensions showed the need to
di stingui sh between the multiple sub-layers beneath the

i nternetwork-1ayer. Consider, for exanple, an interface with PPP
runni ng over an HDLC |ink which uses a RS232-1i ke connector. Each of
these sub-layers has its own nedia-specific MB nodul e

The latest definition of the "interfaces’ group in the IF-MB [17]
satisfies this need by having each sub-layer be represented by its
own conceptual rowin the ifTable. It also defines an additional MB
table, the ifStackTable, to identify the "superior” and "subordi nate"
sub-l ayers through iflndex "pointers" to the appropriate conceptua
rows in the ifTable.

Each conceptual row in the ifStackTable represents a relationship
between two interfaces, where this relationship is that the "higher-

| ayer" interface runs "on top"” of the "lower-layer"” interface. For
exanple, if a PPP nodul e operated directly over a serial interface,
the PPP nodul e would be a "higher layer" to the serial interface, and
the serial interface would be a "lower layer" to the PPP nodul e.

This concept of "higher-layer” and "lower-layer" is the sane as
enbodied in the definitions of the ifTable s packet counters.

The ifStackTable is | NDEX-ed by the iflndex values of the two
interfaces involved in the relationship. By necessity, one of these
i fl ndex val ues nust conme first, and the IF-M B chose to have the

hi gher-layer interface first, and the lower-layer interface second.
Due to this, it is straight-forward for a Network Managenent
application to read a subset of the ifStackTabl e and thereby
deternmne the interfaces which run underneath a particular interface.
However, to deternine which interfaces run on top of a particular
interface, a Network Managenment application has no alternative but to
read the whole table. This is very inefficient when querying a

devi ce which has nmany interfaces, and nany conceptual rows in its

i f StackTabl e.

This M B provides an inverted Interfaces Stack Table, the

i flnvStackTable. Wiile it contains no additional information beyond
that already contained in the ifStackTable, the iflnvStackTabl e has
the iflndex values in its INDEX clause in the reverse order, i.e.
the I ower-layer interface first, and the higher-layer interface
second. As a result, the iflnvStackTable is an inverted version of
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the same information contained in the ifStackTable. Thus, the

i flnvStackTabl e provides an efficient means for a Network Managenent
application to read a subset of the ifStackTabl e and thereby

determ ne which interfaces run on top of a particular interface.

4, Definitions

| F- 1 NVERTED- STACK-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2 FROM SNWPv2- SM
RowSt at us FROM SNWPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF

i fStackG oup2,
i f St ackHi gher Layer, ifStackLowerLayer FROM | F- M B;

i flnvertedStackM B MODULE- | DENTI TY
LAST- UPDATED "200006140000Z"
ORGANI ZATION "I ETF Interfaces M B Wrking G oup"
CONTACT- | NFO
" Keith McC oghrie
Ci sco Systens, Inc.
170 West Tasnman Drive
San Jose, CA 95134-1706
us

408- 526- 5260
kzm@i sco. cont'
DESCRI PTI ON
"The M B nodul e which provides the Inverted Stack Table for
i nterface sub-1layers."

REVI SI ON "200006140000Z"
DESCRI PTI ON
“Initial revision, published as RFC 2864"
c:={ mb-2 77}
i flnvyM BOojects OBJECT IDENTIFIER ::={ iflnvertedStackMB 1 }

-- The Inverted Interface Stack G oup

i flnvStackTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | flnvStackEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing infornmation on the rel ationshi ps between
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the multiple sub-layers of network interfaces. In
particular, it contains information on which sub-layers run
"underneath’ which other sub-layers, where each sub-I|ayer
corresponds to a conceptual rowin the ifTable. For
exanpl e, when the sub-layer with iflndex value x runs
underneath the sub-layer with iflndex value y, then this
tabl e contai ns:

i flnvStackSt atus. x. y=active

For each iflndex value, z, which identifies an active
interface, there are always at least two instantiated rows
inthis table associated with z. For one of these rows, z
is the value of ifStackH gherLayer; for the other, z is the
val ue of ifStackLowerLayer. (If z is not involved in

mul ti pl exi ng, then these are the only two rows associ at ed
with z.)

For exanple, two rows exist even for an interface which has
no others stacked on top or belowit:

i flnvStackStatus. z. 0=active
i flnvStackStatus. 0. z=active

This table contains exactly the sane nunber of rows as the
i fStackTabl e, but the rows appear in a different order."

REFERENCE

"ifStackTabl e of RFC 2863"

:={ iflnvM BObjects 1}

i flnvStackEntry OBJECT- TYPE

SYNTAX I flnvStackEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Information on a particular relationship between tw sub-

| ayers, specifying that one sub-layer runs underneath the
ot her sub-layer. Each sub-layer corresponds to a conceptua
rowin the ifTable."

I NDEX { ifStackLowerLayer, ifStackH gherlLayer }
:={ iflnvStackTable 1}

[ flnvStackEntry ::=
SEQUENCE {
i flnvStacksSt atus RowSt at us

}

i flnvStackStatus OBJECT- TYPE
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SYNTAX RowsSt at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Inverted Stack Extension MB

June 2000

"The status of the relationship between two sub-Iayers.

An instance of this object exists for each instance of the

i fStackStatus object,

addi tion,

However ,
is NOT wite-able.

and vi ce versa.
variable ifStackStatus. H L exists,
i flnvStackStatus. L. H nust al so exi st,
the two variabl es al ways have the sane val ue.

unli ke ifStackStat us,

For exanple, if the
then the variable
and vice versa. In

the iflnvStackStatus object

A networ k managenent application w shing

to change a rel ationship between sub-layers H and L cannot

do so by nodifying the val ue of
i nstead nodify the val ue of
the ifStackTable is nodified,

nmust

inthis table.”
o= { iflnvStackEntry 1 }

-- conformance i nfornation

i f1 nvConformance OBJECT | DENTI FI ER : :

i flnvG oups

-- conpliance statenents

i f1 nvConpliance MODULE- COVPLI ANCE

OBJECT | DENTI FI ER : :
i fl nvConpliances OBJECT | DENTI FI ER ::

i flnvStackStatus. L. H but
i fStackStatus.H L. After
the change will be reflected

{ iflnyM BObj ects 2 }

{ iflnvConformance 1 }
{ iflnvConformance 2 }

"The conpliance statenent for SNWP entities which provide
inverted information on the | ayering of network interfaces.”

STATUS current
DESCRI PTI ON
MODULE -- this nodule

MANDATORY- GROUPS { iflnvStackG oup }

OBJECT i flnvStackSt at us
SYNTAX | NTEGER { active(l) }
DESCRI PTI ON
"Support is only required for 'active' ."
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MODULE IF-MB
MANDATORY- GROUPS { if StackG oup2 }
::={ iflnvConpliances 1 }
-- units of conformance
i flnvStackG oup OBJECT- GROUP

OBJECTS { iflnvStackStatus }
STATUS current

DESCRI PTI ON
"A collection of objects providing inverted information on
the layering of MB-1l interfaces."

o= { iflnvGoups 1}
END
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7. Security Considerations

There are no nanagenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-write and/or read-create. So, if this MBis
i npl emented correctly, then there is no risk that an intruder can
alter or create any managenent objects of this MB via direct SNWP
SET operations.
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SNMPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/create/delete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the View based
Access Control Mddel RFC 2575 [15] is reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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9. Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. [Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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