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Abstract

Thi s docunent describes the use of keyed SHAL with the IP
Aut henti cati on Header.
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I ntroduction
The Aut hentication Header (AH) [RFC-1826] provides integrity and
aut hentication for I P datagranms. This specification describes the AH
use of keys with the Secure Hash Al gorithm (SHAl) [FIPS-180-1]. This
SHA1-1 P-MAC al gorithmuses a leading and trailing key (a variant of
the "envel ope nethod"), with alignnment paddi ng between both keys and
dat a.
It should be noted that this document specifies a newer version of
SHA than that described in [FIPS-180], which was flawed. The
ol der version is not interoperable with the newer version
Thi s docunent assunes that the reader is faniliar with the related
docunent "Security Architecture for the Internet Protocol" [RFC
1825], that defines the overall security plan for I P, and provides
i mportant background for this specification
1. Keys
The secret authentication key shared between the conmuni cating
parties SHOULD be a cryptographically strong random nunber, not a
guessabl e string of any sort.
The shared key is not constrained by this transformto any particul ar
size. Lengths of 160-bits (20 octets) MJST be supported by the
i mpl enent ati on, although any particul ar key nay be shorter. Longer
keys are encour aged.
2. Data Size

SHAl's 160-bit output is naturally 32-bit aligned. However, many
i npl enentations require 64-bit alignnent of the foll owi ng headers.

Therefore, several options are available for data alignnent (nost
preferred to | east preferred):

1) only the nost significant 128-bits (16 octets) of output are used.

2) an additional 32-bits (4 octets) of padding is added before the
SHA1l out put.

3) an additional 32-bits (4 octets) of padding is added after the
SHA1l out put.

4) the SHA1 output is variably bit-positioned within 192-bits (24
octets).
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3.

The size and position of the output are negotiated as part of the key
managenment. Padding bits are filled with unspecified inplenentation
dependent (random val ues, which are ignored on receipt.

D scussi on

Al t hough truncation of the output for alignnent purposes nay
appear to reduce the effectiveness of the algorithm sone anal ysts
of attack verification suggest that this may instead inprove the
overal |l robustness [PM5a].

Per f or mance

Prelimnary results indicate that SHAL is 62% as fast as MD5, and 80%
as fast as DES hashing. That is:

SHA1 < DES < MD5

This appears to be a reasonabl e performance tradeoff, as SHAl
internal chaining is significantly |onger than either DES or MD5:

DES < MD5 < SHAl1

Not a Bene:
Suggestions are sought on alternative authentication algorithns
that have significantly faster throughput, are not patent-
encunbered, and still retain adequate cryptographic strength.

Cal cul ati on

The 160-bit digest is calculated as described in [FIPS-180-1]. A
portabl e C | anguage i nplenentation of SHAL is available via FTP from
ftp://rand. org/pub/jimsha.tar.gz.

The form of the authenticated nessage is:
SHA1( key, keyfill, datagram datafill, key, shalfill )

First, the variable length secret authentication key is filled to the
next 512-bit boundary, using the same pad-wth-Iength technique
defined for SHAL. The paddi ng techni que includes a |length that
protects arbitrary | ength keys.

Next, the filled key is concatenated with (i mmediately followed by)
the invariant fields of the entire |IP datagram (variant fields are
zeroed). This is also filled to the next 512-bit boundary, using the
same pad-wi th-1ength techni que defined for SHAL. The I ength includes
the | eadi ng key and dat a.
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Then, the filled data is concatenated with (inmediately followed by)
the original variable Iength key again. A trailing pad-with-Iength
to the next 512-bit boundary for the entire nessage is added by SHA1l
itself.

Finally, the 160-bit SHAl digest is calculated, and the result is
inserted into the Authentication Data field.

Di scussi on

The | eading copy of the key is padded in order to facilitate
copyi ng of the key at nachi ne boundaries w thout requiring re-
alignment of the following datagram Filling to the SHALl bl ock
size also allows the key to be prehashed to avoid the physica
copy in some inplenmentations.

The trailing copy of the key is not necessary to protect against
appendi ng attacks, as the | P datagram already includes a total
length field. It reintroduces nmixing of the entire key, providing
protection for very long and very short datagrans, and robustness
agai nst possible attacks on the IP length field itself.

When the inplenentati on adds the keys and padding in place before

and after the |IP datagram care nust be taken that the keys and/or
paddi ng are not sent over the link by the Iink driver
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A. Changes
Changes from RFC 1852:
Use of SHAl1 term (as always intended).
Added shortened 128-bit output, and clarify output text.
Added tradeoff text.
Changed paddi ng technique to conmply with Crypto 95 reconmendati ons.
Updat ed references.
Updat ed cont acts.

M nor editorial changes.
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Security Considerations

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the SHAl
hash function, the correctness of that algorithm s inplenentation

the security of the key managenent nechanismand its inplenentation
the strength of the key, and upon the correctness of the

i mpl ementations in all of the participating nodes.

The SHA algorithmwas originally derived fromthe M) al gorithm

[ RFC-1320]. A flaw was apparently found in the origina
specification of SHA [FIPS-180], and this docunent specifies the use
of a corrected version [FIPS-180-1].

At the time of witing of this docunent, there are no known flaws in
the SHA1 algorithm That is, there are no known attacks on SHAl or
any of its conponents that are better than brute force, and the 160-
bit hash size of SHAL is substantially nore resistant to brute force
attacks than the 128-bit hash size of MD4 and MD5.

However, as the flaw in the original SHAl al gorithm shows,

cryptographers are fallible, and there may be substanti al

deficiencies yet to be discovered in the algorithm
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Editor’s Note

This paper was originally submtted May 1, 1996.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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