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ABSTRACT

Thi s docunent describes a new file transfer service for the Internet
based on Tel net Protocol for option negotiation and Kernmit Protoco
for file transfer and nanagenent. The Internet Kermt Service

provi des access to both authenticated and anonynous users. The use
of Kermit protocol over a Telnet connection provides severa

advant ages over FTP, including easy traversal of firewalls, transfers
over multiple transports, and security via a conbination of supported
Tel net aut hentication and encryption option negotiations, plus
significant functional benefits. Wiile this docunent describes a new
service for the Internet, the clients for this service already exist
on nost platfornms in the formof Telnet clients that support the

Kermit file transfer protocol. These clients are available not only
from Col unbia University’s Kermt Project but also nunerous third
parties.
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PREFACE

Thi s docunment describes an Internet Kermt Service (IKS) which
provides an alternative to FTP for the transfer of files. This
service is based upon both the TELNET protocol and the Kermit file
transfer protocol.

| NTRODUCTI ON
The Internet Kermt Service:

1. Provides direct access to Kernit file transfer and nmanagenent
services without requiring the user to first login to a shell
account ;

2. Provides Kermt file transfer and managenent services to anonynous
users;

3. Provides services to all Telnet clients that support Kermit file
transfer protocol via a sinple, predictable, scriptable, and
wel | -docunent ed textual interface;

4. Provides direct and tightly-coupled access to a Kernit server when
requested via the Telnet Kernmit Option [TKQ .

This meno assunes know edge of Transmi ssion Control Protocol, the
Tel net Protocol [TEL], the Kermt File Transfer Protocol [KER, PRF],
Telnet Kermit Option [TKQ, and the conmmands and features of Kernmit
sof tware [ CKB, CM5 K95] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [BCP].
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2.

Definitions:

Kermit server
A software programthat is ready to accept and act upon conmands
in the formof well-defined Kernmit packets [KER].

Kermt client
A software programthat receives requests through its user
interface froma human user (or a script or other source) and
translates themto command packets, which it sends to a Kernit
server, thus initiating a Kermt protocol transaction such as the
transfer of one or nore files.

BACKGROUND

2.1. History

"Kermit" is the name of an extensible platform and nmedi um

i ndependent file transfer and managenent protocol [KER, PRF] and of a
suite of comuni cations software prograns that inplenent it and
integrate it with other conmunications functions [ CMG CKB, K95] .

The Kermit protocol was first devel oped at Col unbia University in New
York City in 1981 for transferring files w thout errors between

di verse types of conputers over potentially hostile conmunication
links. Since 1981, the Kermit Project at Colunbia University has
expanded the protocol, devel oped conmuni cati ons software that

i npl ements it upon key platforms, and worked w th vol unt eer
programmers at other sites adapting Kernmit protocol to other

pl atforns or conmuni cation nethods. The Kernit Project also serves
as the central point of Kermt software devel opnent, support,

i nformati on, and distribution throughout the world.

Kernmit software is now avail able for nearly every conputer and
operating systemin existence. The mpjor features of the nost
popul ar Kernit prograns are:

- Connection establishnment and maintenance for a variety of
connection nmethods including direct serial, dialup, TCP/IP, X 25,
DECnet, and NETBI CS.

- Terminal enulation.

- FError-free transfer of both text and binary files, individually or
in groups.

- Character-set translation during both term nal enul ation and
text-nmode file transfer -- a unique feature of Kernmit software
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- Renote file managenent through the client/server protocol

- A powerful and portable scripting |anguage allowi ng conpl ete
aut omati on of any task that can be performed manual ly.

Kernmt’'s command and script |anguage is consistent across al

pl atforns and conmuni cati on nethods, thus offering a unified nethod
for acconplishing a wide range of comunication tasks manually or
under script control

A single Kermt program conbines the functions of nmany different
prograns such as uucp, cu, tip, telnet, rlogin, ftp, iconv, and
expect: it is a Telnet and R ogin client that can also transfer
files; it is a file transfer programthat can al so convert character
sets; it is a dialout programthat can use dialing directories and
under stands country codes and area codes; it is fully scriptable; it
offers both client/server and interactive nodes of operation. Inits
desktop versions (particularly for DOS, Wndows, and O5/2) it offers
all the features of conmmunications software that are usually | acking
fromlnternet client software (key napping, colors, scrollback, nouse
functions, printer control, etc)

Kermt software is widely used throughout the academ c, governnent,
and corporate spheres, both in the USA and internationally.

In addition to the Kernit software devel oped and/or distributed by
the Kernmit Project at Colunbia University, hundreds of other software
products -- commercial, shareware, and freeware -- also include sone
| evel of support for the Kermit protocol. Thus there are hundreds,
per haps thousands, of independent and interoperable Kernmt protoco

i mpl enent ati ons based upon the open Kernit protocol specification

[ KER] .

The Internet has formed the primary mechani sm by whi ch users and
devel opers of Kernmit software have col |l aborated to produce feature
and command sets that continually evolve to neet their needs as

t echnol ogy changes.

2.2. Motivation.

Kernmt protocol and software makes connections fromone conputer to
anot her and transfers data between them Countless people "live" in
Kernmit all day long; as a custoni zable Telnet or Riogin (or serial
communi cation) client with a wide selection of term nal enul ations
and conveni ence features, it is their window onto the Internet.
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O hers use it in nore creative ways, including sone that involve key
parts of the Internet, e.g. in batch or cron jobs that update news or
Web servers or fetch email, or to nonitor routers, terminal servers
and hubs and di al pagers when faults are detected. It is used by
vendors of tel ecommunications equi pnent for renote di agnosi s,

pat chi ng, and updates. Tel ecom nanagers often use Kernit scripts to
configure PBXs, muxes, routers, or ternminal servers. 1In the world of
comrerce, Kernmit is widely used for financial transactions, EDI,

nmedi cal cl ai m subnission, and so forth. It is used with nobile
barcode readers in warehousing and inventory applications. It is
found in US Postal Service sorting and scanni ng equi pnent. It
connects nmany of the logistics and supply systens throughout the
mlitary. It is found in fast-food restaurant cash registers,
mlling and die-cutting machines, textile |loons and cutters, printing
presses, and nedi cal diagnostic equipnment. It was the conmunications
backbone of the 1994 Brazilian national election -- the largest in

hi story.

And yet there has never been a strong, explicit connection of Kermt
with the Internet. |In the early years, Kernit acted as a kind of
do-it-yourself network, enabling ordinary users to nake connections
that were not already there, and for sonme years was the predom nant
met hod of connecting a personal conputer to the ARPAnet (e.g. by
dialing a TAC).

Nowadays, however, with so many of the world' s conputers on the
Internet, the role of Kernmit software and protocol is changi ng.
Kernmit users on the network would |ike to have the features,
functions, and interface they are accustoned to -- especially the
autonation features -- available for use in settings where presently
only tools like FTP are available -- and even nore so in situations
where standard software |ike FTP can’t be used.

An Internet Kermt Service can fill this role, and augnent the data
transfer power and flexibility of other Internet applications such as
Wb browsers:

- Like FTP, Kermit provides a service that can be accessed from many
different platforms with a consistent set of conmands, but unlike
FTP, these conmands incl ude progranm ng constructions such as
vari abl es, arrays, |ooping and sel ection mechani sns, and | ocal and
renote procedure calls.

- Like FTP, Kernit provides both text- and bi nary-node data

transfer, as well as file managenment capabilities. But Kermt
al so of fers nunerous features |acking fromFTP, such as
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character-set translation, flexible file selection nechanisns,
attribute preservation, and so on (see Section 5.3 for a |onger
list).

- Unlike standard FTP, Kernmit can transfer data through nmultiple
firewalls, proxies, and network address translators (NATs) on a
single port.

- Unlike FTP, Kernmit can transfer data across a conbi nati on of
transports (e.g. dial-up to a termnal server and thence to an
I nternet host).

- Authentication and data transfer can take place over secure
connections (rmutually authenticated and encrypted) using
establ i shed Tel net authentication and encryption options.

- Unlike traditional Kermt use over Tel net, anonynbus access is
possi bl e, and the consi derabl e overhead of the intervening Tel net
server and pseudotermi nal service is elimnated

Until now the primary obstacles to an Internet Kernmit Service have
been:

- lssues of authentication, privacy, and anonynous access. These
have been addressed in our inplenentation, as described Section 4
of this docunent.

- Issues of coordination and control. A Kermt software program can
be in any of several "nodes": at its command pronpt or menu
awai ti ng comands fromthe user; in ternmnal node, in which the
user’s keystrokes are sent to the renote conputer or service; or
in protocol node, in which two Kernmit prograns conmuni cate via
wel | -defined Kernmit packets [KER]. Comrands or operations valid
in one node do not necessarily work in another. Until now, it has
been the user’s responsibility to switch nodes at one or both ends
of the connection as needed. A conpanion docunent [TKO to this
one specifies a mechanismto closely couple the client and server
via Tel net protocol negotiations, allow ng each to know the
other’'s state and to switch to the appropriate node automatically
so a valid and useful relationship obtains at all tines.

- Lack of a standard TCP port. The "registered" port 1649 was

assigned by I ANA for this purpose (27 Septenber 1995) and is naned
"Kernmit". (renamed from"Inspect".)
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3. THE I NTERNET KERM T SERVI CE MODEL

The Internet Kermit Service (IKS) uses a standard Tel net [ TEL]
connection, in which all Telnet rules apply. Unlike FTP, which
requires additional TCP connections, |KS uses a single channel for
both signaling and data transfer. The connection is nultiplexed via
(a) Telnet options, and (b) Kernit protocol nessages. This allows
existing Telnet clients that also support the Kermt protocol

whet her or not they support the Telnet Kernit Option [TKQ, to use
the 1 KS and take advantage of all relevant Tel net options including
aut henti cation and encryption.

The system Internet services daenon (e.g. inetd) waits for a
connection on the Kermit socket (1649) and then starts the IKS on the
new connection. The IKS perforns the fanmiliar Tel net negotiations
including the Telnet Kermit option. Unlike a standard Tel net server,
the 1 KS does not support the ability to present the user with an
interactive systemshell. The Kermt socket is used only for file
transfer and managenent functions provided by Kernit file transfer
protocol and the Kernit script |anguage.

Once the connection is established, the Telnet Kernmit Option is
negotiated in both directions. The results determ ne which of the
followi ng configurations is used by the Telnet client and Server

Server-side Kernit Server (SKS)
Client-side Kernit Server (CKS)
No Kermt Server (NKS)

D fferent procedures and functions apply to each configuration. The
configuration may be changed at any tine by Telnet Kernit Option
subnegoti ati ons, which assure that the Telnet client and server are
al ways in conpatible states.

The three configurations are described in the foll ow ng sections.
3.1. Server-Side Kermit Server

In the Server-Side Kernmit Server (SKS) configuration, the Tel net
server is the Kermt server and the Telnet client is the Kermt
client. This configuration is used when both Telnet client and I KS
support the Telnet Kermit Option and the IKS sends WLL KERMT to the
Telnet client and receives DO KERM T fromthe Telnet client [TKQ.

In this case, the IKS imediately starts a Kernit server and reports

this to the Telnet client wwth a Tel net KERM T START- SERVER
subnegoti ati on.
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The SKS configuration is appropriate when the user wi shes to interact
only with the Telnet client’s commands or nenus.

I f authentication was not performed with one of the Tel net

Aut hentication Option protocols, the Kermt server rejects all Kermt
protocol operations (except REMOTE LOG N, REMOTE HELP, REMOTE EXI T,
BYE, or FINISH -- that is, the ones that request help, that log in,
that close the connection, or that change the status of the
connection) until:

- A Kermt REMOTE LOG N command successfully authenticates the user

The login retry limt is reached;

A Kermt BYE or REMOTE EXIT command i s received, which cl oses the
connecti on;

- AKermt FINSH conmand or a Tel net KERM T REQ KERM T- STCOP
subnegotiation is received to request the IKS exit fromKernit
server node. At this point, the IKS can either exit and close the
connection or issue an interactive login pronpt, depending on how
it was started or configured by the system admi ni strator.

Once the user is authenticated:

- The Telnet client configures itself for Kermit client/server
operation, with itself as the Kermit client, communicating with
the server only by Kernmit packets, and optionally adjusting its
menus or commands to elimnate functions (such as term na
enmul ation) that nmake no sense in this context.

- The relationship persists until the Telnet client and | KS agree to
terminate the Kernmt server via Kernit protocol commands (BYE
FINI SH, or REMOTE EXIT), or by Telnet Kermt Option
subnegotiation, or by closing the connection

3.2. Cient-Side Kernit Server

In the Cient-Side Kernmit Server (CKS) configuration, the Tel net
server is the Kermit client, and the Telnet client is the Kermt
server. This configuration is used when the IKS has sent WONT KERM T
or SB KERM T STOP- SERVER, and the Telnet Cdient has sent WLL KERMT
and SB KERM T START- SERVER, indicating that it is prepared to accept
and process Kermt protocol packets.

In the CKS configuration, the Telnet client assunmes the role of

Kermt server by virtue of its ability to recognize and process
Kernmt protocol packets in its terminal emulator. Thus the Tel net
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client nmust not send WLL KERMT or the KERM T START- SERVER
subnegotiation unless its termnal emulator is capable of recognizing
Kermit packets.

If the IKSis at top command | evel (as opposed to executing a
script), or when it reaches top level after finishing a script, it
issues its interactive comand pronpt.

At this point, the user nmay type commands or send scripted comrands
to the I KS command pronpt. Wen a data-transfer command (such as
SEND) is issued by the user at the IKS pronpt, a Kermt packet is
transmitted and recogni zed by the Telnet client, causing it to
autonatically performthe requested action (e.g. receive a file), and
then resune its previous node (termnal enulation or script
execution) when the data transfer is conplete.

Thus, in the CKS configuration, data transfers are initiated by the
| KS rather than by the Telnet client. This configuration is usefu
when the user prefers the command interface or repertoire of the
server to that of the client.

If the IKS sends a Tel net KERM T START- SERVER subnegoti ation, the
relati onship switches automatically to Server-Side Kermt Server
(Section 3.1), in which the Telnet client is the Kermt client and
the Tel net server is the Kermt server

If the Telnet client sends a KERM T STOP- SERVER subnegoti ation, the
connection switches to No Kermit Server (Section 3.3) and the IKS

i ssues its command pronpt. At this point, neither side is a Kermt
server, and both sides may optionally disable Kermt protoco
commands. Subsequent user action can designate one side or the other
as the Kernmt server, as desired.

3.3. No Kermt Server

If both Telnet client and | KS send WONT KERM T or SB KERM T STOP-
SERVER, or if the Kermit client and server are connected across

mul tiple hosts or transports, thus precluding end-to-end Tel net
negotiation, a Kernit server is not known to be available. 1In the
KERM T STOP- SERVER case, the Kermt partners can later switch back to
SKS or CKS, but in the other two cases, there is no such signaling
and | oose coupling characterizes the entire session

In the No Kernmit Server (NKS) configuration, the IKS presents a

command pronpt to the Telnet client. As in the Uient-Side Kernit
Server configuration, plain-text commands are issued to the |KS
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4.

In the loosely coupled NKS configuration, the Telnet client does not
know the state of the Tel net server, and so can not automatically
adjust its commands and nenus to present only valid choices, or
automatically change its state to conplenent the server’'s; it is the
user’s responsibility to assure that the "node" (command pronpt,
term nal enul ation, server command wait) of each Kernmit partner is
appropriate for each action. Thus an Internet Kermit Server appears
as an ordinary renote Kernit programto any Telnet client that does
not inplement the Telnet Kernmit Option, or in which this feature is
di sabl ed or can not be used.

The NKS configuration allows successful nanual operation of the IKS
through Telnet clients that do not support the Telnet Kernit Option.
The Telnet client might or night not support Kernit "autodownl oad"
and "autoupload"; if it does not, then the user is forced to manually
i ssue command on both sides of the connection in the traditional and
fam | iar manner [ CKB, CM5 K95].

SECURI TY CONSI DERATI ONS

4. 1. AUTHENTI CATI ON

Aut hentication is provided via one or nore of the foll owi ng nethods:
- The Tel net AUTHENTI CATI ON opti on
- The Tel net START_TLS option

- Plaintext userid/ password verification.

4.1.1. Telnet Authentication option

The use of one of the many Tel net authentication option nethods
renoves the need to transmt passwords in plaintext across public
networks. In addition, the exchange of user authentication

i nformati on often provides a shared secret that can be used with the
Tel net Encryption Option protocols to encrypt the connection in one
or both directions.

Tel net aut hentication may al so be used in conjunction with the Tel net
START_TLS option to negotiate end user identity over the encrypted
and host authenticated TLS channel

The I KS currently supports Kerberos 4, Kerberos 5, Secure Renote
Password and M crosoft NTLM aut henticati on met hods via the Tel net
AUTH opti on.
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4.1.2. Telnet over TLS option

The Tel net START_TLS option provides for the negotiation and
establishnment of a TLS version 1 session after the initial tel net
connection. The TLS connection provides host to client

aut hentication via the use of X 509 certificate chains. TLS also
supports optional client to host authentication using host verified
X. 509 certificates which nay be used to authenticate a userid
provided by the client or be mapped to a userid based upon properties
of the certificate.

4,.1.3. Plaintext Authentication via Kermt REMOTE LOG N

In the Server-Side Kernmit Server configuration, if the client is not
yet authenticated, the client nust log in using a REMOTE LOG N
command, in which a Kermt packet containing user ID and password in
clear text is sent fromthe Telnet client to the Tel net server, which
then calls upon | ocal nechanisns to authenticate the user. Any
packets other than login (or REMOTE HELP, REMOTE EXI T, FIN SH, or
BYE) packets are rejected (returned with an error nessage) until the
user is authenticated. |f the nunber of unsuccessful login attenpts
exceeds the Iimt, the connection is closed. Many Kernit client
prograns support this |login nethod already.

This nmethod shoul d be avoi ded whenever possible. |If plaintext
passwords are used, they should only be sent after the Tel net START-
TLS option has been negotiated (see 4.2.2). Oherw se, passwords are
open to packet sniffing.

4.1.4. Plaintext Authentication via Conmand Pronpt

In the Cient-Side Kernmit Server and No Kermit Server configurations,
the server presents the user with a plain-text interactive interface
that begins with the server issuing "Usernanme:" and "Password:"
prompts, just as if the user were logging in to a multiuser

ti mesharing systemsuch as VM5 or UNI X. Wen a password i s not
required an enpty response can be given. Invalid usernane-password
conbinations result in a new series of pronpts up to the login retry
limt, and then di sconnection

Thi s met hod shoul d be avoi ded whenever possible. [If plaintext
passwords are used, they should only be sent after the Tel net START-
TLS option has been negotiated (see 4.2.2). Oherw se, passwords are
open to packet sniffing.

da Cruz & Altman I nf or mat i onal [ Page 11]



RFC 2839 Internet Kermit Service May 2000

4.1.5. Anonynous Login

4. 2.

4. 2.

4. 2.

da

When the usernane is "anonynous" or "ftp", the |KS behaves |ike an
anonynmous ftp server, in a manner appropriate to the underlying
platform In UNI X, for exanple, access is restricted to a designated
area of the file system A password might or nmight not be required,
according to the preference of the site adm nistrator.

If privacy is desired the Tel net START-TLS option shoul d be used (see
4.2.2).

ENCRYPTI ON ( PRI VACY)

As the Internet becones ever nore public and susceptible to
eavesdroppi ng, it becones increasingly necessary to provide mnethods
for private access to services. Telnet provides two such nechani sns:

Tel net Encryption option
Tel net START-TLS option

1. Telnet Encryption option

The Tel net Encryption option, although it has never achi eved RFC
status, has been used for years in conjunction with the Tel net Auth
option in Telnet clients and servers that support Kerberos 4,
Kerberos 5, Secure Renote Password, and others. The IKS currently
supports the follow ng encryption nmethods under the Tel net Encryption
option:

cast 128 of b64
cast5 40 of b64
des_of b64
cast 128 cf b64
cast5 40 cfb64
des_cf b64

2. Tel net over TLS option

Transport Layer Security (TLS), the successor to Secure Sockets Layer
(SSL), provides methods to inplenment Server authentication, Cient
aut henti cation, and Transport Layer encryption. Unlike Tel net
Encryption, Start-TLS does not require the use of Tel net

Aut hentication in order to provide a private channel. This nmeans
that it can be used in conjunction with plaintext passwords and
anonynous connecti ons.
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5. SERVI CES

The Internet Kermit Service includes features for both users and
system adm nistrators. The IKS is incorporated into the 7.0 rel ease
of Colunbia University’s CKermt software, which is the "master”
Kernmt software programin terns of features and command | anguage.

An overview of C-Kermit can be found at:

http://ww. col unbi a. edu/ kermi t/ckermt. htn
http://ww. kermt-project.org/ckermt. htm

When C-Kernmit is enployed as an Internet Kernmit Service, it may offer

all its functions to "real" users (those who are authenticated as
specific users), and a safe subset of its functions to anonynous
users.

The Internet Kermt Service resenbles an FTP server in that it
perforns its own authentication and uses a well-defined protocol to
communi cate with its client, but differs fromthe FTP server by al so
offering (at the system manager’s discretion) an interactive user
interface to the Telnet client when it is in ternminal node. It also
differs fromFTP in restricting all protocol nmessages and data
transfer to a single socket connection

An | KS has been depl oyed at Col unbia University for worl dw de public
access to the Kernit FTP site:

telnet://kermt. col unbi a. edu: 1649/
telnet://ftp.kermt-project.org: 1649/

5.1. Features for System Admi nistrators
The system admi ni strator can supply | KS configuration paraneters as
command-line options or in a configuration file, or both in
conmbi nation. Such parameters include

Whet her anonynous | ogins are al |l owed.

The file systemor root directory to which anonynobus users are
restricted.

Specification of pernissions and other attributes to be assigned
to files upl oaded by anonynous users.

Whet her to nmake session entries in systeml ogs.
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Specific services to disable: reception of files, sending of

files, sending of email, printing, changing of directories,
getting directory listings, deleting files, etc (see next
section).

Whet her access to the interactive conmmand pronpt is all owed.
5.2. Features for Users

The 1 KS supports a wi de range of services, including, but not linmted
to, the foll ow ng:

Aut hentication as a real user or anonynously.
Transm ssion of files to which read access is all owed.

Reception of files into directories or devices to which wite
access is allowed.

The ability to display a file on the client’s screen
Ability to list files.
Ability to change its working (default) directory.

Ability to delete files to which wite or delete access is
al | oned.

Ability to renanme and copy files
Ability to create and renove directories.

The ability to route received files to a specified printer, or to
send themas email to a specified address list.

Cient control of server paraneter settings, within lints
establ i shed by the server system adm nistrator

Transni ssion of variables fromclient to server or vice versa.
Renmote and | ocal script execution.

Renote and | ocal procedure execution
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File transfer features include:

Kernit text-node transfers incorporate not only record-fornat
conversion, but also character-set translation

Kernmit can switch autonmatically between text and binary node on a
per-file basis when sending groups of files.

A selection of file collision options, including "make backup copy

of existing file and accept incoming file", "reject incomng
file", "accept incoming file only if newer than existing file"
etc.

Nunmer ous net hods for selecting the files to be transferred,
i ncluding pattern matching, lists of filenames (or patterns),
exception lists, date and/or size ranges, etc.
Fi |l ename conversion and file renam ng
Automatic directory creation if el ected and enabl ed.
St andard nechani sns for directory traversal, allow ng transm ssion
of entire directory trees or other file hierarchies even between
unlike file systenms such as VM5, UNI X, and W ndows.
Atomic file novenment: optionally, the source file can be deleted
(or renamed, or moved) when and only when it has been transferred
successful ly.
Kernmit can retain file attributes including tinme stanps and
permni ssions (at the user’s or systemadninistrator’s discretion),
even between unlike platforns;
Recovery of interrupted transfers fromthe point of failure.
File-transfer pipes and filters.

Scri pt programmi ng features include:

Macros with paraneter substitution

Built-in and user-defined variables and arrays, wth global or
| ocal scope.
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Built-in and user-defined functions. Built-in functions include:

- String functions

- Arithnetic functions
- Date / tinme functions
- File functions

I nput search for multiple simultaneous targets.
| F-ELSE, WHILE, FOR, SWTCH, GOTO, C-like block structure.

Every conmand returns a conpletion status that nay be tested and
used as a basis for subsequent actions.

5.3. User Interface

The Internet Kermt Service uses the Kermt command and script

| anguage, as inplenented in Colunbia University's CKernit

communi cati on software [CKB]. This programand its conmand | anguage
are portable to all known varieties of UNNX, as well as to W ndows
95/ 98/ NT, OS/2, Digital (Open)VMs, Stratus VOS, Data General AQS/ VS,
Plan 9, CS-9, Q\X, the Commpdore Ami ga, and other platforms. The
C-Kermt command | anguage is a superset of that of other Kermt
software prograns including M5-DOS Kermit for DOS and W ndows 3. X,

| BM Mai nframe Kernmit for VM CM5, WS/ TSO, CICS, and MJSIC, PDP-11
Kermt for RT-11, RSTS/E, RSX-11, and |AS, and dozens of other Kermt
progr ams.

It is far beyond the scope of this docunent to enunerate, |et alone
descri be, the comands and services of C-Kernmit; this is the subject
of a 600-page book [CKB], augnented by hundreds of pages of online
material. A brief overviewis included here.

Commands are based on English words. There is no plan at present to
support other natural |anguages (ltalian, Portuguese, Norwegi an,
Russi an, Hebrew, Japanese, Cherokee, etc) as alternative bases for
command words, since this would reduce the portability of scripts.
However, since the conmand | anguage includes a nacro capability,
macros may be defined to provide selected conmands in different

| anguages if desired.

Certain conmands can apply either locally or renotely, for exanple
"CD' (Change Directory). The convention is to prefix the command
with the word REMOTE if it is to apply renotely. Exanple: "cd foo"
changes to the "foo" directory on the conputer where the conmand was
given; "rempte cd foo" sends a Kermit packet to the Kermit server
requesting it to change its directory to "foo". The commands in this
cat egory incl ude:
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I nt er net

ASSI N <vari abl e> <val ue>
CD <directory>

COPY <fil es> <destination>
DELETE <fil es>

DI RECTORY [ <pattern> ]
EXIT

HELP [ <topi c-or-command> ]
MKDI R <di rectory>

PRI NT <fil es>

PWD

RENAME <ol d> <new>

RMDI R <di rectory>

SET <par anet er > <val ue>
TYPE <fil e>

Kermt Service

Assign a value to a variabl e.
Change working directory.
Copy file(s)

Delete file(s)

List file(s)

Exi t

Di spl ay hel p text

Create a directory

Print file(s)

Print working directory
Renane file(s)

Renove a directory

Change a paraneter’s val ue

Di splay the contents of a file

May 2000

da Cruz & Altnman

As a conveni ence, REMOTE conmands al so have short synonyms: RASSI GN
RCD, RCOPY, RDELETE, and so forth.

The basic file transfer commands are:

SEND [ nodifiers ] <files>
GET [ nodifiers ] <files>

Send file(s) (to server)
CGet file(s) (from server)

These commands take a file nane, pattern, or list, plus various
optional nodifiers, including transfer node specifiers (text,
binary), file selectors (date, size, exception list), aliasing, nane
and path options, disposition specifiers, and so on.

In addition to the conmands |isted above, the foll ow ng conmands are
sent by the client to the server

REMOTE QUERY CGet val ue of variable or procedure
BYE Log out and close the connection
FI NI SH Request the server |eave server node

Like all Kermt client/server commands, these can be disabled if
desired.

O course there are nunerous other comands with purely |ocal effect,
such as the many scripting commands. These, plus all the comuands
above, are fully docunented in [CKB]. The repertoire grows over
tinme, but never in a way that invalidates existing scripts.

The system adninistrator can allow or forbid access to any of these
features, and to the command | anguage as a whole. In the latter
case, the I1KS may be accessed only as a Kernmt server, by giving
conmands to the client.
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Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
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ki nd, provided that the above copyright notice and this paragraph are
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Engl i sh.
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