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Abst r act

Thi s docunent defines a Certificate Managenent protocol using CMV5
(CVMC). This protocol addresses two i mmedi ate needs within the
Internet PKI comunity:

1. The need for an interface to public key certification products and
services based on [CM5] and [ PKCS10], and

2. The need in [SM MEV3] for a certificate enroll ment protocol for
DSA-signed certificates with Diffie-Hellman public keys.

A smal |l nunber of additional services are defined to supplenent the
core certificate request service.

Throughout this specification the termCV5 is used to refer to both
[CvB] and [PKCS7]. For both signedbData and envel opedData, CMS is a
superset of the PKCS7. In general, the use of PKCS7 in this docunent
is aligned to the Cryptographi c Message Syntax [CMB] that provides a
superset of the PKCS7 syntax. The term CMC refers to this

speci fication.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC 2119].
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1. Protocol Requirenents

- The protocol is to be based as nmuch as possible on the existing
CM5, PKCS#10 and CRMF specifications.

- The protocol nust support the current industry practice of a
PKCS#10 request foll owed by a PKCS#7 response as a subset of the
pr ot ocol

- The protocol needs to easily support the multi-key enroll nent
protocols required by S/M M and ot her groups.

- The protocol nust supply a way of doing all operations in a
single-round trip. Wen this is not possible the nunber of round
trips is to be mninzed

- The protocol will be designed such that all key generation can
occur on the client.

-  The mandatory al gorithns nust superset the required algorithnms for
S/'M ME.

- The protocol will contain POP nethods. Optional provisions for
multiple-round trip POP will be nade if necessary.

- The protocol will support deferred and pendi ng responses to
certificate request for cases where external procedures are
required to issue a certificate.

- The protocol needs to support arbitrary chains of |oca
registration authorities as internediaries between certificate
requesters and issuers.

2. Protocol Overview

An enroll ment transaction in this specification is generally conposed
of a single round trip of messages. |In the sinplest case an
enrol I ment request is sent fromthe client to the server and an
enrol I nent response is then returned fromthe server to the client.
In sone nore conplicated cases, such as delayed certificate issuance
and polling for responses, nore than one round trip is required.

This specification supports two different request nessages and two
di fferent response nessages.

Public key certification requests can be based on either the PKCS10
or CRMF object. The two different request nessages are (a) the bare
PKCS10 (in the event that no other services are needed), and (b) the
PKCS10 or CRMF nessage w apped in a CVS encapsul ation as part of a
PKI Dat a obj ect .

Public key certification responses are based on the CMS signedData
object. The response nay be either (a) a degenerate CMVMS signedData
object (in the event no other services are needed), or (b) a
ResponseBody obj ect wapped in a CM5 signedData object.
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No special services are provided for doing either renewal (new
certificates with the same key) or re-keying (new certificates on new
keys) of clients. |Instead a renewal/re-key nmessage | ooks the same as
any enroll ment nmessage, with the identity proof being supplied by
existing certificates fromthe CA

A provision exists for Local Registration Authorities (LRAs) to
participate in the protocol by taking client enrollnent messages,
wrapping themin a second |layer of enrollnent nmessage with additiona
requirenents or statements fromthe LRA and then passing this new
expanded request on to the Certification Authority.

Thi s specification nakes no assunptions about the underlying
transport mechanism The use of CMS5 is not neant to inply an enail -
based transport.

Optional services avail able through this specification are
transacti on managenent, replay detection (through nonces), deferred
certificate issuance, certificate revocation requests and
certificate/CRL retrieval

2.1 Term nol ogy

There are several different terns, abbreviations and acronyns used in
this docunent that we define here for conveni ence and consi stency of
usage:

"End-Entity" (EE) refers to the entity that owns a key pair and for
whom a certificate is issued.

"LRA" or "RA" refers to a (Local) Registration Authority. A
registration authority acts as an internedi ary between an End-
Entity and a Certification Authority. Miltiple RAs can exi st
between the End-Entity and the Certification Authority.

"CA" refers to a Certification Authority. A Certification Authority
is the entity that perfornms the actual issuance of a certificate.

"Cient" refers to an entity that creates a PKI request. |In this
docunment both RAs and End-Entities can be clients.

"Server" refers to the entities that process PKlI requests and create
PKI responses. CAs and RAs can be servers in this docunent.

"PKCS#10" refers the Public Key Cryptography Standard #10. This is
one of a set of standards defined by RSA Laboratories in the
1980s. PKCS#10 defines a Certificate Request Message syntax.

"CRVF' refers to the Certificate Request Message Format RFC [ CRMF].
We are using certificate request nessage format defined in this
docunent as part of our managenent protocol.

"CM5" refers to the Cryptographi c Message Syntax RFC [CM5]. This
docunent provides for basic cryptographic services including
encryption and signing with and wi thout key nanagenent.
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"POP" is an acronym for "Proof of Possession". POP refers to a value
that can be used to prove that the private key corresponding to a
public key is in the possession and can be used by an end-entity.

"Transport wapper" refers to the outernost CV5 w apping | ayer.

2.2 Protocol Flow Charts

Figure 1 shows the Sinple Enroll ment Request and Response nessages.
The contents of these nessages are detailed in Sections 4.1 and 4.3

bel ow.

Si mpl e PKI Request

Certificate Request

I
I
I
| Subject Name

| Subject Public Key Info
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Figure 2: Full PKI Request and Response Messages

Figure 2 shows the Full Enrollnment Request and Response nessages.
The contents of these nessages are detailed in Sections 4.2 and 4.4
bel ow

3. Protocol Elenents
This section covers each of the different elenents that may be used
to construct enroll nent request and enroll nent response nessages.

Section 4 will cover howto build the enroll nent request and response
nessages.
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3.1 PKlData nject
The new content object PKIData has been defined for this protocol
This new object is used as the body of the full PKI request nessage.
The new body is identified by:
id-cct-PKIData OBJECT IDENTIFIER ::={ id-cct 2}

The ASN. 1 structure corresponding to this new content type is:

PKl Dat a ::= SEQUENCE {
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute
reqSequence SEQUENCE SI ZE(0.. MAX) OF TaggedRequest,
cmsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedContentlInfo

ot her MsgSequence  SEQUENCE SI ZE( 0. . MAX) OF O her Msg
}

-- control Sequence consists of a sequence of control attributes. The
control attributes defined in this docunent are found in section 5.
As control sequences are defined by O Ds, other parties can define
additional control attributes. Unrecognized O Ds MJST result in no
part of the request being successfully processed.

-- regSequence consists of a sequence of certificate requests. The
certificate requests can be either a CertificateRequest (PKCS10
request) or a CertReqMsg. Details on each of these request types are
found in sections 3.3.1 and 3.3.2 respectively.

-- cnsSequence consists of a sequence of [CM5] nessage objects. This
protocol only uses Envel opedData, SignedData and EncryptedData. See
section 3.6 for nore details.

-- ot her MsgSequence allows for other arbitrary data items to be

pl aced into the enrollment protocol. The {AQ D, any} pair of values
allows for arbitrary definition of material. Data objects are placed
here while control objects are placed in the control Sequence fi el d.
See section 3.7 for nore details.

3.2 ResponseBody bject
The new content object ResponseBody has been defined for this
protocol. This new object is used as the body of the full PK
response nessage. The new body is identified by:

i d-cct-PKI Response OBJECT IDENTIFIER ::= { id-cct 3}
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The ASN. 1 structure corresponding to this body content type is:

ResponseBody :: = SEQUENCE ({
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,

ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg
}

-- control Sequence consists of a sequence of control attributes. The
control attributes defined in this docunent are found in section 3.5.
O her parties can define additional control attributes.

-- cneSequence consists of a sequence of [CMB] nessage objects. This
protocol only uses Envel opedData, SignedData and EncryptedData. See
section 3.6 for nore details.

-- ot her MsgSequence allows for other arbitrary itens to be placed
into the enrollnent protocol. The {AOD, any} pair of values allows
for arbitrary definition of nmaterial. Data objects are placed here
whil e control objects are placed in the control Sequence field. See
section 3.7 for nore details.

3.3 Certification Requests (PKCS10/ CRVF)

Certification Requests are based on either PKCS10 or CRVF nessages.
Section 3.3.1 specifies mandatory and optional requirenents for
clients and servers dealing with PKCS10 request nessages. Section
3.3.2 specifies mandatory and optional requirenments for clients and
servers dealing with CRMF request nessages

3.3.1 PKCS10 Request Body

Servers MJST be able to understand and process PKCS10 request bodies.
Cients MIST produce a PKCS10 request body when using the Sinple
Enrol | ment Request nessage. Cients MAY produce a PKCS10 request body
when using the Full Enrollnent Request nessage.

When produci ng a PKCS10 request body, clients MJST produce a PKCS10
nmessage body containing a subject nane and public key. Some
certification products are operated using a central repository of

i nformati on to assign subject nanmes upon receipt of a public key for
certification. To accommpdate this node of operation, the subject
nane in a CertificationRequest MAY be NULL, but MJUST be present. CAs
that receive a CertificationRequest with a NULL subject nane MAY
reject such requests. |If rejected and a response is returned, the CA
MUST respond with the faillnfo attribute of badRequest.
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The client MAY incorporate one or nore standard X 509 v3 extensions
in any PKCS10 request as an ExtensionReq attribute. An Extensi onReq
attribute is defined as

Ext ensi onReq :: = SEQUENCE OF Extension

where Extension is inported from[PKI XCERT] and ExtensionReq is
identified by {pkcs-9 14}.

Servers MJST be able to process all extensions defined in [PKIXCERT].
Servers are not required to be able to process other V3 X 509
extensions transmitted using this protocol, nor are they required to
be able to process other, private extensions. Servers are not
required to put all client-requested extensions into a certificate.
Servers are pernmitted to nodify client-requested extensions. Servers
MUST NOT alter an extension so as to invalidate the original intent
of a client-requested extension. (For exanple changi ng key usage
from key exchange to signing.) If a certification request is denied
due to the inability to handle a requested extension and a response
is returned, the server MJST respond with the faillnfo attribute of
unsupport edExt .

3.3.2 CRWMF Request Body

Servers MJST be able to understand and process CRMF request body.
dients MAY produce a CRW nessage body when using the Ful
Enrol | ment Request nessage.

This meno i nposes the foll ow ng additional changes on the
construction and processi ng of CRVF nessages:

- \When CRMF nessage bodies are used in the Full Enrollnment Request
nmessage, each CRMF nessage MJST incl ude both the subject and
publicKey fields in the CertTenplate. As in the case of PKCS10
requests, the subject may be encoded as NULL, but MJIST be present.

- In general, when both CRMF and CMC controls exist with equival ent
functionality, the CMC control SHOULD be used. The CMC contro
MJUST override any CRMF control

- The reglinfo field MUST NOT be used on a CRMWF nessage. Equival ent
functionality is provided in the reglnfo control attribute
(section 5.12).

- The indirect nmethod of proving POP is not supported in this
protocol. One of the other nethods (including the direct nethod
described in this docunent) MJST be used instead if POP is
desired. The value of encrCert in Subsequent Message MJST NOT be
used.
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- Since the subject and publicKeyVal ues are al ways present, the
POPGCSI gni ngKeyl nput MUST NOT be used when conputing the val ue for
POPSi gni ngKey.

A server is not required to use all of the values suggested by the
client in the certificate tenplate. Servers MJST be able to process
all extensions defined in [PXI XCERT]. Servers are not required to be
able to process other V3 X 509 extension transmitted using this
protocol, nor are they required to be able to process other, private
extensions. Servers are permtted to nodify client-requested
extensions. Servers MJST NOT alter an extension so as to invalidate
the original intent of a client-requested extension. (For exanple
change key usage from key exchange to signing.) |If a certificate
request is denied due to the inability to handle a requested

ext ension, the server MJST respond with a faillnfo attribute of
unsupport edExt .

3.3.3 Production of Diffie-Hellman Public Key Certification Requests

Part of a certification request is a signature over the request;
Diffie-Hel lman is a key agreenment al gorithm and cannot be used to
directly produce the required signature object. [DH POP] provides
two ways to produce the necessary signature value. This docunent

al so defines a signature algorithmthat does not provide a POP val ue,
but can be used to produce the necessary signature val ue.

3.3.3.1 No- Si gnat ure Si gnature Mechani sm

Key managenent (encryption/decryption) private keys cannot al ways be
used to produce sone type of signature value as they can be in a
decrypt only device. Certification requests require that the
signature field be populated. This section provides a signature

al gorithm specifically for that purposes. The follow ng object
identifier and signature value are used to identify this signature

type:
i d-al g-noSi gnature OBJECT IDENTIFIER ::= {id-pkix id-alg(6) 2}
NoSi ghat ureVal ue ::= OCTET STRI NG

The paraneters for id-al g-noSignature MJST be present and MJST be
encoded as NULL. NoSignatureVal ue contains the hash of the
certification request. It is inportant to realize that there is no
security associated with this signature type. |If this signature type
is on a certification request and the Certification Authority policy
requi res proof-of-possession of the private key, the POP nmechani sm
defined in section 5.7 MJST be used.
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3.3.3.2 Diffie-Hell man POP Signature

CMC conpliant inplenmentations MIUST support section 5 of [DH POP].
3.3.3.3 Diffie-Hell man MAC signature

CMC conpliant inplenentations MAY support section 4 of [DH POP].
3.4 Body Part ldentifiers

Each el enent of a PKIData or PKI Response nessage has an associ at ed
body part identifier. The Body Part ldentifier is a 4-octet integer
encoded in the certReqlds field for CertRReqVMsg objects (in a
TaggedRequest) or in the bodyPartld field of the other objects. The
Body Part Identifier MJUST be unique within a single PKIData or
PKI Response object. Body Part Identifiers can be duplicated in
different |layers (for exanple a CMC nmessage enbedded within another).

The Body Part 1d of zero is reserved to designate the current PKIData

object. This value is used in control attributes such as the Add
Ext ensi ons Control in the pkiDataReference field to refer to a
request in the current PKIData object.

Some control attribute, such as the CMC Status Info attribute, wll

al so use Body Part Identifiers to refer to elenents in the previous
message. This allows an error to be explicit about the attribute or
request to which the error applies.

3.5 Control Attributes

The overall control flow of how a nessage is processed in this
docunment is based on the control attributes. Each control attribute
consists of an object identifier and a val ue based on the object
identifier.

Servers MJST fail the processing of an entire PKIData nessage if any
i ncluded control attribute is not recognized. The response MJST be
the error badRequest and bodyLi st MJST contain the bodyPartl D of the
invalid or unrecognized control attribute.

The syntax of a control attribute is

TaggedAttribute ::= SEQUENCE {
bodyPart | D BodyPart1d,
attrType OBJECT | DENTI FI ER,
attrVval ues SET OF AttributeVal ue
}
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-- bodyPartld is a unique integer that is used to reference this
control attribute. The id of 0 is reserved for use as the
reference to the current PKI Data object.

-- attrType is the O D defining the associated data in attrVal ues

-- attrValues contains the set of data val ues used in processing
the control attribute.

The set of control attributes that are defined by this nemo are found
in section 5.

3.6 Content Info objects
The cmsSequence field of the PKIRequest and PKI Response nessages

contains zero or nore tagged content info objects. The syntax for
this structure is

TaggedContentInfo ::= SEQUENCE {
bodyPart | D BodyPart1d,
contentlnfo Cont ent I nfo

}

-- bodyPartld is a unique integer that is used to reference this
content info object. The id of 0 is reserved for use as the
reference to the current PKIData object.

-- contentlnfo contains a Contentlnfo object (defined in [CVE]).
The three contents used in this location are SignedDat a,
Envel opedDat a and Dat a.

Envel opedDat a provi des for shrouding of data. Data allows for
general transport of unstructured data.

The SignedData object from[CMS] is also used in this specification
to provide for authentication as well as serving as the genera
transport wrapper of requests and responses.

3.6.1 Signed Data

The signedData object is used in two different |ocations when
constructing enroll nent nmessages. The signedData object is used as a
wrapper for a PKIData as part of the enroll nent request nessage. The
si gnedData object is also used as the outer part of an enroll nent
response nessage.
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For the enrol |l nent response the signedbData w apper allows the server
to sign the returning data, if any exists, and to carry the
certificates and CRLs for the enrollnment request. |If no data is
bei ng returned beyond the certificates, no signerinfo objects are

pl aced in the signedData object.

3.6.2 Envel oped Data

Envel opedData is the prinmary nmethod of providing confidentiality for
sensitive information in this protocol. The protocol currently uses
Envel opedData to provide encryption of an entire request (see section
4.5). The envel opedData object would al so be used to wap private
key material for key archival

Servers MJST inpl ement envel opedData according to [CM5]. There is an
anbiguity (about encrypting content types other than id-data) in the
PKCS7 specification that has lead to non-interoperability.

3.7 Oher Message Bodies

The ot her nessage body portion of the nmessage allows for arbitrary
data objects to be carried as part of a nessage. This is intended to
contain data that is not already wapped in a CM5 contentlnfo object.
The data is ignored unless a control attribute references the data by
bodyPart | d.

O her Msg :: = SEQUENCE {
bodyPart |1 D BodyPart 1D
ot her MsgType OBJECT | DENTI FI ER,
ot her MsgVal ue ANY DEFI NED BY ot her MsgType }

-- bodyPart| D contains the unique id of this object

-- otherMsgType contains the O D defining both the usage of this body
part and the syntax of the value associated with this body part

-- ot herMsgVal ue contains the data associated with the nessage body
part.

4. PKI Messages

This section discusses the details of putting together the different
enrol I nent request and response nessages.
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4.1 Sinple Enroll ment Request

The sinplest formof an enrollment request is a plain PKCS10 nessage.
If this formof enrollment request is used for a private key that is
capabl e of generating a signature, the PKCS10 MJST be signed with

that private key. |If this formof the enrollnent request is used for
a D-H key, then the D-H POP nechani sm described in [ DH POP] MJST be
used.

Servers MJST support the Sinple Enroll nent Request nessage. |If the
Simpl e Enrol | mrent Request nessage is used, servers MJST return the
Si mpl e Enrol | nent Response nessage (see Section 4.3) if the

enrol I ment request is granted. |f the enrollnment request fails, the
Full Enrollment Response MAY be returned or no response MAY be
returned.

Many advanced services specified in this meno are not supported by
the Sinple Enroll nent Request nessage.

4.2 Full PKI Request

The Full Enrollnment Request provides the nost functionality and
flexibility. Cients SHOULD use the Full Enroll nent Request nessage
when enrolling. Servers MJST support the Full Enroll nment Request
message. An enrollnment response (full or sinple as appropriate) MJST
be returned to all Full Enrollment Requests.

The Full Enroll ment Request nessage consists of a PKIData object
wrapped in a signedData CMS object. The objects in the PKIData are
ordered as foll ows:

1. All Control Attributes

2. Al certification requests,
3. Al CM5 objects,

4. Al other nessages.

Each el enent in a Full Enrollnment Request is identified by a Body
Part ldentifier. If duplicate ids are found, the server MJST return
the error badRequest with a bodyPart| D of O.

The signedData object wapping the PKIData may be signed either by

the private key material of the signature certification request, or

by a previously certified signature key. If the private key of a

signature certification request is being used, then

a) the certification request containing the corresponding public key
MUST i nclude a Subject Key ldentifier extension request,

b) the subjectKeyldentifier formof signerlnfo MUST be used, and
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c) the value of the subjectKeyldentifier formof signerlnfo MIST be
the Subject Key Identifier specified in the correspondi ng
certification request.

(The subjectKeyldentifier formof signerinfo is used here because no
certificates have yet been issued for the signing key.) If the
request key is used for signing, there MUST be only one signerinfo
object in the signedData object.

When creating a nessage to renew a certificate, the foll ow ng should
be taken into consideration

1. The identification and identityProof control statements are not
required. The sane information is provided by the use of an
existing certificate fromthe CA when signing the enroll nent
nessage

2. CAs and LRAs may inpose additional restrictions on the signing
certificate used. They may require that the nost recently issued
signing certificate for an entity be used.

3. A renewal nessage may occur either by creating a new set of keys,
or by re-using an existing set of keys. Sone CAs may prevent re-
use of keys by policy. 1In this case the CA MIST return NOKEYREUSE
as the failure code

4.3 Sinple Enroll nment Response

Servers SHOULD use the sinple enroll ment response nessage whenever
possible. dients MIST be able to process the sinple enroll nent
response nessage. The sinple enrollnent response nmessage consists of
a signedData object with no signerinfo objects onit. The
certificates requested are returned in the certificate bag of the

si gnedDat a obj ect.

Cients MUST NOT assune the certificates are in any order. Servers
SHOULD include all internmediate certificates needed to formconplete
chains to one or nore self-signed certificates, not just the newy

i ssued certificate(s). The server MAY additionally return CRLs in the
CRL bag. Servers MAY include the self-signed certificates. Cients
MJUST NOT inplicitly trust included self-signed certificate(s) nmerely
due to its presence in the certificate bag. In the event clients
receive a new self-signed certificate fromthe server, clients SHOULD
provide a nechanismto enable the user to explicitly trust the
certificate.
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4.4 Full PKI Response

Servers MJST return full PKI response nessages if a) a full PKI
request message failed or b) additional services other than returning
certificates are required. Servers MAY return full PKI responses
with failure information for sinple PKI requests. Foll ow ng section
4.3 above, servers returning only certificates and a success status
to the client SHOULD use the sinple PKI response nessage.

Cients MIST be able to process a full PKI response nessage.

The full enrollnent response nessage consists of a signedData object
encapsul ati ng a responseBody object. 1n a responseBody object all
Control Attributes MJST precede all CM5 objects. The certificates
granted in an enroll ment response are returned in the certificates
field of the imedi ately encapsul ati ng si gnedData obj ect.

Cients MUST NOT assune the certificates are in any order. Servers
SHOULD include all internmediate certificates needed to formconplete
chains one ore nore self-signed certificates, not just the newy

i ssued certificate(s). The server MAY additionally return CRLs in the
CRL bag. Servers MAY include the self-signed certificates. Cients
MUST NOT inplicitly trust included self-signed certificate(s) nerely
due to its presence in the certificate bag. In the event clients
receive a new self-signed certificate fromthe server, clients SHOULD
provide a nechanismto enable the user to explicitly trust the
certificate.

4.5 Application of Encryption to a PKI Message

There are occasi ons where a PKlI request or response nessage nust be
encrypted in order to prevent any information about the enroll nent
from bei ng accessible to unauthorized entities. This section
descri bes the neans used to encrypt a PKI nmessage. This section is
not applicable to a sinple enrollnent nessage.

Confidentiality is provided by wapping the PKI nessage (a signedData
object) in a CM5 Envel opedData object. The nested content type in
the Envel opedData is id-signedData. Note that this is different from
S/M ME where there is a MM | ayer placed between the encrypted and
signed data objects. It is recomended that if an envel oped data
layer is applied to a PKI nessage, a second signing |ayer be placed
out side of the enveloped data |ayer. The follow ng figure shows how
this nesting would be done:
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Nor nal Option 1 Option 2
Si gnedDat a Envel opedDat a Si gnedDat a
PKI Dat a Si gnedDat a Envel opedDat a
PKI Dat a Si gnedDat a
PKI Dat a

Options 1 and 2 provide the benefit of preventing | eakage of
sensitive data by encrypting the information. LRAs can renove the
envel oped data wrapping, and replace or forward wi thout further
processing. Section 6 contains nore information about LRA processing.

PKI Messages MAY be encrypted or transnitted in the clear. Servers
MUST provi ded support for all three versions.

Alternatively, an authenticated, secure channel could exist between
the parties requiring encryption. Clients and servers MAY use such
channel s instead of the techni que descri bed above to provide secure,
private conmuni cation of PKI request and response nessages.

5. Control Attributes

Control attributes are carried as part of both PKl requests and
responses. Each control attribute is encoded as a uni que Object
Identifier followed by that data for the control attribute. The
encodi ng of the data is based on the control attribute object
identifier. Processing systems would first detect the QD and
process the corresponding attribute value prior to processing the
message body.

The following table lists the nanes, O D and syntactic structure for
each of the control attributes docunented in this neno.
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Control Attribute
cMCSt at usi nfo
identification

i denti tyProof

dat aRet urn
transactionld
sender Nonce

reci pi ent Nonce
addExt ensi ons
encr ypt edPOP
decr ypt edPOP

| raPOPW t ness
get Cert

get CRL

r evokeRequest
reglnfo
responsel nfo
Quer yPendi ng

i dPOPLi nkRandom
i dPOPLi nkW t ness
i dConfirnCert Accep

5.1 CMC Status Info

The CMC status inf
return i nformation

CMC status info controls referring to a single body part.

MUST be able to de
response nessage.

tance id-cnt
Control Attri

o control
on a client

but e

is used in full

request.

Certificate Managenment Messages over CM5

CMCSt at usl nfo
UTF8Stri ng
OCTET STRI NG
OCTET STRI NG
| NTEGER
OCTET STRI NG
OCTET STRI NG
AddExt ensi ons
Encr ypt edPOP
Decr ypt edPOP
Lr aPOPW t ness
CGet Cert

Get CRL
RevokeRequest
OCTET STRI NG
OCTET STRI NG
OCTET STRI NG
OCTET STRI NG
OCTET STRI NG
CMCCert 1 d

PKI

April 2000

Response nmessages to

Servers MAY enmit multiple

Cients

al with nmultiple CMC status info controls in a
This statenent uses the following ASN. 1 definition:

CMCSt at usl nfo :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1.. MAX)
statusString UTE8Stri ng OPTI ONAL,
otherlnfo CHA CE {
faillnfo CMCFai | I nf o,
pendl nfo Pendl nfo } OPTI ONAL
}
Pendl nfo ::= SEQUENCE {
pendToken OCTET STRI NG,
pendTi e Cener al i zedTi ne
}
et al. St andards Track
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-- cMCStatus is described in section 5.1.1

-- bodyLi st contains the list of body parts in the request nessage
to which this status information applies. |If an error is being
returned for a sinple enroll nent nessage, body list will contain a
single integer of value '1'.

-- statusString contains a string with additional description
information. This string is hunman readabl e.

-- faillnfo is described in section 5.1.2. It provides a detailed
error on what the failure was. This choice is present only if
cMCStatus is failed.

-- pendToken is the token to be used in the queryPending contro
attribute

-- pendTine contains the suggested tine the server wants to be
queried about the status of the request.

If the cMCStatus field is success, the CMC Status Info Control MAY be
omtted unless it is only itemin the response nessage. |If no status
exists for a certificate request or other itemrequiring processing,
then the val ue of success is to be assuned.

51.1 CMCSt at us val ues

CMCStatus is a field in the CMCStatuslnfo structure. This field
contains a code representing the success or failure of a specific
operation. CMCStatus has the ASN. 1 structure of:

CMCSt atus :: = | NTEGER {

success (0),

-- request was granted

-- reserved (1),

-- not used, defined where the original structure was defined

failed (2),

-- you don't get what you want, nore information el sewhere in
t he nmessage

pendi ng (3),

-- the request body part has not yet been processed,

-- requester is responsible to poll back on this

-- pending may only be return for certificate request
operations.

noSupport (4),
-- the requested operation is not supported
confirnRequired (5)
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-- conformation using the idConfirnCertAcceptance control is
required
-- before use of certificate
}

5.1.2 CMCFai | I nfo

CMCFai | I nfo conveys information relevant to the interpretation of a

failure condition. The CMCFail Info has the following ASN. 1 structure
CMCFai | Info ::= | NTEGER {
badAl g (0)

-- Unrecogni zed or unsupported al gorithm
badMessageCheck (1)
-- integrity check failed

badRequest (2)

-- transaction not permtted or supported

badTi nme (3)

-- Message tine field was not sufficiently close to the system
time

badCertld (4)

-- No certificate could be identified matching the provided
criteria

unsuport edExt (5)

-- A requested X 509 extension is not supported by the

reci pi ent CA.

}

nmust Ar chi veKeys (6)
-- Private key material nust be supplied

badl dentity (7)

-- ldentification Attribute failed to verify

popRequi r ed (8)

-- Server requires a POP proof before issuing certificate
popFai |l ed (9)

-- POP processing failed

noKeyReuse (10)

-- Server policy does not allow key re-use
i nt ernal CAError (11
tryLater (12)

Additional failure reasons MAY be defined for closed environnents
with a need.
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5.2 ldentification and lIdentityProof Control Attributes

Some CAs and LRAs require that a proof of identity be included in a
certification request. Many different ways of doing this exist with
di fferent degrees of security and reliability. Mst people are
famliar with the request of a bank to provide your nother’s naiden
nane as a formof identity proof.

CMC provi des one nmethod of proving the client’s identity based on a
shared secret between the certificate requestor and the verifying
authority. If clients support full request nmessages, clients MJST
i mpl enent this nethod of identity proof. Servers MJST provide this
met hod and MAY al so have a bilateral nethod of simlar strength
avai | abl e.

The CMC nethod starts with an out-of-band transfer of a token (the

shared secret). The distribution of this token is beyond the scope
of this docunent. The client then uses this token for an identity

proof as foll ows:

1. The reqSequence field of the PKlData object (encoded exactly as it
appears in the request message including the sequence type and
length) is the value to be validated.

2. A SHA1 hash of the token is conputed.

3. An HMAC- SHAl1 val ue is then conputed over the value produced in
Step 1, as described in [HMAC], using the hash of the token from
Step 2 as the shared secret val ue.

4. The 160-bit HVAC- SHA1 result from Step 3 is then encoded as the
val ue of the identityProof attribute.

When the server verifies the identityProof attribute, it conputes the
HVAC- SHAL val ue in the sanme way and conpares it to the identityProof
attribute contained in the enrollnment request.

If a server fails the verification of an identityProof attribute and
the server returns a response nessage, the faillnfo attribute MJST be
present in the response and MUST have a val ue of badldentity.

Optionally, servers MAY require the inclusion of the unprotected
identification attribute with an identification attribute. The
identification attribute is intended to contain either a text string
or a nuneric quantity, such as a random nunber, which assists the
server in locating the shared secret needed to validate the contents
of the identityProof attribute. Nuneric values MJST be converted to
text string representations prior to encoding as UTF8-STRINGs in this
attribute. If the identification control attribute is included in
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the nmessage, the derivation of the shared secret in step 2 is altered
so that the hash of the concatenation of the token and the identity
val ue are hashed rather than just the token

5.2.1 Hardware Shared Secret Token CGeneration

The shared secret between the end-entity and the identity verify is
sonetines transferred using a hardware device that generates a series
of tokens based on sone shared secret value. The user can therefore
prove their identity by transferring this token in plain text along
with a nanme string. The above protocol can be used with a hardware
shared- secret token generation device by the follow ng nodifications:

1. The identification attribute MJST be included and MJST contain the
har dwar e- gener at ed t oken.

2. The shared secret value used above is the sane hardware-generated
t oken.

3. Al certification requests MJUST have a subject nane and the
subj ect name MJST contain the fields required to identify the
hol der of the hardware token devi ce.

5.3 Linking ldentity and POP I nfornmation

In a PKI Full Request nessage identity information about the
creator/author of the nessage is carried in the signature of the CV5
Si gnedDat a obj ect containing all of the certificate requests.

Proof - of - possessi on information for key pairs requesting
certification, however, is carried separately for each PKCS#10 or
CRMF nmessage. (For keys capable of generating a digital signature,
the POP is provided by the signature on the PKCS#10 or CRMF request.
For encryption-only keys the controls described in Section 5.7 bel ow
are used.) In order to prevent substitution-style attacks we nust
guarantee that the sanme entity generated both the POP and proof - of -
identity information.

This section describes two nechanisns for linking identity and POP

i nformati on: w tness val ues cryptographically derived fromthe
shared-secret (Section 5.3.1) and shared-secret/subject DN matching
(Section 5.3.2). dients and servers MJST support the w tness val ue
technique. Cdients and servers MAY support shared-secret/subject DN
mat ching or other bilateral techniques of simlar strength. The idea
behi nd both nechanisns is to force the client to sign sone data into
each certificate request that can be directly associated with the
shared-secret; this will defeat attenpts to include certificate
requests fromdifferent entities in a single Full PKlI Request
nessage
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5.3.1 Wtness val ues derived fromthe shared-secret

The first technique for doing identity-POP |inking works by forcing
the client to include a piece of information cryptographically-
derived fromthe shared-secret token as a signed extension within
each certificate request (PKCS#10 or CRMF) nessage. This technique
is useful if null subject DNs are used (because, for exanple, the
server can generate the subject DN for the certificate based only on
the shared secret). Processing begins when the client receives the
shar ed- secret token out-of-band fromthe server. The client then
comput es the foll ow ng val ues:

1. The client generates a random byte-string, R which SHOULD be at
| east 512 bits in |ength.

2. A SHA1 hash of the token is conputed.

3. An HMAC- SHAl1 val ue is then conputed over the random val ue produced
in Step 1, as described in [HVAC], using the hash of the token
fromStep 2 as the shared secret.

4. The random val ue produced in Step 1 is encoded as the value of an
i dPOPLi nkRandom control attribute. This control attribute MJST be
included in the Full PKI Request nessage.

5. The 160-bit HVAC-SHAl result from Step 3 is encoded as the val ue
of an i dPOPLi nkWtness extension to the certificate request.

a. For CRWF, idPOPLinkWtness is included in the controls section
of the CertRequest structure.

b. For PKCS#10, idPOPLinkWtness is included in the attributes
section of the Certificati onRequest structure.

Upon receipt, servers MJST verify that each certificate request
contains a copy of the i dPOPLi nkWtness and that its val ue was
derived in the specified nanner fromthe shared secret and the random
string included in the i dPOPLi nkRandom control attri bute.

5.3.2 Shared-secret/subject DN matching

The second technique for doing identity-POP linking is to link a
particul ar subject distinguished nane (subject DN) to the shared-
secrets that are distributed out-of-band and to require that clients
using the shared-secret to prove identity include that exact subject
DN in every certificate request. It is expected that many client-
server connections using shared-secret based proof-of-identity will
use this mechanism (It is common not to omt the subject DN
information fromthe certificate request nessages.)

When the shared secret is generated and transferred out-of-band to
initiate the registration process (Section 5.2), a particular subject
DN is al so associated with the shared secret and comunicated to the
client. (The subject DN generated MJUST be uni que per entity in
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accordance with CA policy; a null subject DN cannot be used. A
common practice could be to place the identification value as part of
the subject DN.) When the client generates the Full PKI Request
message, it MJIST use these two pieces of information as foll ows:

1. The client MJUST include the specific subject DN that it received
along with the shared secret as the subject nane in every
certificate request (PKCS#10 and/or CRMF) in the Full PKI Request.
The subj ect nanes in the requests MJST NOT be null

2. The client MJST include the identityProof control attribute
(Section 5.2), derived fromthe shared secret, in the Full PKl
Request .

The server receiving this nessage MIST (a) validate the identityProof
control attribute and then, (b) check that the subject DN included in
each certificate request matches that associated with the shared
secret. |If either of these checks fails the certificate request MJST
be rejected.

5.3.3 Renewal and Re-Key Messages

In a renewal or re-key nessage, the subject DNin (a) the certificate
referenced by the CM5 Signerinfo object, and (b) all certificate
requests within the request nessage MUST match according to the
standard nanme match rul es described in [PKI XCERT].

5.4 Data Return Control Attribute

The data return control attribute allows clients to send arbitrary
data (usually sone type of internal state infornmation) to the server
and to have the data returned as part of the enroll nent response
message. Data placed in a data return statenent is considered to be
opaque to the server. The same control is used for both requests and

responses. |If the data return statenent appears in an enroll nment
message, the server MUST return it as part of the enroll nment response
nessage.

In the event that the information in the data return statement needs
to be confidential, it is expected that the client would apply somne
type of encryption to the contained data, but the details of this are
out side the scope of this specification

An exanple of using this feature is for a client to place an
identifier marking the exact source of the private key nateri al
This might be the identifier of a hardware device containing the
private key.
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5.5 Add Extensions Control Attribute

The Add Extensions control attribute is used by LRAs in order to
specify additional extensions that are to be placed on certificates.
This attribute uses the following ASN. 1 definition

AddExt ensi ons ::= SEQUENCE ({
pki Dat aRef er ence BodyPart| D
cert Ref erences SEQUENCE COF BodyPart| D
ext ensi ons SEQUENCE OF Extension
}

-- pki DataReference field contains the body part id of the
enbedded request nessage.

-- certReferences field is a list of references to one or nore of
t he payl oads contained within a PKIData. Each el enent of the
cert Ref erences sequence MJUST be equal to either the bodyPart! D of
a TaggedCertificati onRequest or the certReqld of the CertRequest
within a CertRegMsg. By definition, the listed extensions are to
be applied to every elenent referenced in the certReferences
sequence. |If a request corresponding to bodyPartlD cannot be
found, the error badRequest is returned referencing this contro
attribute.

-- extensions field contains the sequence of extensions to be
applied to the referenced certificate requests.

Servers MJST be able to process all extensions defined in [PKIXCERT].
Servers are not required to be able to process every V3 X 509
extension transmtted using this protocol, nor are they required to
be able to process other, private extensions. Servers are not
required to put all LRA-requested extensions into a certificate.
Servers are permtted to nodify LRA-requested extensions. Servers
MUST NOT alter an extension so as to reverse the nmeaning of a
client-requested extension If a certification request is denied due
to the inability to handle a requested extension and a response is
returned, the server MUST return a faillnfo attribute with the val ue
of unsupport edExt.

If multiple Add Extensions statenments exist in an enroll ment nmessage,
the exact behavior is left up to the certificate issuer policy.
However it is recomended that the follow ng policy be used. These
rules would be applied to individual extensions within an Add

Extensi ons control attribute (as opposed to an "all or nothing"
approach).
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1. If the conflict is within a single PKIData object, the certificate
request would be rejected with an error of badRequest.

2. If the conflict is between different PKIData objects, the
out ernost version of the extension would be used (allow ng an LRA
to override the extension requested by the end-entyt).

5.6 Transaction Managenent Control Attributes

Transactions are identified and tracked using a transaction
identifier. |If used, clients generate transaction identifiers and
retain their value until the server responds with a nessage that
conpl etes the transaction. Servers correspondingly include received
transaction identifiers in the response.

The transactionld attribute identifies a given transaction. It is
used between client and server to manage the state of an operation
Cients MAY include a transactionlD attribute in request nessages.

If the original request contains a transactionlD attribute, al
subsequent request and response nessages MJST include the sane
transactionl D attri bute. A server MJST use only transactionlds in
the outernpst PKIdata object. Transactionlds on inner PKldata objects
are for internmediate entities.

Repl ay protection can be supported through the use of sender and
reci pient nonces. |If nonces are used, in the first nessage of a
transaction, no recipientNonce is transmtted; a senderNonce is
instanti ated by the nessage originator and retained for later
reference. The recipient of a sender nonce reflects this val ue back
to the originator as a recipientNonce and includes it’s own

sender Nonce. Upon receipt by the transaction originator of this
message, the originator conpares the value of recipientNonce to its
retained value. |If the values match, the nessage can be accepted for
further security processing. The received value for senderNonce is
al so retained for inclusion in the next nessage associated with the
sane transaction.

The sender Nonce and reci pi ent Nonce attribute can be used to provide
application-level replay prevention. Cdients MAY include a
senderNonce in the initial request nessage. i ginating nessages

i nclude only a value for senderNonce. If a message includes a

sender Nonce, the response MJST include the transnmitted val ue of the
previously received sender Nonce as reci pi ent Nonce and i ncl ude new
val ue for senderNonce. A server MJST use only nonces in the outernost
PKl dat a obj ect. Nonces on inner PKldata objects are for internediate
entities.
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5.7 Proof-of-possession (POP) for encryption-only keys

Everything described in this section is optional to inplenent, for
both servers and clients. Servers MAY require this POP net hod be used
only if another POP nethod is unavail able. Servers SHOULD reject al
requests contained within a PKIData if any required POP is m ssing
for any elenent within the PKI Dat a.

Many servers require proof that an entity requesting a certificate
for a public key actually possesses the corresponding private
component of the key pair. For keys that can be used as signature
keys, signing the certification request with the private key serves
as a POP on that key pair. Wth keys that can only be used for
encryption operations, POP MJUST be performed by forcing the client to
decrypt a value. See Section 5 of [CRVMF] for a detail ed discussion
of POP.

By necessity, POP for encryption-only keys cannot be done in one
round-trip, since there are four distinct phases:

1. dient tells the server about the public conponent of a new
encryption key pair.

2. Server sends the client a POP challenge, encrypted with the
presented public encryption key, which the client nust decrypt.

3. dient decrypts the POP chall enge and sends it back to the server

4. Server validates the decrypted POP chal |l enge and conti nues
processing the certificate request.

CMC defines two different attributes. The first deals with the
encrypted challenge sent fromthe server to the user in step 2. The
second deals with the decrypted chall enge sent fromthe client to the
server in step 3.

The encryptedPOP attribute is used to send the encrypted chal |l enge
fromthe server to the client. As such, it is encoded as a tagged
attribute within the control Sequence of a ResponseBody. (Note that
we assune that the nessage sent in Step 1 above is an enroll nent
request and that the response in step 2 is a Full Enrollnent Response
including a failurelnfo specifying that a POP is explicitly required,
and providing the POP challenge in the encryptedPOP attribute.)

Encrypt edPOP :: = SEQUENCE ({
request TaggedRequest ,
cns content | nfo,

t hePOPAI gl D Al gorithm dentifier,
witnessAlglD Algorithmdentifier,
Wi t ness OCTET STRI NG
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}

Decrypt edPOP :: = SEQUENCE ({
bodyPart |1 D BodyPart 1D
t hePOPAI gl D Al gorithm dentifier,
t hePOP OCTET STRI NG

}

The encrypted POP al gorithm works as follows:

1

2.

Myer s,

The server generates a randomvalue y and associates it with the

request.

The server returns the encrypted pop with the following fields

set:

a. request is the certificate request in the original request
message (it is included here so the client need not key a copy
of the request),

b. cns is an Envel opedData object, the content type being id-data

and the content being the value y. |If the certificate request
contains a subject key identifier (SKI) extension, then the
reci pient identifier SHOULD be the SKI. If the

i ssuer AndSeri al Number formis used, the |sserName MJST be
encoded as NULL and the Serial Number as the bodyPartld of the
certificate request,

c. thePOPAl gl D contains the algorithmto be used in conputing the
return POP val ue,

d. witnessAl gl D contains the hash algorithmused on y to create
the field wtness,

e. witness contains the hashed val ue of vy.

The client decrypts the cns field to obtain the value y. The

client conputes H(y) using the w tnessAl glD and conpares to the

value of witness. |If the values do not conpare or the decryption

is not successful, the client MJST abort the enrollnent process.

The client aborts the process by sending a request message

containing a CMCStatusinfo control attribute with faillnfo val ue

of popFail ed.

The client creates the decryptedPOP as part of a new PKI Data

nmessage. The fields in the decryptedPOP are:

a. bodyPartID refers to the certificate request in the new
enrol | ment nessage,

b. thePOPAIgID is copied fromthe encryptedPOP

c. thePOP contains the possession proof. This value is conputed
by thePOPAl gl D using the value y and request referenced in
(4a).

The server then re-conputes the value of thePOP fromits cached

val ue of y and the request and conpares to the value of thePOP

If the values do not match, the server MJST NOT issue the

certificate. The server MAY re-issue a new chall enge or MAY fail
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t he request altogether

Wien defining the algorithms for thePOPAl gl D and wi tnessAl gl D care
must be taken to ensure that the result of witnessAlgiDis not a
useful value to shortcut the conputation with thePOPAIgID. Cients
MUST i npl enent SHA-1 for witnessAlglD. Cients MJST inpl enent HVAC
SHA1 for thePOPAl gl D. The value of y is used as the secret value in
the HVAC al gorithm and the request referenced in (4a) is used as the
data. If y is greater than 64 bytes, only the first 64 bytes of y
are used as the secret.

One potential problemw th the algorithmabove is the anmbunt of state
that a CA needs to keep in order to verify the returned POP val ue.
Thi s describes one of many possi bl e ways of addressing the probl em by
reduci ng the anmount of state kept on the CAto a single (or smal

set) of val ues.

1. Server generates random seed X, constant across all requests. (The
value of x would nornally be altered on a regul ar basis and kept
for a short tinme afterwards.)

2. For certificate request R server conputes y = F(x,R). F can be,
for exanple, HVMAC SHA1(x,R). Al that’'s inportant for
statel essness is that y be consistently conputable with only known
state constant x and function F, other inputs comng fromthe cert
request structure. y should not be predictable based on know edge
of R thus the use of a OAF |ike HWVAC- SHA1.

5.8 LRA POP Wtnesses Control Attribute

In an enrollnment scenario involving an LRAs the CA nmay allow (or
require) the LRA to performthe POP protocol with the entity
requesting certification. |In this case the LRA needs a way to inform
the CA it has done the POP. This control attribute has been created
to address this issue.

The ASN. 1 structure for the LRA POP witness is as foll ows:

LraPopW t ness ::= SEQUENCE {

pki Dat aBodyi d BodyPart 1D

bodyl ds SEQUENCE of BodyPartlD
}

-- pkiDataBodyid field contains the body part id of the nested CMV5
body object containing the client’s full request nessage.

pki Dat aBodyid is set to O if the request is in the current

PKI Request body.
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-- bodylds contains a list of certificate requests for which the
LRA has perfornmed an out-of-band authentication. The nmethod of
aut hentication could be archival of private key material

chal | enge-response or other neans.

If a certificate server does not allow for an LRA to do the POP
verification, it returns an error of POPFAI LURE. The CA MJST NOT
start a challenge-response to re-verify the POP itself.

5.9 Get Certificate Control Attribute
Everything described in this section is optional to inplenent.

The get certificate control attribute is used to retrieve previously
i ssued certificates froma repository of certificates. A Certificate
Aut hority, an LRA or an independent service may provide this
repository. The clients expected to use this facility are those
operating in a resource-constrai ned environnent. (An exanple of a
resource-constrained client would be a lowend IP router that does
not retain its own certificate in non-volatile nenory.)

The get certificate control attribute has the follow ng ASN. 1

structure:
Get Cert ::= SEQUENCE {
i ssuer Nanme Cener al Nane,

seri al Nunber | NTEGER }

The service responding to the request will place the requested
certificate in the certificates field of a SignedData object. |[If the
get certificate attribute is the only control in a Full PKI Request
message, the response would be a Sinple Enrollnent Response.

5.10 Get CRL Control Attribute
Everything described in this section is optional to inplenent.
The get CRL control attribute is used to retrieve CRLs froma
repository of CRLs. A Certification Authority, an LRA or an
i ndependent service may provide this repository. The clients
expected to use this facility are those where a fully depl oyed
directory is either infeasible or undesirable.

The get CRL control attribute has the following ASN. 1 structure:
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CGet CRL :: = SEQUENCE ({
i ssuer Nanme Nane,
cRLNanme CGener al Name OPTI ONAL,
time CGener al i zedTi ne OPTI ONAL,
reasons ReasonFl ags OPTI ONAL }

The fields in a GetCRL have the foll owi ng neani ngs:
-- issuerNanme is the name of the CRL issuer.

-- cRLNane may be the value of CRLDi stributionPoints in the
subj ect certificate or equivalent value in the event the
certificate does not contain such a val ue.

-- time is used by the client to specify fromanong potentially
several issues of CRL that one whose thisUpdate value is | ess than
but nearest to the specified tine. In the absence of a tinme
conponent, the CA always returns with the nost recent CRL.

-- reasons is used to specify fromanong CRLs partitioned by
revocation reason. Inplenenters should bear in mind that while a
specific revocation request has a single CRLReason code--and
consequently entries in the CRL woul d have a single CRLReason code
val ue--a single CRL can aggregate information for one or nore

r easonFl ags.

A service responding to the request will place the requested CRL in
the crls field of a SignedData object. |If the get CRL attribute is
the only control in a full enrollment nmessage, the response would be
a sinple enroll ment response.

5.11 Revocation Request Control Attribute

The revocation request control attribute is used to request that a
certificate be revoked.

The revocation request control attribute has the follow ng ASN. 1
synt ax:

RevRequest ::= SEQUENCE ({
i ssuer Nane Nane,
seri al Nunber | NTEGER,
reason CRLReason,

invalidityDate GeneralizedTi me OPTI ONAL,
shar edSecr et OCTET STRI NG OPTI ONAL,
commrent UTF8string OPTI ONAL }
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-- issuerNane contains the issuerNane of the certificate to be
revoked.

-- serial Nunber contains the serial nunber of the certificate to
be revoked

-- reason contains the suggested CRLReason code for why the
certificate is being revoked. The CA can use this value at its
di scretion in building the CRL.

-- invalidityDate contains the suggested value for the Invalidity
Date CRL Extension. The CA can use this value at its discretion
in building the CRL.

-- sharedSecret contains a secret value registered by the EE when
the certificate was obtained to allow for revocation of a
certificate in the event of key |oss.

-- comment contains a human readabl e coment.

For a revocation request to becone a reliable object in the event of
a dispute, a strong proof of originator authenticity is required.
However, in the instance when an end-entity has |ost use of its
signature private key, it is inpossible for the end-entity to produce
a digital signature (prior to the certification of a new signature
key pair). The RevRequest provides for the optional transnission from
the end-entity to the CA of a shared secret that nmay be used as an
alternative authenticator in the instance of |oss of use. The
acceptability of this practice is a matter of |ocal security policy.

(Note that in sonme situations a Registration Authority nmay be

del egated authority to revoke certificates on behal f of sone

popul ation within its scope control. |In these situations the CA
woul d accept the LRA's digital signature on the request to revoke a
certificate, independent of whether the end entity still had access
to the private conponent of the key pair.)

Cients MJST provide the capability to produce a digitally signed
revocation request control attribute. dients SHOULD be capabl e of
produci ng an unsi gned revocati on request containing the end-entity’s
shared secret. |If a client provides shared secret based self-
revocation, the client MUST be capabl e of producing a revocation
request containing the shared secret. Servers MJST be capabl e of
accepting both fornms of revocation requests.

The structure of an unsigned, shared secret based revocation request

is a mtter of local inplementation. The shared secret does not need
to be encrypted when sent in a revocation request. The shared secret
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has a one-tine use, that of causing the certificate to be revoked,
and public know edge of the shared secret after the certificate has
been revoked is not a problem dients need to informusers that the
same shared secret SHOULD NOT be used for multiple certificates.

A full response nessage MUST be returned for a revocation request.
5.12 Registration and Response Information Control Attributes

The reglnfo control attribute is for clients and LRAs to pass
additional information as part a PKI request. The reglnfo control
attribute uses the ASN. 1 structure:

Regl nfo ::= OCTET STRI NG

The content of this data is based on bilateral agreenment between the
client and server.

If a server (or LRA) needs to return infornmation back to a requestor
in response to data subnmitted in a reglnfo attribute, then that data
is returned as a responselnfo control attribute. The content of the
OCTET STRING for response information is based on bilateral agreenent
between the client and server

5.13 Query Pending Control Attribute

In some environments, process requirenments for manual intervention or
other identity checking can cause a delay in returning the
certificate related to a certificate request. The query pendi ng
attribute allows for a client to query a server about the state of a
pending certificate request. The server returns a token as part of
the CMCStatusinfo attribute (in the otherinfo field). The client
puts the token into the query pending attribute to identify the
correct request to the server. The server can also return a
suggested tine for the client to query for the state of a pending
certificate request.

The ASN. 1 structure used by the query pending control attribute is:
QueryPendi ng ::= OCTET STRI NG

If a server returns a pending state (the transaction is stil

pendi ng), the otherInfo MAY be onitted. |If it is not omtted then

t he same val ue MJUST be returned (the token MJUST NOT change during the
request).
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5.14 Confirm Certificate Acceptance

Sone Certification Authorities require that clients give a positive
conformation that the certificates issued to it are acceptable. The
Confirm Certificate Acceptance control attribute is used for that
purpose. |If the CMCStatuslinfo on a certificate request is
confirnRequired, then the client MUST return a Confirm Certificate

Acceptance prior to any usage of the certificate. Cients SHOULD
wait for the response fromthe server that the conformati on has been
recei ved.

The confirmcertificate acceptance structure is:
CMCCertld ::= IssuerSeria

-- CMCCertld contains the issuer and serial nunber of the
certificate being accepted.

Servers MJST return a full enrollment response for a confirm
certificate acceptance control

6. Local Registration Authorities

This specification pernmts the use of Local Registration Authorities
(LRAs). An LRA sits between the end-entity and the Certification
Authority. Fromthe end-entity' s perspective, the LRA appears to be
the Certification Authority and fromthe server the LRA appears to be
a client. LRAs receive the enrollnment nessages, performloca
processing and then forward onto Certificate Authorities. Some of the
types of local processing that an LRA can performi ncl ude:

- batching multiple enroll ment nmessages together

- chal I enge/ response POP proofs,

- addition of private or standardi zed certificate extensions to al
requests,

- archival of private key materi al

- routing of requests to different CAs.

When an LRA receives an enrol |l nment nessage it has three options: it
may forward the message w thout nodification, it may add a new
wrapping layer to the nessage, or it nay renpve one or nobre existing
| ayers and add a new wrappi ng | ayer

When an LRA adds a new wapping layer to a nessage it creates a new
PKI Dat a obj ect. The new |l ayer contains any control attributes
required (for exanple if the LRA does the POP proof for an encryption
key or the addExtension control attribute to nodify an enroll nent
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request) and the client enroll nent nmessage. The client enroll nent
message is placed in the cnsSequence if it is a Full Enroll nent
nmessage and in the reqSequence if it is a Sinple Enrollment nessage.
If an LRA is batching multiple client nmessages together, then each
client enrollment nmessage is placed into the appropriate location in
the LRA's PKlData object along with all relevant control attributes.

(If multiple LRAs are in the path between the end-entity and the
Certification Authority, this will lead to nultiple wapping | ayers
on the nmessage.)

In processing an enrol |l nent nmessage, an LRA MJUST NOT alter any
certificate request body (PKCS #10 or CRMF) as any alteration would
invalidate the signature on the request and thus the POP for the
private key.

An exanpl e of how this would look is illustrated by the foll ow ng
figure:

Si gnedDat a (by LRA)
PKI Dat a

control Sequence

LRA added control statenents
reqSequence

Zero or nore Sinple CertificationRequests fromclients
cnsSequence

Zero or nore Full PKI nessages fromclients

Si gnedData (by client)
PKI Dat a

Under sone circunstances an LRA is required to renmove w appi ng
| ayers. The follow ng sections |ook at the processing required if
encryption layers and signing |ayers need to be renoved.

6.1 Encryption Renoval

There are two cases that require an LRA to renbve or change

encryption in an enroll ment nmessage. In the first case the
encryption was applied for the purposes of protecting the entire
enrol | ment request fromunauthorized entities. |If the CA does not

have a recipient info entry in the encryption |ayer, the LRA MIST
renove the encryption layer. The LRA MAY add a new encryption |ayer
with or without adding a new signing | ayer.

The second change of encryption that may be required is to change the
encryption inside of a signing layer. 1In this case the LRA MJST
renove all signing |layers containing the encryption. Al contro
statenents MJUST be nerged according to |l ocal policy rules as each
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signing layer is renoved and the resulting nerged controls MJST be
pl aced in a new signing |layer provided by the LRA. If the signing
| ayer provided by the end-entity needs to be renoved to the LRA can
renove the |ayer.

6.2 Signature Layer Renoval

Only two instances exist where an LRA should renove a signature |ayer

on a Full Enrollnment nessage. |f an encryption needs to be nodified
within the message, or if a Certificate Authority will not accept
secondary delegation (i.e. nultiple LRA signatures). 1In all other

situations LRAs SHOULD NOT renove a signing |ayer froma nessage.

If an LRA renoves a signing |ayer froma nessage, all contro
statements MJUST be nmerged according to local policy rules. The
resulting nerged control statenents MJST be placed in a new signing
| ayer provided by the LRA

7. Transport Wapping

Not all nethods of transporting data allow for sending unl abel ed raw
bi nary data, in may cases standard methods of encoding can be used to
greatly ease this issue. These nethods normally consist of wapping
sonme identification of the content around the binary data, possibly
appl yi ng an encoding to the data and | abeling the data. We docunent
for use three different w appi ng nethods.

-- MME wapping is for transports that are natively MM based such
as HTTP and E-mail .

-- Binary file transport is defined since floppy disk transport is
still very common. File transport can be done either as M MeE
wr apped (section 7.1) or bare (section 7.2).

-- Socket based transport uses the raw BER encoded object.

7.1 M ME Wapping

M ME wapping is defined for those environnents that are M M nati ve.
These include E-Mii|l based protocols as well as HITP.

The basic minme wapping in this section is taken from|[SM MEV2] and
[SM MEV3]. Sinple enrollnment requests are encoded using the
application/pkcsl0 content type. A file nane MUST be included either
in a content type or content disposition statenent. The extension
for the file MIST be ".pl0"
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Simpl e enrol | nent response nessages MJST be encoded as content-type
application/pkcs7-mme. An smnme-type paraneter MJST be on the
content-type statement with a value of "certs-only." Afile name with
the ".p7c" extension MIST be specified as part of the content-type or
cont ent - di sposi tion.

Ful | enroll ment request nessages MJST be encoded as content-type
application/pkcs7-m nme. The sm nme-type paranmeter MJST be incl uded

with a value of "CMC-enroll”. A file nane with the ".p7nf' extension
MUST be specified as part of the content-type or content-disposition
st at enent .

Ful | enroll ment response nessages MJST be encoded as content-type
application/pkcs7-m nme. The sm nme-type paranmeter MJST be incl uded
with a value of "CMC-response.” A file name with the ".p7nf

ext ensi ons MJUST be specified as part of the content-type or content-
di sposi tion.

M ME TYPE Fil e Extension SM ME- TYPE

application/pkcsi0 . p10 N A
(sinmple PKI request)

appl i cation/pkcs7-m nme . p7m CMC-r equest
(full PKI request)

appl i cation/pkcs7-m nme . p7c certs-only
(simple PKI response)

appl i cation/pkcs7-m nme . p7m CMC-r esponse
(full PKI response)

7.2 File-Based Transport

Enrol | ment nmessages and responses may al so be transferred between
clients and servers using file system based nechani sns, such as when
enrollnment is performed for an off-line client. Wen files are used
to transport binary, BER-encoded Full Enroll ment Request and Response
nmessages, the following file type extensions SHOULD be used:

Message Type Fil e Extension
Ful I PKI Request .Ccrq
Ful | PKI Response .crp
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7.3 Socket-Based Transport

When enrol | nent nessages and responses are sent over sockets, no
wrapping is required. Messages SHOULD be sent in their binary, BER-
encoded form

8. Interoperability
8.1 Mandatory and Optional Algorithns

CMC clients and servers MJST be capabl e of produci ng and processing
nmessage signatures using the Digital Signature Algorithm[DSA]. DSA
signatures MJUST be indicated by the DSA Al gorithm dentifier value (as
specified in section 7.2.2 of [PKIXCERT]). PKI clients and servers
SHOULD al so be capabl e of produci ng and processi ng RSA signatures (as
specified in section 7.2.1 of [PKIXCERT]).

CMC clients and servers MJST be capabl e of protecting and accessing
message encryption keys using the Diffie-Hellman (D-H key exchange
algorithm D H 3DES protection MJST be indicated by the DH

Al gorithm dentifier value specified in [CM5]. PKI clients and
servers SHOULD al so be capabl e of produci ng and processi ng RSA key
transport. Wen used for PKI nmessages, RSA key transport MJST be

i ndi cated as specified in section 7.2.1 of [PKIXCERT].

8.2 M ni num Conf or mance Requirenents
A mnimally conpliant CMC server:

a) MJST accept a Full PKI Request nessage
i) MJST accept CRMF Request Bodies within a Full PKI Request
ii) MUST accept PKCS#10 Request Bodies within a Full PKI Request
b) MJST accept a Sinple Enroll ment Request nessage
c) MIST be able to return a Full PKI Response. (A Full PKI Response
is always a valid response, but for interoperability with
downl evel clients a conpliant server SHOULD use the Sinple
Enrol | ment Response whenever possible.)

A minimally-conplaint CMC client:

a) MAY use either the Sinple Enroll nent Message or the Full PKI
Request .
i) clients MJUST use PKCS#10 with the Sinple Enroll nent Message
ii) clients MAY use either PKCS#10 or CRVF with the Full PKI
Request
b) MJST understand the Sinple Enroll nent Response.
c) MJST understand the Full PKI Response.
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9.

Security Considerations

Initiation of a secure comunications channel between an end-entity
and a CA or LRA (and, simlarly, between an LRA and another LRA or
CA) necessarily requires an out-of-band trust initiation nmechani sm
For exanple, a secure channel nay be constructed between the end-
entity and the CA via I PSEC or TLS. Many such schenes exi st and the
choi ce of any particular scheme for trust initiation is outside the
scope of this docunent. Inplenenters of this protocol are strongly
encouraged to consider generally accepted principles of secure key
managenent when integrating this capability within an overal
security architecture

Mechani sns for thwarting replay attacks nay be required in particular
i mpl enentations of this protocol depending on the operationa
environnment. |In cases where the CA nmaintains significant state
information, replay attacks nmay be detectable w thout the inclusion
of the optional nonce nechanisns. |Inplenenters of this protocol need
to carefully consider environnental conditions before choosing

whet her or not to inplenment the senderNonce and reci pi ent Nonce
attributes described in section 5.6. Devel opers of state-constrained
PKI clients are strongly encouraged to incorporate the use of these
attributes

Under no circunstances should a signing key be archived. Doing so
allows the archiving entity to potentially use the key for forging
si gnat ures

Due care nust be taken prior to archiving keys. Once a key is given
to an archiving entity, the archiving entity could use the keys in a
way not conducive to the archiving entity. Users should be nade
especially aware that proper verification is made of the certificate
used to encrypt the private key materi al

Cients and servers need to do sonme checks on cryptographic
paraneters prior to issuing certificates to nake sure that weak
paraneters are not used. A description of the small subgroup attack
is provided in [X942]. OCMC inplenentations ought to be aware of this
attack when doi ng paraneter validations.
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Appendi x A ASN. 1 Modul e

Enr ol | ment MessageSynt ax
{ iso(l) identified-organization(3) dod(4) internet(1)
security(5) nechansi ms(5) pkix(7) id-nmod(0) id-nod-cnc(6) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al --

-- The types and values defined in this nodul e are exported for use
-- in the other ASN. 1 nodules. Oher applications nay use them for
-- their own purposes.

| MPORTS

-- Information Directory Framework (X 501)
Nanme
FROM I nf ormati onFramework { joint-iso-itu-t ds(5)
nmodul es(1) informationFranmework(1) 3 }

-- Directory Authentication Framework (X 509)
Algorithmdentifier, AttributeCertificate, Certificate,
CertificatelList, CertificateSerial Number

FROM Aut henti cati onFramework { joint-iso-itu-t ds(5)
nmodul e(1) authenticationFramework(7) 3 }

-- PKIX Part 1 - Inplicit
Cener al Nane, CRLReason, ReasonFl ags
FROM PKI X1l nplicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nechani sns(5) pkix(7) id-nod(0)
i d- pkix1-inplicit-88(2)}

-- PKIX Part 1 - Explicit
Subj ect Publ i cKeyl nf o, Extension
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nechani sns(5) pkix(7) id-nod(0)
i d- pkixl-explicit-88(1)}

-- Cryptographi c Message Syntax
Contentlnfo, Attribute
FROM Crypt ogr aphi cMessageSyntax { 1 2 840 113549 1 9 16 0 1}
-- CRWF
Cert ReqMsg
FROMCRVW { 136 1557065 };

i d-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
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dod(6) internet(1) security(5) mechani sns(5) pkix(7) }

i d-cnc OBJECT | DENTI FI ER ::
i d-cct OBJECT | DENTI FI ER ::

{id-pkix 7} -- CMC controls
{id-pkix 12} -- CMC content types

-- The followi ng controls have sinple type content (usually OCTET
STRI NG

id-cnc-identification OBJECT I DENTIFIER ::= {id-cnc 2}
id-cnc-identityProof OBJECT IDENTIFIER ::= {id-cnt 3}
i d-cnt-dataReturn OBJECT IDENTIFIER ::= {id-cnt 4}
id-cntc-transactionld OBJECT IDENTIFIER ::= {id-cnt 5}
i d-cnt-sender Nonce OBJECT IDENTIFIER ::= {id-cnt 6}

i d-cnt-recipi ent Nonce OBJECT IDENTIFIER ::= {id-cnt 7}
i d-cntc-reglnfo OBJECT IDENTIFIER ::= {id-cnt 18}

i d-cnt-responsel nfo OBJECT | DENTI FIER ::= {id-cnc 19}
i d-cnt-queryPendi ng OBJECT | DENTI FIER ::= {id-cnc 21}
i d- cnt- popLi nkRandom OBJECT | DENTIFIER ::= {id-cnt 22)
i d-cnt- popLi nkWtness OBJECT IDENTIFIER ::= (id-cnt 23)

-- This is the content type used for a request nessage in the
pr ot ocol

id-cct-PKIData OBJECT IDENTIFIER ::={ id-cct 2}

PKI Dat a ::= SEQUENCE ({
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
reqSequence SEQUENCE SI ZE(0.. MAX) OF TaggedRequest,
cnsSequence SEQUENCE SI ZE(0.. MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg

}

bodyl dMax | NTEGER :: = 4294967295

BodyPart|I D ::= | NTEGER(O. . bodyl divax)

TaggedAttribute ::= SEQUENCE {
bodyPart | D BodyPart1d,
attrType OBJECT | DENTI FI ER,
attrVal ues SET OF Attri buteVal ue

}

AttributeValue ::= ANY

TaggedRequest ::= CHO CE {
ter [0] TaggedCertificati onRequest,
crm [1] CertRegMsg
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}
TaggedCertifi cati onRequest ::= SEQUENCE ({
bodyPart |1 D BodyPart | D,
certificationRequest CertificationRequest
}
Certificati onRequest ::= SEQUENCE {
certificati onRequestinfo SEQUENCE {
versi on | NTEGER,
subj ect Nane,
subj ect Publ i cKeyl nf o SEQUENCE {
al gorithm Al gorithmdentifier,
subj ect Publ i cKey BIT STRI NG },
attributes [0] IMPLICIT SET OF Attribute },
si gnat ur eAl gorithm Al gorithm dentifier,
signature BI T STRI NG
}
TaggedContentInfo ::= SEQUENCE {
bodyPart | D BodyPart1d,
contentlnfo Cont ent I nfo
}
O her Msg :: = SEQUENCE {
bodyPart | D BodyPart | D,
ot her MsgType OBJECT | DENTI Fl ER,
ot her MsgVal ue ANY DEFI NED BY ot her MsgType }
-- This defines the response nessage in the protocol
i d-cct-PKI Response OBJECT IDENTIFIER ::={ id-cct 3}
ResponseBody :: = SEQUENCE ({
control Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,
cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,
ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg
}
-- Used to return status state in a response
i d-cntc-cMCSt at usl nfo OBJECT I DENTIFIER ::= {id-cnt 1}
CMCSt at usIi nfo :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodyLi st SEQUENCE SI ZE (1.. MAX) OF | NTEGER,
statusString UTE8Stri ng OPTI ONAL,
otherlnfo CHA CE {
faillnfo CMCFai | | nf o,
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}

pendl nfo Pendl nfo } OPTI ONAL

Pendl nfo ::= SEQUENCE {

}

pendToken | NTEGER,
pendTi me GENERALI| ZEDTI ME

CMCSt atus :: = | NTEGER {

}

success (0),
-- you got exactly what you asked for
failed (2),

2000

-- you don't get it, nore infornmation el sewhere in the nessage

pendi ng (3),

-- the request body part has not yet been processed,
-- requester is responsible to poll back on this
noSupport (4)

-- the requested operation is not supported

CMCFai | Info ::= | NTEGER {

tine

badAl g (0),

-- Unrecogni zed or unsupported al gorithm
badMessageCheck (1),

-- integrity check failed

badRequest (2),

-- transaction not pernmtted or supported
badTi me (3),

-- Message tine field was not sufficiently close to the system

badCertld (4),

-- No certificate could be identified nmatching the provided

criteria

CA.

Myer s,

unsuport edExt (5),

-- A requested X 509 extension is not supported by the recipient

nmust Ar chi veKeys (6),

-- Private key material nust be supplied

badl dentity (7),

-- ldentification Attribute failed to verify

popRequi r ed (8),

-- Server requires a POP proof before issuing certificate
popFai |l ed (9),

-- Server failed to get an acceptable POP for the request
noKeyReuse (10)

-- Server policy does not allow key re-use

i nternal CAError (11)

tryLater (12)
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}

-- Used for LRAs to add extensions to certificate requests
i d-cnt-addExt ensi ons OBJECT | DENTIFIER ::= {id-cnt 8}

AddExt ensi ons ::= SEQUENCE {
pki Dat aRef er ence BodyPart | D,
cert Ref erences SEQUENCE OF BodyPart | D,
ext ensi ons SEQUENCE OF Extension

i d-cnt-encrypt edPOP OBJECT | DENTI FI ER : :
i d-cnt-decrypt edPOP OBJECT | DENTI FI ER : :

{id-cnt 9}
{id-cnt 10}

Encrypt edPOP :: = SEQUENCE ({
request TaggedRequest ,
cs Cont ent | nf o,
t hePOPAI gl D Al gorithmdentifier,
wi t nessAl gl D Al gorithm dentifier,
W t ness OCTET STRI NG

}

Decrypt edPOP :: = SEQUENCE ({
bodyPart | D BodyPart | D,
t hePOPAI gl D Al gorithm dentifier,
t hePOP OCTET STRI NG

}

id-cnc-1raPOPW tness OBJECT IDENTIFIER ::= {id-cnt 11}
LraPopW t ness ::= SEQUENCE {

pki Dat aBodyi d BodyPart | D,
bodyl ds SEQUENCE OF BodyPart1D

i d-cnc-getCert OBJECT IDENTIFIER ::= {id-cnt 15}
GetCert ::= SEQUENCE {

i ssuer Nane Gener al Nane,

seri al Nunber | NTEGER }
i d-cnt-get CRL OBJECT IDENTIFIER ::= {id-cnt 16}

Get CRL ::= SEQUENCE {
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i ssuer Nane Nanme,

cRLNane Cener al Nane OPTI ONAL,

tinme CGeneral i zedTi ne OPTI ONAL,

reasons ReasonFl ags OPTI ONAL }
i d-cnt-revokeRequest OBJECT IDENTIFIER ::= {id-cnt 17}
RevRequest ::= SEQUENCE ({

i ssuer Nane Nane,

seri al Nunber | NTEGER,

reason CRLReason

i nval i dityDate Ceneral i zedTi ne OPTI ONAL,

passphrase OCTET STRI NG OPTI ONAL,

conment UTF8St ri ng OPTI ONAL }
i d-cnt-confirnCert Acceptance OBJECT | DENTI FI ER :: = {pki x-cnt 24}
CMCCertld ::= IssuerSeri al

-- The following is used to request V3 extensions be added to a
certificate

i d- Ext ensi onReq OBJECT | DENTI FIER :: = {iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) 14}

Ext ensi onReq :: = SEQUENCE OF Extension

-- The following exists to allow Diffie-Hellman Certificate Requests

Messages to be
-- well-forned

i d-al g-noSi gnature OBJECT | DENTI FIER ::= {id-pkix id-alg(6) 2}
NoSi gnat ureVal ue ::= OCTET STRI NG

END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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