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Abstr act
This specification defines an extension to the Managenent |nformation
Base (M B) for use with SNWP-based network rmanagenent. In
particular, it defines objects for configuring, nonitoring, and
controlling routers that enploy the Virtual Router Redundancy
Protocol (VRRP) [17].

This neno specifies a MB nodule in a manner that is conpliant with
SMv2 [5], and semantically identical to the SMvl definitions [2].
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1. The SNWP Managenent Framewor k

The SNWVP Managenent Franmework presently consists of five major
conponent s:

0 An overall architecture, described in RFC 2571 [1].

o Mechani snms for describing and nanming objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The second
version, called SMv2, is described in STD 58, RFC 2578 [5], STD
58, RFC 2579 [6] and STD 58, RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the nmessage protocol is called
SNWPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

o Protocol operations for accessing managenent information. The first
set of protocol operations and associated PDU formats is described
in STD 15, RFC 1157 [8]. A second set of protocol operations and
associ ated PDU formats is described in RFC 1905 [13].
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o A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control mechani sm described in RFC 2575 [15].

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [16].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (bjects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conforming to the SMvl can be produced through the appropriate
translations. The resulting translated MB nust be senmantically

equi val ent, except where objects or events are onmtted because no
translation is possible (use of Counter64). Sonme machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the transl ation process. However, this | oss of machine
readabl e information is not considered to change the senmantics of the
M B.

2. Overview

This meno identifies the set of objects for configuring, nonitoring,
and controlling the Virtual Router Redundancy Protocol (VRRP), as
defined in RFC 2338 [17].

VRRP specifies an election protocol that will allow one or nore
associ ated | P addresses to be assunmed by another router in the event
of a failure of the I P address(es) owner. Thus, IP traffic froma
host using a failed router as a default gateway is transparently
fowarded by the VRRP router that has assuned control. VRRP provides
redundancy in routed networks wi thout requiring configuration of
dynami c routing or router discovery protocols on every end-host.

Since the VRRP protocol is intended for use with I1Pv4 routers only,
this MB uses the SYNTAX for | P addresses which is specific to |Pv4.
Thus, changes will be required for this MB to interoperate in an
| Pv6 environnent.

2.1. VRRP MB Structure
The VRRP M B contains three conformance groups:

- vrrpOperations Goup: bjects related to VRRP router’s
configuration and control.

- vrrpStatistics Goup: Cbjects containing information useful in
noni toring the operation of VRRP routers.
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- vrrpNotifications Goup: Consists of objects and definitions for
use in SNMP notifications sent by VRRP routers.

Tables in the MB include the foll ow ng:

(1) The vrrpQOperTabl e, which contains objects that define the
operational characteristics of a VRRP router. Rows in this table
correspond to instances of virtual routers.

(2) The vrrpAssol pAddr Tabl e, which contains the addresses of the
virtual router(s) that a given VRRP router is backing up

(3) The vrrpRouterStatsTabl e which contains the operating statistics
for a VRRP router.

2.2. Virtual Router Redundancy Protoco

This MB is based on the follow ng characteristics of VRRP as defi ned
in the VRRP specification [17].

- A"VRRP router" is one that is configured to run the VRRP protocol
in conjunction with one or nore other VRRP routers attached to a
LAN.

- A VRRP router can be running one or nore instances of a virtua
router.

- A"virtual router" is an abstraction which consists of two or nore
physi cal routers associated by a Virtual Router ldentifier (VR D).

- An instance of a virtual router (on a physical VRRP router), can be
uniquely identified by a conbination of the 'iflndex’ [18] and
"Virtual Router ldentifier"” (VRID)

- For each VRID there is a set of one or nore "associated |IP
addresses" that are backed-up by the virtual router

2.3. VRRP M B Tabl e Design

The tables in the VRRP M B are structured with the assunption that a
VRRP networ k managenent application would likely be designed to

di splay infornmation or provide configuration about a VRRP router on a
"per-virtual -router basis". Thus, the tables defined in the MB
consi st of conceptual rows which are grouped in a manner to present a
view of individual virtual routers with a m nimal nunber of SNW
operations.
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2.3.1. Relation to Interface G oup (RFC 2233) [18].

Since a router can be participating in VRRP on one or nore physical
interfaces, "iflndex" is used as an index into the tables defined in
t he VRRP M B.

2.4. VRRP Scenari os

The follow ng section provides exanpl es of how sonme of the objects in
this MB are instantiated for two different VRRP scenari os.

KEY:

The | abels in the followi ng tables and diagrans correspond to the
actual M B objects as foll ows:

if vrrpQper | fl ndex

Vrid = vrrpQperVvrid

State = vrrpQper State

Prior = vrrpQperPriority
Addr Cnt = vrr pQper | pAddr Count

| pAddr = vrrpQper Mast er | pAddr
RowSt at = vrr pQOper Rowst at us

2.4.1. VRRP Scenario #1

The following figure shows a sinple network with two VRRP routers
configured with two virtual routers. This sanple topology is taken
fromthe VRRP specification [17]. Addresses in ()’ indicate the IP
address of the default gateway for a given host, HL - H4. In the
diagram "Interface" is used in the context defined in IF-MB [18].
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NOTES:

1) "11" and "12" are used to designate |F indices on each respective
router.

2) For "State": M= Master; B = Backup

3) Inthe vrrpOperTable, a "priority" of 255 indicates that the
respective router owns the IP address, e.g., this |IP address is
native to the router (i.e., "the IP Address Omer" [17]).

2.4.2. VRRP Scenario #2

The following figure shows a sinple network with two virtual routers.
Here, a single interface has been configured with two | P addresses.
Again, addresses in () indicate the | P address of the default gateway
for a given host, HL - H2.
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3. Definitions
VRRP-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, Counter 32,
I nt eger 32, | pAddress, mb-2 FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, Rowst at us,
MacAddr ess, TruthVal ue, Ti neStanp FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP FROM SNVPv2- CONF
i flndex FROM | F- M B;

vrrpM B MODULE- | DENTI TY
LAST- UPDATED "200003030000Z"
ORGANI ZATI ON "I ETF VRRP Wor ki ng G oup"
CONTACT- | NFO
"Brian R Jewel |
Post al : Copper Muntain Networks, Inc.
2470 Enbarcadero Wy
Palo Alto, California 94303
Tel : +1 650 687 3367
E-Mai |l : bj ewel | @opper nount ai n. cont'

DESCRI PTI ON
"This MB describes objects used for managi ng Virtual Router
Redundancy Protocol (VRRP) routers.”

REVI SI ON "200003030000Z" -- 03 Mar 2000
DESCRI PTION "I nitial version as published in RFC 2787."
c:={ mb-2 68 }

LR R R R R R R R R R R R R R R R R R R R R R I I I I I I

-- Textual Conventions

EE IR R I R I R R I R R R R I O R S R R R R R R I I R S O

Vrild ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"A nunber which, along with an interface index (iflndex),
serves to uniquely identify a virtual router on a given VRRP
router. A set of one or nore associ ated addresses is assigned
toa VRID."

SYNTAX I nteger32 (1..255)

Jewel | & Chuang St andards Track [ Page 11]



RFC 2787 VRRP M B Managenent bjects March 2000

EE R R R R R R R R R R I I R R R I R R R I I R R R R S I R I R

-- VRRP M B G oups

Rk b S b b Sk S R R Rk kS S b S S R o S S S R R Ik I S b S O R R

vrrpQperations OBJECT IDENTIFIER ::= { vrrpMB 1 }
vrrpStatistics OBJECT IDENTIFIER ::={ vrrpMB 2 }
vr r pConf or mance OBJECT IDENTIFIER ::={ vrrpMB 3 }

khkkhkkhhkkhkhhkhhhhhhdhhhdhhdhhhddhhddhhhdhdhddhddhddhddhddhdrhddrhddrdhddrdrdrdrrdxx*x

-- Start of MB objects

LR R R R R R R R R R R R R R I R I I I I O I

vrr pNodeVer si on OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value identifies the particular version of the VRRP
supported by this node."
= { vrrpQperations 1}

vrrpNotificationCntl OBJECT-TYPE
SYNTAX | NTEGER {
enabl ed (1),
di sabl ed (2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I ndi cat es whether the VRRP-enabled router will generate
SNMP traps for events defined in this MB. ’'Enabled
results in SNWP traps; 'disabled’, no traps are sent."
DEFVAL { enabl ed }
::={ vrrpQperations 2 }

EE R R R I R I I R R I I R R R O I R R R I R R R R S R I S O

--  VRRP Operations Table

Rk b S b S S R R Rk kS o S S S R I S O S O Rk I kS b S O O R

vrrpQper Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VrrpQperEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Operations table for a VRRP router which consists of a
sequence (i.e., one or nore conceptual rows) of
"vrrpOperEntry’ itens."
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::={ vrrpQOperations 3 }

vrrpQper Entry OBJECT- TYPE

SYNTAX VrrpOperEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the vrrpQOperTabl e containing the operational
characteristics of a virtual router. On a VRRP router,
a given virtual router is identified by a conbination
of the IF index and VRI D

Rows in the table cannot be nodified unless the val ue
of ‘vrrpQperAdninState’ is ‘disabled and the
‘vrrpQper State’ has transitioned to ‘initialize ."

| NDEX { iflndex, vrrpQOperVvrid }
c:={ vrrpOperTable 1 }

VrrpQperEntry @ : =
SEQUENCE {
vrrpQperVrid
Vrld,
vrrpQper Vi rt ual MacAddr
MacAddr ess,
vrrpQper State
| NTEGER,
vrrpQper Admi nSt at e
| NTEGER,
vrrpQperPriority
I nt eger 32,
vrr pOper | pAddr Count
I nt eger 32,
vrrpQper Mast er | pAddr
| pAddr ess,
vrrpQper Pri maryl pAddr
| pAddr ess,
vrr pOper Aut hType
| NTEGER,
vrr pQper Aut hKey
OCTET STRI NG
vrrpQper Adverti senment | nterval
I nt eger 32,
vrr pOper Pr eenpt Mode
Trut hval ue,
vrrpQper Vi rt ual Rout er UpTi e
Ti meSt anp,
vrr pQper Pr ot ocol
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| NTEGER,
vrrpQOper Rowst at us
RowSt at us
}

vrrpQper Vrld OBJECT- TYPE
SYNTAX vrid
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"This object contains the Virtual Router ldentifier (VRID)."
c:={ vrrpOperEntry 1 }

vrrpQOper Virtual MacAddr OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The virtual MAC address of the virtual router. Al though this

obj ect can be derived fromthe 'vrrpQperVrid object, it is

defined so that it is easily obtainable by a managenent

application and can be included in VRRP-rel ated SNWP traps."
:={ vrrpOperEntry 2}

vrrpOper St ate OBJECT- TYPE
SYNTAX | NTEGER {
initialize(l),
backup(2),
mast er ( 3)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The current state of the virtual router. This object has
three defined val ues:

- ‘initialize’, which indicates that all the
virtual router is waiting for a startup event.

- ‘backup’, which indicates the virtual router is
nmonitoring the availability of the master router.

- ‘master’, which indicates that the virtual router
is forwardi ng packets for |P addresses that are
associated with this router.

Setting the ‘vrrpOper Adm nState’ object (below) initiates
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transitions in the value of this object."
= { vrrpQperEntry 3}

vrrpQper Admi nSt at e OBJECT- TYPE

SYNTAX | NTEGER {
up(1),
down( 2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object will enabl e/disable the virtual router
function. Setting the value to ‘up’, will transition

the state of the virtual router from‘initialize to ‘backup’
or ‘master’, depending on the value of ‘vrrpQperPriority’.
Setting the value to ‘down’, will transition the

router from* master’ or ‘backup’ to ‘initialize . State
transitions may not be inmedi ate; they sonetines depend on
other factors, such as the interface (IF) state.

The ‘vrrpQper Admi nSt ate’ object nust be set to ‘down’ prior
to nodifying the other read-create objects in the conceptual
row. The value of the 'vrrpQOper RowSt atus’ object (bel ow)
nmust be ‘active’, signifying that the conceptual row
is valid (i.e., the objects are correctly set),
in order for this object to be set to ‘up’."

DEFVAL { down }

::={ vrrpOperEntry 4}

vrrpQperPriority OBJECT- TYPE

SYNTAX I nteger 32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object specifies the priority to be used for the
virtual router naster election process. Hi gher values inply
hi gher priority.

A priority of '0', although not settable, is sent by

the master router to indicate that this router has ceased
to participate in VRRP and a backup virtual router should
transition to beconme a new master.

A priority of 255 is used for the router that owns the
associ ated | P address(es)."

DEFVAL { 100 }

::={ vrrpOperEntry 5}
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vrrpQper | pAddr Count OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of | P addresses that are associated with this
virtual router. This nunber is equal to the nunber of rows
in the vrrpAssol pAddr Tabl e that correspond to a given IF
i ndex/ VRID pair."

::={ vrrpOperEntry 6 }

vrrpQper Mast er | pAddr OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The master router’s real (primary) |IP address. This is
the | P address listed as the source in VRRP advertisenent
| ast received by this virtual router.”

o= { vrrpQperEntry 7 }

vrrpQper Primaryl pAddr OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"In the case where there is nore than one | P address for
a given ‘iflndex’, this object is used to specify the IP
address that will becone the ‘vrrpQperMasterl pAddr’, should
the virtual router transition frombackup to naster. If
this object is set to 0.0.0.0, the IP address which is
nunerically lowest will be selected."

DEFVAL { '00000000°'H} -- 0.0.0.0

::={ vrrpOperEntry 8 }

vrrpQper Aut hType OBJECT- TYPE

SYNTAX | NTEGER {
noAut henti cation(1), -- VRRP protocol exchanges are not
-- aut henti cat ed.
si mpl eText Passwor d( 2), -- Exchanges are authenticated by a
-- clear text password.
i pAut henti cati onHeader (3) -- Exchanges are authenticated using

-- the I P authentication header.

}

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"Aut hentication type used for VRRP protocol exchanges between
virtual routers. This value of this object is the sane for a
given iflndex.

New enunerations to this list can only be added via a new
RFC on the standards track."
DEFVAL { noAut hentication }

o= { vrrpOQperEntry 9 }
vrr pQper Aut hKey OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Aut hentication Key. This object is set according to
the value of the ’vrrpQperAut hType’ object

(" si npl eText Password’ or ’ipAuthenticationHeader’). If the
Il ength of the value is less than 16 octets, the agent will
| eft adjust and zero fill to 16 octets. The value of this
object is the same for a given iflndex.

When read, vrrpQperAut hKey always returns an Cctet String
of length zero."
::={ vrrpOperEntry 10 }

vrrpOper Adverti senent| nterval OBJECT- TYPE

SYNTAX I nteger32 (1..255)
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The time interval, in seconds, between sending

adverti senent nessages. Only the master router sends
VRRP advertisenents."

DEFVAL { 1}

o= { vrrpOperEntry 11 }

vrrpQper Preenpt Mode OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Controls whether a higher priority virtual router will
preenpt a lower priority naster."

DEFVAL { true }

c:={ vrrpOperEntry 12 }

vrrpQper Vi rt ual Rout er UpTi mne OBJECT- TYPE
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SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the value of the 'sysUpTine’ object when this
virtual router (i.e., the ‘vrrpQperState’) transitioned
out of ‘initialized ."

{ vrrpOperEntry 13 }

vrrpQper Prot ocol OBJECT- TYPE
SYNTAX | NTEGER {

ip (1),
bridge (2),
decnet (3),
other (4)

}

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The particular protocol being controlled by this Virtual
Rout er .

New enunerations to this list can only be added via a new
RFC on the standards track."

DEFVAL { ip }

{ vrrpOperEntry 14 }

vrr pOper RowsSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row status variable, used in accordance to installation
and renoval conventions for conceptual rows. The rowstatus of
a currently active rowin the vrrpQperTable is constrained

by the operational state of the corresponding virtual router.
When ‘vrrpQperRowStatus’ is set to active(l), no other
objects in the conceptual row, with the exception of
‘vrrpQper Adnmi nState’, can be nodified. Prior to setting the
“vrrpQOper RowSt at us’ object from'active’ to a different val ue,
the ‘vrrpQper Adm nState’ object nust be set to ‘down’ and the
‘vrrpQperState’ object be transitioned to ‘initialize’.

To create a rowin this table, a nmanager sets this object

to either createAndGo(4) or createAndWait(5). Until instances

of all corresponding columms are appropriately configured,

the val ue of the corresponding i nstance of the *vrrpQCper RowsSt at us’
colum will be read as not Ready(3).
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In particular, a newmy created row cannot be made active(1l)
until (minimally) the corresponding instance of
‘vrrpOperVrid has been set and there is at |east one active
row in the 'vrrpAssol pAddr Tabl e’ defining an associ at ed
| P address for the virtual router.”

o= { vrrpOperEntry 15 }

PR IRk kb Sk S b Sk S S S O SRR Sk O b Sk b S S R O o S S I IRk I b b

--  VRRP Associated | P Address Tabl e

Rk Sk b R R R S R R Rk S o o b ok S AR R R R R Rk kR R I R o b

vrr pAssol pAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VrrpAssol pAddrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e of addresses associated with this virtual router."
::={ vrrpQperations 4 }

vrr pAssol pAddr Entry OBJECT- TYPE

SYNTAX Vr r pAssol pAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table contains an | P address that is
associated with a virtual router. The nunber of rows for
a given iflndex and Vrid will equal the nunber of IP
addresses associated (e.g., backed up) by the virtual
router (equivalent to 'vrrpQOperl pAddrCount’).

Rows in the table cannot be nodified unless the val ue
of ‘vrrpQperAdninState’ is ‘disabled and the
‘vrrpQperState’ has transitioned to ‘initialize ."

| NDEX { iflndex, vrrpQperVrid, vrrpAssol pAddr }
::={ vrrpAssol pAddrTable 1 }

Vrr pAssol pAddrEntry ::=
SEQUENCE {
vrr pAssol pAddr
| pAddr ess,
vrr pAssol pAddr Rowst at us
RowSt at us

}

vrr pAssol pAddr OBJECT- TYPE
SYNTAX | pAddr ess
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MAX- ACCESS  not-accessible

STATUS current

DESCRI PTI ON
"The assigned | P addresses that a virtual router is
responsi bl e for backing up."

::={ vrrpAssol pAddrEntry 1 }

vrr pAssol pAddr Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row status variable, used according to installation
and renoval conventions for conceptual rows. Setting this
object to active(l) or createAndGo(4) results in the
addi ti on of an associ ated address for a virtual router.
Destroying the entry or setting it to notlnService(2)
renmoves the associ ated address fromthe virtual router.
The use of other values is inplenentation-dependent.”
::= { vrrpAssol pAddrEntry 2 }

Rk b ok b R R R Sk R R Rk S o o b o S AR R Rk S kS R R Sk kS R o R

--  VRRP Router Statistics

EE R R R R R R R R R R I R R R I I R R R I I R R R R R I S O

vrr pRout er Checksuntrrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received with an invalid
VRRP checksum val ue. "
c:={ vrrpStatistics 1}

vrr pRout er Ver si onErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received with an unknown
or unsupported version nunber."
c:={ vrrpStatistics 2 }

vrrpRout er Vrl dErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of VRRP packets received with an invalid
VRID for this virtual router."

::={ vrrpStatistics 3}

LR R R R R R R R R R R R R R I R I I I I O I

-- VRRP Router Statistics Table

EE R R I R R R I R R R I R O R I R R R R O I

vrrpRout er St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VrrpRouterStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e of virtual router statistics."
c:={ vrrpStatistics 4}

vrrpRouter StatsEntry OBJECT- TYPE

SYNTAX VrrpRout er Stat sentry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table, containing statistics information
about a given virtual router."

AUGMVENTS { vrrpOperEntry }

c:={ vrrpRouterStatsTable 1 }

VrrpRouterStatsEntry :: =

SEQUENCE {

vrrpSt at sBeconeMast er
Count er 32,

vrrpStat sAdverti seRcvd
Count er 32,

vrrpStat sAdvertiselnterval Errors
Count er 32,

vrrpSt at sAut hFai | ures
Count er 32,

vrrpStatsl pTtl Errors
Count er 32,

vrrpStatsPriorityZeroPktsRcvd
Count er 32,

vrrpStatsPriorityZeroPktsSent
Count er 32,

vrrpStatslnval i dTypePkt sRevd
Count er 32,

vrrpSt at sAddr essLi stErrors
Count er 32,

vrrpStatslnval i dAut hType
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Count er 32,
vrrpSt at sAut hTypeM snat ch
Count er 32,
vrrpSt at sPacket Lengt hErrors
Count er 32
}

vrrpSt at sBeconmeMast er OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of tines that this virtual router’s state
has transitioned to MASTER "

::={ vrrpRouterStatsEntry 1 }

vrrpStat sAdverti seRcvd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP advertisenents received by this
virtual router.”

::={ vrrpRouterStatsEntry 2 }

vrrpStat sAdvertisel nterval Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP advertisenent packets received
for which the advertisenent interval is different than the
one configured for the local virtual router."

::={ vrrpRouterStatsEntry 3 }

vrrpSt at sAut hFai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of VRRP packets received that do not pass
the aut hentication check."

c:={ vrrpRouterStatsEntry 4 }

vrrpStatslpTtl Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total
router with I[P TTL (Ti me-To-Live) not equal

::={ vrrpRouterStatsEntry 5 }

to 255."

vrrpStatsPriorityZeroPktsRcvd OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total
router with a priority of

::={ vrrpRouterStatsEntry 6 }

ro "

vrrpStatsPriorityZeroPktsSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total number of VRRP packets sent by the virtual
with a priority of "0 ."

::={ vrrpRouterStatsEntry 7 }

vrrpStatslnval i dTypePkt sRcvd OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of VRRP packets received by the virtual
with an invalid value in the 'type’ field."

::={ vrrpRouterStatsEntry 8 }

vrrpSt at sAddr essLi st Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total

March 2000

nunmber of VRRP packets received by the virtual

nunber of VRRP packets received by the virtual

router

router

nunmber of packets received for which the address

list does not match the locally configured list for the

virtual router."
::={ vrrpRouterStatsEntry 9 }

vrrpStatslnval i dAut hType OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of packets received with an unknown
Jewel | & Chuang St andards Track
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aut henti cation type."
::={ vrrpRouterStatsEntry 10 }

vrrpSt at sAut hTypeM smat ch OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received with 'Auth Type' not
equal to the locally configured authentication method
(*vrrpQOper Aut hType’ ). "

::={ vrrpRouterStatsEntry 11 }

vrrpSt at sPacket Lengt hErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets received with a packet |ength
I ess than the length of the VRRP header."
::= { vrrpRouterStatsEntry 12 }

P Rk Sk o bk S S R Rk O R SRR Sk bk bk S R R R R I S o S R SRR kb

-- Trap Definitions

I R R R R R R R R R R R R R I R I R I R R I I R R I R I R R

vrrpNotifications OBJECT IDENTIFIER ::= { vrrpMB 0 }
vrrpTrapPacket Src OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS  accessible-for-notify

STATUS current

DESCRI PTI ON

"The I P address of an inbound VRRP packet. Used by
vrrpTrapAut hFailure trap. "

::={ vrrpOperations 5 }

vrr pTrapAut hError Type OBJECT- TYPE
SYNTAX | NTEGER {
i nval i dAut hType (1),
aut hTypeM smat ch (2),
aut hFailure (3)

}

MAX- ACCESS  accessible-for-notify

STATUS current

DESCRI PTI ON
"Potential types of configuration conflicts.
Used by vrrpAuthFailure trap."
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::={ vrrpQOperations 6 }

vrrpTrapNewiast er NOTI FI CATI ON- TYPE

OBJECTS { vrrpOper Mast er | pAddr
}

STATUS current

DESCRI PTI ON

"The newMaster trap indicates that the sending agent
has transitioned to ' Master’ state."
::={ vrrpNotifications 1}

vrrpTrapAut hFai | ure NOTI FI CATI ON- TYPE
OBJECTS { vrrpTrapPacket Src,
vrrpTrapAut hError Type

STATUS current
DESCRI PTI ON
"A vrrpAuthFailure trap signifies that a packet has
been received froma router whose authentication key
or authentication type conflicts with this router’s
aut hentication key or authentication type. |Inplenmentation
of this trap is optional."
:={ vrrpNotifications 2}

EE IR R I R I R R I R R R R I R R R S R R R R R I I S

-- Confornmance | nfornation

khkkhkkhkkhkhhkhhhhhhdhhhdhhdhhhdhhddhhhdhdhdhddhddhddhhddhhdrhddrhddrdddrdrdrdrrdxx*x

vrrpM BConpl i ances OBJECT IDENTIFIER ::= { vrrpConformance 1 }
vrrpM BG oups OBJECT IDENTIFIER ::= { vrrpConformance 2 }

vrrpM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The core conpliance statement for all VRRP inplenentations."”

MODULE -- this nodul e
MANDATORY- GROUPS  {

vrrpOper G oup,

vrrpStatsG oup
}
OBJECT vrrpQperPriority
VWRI TE- SYNTAX | nteger32 (1..255)
DESCRI PTI ON "SETabl e values are from1 to 255."
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::={ vrrpM BConpliances 1 }

vrrpOper G oup OBJECT- GROUP
OBJECTS {

vrr pNodeVer si on,
vrrpNotificationCntl,
vrrpQper Vi rt ual MacAddr,
vrrpQOper St at e,
vrrpQper Adni nSt at e,
vrrpQperPriority,
vrr pOper | pAddr Count ,
vrr pQper Mast er | pAddr,
vrrpQper Pri maryl pAddr,
vrrpQper Aut hType,
vrr pQper Aut hKey,
vrrpQOper Adverti senent|nterval,
vrr pOper Pr eenpt Mode,
vrrpQper Vi rt ual Rout er UpTi ne,
vrrpQper Prot ocol ,
vrrpOper Rowst at us,
vrr pAssol pAddr Rowst at us

}
STATUS current
DESCRI PTI ON

" Conf ormance group for VRRP operations.”
:={ vrrpMBG oups 1}

vrrpStatsGoup OBJECT- GROUP
OBJECTS {

vrr pRout er ChecksunErrors,
vrr pRout er Ver si onErrors,
vrrpRout erVrl dErrors,
vrr pSt at sBeconeMast er,
vrrpSt at sAdverti seRcvd,
vrrpStatsAdvertiselnterval Errors,
vrrpSt at sAut hFai | ures,
vrrpStatslpTtl Errors,
vrrpStatsPriorityZeroPktsRcvd,
vrrpStatsPriorityZeroPktsSent,
vrrpStatslnval i dTypePkt sRevd,
vrr pSt at sAddressLi stErrors,
vrrpSt at sl nval i dAut hType,
vrrpSt at sAut hTypeM smat ch,
vrrpSt at sPacket Lengt hErrors
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}
STATUS current
DESCRI PTI ON
" Conf ormance group for VRRP statistics."”
c:={ vrrpMBG oups 2}

vrrpTrapG oup OBJECT- GROUP
OBJECTS {
vrr pTrapPacket Src,
vrrpTrapAut hError Type

}
STATUS current
DESCRI PTI ON

"Conf ornmance group for objects contained in VRRP notifications."
:={ vrrpMBGoups 3}

vrrpNotificationG oup NOTIFI CATI ON- GROUP
NOTI FI CATI ONS {
vrrpTrapNewiMast er,
vrrpTrapAut hFai | ure

}
STATUS current
DESCRI PTI ON
"The VRRP M B Notification Goup."
::={ vrrpMBG oups 4 }

END
4. Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite or read-create. Such objects
may be considered sensitive or vulnerable to security attacks in sone
net wor ki ng environnents. The support for SET operations in a non-
secure environnent w thout proper protection can have a negative

ef fect on VRRP router operations.

A nunber of objects in the vrrpOperTabl e possess the read-create
attribute. Manipulation of these objects is capable of affecting the
operation of a virtual router.

Specific exanples of this include, but are not limted to:

0 The vrrpQOper Adni nSt at e obj ect which could be used to disable a
virtual router.

o The vrrpQper Primaryl pAddr object which, if conpronised, could allow
assignnent of an invalid IP address to a master router.
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0 The authentication type/key related objects which could potentially
render the VRRP security nechanisns ineffective.

O additional concern is the ability to disable the transm ssion of
traps. This would nullify the capability of a virtual router to
provide notification in the event of an authentication failure.

SNWPv1 by itself is not a secure environnment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/create/delete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mddel RFC 2575 [ RFC2575] is recomended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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