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Abstract

This meno provides guidance for the ANA to use in assigning
paraneters for fields in the |Pv4, |IPv6, | CMP, UDP and TCP protoco
headers.

1. Introduction

For many years the Internet Assigned Nunbers Authority (1 ANA)
(wwv. i ana. org) has allocated paraneter values for fields in protocols
whi ch have been created or are naintained by the Internet Engineering
Task Force (IETF). Starting a few years ago the | ETF began to
provide the I ANA with gui dance for the assignment of paraneters for
fields in newmy devel oped protocols. Unfortunately this type of

gui dance was not consistently provided for the fields in protocols
devel oped before 1998. This nmenp attenpts to codify existing | ANA
practice used in the assignnment of paraneters in the specific case of

sonme of these protocols. It is expected that additional menos will
be developed in the future to codify existing practice in other
cases.

This neno addresses the fields within the IPv4, IPv6, | CWMP, UDP and
TCP protocol headers for which the | ANA assigns val ues.

The ternms "Specification Required", "Expert Review', "IESG Approval",

"| ETF Consensus", and "Standards Action", are used in this nmenp to
refer to the processes described in [ CONS].
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2. Tenporary Assignnments

Fromtime to time tenporary assignnents are made in the values for
fields in these headers for use in experinments. |ESG Approval is
required for any such tenporary assignments.

3. Version field in the | P header

The first field in the | P header of all current versions of IPis the
Version field. New values in the Version field define new versions
of the IP protocol and are allocated only after an | ETF Standards
Action. It should be noted that sonme of the Version nunber bits are
used by TCP/I P header conpression schenes. Specifically, the hi-order
bit of the Version field is also used by TCP/| P header conpression
[HC], while the three hi-order bits are used by | P Header Conpression
[1PHC .

4. | ANA Considerations for fields in the |IPv4 header

The | Pv4 header [V4] contains the following fields that carry val ues
assigned by the | ANA: Version, Type of Service, Protocol, Source
Address, Destination Address, and Option Type.

4.1 IPv4 IP Version field
The | Pv4 Version field is always 4.
4.2 1 Pv4 Type of Service field

The Type of Service field described in [V4] has been superseded[ Dl FF]
by the 6-bit Differentiated Services (DS) field and a 2-bit field
which is currently reserved. The | ANA allocates values in the DS
field followi ng the | ANA Considerations section in [D FF]. [ECN
descri bes an experinental use of the 2-bit "currently unused" field.
O her experinental uses of this field may be assigned after |ESG
Approval processes. Pernmanent values in this field are allocated
followi ng a Standards Action process.

4.3 | Pv4 Protocol field

| ANA al | ocates values fromthe | Pv4 Protocol nane space follow ng an
Expert Review, |ESG Approval or Standards Action process. The Expert
Revi ew process should only be used in those special cases where non-
di sclosure information is involved. |n these cases the expert(s)
shoul d be designated by the |IESG

Bradner & Paxson Best Current Practice [ Page 2]



RFC 2780 | ANA Assi gnnent s March 2000

4.4 | Pv4 Source and Destinati on addresses

The 1 Pv4 source and destination addresses use the sane nanmespace but
do not necessarily use the same values. Values in these fields fal
into a nunmber of ranges defined in [V4] and [ MILT].

4.4.1 | Pv4 Uni cast addresses

The Internet Corporation for Assigned Nanes and Nunbers (1 CANN)
recently accepted responsibility for the formul ation of specific
gui delines for the allocation of the values fromthe |Pv4 unicast
address space (values 0.0.0.0 through 223. 255. 255.255 ) other than
val ues fromthe ranges 0/8 (which was reserved in [ ANBO]) and 127/8
(fromwhich the | oopback address has been taken) along with other
val ues al ready assigned by the | ETF for special functions or

pur poses. (For exanple, the private addresses defined in RFC 1918.)
Furt her assignments in the 0/8 and 127/8 ranges require a Standards
Action process since current IP inplenentations may break if this is
done.

4.4.2 IPv4 Multicast addresses

| Pv4 addresses that fall in the range from 224.0.0.0 through

239. 255. 255. 255 are known as nulticast addresses. The | ETF through
its normal processes has assigned a nunber of |Pv4 nulticast
addresses for special purposes. For exanple, [ADSCP] assigned a
nunber of 1Pv4 nulticast address to correspond to | Pv6 scoped
mul ti cast addresses. Also, the values in the range from224.0.0.0 to
224.0.0.255 , inclusive, are reserved by the I ANA for the use of
routing protocols and other |owlevel topol ogy discovery or

mai nt enance protocols, such as gateway di scovery and group nenbership
reporting. (See the | ANA web page) New values in this range are
assigned following an | ESG Approval or Standards Action process.

Assi gnnents of individual multicast address foll ow an Expert Review,

| ESG Approval or Standards Action process. Until further work is
done on nulticast protocols, |arge-scale assignnents of |Pv4
nmul ti cast addresses is not recomended.

Fromtime to time, there are requests for tenporary assi gnment of

mul ti cast space for experinmental purposes. These will originate in
an | ESG Approval process and should be for a limted duration such as
one year.

4.4.3 |1 Pv4 Reserved addresses
| Pv4 addresses in the range from 240.0.0.0 through 255.255. 255. 254

are reserved [AN81, MUILT] and conpliant |Pv4 inplenentations wll
di scard any packets that nake use of them Addresses in this range
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are not to be assigned unless an | ETF Standards Action nodifies the
| Pv4 protocol in such a way as to make these addresses valid.
Address 255.255.255.255 is the linmted broadcast address.

4.5 1Pv4 Option Type field

The |1 ANA al | ocates values fromthe |1 Pv4 Option Type nanme space
followi ng an | ESG Approval, | ETF Consensus or Standards Action
pr ocess.

5. 1 ANA Considerations for fields in the | Pv6 header

The |1 Pv6 header [V6] contains the following fields that carry val ues
assigned from | ANA- managed nanme spaces: Version (by definition always
6 in IPv6), Traffic C ass, Next Header, Source and Destination
Address. |In addition, the | Pv6 Hop-by-Hop Options and Desti nation
Options extension headers include an Option Type field with val ues
assigned from an | ANA- nanaged nane space.

5.1 I Pv6 Version field
The 1 Pv6 Version field is always 6.

5.2 IPv6 Traffic Class field
The 1 Pv6 Traffic Class field is described in [DIFF] as a 6- bit
Differentiated Services (DS) field and a 2-bit field which is
currently reserved. See Section 4.2 for assignnment guidelines for
these fiel ds.

5.3 I Pv6 Next Header field
The 1 Pv6 Next Header field carries values fromthe sane nane space as
the 1 Pv4 Protocol nanme space. These values are allocated as discussed
in Section 4.3.

5.4 | Pv6 Source and Destination Unicast Addresses
The | Pv6 Source and Destination address fields both use the sane
val ues and are described in [V6AD]. The addresses are divided into
ranges defined by a variable length Format Prefix (FP)

5.4.1 | Pv6 Aggregatable d obal Unicast Addresses
The |1 ANA was given responsibility for all |Pv6é address space by the
IAB in [ V6AA]. Recently the | ANA agreed to specific guidelines for

t he assignnment of values in the Aggregatabl e d obal Unicast Addresses
FP (FP 001) fornulated by the Regional Internet Registries.
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5.4.2 I Pv6 Anycast Addresses

| Pv6 anycast addresses are defined in [VBAD]. Anycast addresses are
all ocated fromthe uni cast address space and anycast addresses are
syntactical ly indistinguishable fromunicast addresses. Assignnent
of I Pv6 Anycast subnet addresses foll ows the process described in

[ VBAD]. Assignnent of other | Pv6 Anycast addresses foll ows the
process used for |Pv6 Aggregatable d obal Unicast Addresses

(section 5.4.1)

5.4.3 I Pv6 Multicast Addresses

I Pv6 nulticast addresses are defined in [V6AD]. They are identified
by a FP of OxFF. Assignnment guidelines for IPv6 nulticast addresses
are described in [ MASGN .

5.4.4 1 Pv6 Unassigned and Reserved | Pv6 Format Prefixes

The responsibility for assigning values in each of the "unassi gned"
and "reserved" Format Prefixes is delegated by | ESG Approval or

St andards Action processes since the rules for processing these
Format Prefixes in IPv6 inplenentati ons have not been defi ned.

5.5 I Pv6 Hop-by-Hop and Destination Option Fields

Val ues for the | Pv6 Hop-by-Hop Options and Destination Options fields
are allocated using an | ESG Approval, | ETF Consensus or Standards
Action processes.

5.6 | Pv6 Nei ghbor Discovery Fields

The | Pv6 Nei ghbor Di scovery header [NDV6] contains the follow ng
fields that carry val ues assigned from | ANA- nanaged nane spaces
Type, Code and Option Type.

Val ues for the | Pv6 Nei ghbor Di scovery Type, Code, and Option Type
fields are allocated using an | ESG Approval or Standards Action
process.

6. | ANA Considerations for fields in the IPv4 | CVP header
The 1 Pv4 | CVP header [ICMP] contains the following fields that carry
val ues assigned from | ANA- managed nane spaces: Type and Code. Code
field values are defined relative to a specific Type val ue.
Val ues for the IPv4 | CW Type fields are all ocated using an | ESG

Approval or Standards Action processes. Code Values for existing |Pv4
| CVMP Type fields are allocated using | ESG Approval or Standards
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Action processes. The policy for assigning Code values for new | Pv4
| CMP Types shoul d be defined in the docunent defining the new Type
val ue.

7. 1ANA Considerations for fields in the |Pv6 | CMP header

The 1 Pv6 | CVP header [ICWMPV6] contains the following fields that
carry val ues assigned from | ANA- managed name spaces: Type and Code.
Code field values are defined relative to a specific Type val ue.

Val ues for the IPv6 I CWP Type fields are all ocated using an | ESG
Approval or Standards Action processes. Code Val ues for existing | Pv6
| CVP Type fields are allocated using | ESG Approval or Standards
Action processes. The policy for assigning Code values for new | Pv6

| CMP Types shoul d be defined in the docunent defining the new Type
val ue.

8. | ANA Considerations for fields in the UDP header

The UDP header [UDP] contains the following fields that carry val ues
assigned from | ANA- managed name spaces: Source and Destination Port.

Both the Source and Destination Port fields use the same nanespace.
Val ues in this namespace are assigned follow ng a Specification
Required, Expert Review, |ESG Approval, |ETF Consensus, or Standards
Action process. Note that sone assignnents nay invol ve non-

di scl osure information

9. I ANA Considerations for fields in the TCP header

The TCP header [TCP] contains the following fields that carry val ues
assigned from | ANA- managed name spaces: Source and Destination Port,
Reserved Bits, and Option Kind.

9.1 TCP Source and Destination Port fields
Both the Source and Destination Port fields use the sane nanespace
Val ues in this nanespace are assigned follow ng a Specification
Requi red, Expert Review, |ESG Approval, |ETF Consensus, or Standards
Action process. Note that sone assignnents may invol ve non-
di scl osure information

9.2 Reserved Bits in TCP Header

The reserved bits in the TCP header are assigned follow ng a
St andards Action process.
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9.3 TCP Option Kind field

10.

11.

Values in the Option Kind field are assigned followi ng an | ESG
Approval or Standards Action process.

Security Considerations

Security analyzers such as firewalls and network intrusion detection
monitors often rely on unanbi guous interpretations of the fields
described in this meno. As new values for the fields are assigned,
exi sting security analyzers that do not understand the new val ues may
fail, resulting in either loss of connectivity if the analyzer
declines to forward the unrecogni zed traffic, or |oss of security if
it does forward the traffic and the new val ues are used as part of an
attack. This vulnerability argues for high visibility (which the
Standards Action and | ETF Consensus processes ensure) for the

assi gnnents whenever possi bl e.
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13. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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