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Abstr act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects used for managi ng
multiple |ogical and physical entities managed by a single SNW
agent.
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1. The SNWP Managenent Framewor k

The SNWVP Managenent Franmework presently consists of five major
conponent s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

o Mechani sms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215
[ RFC1215]. The second version, called SMv2, is described in STD
58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNMPvl and
described in STD 15, RFC 1157 [ RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNWv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the message protoco
is called SNMPv3 and described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572] and RFC 2574 [ RFC2574].

o Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ RFC1905] .
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0 A set of fundanental applications described in RFC 2573 [ RFC2573]
and the vi ew based access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Franework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be senmantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nmchine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

There is a need for a standardi zed way of representing a single agent
whi ch supports nmultiple instances of one MB. This is presently true
for at least 3 standard MBs, and is likely to beconme true for nore
and nore MBs as tine passes. For exanple:

- multiple instances of a bridge supported within a single device
havi ng a single agent;

- multiple repeaters supported by a single agent;

- multiple OSPF backbone areas, each one operating as part of its
own Aut onompous System and each identified by the sane area-id
(e.g., 0.0.0.0), supported inside a single router with one
agent .

The fact that it is a single agent in each of these cases inplies
there is sone relationship which binds all of these entities
together. Effectively, there is some "overall" physical entity which
houses the sum of the things nmanaged by that one agent, i.e., there
are nultiple "logical" entities within a single physical entity.
Sonetines, the overall physical entity contains multiple (snaller)
physical entities and each logical entity is associated with a
particul ar physical entity. Sonetimes, the overall physical entity
is a "compound” of multiple physical entities (e.g., a stack of

st ackabl e hubs).
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What is needed is a way to determ ne exactly what |ogical entities
are managed by the agent (with some version of SNW), and thereby to
be able to communicate with the agent about a particul ar |ogica
entity. Wien different logical entities are associated with

di fferent physical entities within the overall physical entity, it is
al so useful to be able to use this information to distinguish between
| ogi cal entities.

In these situations, there is no need for varbinds for multiple
logical entities to be referenced in the same SNWP nessage (alt hough
that m ght be useful in the future). Rather, it is sufficient, and
in sone situations preferable, to have the context/comunity in the
message identify the logical entity to which the varbinds apply.

Version 2 of this MB addresses new requirenents that have energed
since the publication of the first Entity MB (RFC 2037 [ RFC2037]).
There is a need for a standardi zed way of providing non-volatile,
adm nistratively assigned identifiers for physical conponents
represented with the Entity MB. There is also a need to align the
Entity MB with the SNMPv3 adninistrative framework (RFC 2571

[ RFC2571]). Inplenmentation experience has shown that additiona
physi cal conponent attributes are al so desirable.

2.1. Terms
Some new terns are used throughout this docunent:

- Nam ng Scope
A "nami ng scope” represents the set of information that may be
potentially accessed through a single SNVWP operation. Al
i nstances within the naning scope share the sane uni que
identifier space. For SNWPv1l, a naming scope is identified by
the val ue of the associated ’'entlLogical Conmunity’ instance. For
SNMPv3, the term’context’ is used instead of ’'nam ng scope’
The conplete definition of an SNVP context can be found in
section 3.3.1 of RFC 2571 [ RFC2571].

- Multi-Scoped bject
A M B object, for which identical instance values identify
di fferent managed information in different nam ng scopes, is
called a "multi-scoped” M B object.

- Singl e- Scoped bj ect
A M B object, for which identical instance values identify the
same managed information in different nam ng scopes, is called a
"si ngl e-scoped" M B obj ect.
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- Logical Entity
A managed system contains one or nore |logical entities, each
represented by at nost one instantiation of each of a particular
set of MB objects. A set of nanagenent functions is associated
with each logical entity. Exanples of logical entities include
routers, bridges, print-servers, etc.

- Physical Entity
A "physical entity" or "physical conmponent" represents an
i dentifiable physical resource within a managed system Zero or
nmore logical entities may utilize a physical resource at any
given tine. It is an inplenentation-specific manner as to which
physi cal conponents are represented by an agent in the
Ent Physi cal Tabl e. Typically, physical resources (e.qg.
communi cati ons ports, backpl anes, sensors, daughter-cards, power
supplies, the overall chassis) which can be managed via
functions associated with one or nore logical entities are
included in the MB.

- Contai nment Tree
Each physi cal conponent may be nodel ed as 'contai ned’” within
anot her physical conponent. A "containnent-tree" is the
conceptual sequence of entPhysical |l ndex val ues whi ch uni quely
specifies the exact physical location of a physical conponent
within the nanaged system It is generated by 'follow ng and
recordi ng’ each ’entPhysical Containedln’ instance 'up the tree
towards the root’, until a value of zero indicating no further
contai nment is found.

2.2. Relationship to Comunity Strings

For community-based SNMP, di stinguishing between different |ogica
entities is one (but not the only) purpose of the community string
(STD 15, RFC 1157 [RFC1157]). This is accomodated by representing
each comunity string as a logical entity.

Note that different logical entities nmay share the same nam ng scope
(and therefore the same val ues of entlLogical Cormunity). This is
possi bl e, providing they have no need for the sanme instance of a MB
object to represent different nanaged infornmation

2.3. Relationship to SNWP Cont exts
Version 2 of the Entity MB contains support for associating SNWPv3
contexts with logical entities. Two new M B objects, defining an

SnnpEngi nel D and Cont ext Nane pair, are used together to identify an
SNWP context associated with a logical entity. This context can be
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used (in conjunction with the entLogi cal TAddress and
ent Logi cal TDonmein M B objects) to send SNMPv3 nessages on behal f of a
particul ar |ogical entity.

2.4. Relationship to Proxy Mechani sns

The Entity MB is designed to allow functional conponent discovery.
The adninistrative rel ationships between different |ogical entities
are not visible in any Entity MB tables. An NMS cannot determ ne
whet her M B instances in different nanmi ng scopes are realized locally
or renotely (e.g., via sone proxy nmechani sm by exan ning any
particular Entity M B objects.

The managenent of adninistrative framework functions is not an
explicit goal of the Entity MB Ws at this tine. This new area of
functionality may be revisited after sone operational experience with
the Entity MB is gai ned

Note that for conmunity-based versions of SNWP, a network
administrator will likely be able to associate comunity strings with
nam ng scopes with proprietary nechanisns, as a matter of
configuration. There are no mechani sns for managi ng nami ng scopes
defined in this MB.

2.5. Relationship to a Chassis MB

Some readers may recall that a previous | ETF working group attenpted
to define a Chassis MB. No consensus was reached by that working
group, possibly because its scope was too broad. As such, it is not
the purpose of this MB to be a "Chassis MB replacenent”, nor is it
within the scope of this MB to contain all the infornmation which

m ght be necessary to manage a "chassis". On the other hand, the
entities represented by an inplenmentation of this MB night well be
contained in a chassis.

2.6. Relationship to the Interfaces MB

The Entity M B contains a mapping table identifying physica
conmponents that have 'external values (e.g., iflndex) associated
with themw thin a given nam ng scope. This table can be used to
identify the physical location of each interface in the ifTable (RFC
2233 [RFC2233]). Since iflndex values in different contexts are not
related to one another, the interface to physical conponent
associations are relative to the same logical entity within the
agent .
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The Entity MB al so contai ns 'entPhysical Nanme’ and ' ent Physi cal Ali as’
obj ects, which approximate the senmantics of the 'ifNane’ and’
ifAlias’ objects (respectively) fromthe Interfaces MB [ RFC2233],
for all types of physical conponents.

2.7. Relationship to the O her MBs

The Entity M B contains a mapping table identifying physica
conmponents that have identifiers fromother standard M Bs associ at ed
with them For exanmple, this table can be used along with the

physi cal mapping table to identify the physical |ocation of each
repeater port in the rptrPortTable, or each interface in the ifTable.

2.8. Relationship to Nam ng Scopes

There is sone question as to which M B objects may be returned within
a given nam ng scope. MB objects which are not nulti-scoped within a
managed systemare likely to ignore context information in

i mpl enentation. In such a case, it is likely such objects will be
returned in all nanming scopes (e.g., not just the 'default’ naning
scope or the SNWPv3 default context).

For exanple, a comunity string used to access the nmanagenent
information for |ogical device 'bridge2’ nay allow access to all the
non-bridge related objects in the 'default’ nam ng scope, as well as
a second instance of the Bridge MB (RFC 1493 [ RFC1493]).

It is an inplementation-specific matter as to the isolation of

singl e-scoped M B objects by the agent. An agent may wish to limt
the objects returned in a particular nam ng scope to just the multi-
scoped objects in that naning scope (e.g., systemgroup and the
Bridge MB). 1In this case, all single-scoped managenent information
woul d belong to a comon nami ng scope (e.g., 'default’), which itself
may contain some nulti-scoped objects (e.g., system group).

2.9. Miltiple Instances of the Entity MB

It is possible that nore than one agent exists in a nanaged system
and in such cases, nultiple instances of the Entity MB (representing
the sane managed objects) may be available to an NVS

In order to reduce conplexity for agent inplenentation, nultiple

i nstances of the Entity MB are not required to be equival ent or even
consistent. An NVM5 may be able to "align’ instances returned by

di fferent agents by exanining the colums of each table, but vendor-
specific identifiers and (especially) index values are likely to be
different. Each agent nmay be managing different subsets of the entire
chassis as well.
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When all of a physically-nodular device is represented by a single
agent, the entry for which entPhysical Containedln has the val ue zero
woul d |ikely have ’'chassis’ as the value of its entPhysical d ass;
alternatively, for an agent on a nodul e where the agent represents
only the physical entities on that nodule (not those on other

nodul es), the entry for which ent Physi cal Contai nedln has the val ue
zero would likely have 'nodul e as the value of its entPhysical d ass.

An agent inplenentation of the entlLogical Table is not required to
contain information about |ogical entities managed primarily by other
agents. That is, the entlLogi cal TAddress and ent Logi cal TDomai n obj ects
in the entLogical Table are provided to support an historica

mul ti pl exi ng mechanism not to identify other SNWP agents.

Note that the Entity MB is a single-scoped MB, in the event an
agent represents the MB in different nam ng scopes.

2.10. Re-Configuration of Entities

Most of the MB objects defined in this MB have at nost a read-only

MAX- ACCESS cl ause. This is a conscious decision by the working group
tolimt this MB s scope. The second version of the Entity MB

all ows a network adm nistrator to configure sonme conmon attributes of
physi cal conponents.

2.11. Textual Convention Change

Version 1 of the Entity MB contains three M B objects defined with
the (now obsol ete) DisplayString textual convention. |In version 2 of
the Entity MB, the syntax for these objects has been updated to use
the (now preferred) SnnpAdmi nString textual convention

The working group realizes that this change is not strictly supported
by SMv2. In our judgment, the alternative of deprecating the old
obj ects and defining new objects woul d have a nore adverse inpact on
backward conpatibility and interoperability, given the particular
semanti cs of these objects.

2.12. MB Structure
The Entity MB contains five groups of MB objects

- entityPhysical group
Descri bes the physical entities nanaged by a single agent.

- entitylLogi cal group
Describes the logical entities nanaged by a single agent.
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- entityMapping group
Descri bes the associ ati ons between the physical entities,
| ogical entities, interfaces, and non-interface ports nmanaged by
a single agent.

- entityGeneral group
Descri bes general systemattributes shared by potentially al
types of entities managed by a single agent.

- entityNotifications group
Contai ns status indication notifications.

2.12.1. entityPhysical G oup

This group contains a single table to identify physical system
components, called the entPhysical Tabl e.

The ent Physi cal Tabl e contai ns one row per physical entity, and nust
al ways contain at |east one row for an "overall" physical entity,
whi ch shoul d have an ent Physi cal U ass val ue of ’'stack(11)’, °’
chassis(3)’ or 'nmodul e(9)’.

Each row is indexed by an arbitrary, snmall integer, and contains a
description and type of the physical entity. 1t also optionally
contains the i ndex nunber of another entPhysical Entry indicating a
contai nnment rel ationship between the two.

Version 2 of the Entity MB provides additional MB objects for each
physical entity. Some common read-only attributes have been added, as
well as three witable string objects.

- ent Physical Ali as
This string can be used by an NVM5 as a non-volatile identifier
for the physical conponent. Maintaining a non-volatile string
for every physical conponent represented in the entPhysical Table
can be costly and unnecessary. An agent nay algorithmically
generate 'entPhysical Alias’ strings for particular entries
(e.g., based on the entPhysical dass val ue).

- ent Physi cal Asset| D
This string is provided to store a user-specific asset
identifier for renovabl e physical conponents. 1In order to
reduce the non-vol atil e storage needed by a particular agent, a
networ k adni ni strator should only assign asset identifiers to
physical entities which are field-replaceable (i.e., not
per manently contai ned within another physical entity).
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- ent Physi cal Seri al Num
This string is provided to store a vendor-specific serial number
string for physical conponents. This is a witable object in
case an agent cannot identify the serial nunbers of all
installed physical entities, and a network adm ni strator w shes
to configure the non-volatile serial nunmber strings manually
(via an NVB application).

2.12.2. entitylLogical G oup

This group contains a single table to identify |logical entities,
cal l ed the entLogical Tabl e.

The ent Logi cal Tabl e contai ns one row per |logical entity. Each rowis
i ndexed by an arbitrary, small integer and contains a nane,
description, and type of the logical entity. It also contains
information to allow access to the MB information for the | ogica
entity. This includes SNVP versions that use a community nanme (with
some formof inplied context representation) and SNVP versions that
use the SNVP ARCH [ RFC2571] nethod of context identification

If a agent represents nmultiple logical entities with this MB, then
this group nust be inplenented for all logical entities known to the
agent .

If an agent represents a single logical entity, or multiple |ogica
entities within a single nanming scope, then inplenmentation of this
group may be onmtted by the agent.

2.12.3. entityMappi ng G oup

This group contains three tables to identify associations between
di fferent system conponents.

The ent LPMappi ngTabl e cont ai ns mappi ngs between ent Logi cal | ndex

val ues (logical entities) and entPhysical | ndex val ues (the physica
conponents supporting that entity). A logical entity can map to nore
t han one physical conmponent, and nore than one |ogical entity can map
to (share) the same physical conponent. |f an agent represents a
single logical entity, or multiple logical entities within a single
nam ng scope, then inplenmentation of this table may be omitted by the
agent .

The ent Al i asMappi ngTabl e cont ai ns mappi ngs between ent Logi cal | ndex,
ent Physi cal I ndex pairs and 'alias’ object identifier values. This
al | ows resources nanaged with other MBs (e.g., repeater ports,
bridge ports, physical and logical interfaces) to be identified in
the physical entity hierarchy. Note that each alias identifier is
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only relevant in a particular nam ng scope. |f an agent represents a
single logical entity, or nultiple logical entities within a single
nam ng scope, then inplenentation of this table may be omitted by the
agent .

The ent Physi cal Cont ai nsTabl e contai ns sinple mappi ngs bet ween

" ent Physi cal Cont ai nedl n’ val ues for each container/’containee
relationship in the managed system The indexing of this table allows
an NMS to quickly discover the 'entPhysicallndex’ values for al
children of a given physical entity.

2.12.4. entityGeneral G oup

This group contains general information relating to the other object
groups.

At this tinme, the entCGeneral group contains a single scalar object
(ent Last ChangeTi ne), which represents the val ue of sysUptine when any
part of the Entity M B configuration | ast changed.

2.12.5. entityNotifications Goup

This group contains notification definitions relating to the overal
status of the Entity MB instantiation

2.13. Miltiple Agents

Even though a primary notivation for this MB is to represent the
multiple logical entities supported by a single agent, it is also
possible to use it to represent nultiple logical entities supported
by nmultiple agents (in the sane "overall" physical entity). |ndeed,
it isinplicit in the SNW architecture, that the nunber of agents is
transparent to a network managenent station

However, there is no agreenent at this tine as to the degree of
cooperati on which should be expected for agent inplenentations.
Therefore, nmultiple agents within the sane nanaged systemare free to
i npl enent the Entity M B independently. (Refer the section on
"Multiple Instances of the Entity MB" for nore details).

2.14. Changes Since RFC 2037
2.14.1. Textual Conventions
The Physical Cass TC text has been clarified, and a new enuneration

to support 'stackable’ components has been added. The
SnnmpEngi nel dOr None TC has been added to support SNWVPv3.
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2.14.2. New entPhysical Tabl e Objects

The ent Physi cal Har dwar eRev, ent Physi cal Fi r mnvar eRev, and
ent Physi cal Sof t war eRev obj ects have been added for revision
i dentification.

The ent Physi cal Seri al Num ent Physi cal M gNane, ent Physi cal Model Nane,
and ent Physi cal | sFru obj ects have been added for better vendor
identification for physical conponents. The entPhysi cal Seri al Num
obj ect can be set by a managenent station in the event the agent
cannot identify this information.

The ent Physi cal Ali as and ent Physi cal Asset| D obj ects have been added

for better user conponent identification. These objects are intended
to be set by a managenent station and preserved by the agent across

restarts.

2.14.3. New entlLogical Table bjects
The ent Logi cal Cont ext Engi nel D and ent Logi cal Cont ext Nane obj ects have
been added to provide an SNWP context for SNWPv3 access on behal f of
a logical entity.

2.14.4. Bugfixes
A bug was fixed in the entLogical Community object. The subrange was
incorrect (1..255) and is now (0..255). The description clause has
al so been clarified. This object is now deprecated.
The ent Last ChangeTi ne obj ect description has been changed to
general i ze the events which cause an update to the | ast change
ti mestanp.

The syntax was changed from Di splayString to SnnmpAdmi nString for the
ent Physi cal Descr, ent Physical Name, and ent Logi cal Descr obj ects.
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Definitions

TY-M B DEFINITIONS ::= BEG N

| MPORTS

enti

MODULE- | DENTI TY, OBJECT-TYPE, mi b-2, NOTI FI CATI ON- TYPE
FROM SNWPv2- SM

TDomai n, TAddress, TEXTUAL- CONVENTI ON,

Aut ononousType, RowPoi nter, TinmeStanp, TruthVal ue
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWPv 2- CONF

SnnpAdmi nStri ng
FROM SNWP- FRAMEWORK- M B;

tyM B MODULE- | DENTI TY
LAST- UPDATED "9912070000Z" -- Decenber 7, 1999
ORGANI ZATI ON "I ETF ENTM B Wor ki ng G- oup"”
CONTACT- | NFO
" WG E-nmail: entni b@isco. com
Subscri be: maj ordomo@i sco. com
msg body: subscribe entm b

Keith McC oghrie

ENTM B Worki ng Group Chair
Cisco Systems Inc.

170 West Tasnan Drive

San Jose, CA 95134

+1 408-526-5260

kzm@i sco. com

Andy Bi ernman
ENTM B Wor ki ng Group Editor
Cisco Systems Inc.
170 West Tasman Drive
San Jose, CA 95134
+1 408-527-3711
abi er man@i sco. cont
DESCRI PTI ON
"The M B nodule for representing nultiple |ogical
entities supported by a single SNW agent."
REVI SI ON "9912070000Z"
DESCRI PTI ON
"Initial Version of Entity MB (Version 2).
Thi s revision obsol etes RFC 2037.
This version published as RFC 2737."
REVI SI ON "9610310000Z"
DESCRI PTI ON
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"Initial version (version 1), published as
RFC 2037."
i={ mb-2 47}

entityM BObj ects OBJECT IDENTIFIER ::= { entityMB 1 }

-- M B contains four groups

entityPhysi cal OBJECT | DENTI FI ER ::
entitylLogical OBJECT | DENTIFI ER :
entityMappi ng OBJECT | DENTI FI ER ::
entityGeneral OBJECT | DENTIFIER ::

entityM BObj ects
entityM BObj ects
entityM BObj ects
entityM BObj ects

Inoman
-
A OWNPE
B e e

-- Textual Conventions

Physi cal | ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An arbitrary value which uniquely identifies the physica
entity. The value should be a small positive integer; index
val ues for different physical entities are not necessarily
conti guous."

SYNTAX | NTEGER (1..2147483647)

Physi cal Cl ass ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An enunerated val ue which provides an indication of the
general hardware type of a particular physical entity.
There are no restrictions as to the nunber of

ent Physi cal Entri es of each entPhysical C ass, which nust be
instantiated by an agent.

The enuneration 'other’ is applicable if the physical entity
class is known, but does not match any of the supported
val ues.

The enuneration 'unknown’ is applicable if the physica
entity class is unknown to the agent.

The enuneration 'chassis’ is applicable if the physica
entity class is an overall container for networking

equi pmrent. Any class of physical entity except a stack may
be contained within a chassis, and a chassis nmay only be
contai ned within a stack.

The enuneration 'backplane’ is applicable if the physica
entity class is some sort of device for aggregating and
forwardi ng networking traffic, such as a shared backpl ane in
a nodul ar ethernet switch. Note that an agent nmay nodel a
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backpl ane as a single physical entity, which is actually
i mpl emented as nultiple discrete physical conponents (within
a chassis or stack).

The enuneration ’container’ is applicable if the physica
entity class is capable of containing one or nore renovabl e
physical entities, possibly of different types. For exanple,
each (enpty or full) slot in a chassis will be nodeled as a
container. Note that all renovable physical entities should
be nodel ed within a container entity, such as field-

repl aceabl e nodul es, fans, or power supplies. Note that all
known cont ai ners shoul d be nodel ed by the agent, including
enpty containers

The enuneration ’powerSupply’ is applicable if the physica
entity class is a power-supplying conponent.

The enuneration 'fan' is applicable if the physical entity
class is a fan or other heat-reduction conponent.

The enuneration ’'sensor’ is applicable if the physica
entity class is some sort of sensor, such as a tenperature
sensor within a router chassis.

The enuneration 'nodule’ is applicable if the physica
entity class is sone sort of self-contained sub-system |[f
it is renovable, then it should be nodeled within a
container entity, otherwise it should be nodeled directly
wi t hi n anot her physical entity (e.g., a chassis or another
nodul e) .

The enuneration 'port’ is applicable if the physical entity
class is sonme sort of networking port, capable of receiving
and/or transnmitting networking traffic.

The enuneration 'stack’ is applicable if the physical entity
class is sone sort of super-container (possibly virtual),
intended to group together nultiple chassis entities. A
stack may be realized by a 'virtual’ cable, a rea
i nterconnect cable, attached to multiple chassis, or may in
fact be conprised of nultiple interconnect cables. A stack
shoul d not be nodel ed within any other physical entities,
but a stack may be contained within another stack. Only
chassis entities should be contained within a stack."

| NTEGER {

ot her (1),
unknown( 2) ,
chassi s(3),
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backpl ane(4),

cont ai ner(5), -- e.g., chassis slot or daughter-card hol der
power Suppl y(6),
fan(7),
sensor (8),
nodul e(9), -- e.g., plug-in card or daughter-card
port (10),
stack(11) -- e.g., stack of nmultiple chassis entities
}
SnnmpEngi nel dOr None : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A specially formatted SnnpEnginel D string for use with the
Entity MB.

If an instance of an object of SYNTAX SnnpEngi nel dOr None has
a non-zero length, then the object encoding and semantics
are defined by the SnnpEngi nel D textual convention (see RFC
2571 [ RFC2571]).

If an instance of an object of SYNTAX SnnpEngi nel dOr None
contains a zero-length string, then no appropriate
SnnpEngi nel D is associated with the logical entity (i.e.
SNMPv3 not supported).”

SYNTAX OCTET STRING (SI ZE(0..32)) -- enpty string or SnnmpEngi nel D

-- The Physical Entity Table
ent Physi cal Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent Physi cal Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table contains one row per physical entity. There is
al ways at | east one row for an 'overall’ physical entity."

::={ entityPhysical 1}

ent Physi cal Entry OBJECT- TYPE
SYNTAX Ent Physi cal Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particul ar physical entity.

Each entry provi des objects (entPhysical Descr,

ent Physi cal Vendor Type, and ent Physical Cl ass) to help an NVS
identify and characterize the entry, and objects

(ent Physi cal Cont ai nedl n and ent Physi cal Parent Rel Pos) to help
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an NVS relate the particular entry to other entries in this

table."”

I NDEX { entPhysical | ndex }

::={ entPhysical Table 1 }

Ent Physi cal Entry ::= SEQUENCE {
ent Physi cal | ndex
ent Physi cal Descr
ent Physi cal Vendor Type
ent Physi cal Cont ai nedl n
ent Physi cal d ass
ent Physi cal Par ent Rel Pos
ent Physi cal Nare
ent Physi cal Har dwar eRev
ent Physi cal Fi r nnar eRev
ent Physi cal Sof t war eRev
ent Physi cal Seri al Num
ent Physi cal M gNane
ent Physi cal Mbdel Name
ent Physi cal Ali as
ent Physi cal Asset | D
ent Physi cal | sFRU

}

ent Physi cal | ndex OBJECT- TYPE
SYNTAX Physi cal | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index for this
::={ entPhysical Entry 1 }

ent Physi cal Descr OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A textual description of physical

Physi cal | ndex,

SnnpAdmi nStri

ng,

Aut ononousType,

I NTEGER,

Physi cal C ass,

| NTEGER,
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
SnnpAdmi nStri
Tr ut hval ue

entry."

ng.
ng.
ng.
ng,
ng,
ng.
ng.
ng.
ng.

entity. This object

shoul d contain a string which identifies the manufacturer’s
nane for the physical entity, and should be set to a

di stinct value for each version or nodel

entity.
::={ entPhysical Entry 2 }

ent Physi cal Vendor Type OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"An indication of the vendor-specific hardware type of the
physical entity. Note that this is different fromthe
definition of MB-11"s syshjectl|D

An agent should set this object to a enterprise-specific
registration identifier value indicating the specific
equi pnment type in detail. The associated instance of
ent Physi cal Class is used to indicate the general type of
har dwar e devi ce

If no vendor-specific registration identifier exists for
this physical entity, or the value is unknown by this agent,
then the value { 0 0 } is returned.”

::={ entPhysical Entry 3}

ent Physi cal Cont ai nedl n OBJECT- TYPE

SYNTAX | NTEGER (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of entPhysicallndex for the physical entity which
"contains’ this physical entity. A value of zero indicates
this physical entity is not contained in any other physica
entity. Note that the set of 'containnent’ relationships
define a strict hierarchy; that is, recursion is not

al | oned.

In the event a physical entity is contained by nore than one
physical entity (e.g., double-w de nodul es), this object
should identify the containing entity with the | owest val ue
of ent Physi cal | ndex. "

::={ entPhysical Entry 4 }

ent Physi cal O ass OBJECT- TYPE

SYNTAX Physi cal C ass
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of the general hardware type of the physica
entity.

An agent should set this object to the standard enuneration
val ue which nost accurately indicates the general class of

the physical entity, or the primary class if there is nore

t han one.

If no appropriate standard registration identifier exists
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for this physical entity, then the value "other(1l)’ is
returned. If the value is unknown by this agent, then the
val ue ' unknown(2)' is returned."”

::={ entPhysical Entry 5 }

ent Physi cal Par ent Rel Pos OBJECT- TYPE

SYNTAX | NTEGER (-1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An indication of the relative position of this ’child
conponent anong all its "sibling conponents. Sibling

conmponents are defined as entPhysical Entries which share the
sane instance values of each of the entPhysical Containedln
and ent Physi cal Cl ass obj ects.

An NMS can use this object to identify the relative ordering
for all sibling conmponents of a particul ar parent
(identified by the entPhysical Contai nedln instance in each
sibling entry).

Thi s value should match any external |abeling of the

physi cal conponent if possible. For exanple, for a container
(e.g., card slot) labeled as 'slot #3',

ent Physi cal Par ent Rel Pos shoul d have the value '3'. Note
that the entPhysical Entry for the nodule plugged in slot 3
shoul d have an ent Physi cal Par ent Rel Pos val ue of ' 1’

If the physical position of this conmponent does not match
any external nunbering or clearly visible ordering, then
user docunentation or other external reference nateria
shoul d be used to deternine the parent-relative position. If
this is not possible, then the the agent should assign a
consi stent (but possibly arbitrary) ordering to a given set
of "sibling conponents, perhaps based on interna
representation of the conponents.

If the agent cannot determine the parent-relative position
for some reason, or if the associated val ue of

ent Physi cal Containedln is "0, then the value '-1" is
returned. therwi se a non-negative integer is returned,

i ndicating the parent-relative position of this physica
entity.

Parent-rel ative ordering nornally starts from’1 and
continues to "N, where 'N represents the highest
positioned child entity. However, if the physical entities
(e.g., slots) are labeled froma starting position of zero,
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then the first sibling should be associated with a
ent Physi cal Parent Rel Pos value of 0. Note that this
ordering may be sparse or dense, dependi ng on agent

i mpl enent ati on.

The actual values returned are not globally neaningful, as
each 'parent’ conponent may use different nunbering

al gorithms. The ordering is only meani ngful anong siblings
of the same parent conponent.

The agent should retain parent-relative position val ues
across reboots, either through algorithnic assignnent or use
of non-volatile storage."

::={ entPhysical Entry 6 }

ent Physi cal Name OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The textual name of the physical entity. The value of this
obj ect should be the name of the conponent as assigned by
the | ocal device and should be suitable for use in conmmands
entered at the device's ‘console’. This mght be a text
nane, such as ‘console’ or a sinple conponent nunber (e.g.
port or nodul e nunmber), such as ‘1, depending on the

physi cal conponent nami ng syntax of the device.

If there is no local nane, or this object is otherw se not
applicable, then this object contains a zero-length string.

Note that the value of entPhysical Nane for two physica
entities will be the same in the event that the consol e
i nterface does not distinguish between them e.g., slot-1
and the card in slot-1."

::={ entPhysical Entry 7 }

ent Physi cal Har dwar eRev OBJECT- TYPE

SYNTAX SnnpAdni nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The vendor-specific hardware revision string for the
physical entity. The preferred value is the hardware
revision identifier actually printed on the conponent itself
(if present).

Note that if revision information is stored internally in a
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non-printable (e.g., binary) fornmat, then the agent nust
convert such information to a printable format, in an
i mpl enent ati on-specific manner

If no specific hardware revision string is associated with
t he physical conponent, or this information is unknown to
the agent, then this object will contain a zero-length
string."”

::={ entPhysical Entry 8 }

ent Physi cal Fi r nwar eRev OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The vendor-specific firmvare revision string for the
physi cal entity.

Note that if revision information is stored internally in a
non-printable (e.g., binary) format, then the agent nust
convert such information to a printable format, in an

i mpl enent ati on-specific manner.

If no specific firmvare prograns are associated with the

physi cal conponent, or this information is unknown to the

agent, then this object will contain a zero-length string."
::={ entPhysical Entry 9 }

ent Physi cal Sof t war eRev OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The vendor-specific software revision string for the
physical entity.

Note that if revision information is stored internally in a
non-printable (e.g., binary) format, then the agent nust
convert such information to a printable format, in an

i mpl enent ati on-specific manner.

If no specific software prograns are associated with the

physi cal conponent, or this information is unknown to the

agent, then this object will contain a zero-length string."
::={ entPhysical Entry 10 }

ent Physi cal Serial Num  OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..32))
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MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The vendor-specific serial nunber string for the physica
entity. The preferred value is the serial nunber string
actually printed on the conponent itself (if present).

On the first instantiation of an physical entity, the val ue
of ent Physi cal Serial Num associated with that entity is set
to the correct vendor-assigned serial nunber, if this
information is available to the agent. |If a serial nunber

i s unknown or non-existent, the entPhysical Serial Numw Il be
set to a zero-length string instead.

Not e that inplenmentations which can correctly identify the
serial nunbers of all installed physical entities do not
need to provide wite access to the entPhysical Seri al Num

obj ect. Agents which cannot provide non-volatile storage for
t he ent Physical Serial Num strings are not required to

i mpl ement wite access for this object.

Not every physical conponent will have a serial nunber, or
even need one. Physical entities for which the associ ated
val ue of the entPhysicallsFRU object is equal to 'false(2)’
(e.g., the repeater ports within a repeater nodule), do not
need their own uni que serial nunber. An agent does not have
to provide wite access for such entities, and may return a
zero-length string.

If wite access is inplenented for an instance of
ent Physi cal Serial Num and a value is witten into the
i nstance, the agent nust retain the supplied value in the
ent Physi cal Seri al Num i nstance associated with the sane
physical entity for as long as that entity remains
instantiated. This includes instantiations across all re-
initializations/reboots of the network nmanagenent system
i ncluding those which result in a change of the physica
entity’s entPhysical | ndex val ue."

::={ entPhysical Entry 11 }

ent Physi cal M gNane OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The name of the nmanufacturer of this physical conponent.
The preferred value is the manufacturer nane string actually
printed on the conponent itself (if present).
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Not e that conparisons between instances of the

ent Physi cal Model Nane, ent Physi cal Fi r mnar eRev,

ent Physi cal Sof t war eRev, and the ent Physi cal Seri al Num

obj ects, are only meani ngful anobngst entPhysical Entries with
the sane val ue of ent Physi cal M gNane.

If the manufacturer nanme string associated with the physica
conmponent i s unknown to the agent, then this object wll
contain a zero-length string."

::={ entPhysical Entry 12 }

ent Physi cal Mbdel Name OBJECT- TYPE

SYNTAX

SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"The vendor-specific nodel nane identifier string associated
with this physical conponent. The preferred value is the
custoner-visible part nunber, which may be printed on the
conmponent itself.

If the nodel name string associated with the physica
component i s unknown to the agent, then this object wll
contain a zero-length string."

::={ entPhysical Entry 13 }

ent Physi cal Al'i as OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object is an 'alias’ nane for the physical entity as
specified by a network manager, and provides a non-vol atile
"handl e’ for the physical entity.

On the first instantiation of an physical entity, the val ue
of entPhysical Alias associated with that entity is set to
the zero-length string. However, agent may set the value to
a locally unique default value, instead of a zero-length
string.

If wite access is inplenented for an instance of

ent Physical Alias, and a value is witten into the instance,
the agent nust retain the supplied value in the

ent Physi cal Alias instance associated with the sanme physica
entity for as long as that entity remains instantiated.
This includes instantiations across all re-
initializations/reboots of the network nmanagenent system
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i ncluding those which result in a change of the physica
entity’s entPhysical | ndex val ue."
::={ entPhysical Entry 14 }

ent Physi cal Asset | D OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..32))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object is a user-assigned asset tracking identifier
for the physical entity as specified by a network manager
and provides non-vol atile storage of this information.

On the first instantiation of an physical entity, the val ue
of ent Physi cal Asset| D associated with that entity is set to
the zero-length string.

Not every physical conponent will have a asset tracking
identifier, or even need one. Physical entities for which
t he associ ated val ue of the entPhysicallsFRU object is equa
to 'false(2)’ (e.g., the repeater ports within a repeater
nmodul e), do not need their own unique asset tracking
identifier. An agent does not have to provide wite access
for such entities, and nmay instead return a zero-length
string.

If wite access is inplenented for an instance of

ent Physi cal AssetI D, and a value is witten into the

i nstance, the agent nust retain the supplied value in the
ent Physi cal Asset | D i nstance associated with the sane
physical entity for as long as that entity remains
instantiated. This includes instantiations across all re-
initializations/reboots of the network managenent system

i ncluding those which result in a change of the physica
entity’s entPhysical | ndex val ue.

If no asset tracking infornmation is associated with the
physi cal conponent, then this object will contain a zero-
length string."

::={ entPhysical Entry 15 }

ent Physi cal | sFRU OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates whether or not this physical entity
is considered a 'field replaceable unit’ by the vendor. |If
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this object contains the value "true(l)’ then this

ent Physical Entry identifies a field replaceable unit. For
al |l entPhysical Entries which represent conponents that are
permanently contained within a field replaceable unit, the
value 'false(2)’ should be returned for this object.”

::={ entPhysical Entry 16 }

-- The Logical Entity Table
ent Logi cal Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent Logi cal Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains one row per logical entity. For agents
whi ch i npl ement nore than one nami ng scope, at |east one
entry nust exist. Agents which instantiate all MB objects
within a single nam ng scope are not required to inplenent
this table."

.= { entityLogical 1}

ent Logi cal Entry OBJECT- TYPE

SYNTAX Ent Logi cal Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about a particular logical entity. Entities
may be nmanaged by this agent or other SNWP agents (possibly)
in the same chassis.”

| NDEX { entLogical | ndex }

::={ entlLogical Table 1}

Ent Logi cal Entry ::= SEQUENCE ({
ent Logi cal | ndex | NTEGER,
ent Logi cal Descr SnnpAdmi nStri ng,
ent Logi cal Type Aut ononousType,
ent Logi cal Conmuni ty COCTET STRI NG
ent Logi cal TAddr ess TAddr ess,
ent Logi cal TDomai n TDomai n,
ent Logi cal Cont ext Engi nel D SnnpEngi nel dOr None,
ent Logi cal Cont ext Nane SnnpAdmi nStri ng
}
ent Logi cal | ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The value of this object uniquely identifies the |ogical
entity. The value should be a small positive integer; index
val ues for different logical entities are are not
necessarily contiguous."

::={ entlLogicalEntry 1}

ent Logi cal Descr OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"A textual description of the logical entity. This object
shoul d contain a string which identifies the manufacturer’s
name for the logical entity, and should be set to a distinct
val ue for each version of the logical entity. "

::={ entlLogical Entry 2 }

ent Logi cal Type OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"An indication of the type of logical entity. This wll
typically be the OBIJECT | DENTI FI ER nane of the node in the
SM ' s naming hierarchy which represents the magjor M B
nodul e, or the majority of the MB nodul es, supported by the
| ogical entity. For exanple:

a logical entity of a regular host/router -> mb-2

a logical entity of a 802.1d bridge -> dot1dBri dge

a logical entity of a 802.3 repeater -> snnpDot 3Rptr Mynt
If an appropriate node in the SM’'s naning hierarchy cannot
be identified, the value "mb-2'" should be used."

::={ entLogical Entry 3}

ent Logi cal Conmuni ty OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. .255))
MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON

"An SNWPv1l or SNMPv2C comuni ty-string which can be used to
access detailed managenent information for this |ogical
entity. The agent should allow read access with this
community string (to an appropriate subset of all managed
objects) and nmay also return a conmunity string based on the
privileges of the request used to read this object. Note
that an agent may return a community string with read-only
privileges, even if this object is accessed with a read-
write conmunity string. However, the agent nust take care
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not to return a conmunity string which allows nore
privileges than the comunity string used to access this
obj ect.

A compliant SNVP agent nmay wi sh to conserve nam ng scopes by
representing nultiple logical entities in a single 'default’
nam ng scope. This is possible when the logical entities
represented by the sanme val ue of entLogical Community have no
obj ect instances in conmon. For exanple, 'bridgel” and
"repeaterl’ may be part of the main nam ng scope, but at

| east one additional conmunity string is needed to represent
"bridge2’ and ’'repeater?2’

Logical entities 'bridgel and 'repeaterl” would be
represented by sysOREntries associated with the 'default’
nam ng scope.

For agents not accessible via SNWPv1l or SNWMPv2C, the val ue
of this object is the enpty string. This object may al so
contain an enpty string if a community string has not yet
been assigned by the agent, or no conmunity string with

sui tabl e access rights can be returned for a particul ar SNW
request.

Note that this object is deprecated. Agents which inpl enent
SNMPv3 access shoul d use the entLogi cal Cont ext Engi nel D and
ent Logi cal Cont ext Nane objects to identify the context
associated with each logical entity. SNWPv3 agents may
return a zero-length string for this object, or may continue
to return a conmunity string (e.g., tri-lingual agent
support)."

::={ entLogical Entry 4}

ent Logi cal TAddr ess OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The transport service address by which the logical entity
recei ves network managenent traffic, formatted according to
the correspondi ng val ue of entLogi cal TDomai n.

For snnmpUDPDonai n, a TAddress is 6 octets long, the initia
4 octets containing the | P-address in network-byte order and
the last 2 containing the UDP port in network-byte order
Consult ’ Transport Mappings for Version 2 of the Sinple

Net wor k Management Protocol’ (RFC 1906 [ RFC1906]) for
further information on snnpUDPDonai n. "

McCl oghrie & Bierman St andards Track [ Page 27]



RFC 2737 Entity MB (Version 2) Decenber 1999

::={ entlLogical Entry 5 }

ent Logi cal TDormai n OBJECT- TYPE

SYNTAX TDonmai n
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the kind of transport service by which the
| ogical entity receives network managenent traffic.
Possi bl e values for this object are presently found in the
Transport Mappings for SNMPv2 docunment (RFC 1906
[ RFC1906]) . "

::={ entlLogical Entry 6 }

ent Logi cal Cont ext Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel dOr None
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The aut horitative contextEnginelD that can be used to send
an SNWP nmessage concerning information held by this |ogical
entity, to the address specified by the associ ated

" ent Logi cal TAddr ess/ ent Logi cal TDomai n’ pair.

This object, together with the associ ated

ent Logi cal Cont ext Nane obj ect, defines the context associated
with a particular logical entity, and allows access to SNWP
engines identified by a contextEngi neld and cont ext Nane
pair.

If no val ue has been configured by the agent, a zero-length
string is returned, or the agent nmay choose not to
instantiate this object at all."

::={ entlLogical Entry 7 }

ent Logi cal Cont ext Nare OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The contextNane that can be used to send an SNWP nessage
concerning information held by this logical entity, to the
address specified by the associ ated

" ent Logi cal TAddr ess/ ent Logi cal TDomai n’ pair.

This object, together with the associ ated

ent Logi cal Cont ext Engi nel D obj ect, defines the context
associated with a particular logical entity, and all ows
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access to SNWVP engines identified by a contextEngineld and
cont ext Name pair.

If no val ue has been configured by the agent, a zero-length
string is returned, or the agent may choose not to
instantiate this object at all."

::={ entlLogical Entry 8 }

ent LPMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent LPMappi ngEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains zero or nore rows of logical entity to
physi cal equi pment associ ations. For each |logical entity
known by this agent, there are zero or nore nmappings to the
physi cal resources which are used to realize that |ogica
entity.

An agent should limt the nunber and nature of entries in
this table such that only meani ngful and non-redundant
information is returned. For exanple, in a system which
contains a single power supply, mappings between | ogica
entities and the power supply are not useful and shoul d not
be i ncl uded.

Al'so, only the nost appropriate physical conponent which is
closest to the root of a particular containnent tree should
be identified in an ent LPMapping entry.

For exanpl e, suppose a bridge is realized on a particular
nodul e, and all ports on that nodule are ports on this
bridge. A mapping between the bridge and the nodul e woul d be
useful, but additional mappings between the bridge and each
of the ports on that nodul e woul d be redundant (since the
ent Physi cal Cont ai nedl n hi erarchy can provide the sane
information). If, on the other hand, nore than one bridge
was utilizing ports on this nodule, then nmappings between
each bridge and the ports it used would be appropriate.

Al'so, in the case of a single backplane repeater, a mapping
for the backplane to the single repeater entity is not
necessary."

o= { entityMapping 1 }

ent LPMappi ngEntry OBJECT- TYPE

SYNTAX

Ent LPMappi ngEnt ry

MAX- ACCESS not -accessi bl e
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STATUS current

DESCRI PTI ON
"Informati on about a particular logical entity to physica
equi prent associ ation. Note that the nature of the
association is not specifically identified in this entry.
It is expected that sufficient information exists in the
M Bs used to nanage a particular logical entity to infer how
physi cal conponent information is utilized."

I NDEX { entLogical | ndex, entLPPhysical |l ndex }

::={ entLPMappi ngTable 1 }

Ent LPMappi ngEntry :: = SEQUENCE {
ent LPPhysi cal | ndex Physi cal | ndex
}

ent LPPhysi cal | ndex OBJECT- TYPE

SYNTAX Physi cal | ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of this object identifies the index value of a
particul ar ent Physical Entry associated with the indicated
ent Logi cal Entity."

::={ entLPMappingEntry 1 }

-- logical entity/conponent to alias table
ent Al i asMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent Al i asMappi ngEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains zero or nore rows, representing
mappi ngs of logical entity and physical conponent to
external MB identifiers. Each physical port in the system
may be associated with a mapping to an external identifier
which itself is associated with a particular |ogica
entity’'s namng scope. A 'wildcard nmechanismis provided
to indicate that an identifier is associated with nmore than
one |l ogical entity."

::={ entityMapping 2 }

ent Al i asMappi ngEntry OBJECT- TYPE
SYNTAX Ent Al i asMappi ngEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particul ar physical equipnent, |ogica
entity to external identifier binding. Each | ogica
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entity/physical conponent pair nmay be associated with one
alias mapping. The logical entity index may al so be used as
a 'wildcard (refer to the entAliasLogical |l ndexOr Zero obj ect
DESCRI PTI ON cl ause for details.)

Not e that only entPhysical I ndex val ues which represent
physical ports (i.e. associated entPhysical dass value is
"port(10)’) are pernmitted to exist in this table."

I NDEX { ent Physi cal | ndex, entAliasLogical |l ndexOrZero }

::={ entAliasMappingTable 1 }

Ent Al i asMappi ngEntry ::= SEQUENCE {
ent Al i asLogi cal | ndexOr Zero | NTEGER
ent Al i asMappi ngl dentifier RowPoi nt er
}

ent Al i asLogi cal | ndexOr Zero OBJECT- TYPE

SYNTAX | NTEGER (0. .2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The value of this object identifies the logical entity
whi ch defines the naming scope for the associated instance
of the ’'ent AliasMappi ngldentifier’ object.

If this object has a non-zero value, then it identifies the
| ogi cal entity named by the same val ue of entlLogical | ndex.

If this object has a value of zero, then the mappi ng between
t he physical conponent and the alias identifier for this

ent Al i asMapping entry is associated with all unspecified

| ogical entities. That is, a value of zero (the default

mappi ng) identifies any |ogical entity which does not have
an explicit entry in this table for a particul ar

ent Physi cal | ndex/ ent Al i asMappi ngl dentifier pair.

For exanple, to indicate that a particular interface (e.g.,
physi cal conponent 33) is identified by the same val ue of
iflndex for all logical entities, the follow ng instance
m ght exi st:

ent Al i asMappi ngldentifier.33.0 = iflndex.5
In the event an entPhysical Entry is associated differently
for some logical entities, additional entAliasMpping
entries may exist, e.g.

ent Al i asMappi ngldentifier.33.0 = iflndex.6
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ent Al i asMappi ngl dentifier.33.4 i flndex.1
ent Al i asMappi ngl dentifier.33.5 i flndex.1
ent Al i asMappi ngl dentifier.33.10 = iflndex. 12

Note that entries with non-zero entAliaslLogical Il ndexOr Zer o
i ndex val ues have precedence over any zero-indexed entry. In
this exanple, all logical entities except 4, 5, and 10,
associ ate physical entity 33 with iflndex.6."

c:={ entAliasMappingEntry 1 }

ent Al i asMappi ngl denti fier OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object identifies a particular conceptual
row associated with the indicated entPhysicall ndex and
ent Logi cal | ndex pair.

Since only physical ports are nodeled in this table, only
entries which represent interfaces or ports are allowed. |If
an ifEntry exists on behalf of a particular physical port,
then this object should identify the associated 'ifEntry’.
For repeater ports, the appropriate rowin the

"rptrPort GoupTabl e should be identified instead.

For exanpl e, suppose a physical port was represented by
ent Physi cal Entry. 3, entlLogical Entry. 15 existed for a
repeater, and entlLogical Entry. 22 existed for a bridge. Then
there nmight be two related instances of
ent Al i asMappi ngl dentifier:
ent Al i asMappi ngl dentifier.3.15 == rptrPort G oupl ndex. 5. 2
ent Al i asMappi ngldentifier.3.22 == iflndex.17
It is possible that other nappings (besides interfaces and
repeater ports) may be defined in the future, as required.

Bri dge ports are identified by exanining the Bridge MB and
appropriate ifEntries associated with each 'dot 1dBasePort’,
and are thus not represented in this table."

::={ entAliasMppingEntry 2 }

-- physical napping table
ent Physi cal Cont ai nsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent Physi cal Cont ai nsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e which exposes the container/’ containee’
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rel ati onshi ps between physical entities. This table provides
all the information found by constructing the virtua

contai nnment tree for a given entPhysical Table, but in a nore
direct format.

In the event a physical entity is contained by nore than one
ot her physical entity (e.g., double-w de nodules), this
tabl e shoul d include these additional mappings, which cannot
be represented in the entPhysical Tabl e virtual contai nnent
tree.”

::={ entityMapping 3 }

ent Physi cal Cont ai nseEntry OBJECT- TYPE

SYNTAX

Ent Physi cal Cont ai nsEnt ry

MAX- ACCESS not-accessi bl e

STATUS

current

DESCRI PTI ON

I NDEX

"A single container/’'containee’ relationship."
{ ent Physi cal | ndex, entPhysical Childl ndex }

.= { entPhysical ContainsTable 1 }

Ent Physi cal Cont ai nsEntry ::= SEQUENCE {
ent Physi cal Chi | dl ndex Physi cal | ndex

}

ent Physi cal Chi | dl ndex OBJECT- TYPE

SYNTAX Physi cal | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of entPhysicallndex for the contai ned physica
entity."

.= { entPhysical ContainsEntry 1}

-- last change tine stanmp for the whole MB
ent Last ChangeTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the tinme a conceptual rowis
created, nodified, or deleted in any of these tables:

- ent Physi cal Tabl e

- entLogi cal Tabl e

- ent LPMappi ngTabl e

- ent Al i asMappi ngTabl e

- ent Physi cal Cont ai nsTabl e
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::={ entityCGeneral 1}

-- Entity MB Trap Definitions
entityM BTr aps OBJECT | DENTI FI ER :
entityM BTrapPrefix OBJECT | DENTI FI ER ::

={ entityMB 2 }
={ entityMBTraps 0 }
ent Conf i gChange NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"An ent Confi gChange notification is generated when the val ue
of entLast ChangeTi me changes. It can be utilized by an NV5
to trigger |ogical/physical entity tabl e naintenance polls.

An agent should not generate nore than one ent Confi gChange
"notification-event’ in a given time interval (five seconds
is the suggested default). A 'notification-event’ is the
transm ssion of a single trap or informPDU to a list of
notification destinations.

I f additional configuration changes occur within the
throttling period, then notification-events for these
changes shoul d be suppressed by the agent until the current
throttling period expires. At the end of a throttling

peri od, one notification-event should be generated if any
configuration changes occurred since the start of the
throttling period. In such a case, another throttling period
is started right away.

An NMS shoul d periodically check the val ue of
ent Last ChangeTi me to detect any m ssed ent Confi gChange
notification-events, e.g., due to throttling or transm ssion
| 0ss. "

c:={ entityMBTrapPrefix 1}

-- conformance i nfornation
entityConfornance OBJECT | DENTI FI ER ::

1
—~

entityMB 3 }

{ entityConfornance 1 }
{ entityConfornance 2 }

entityConpliances OBJECT | DENTI FI ER ::
entityG oups OBJECT | DENTI FI ER :

-- conpliance statenents
entityConpliance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The conpliance statement for SNMP entities which inplenent
version 1 of the Entity MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
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entityPhysi cal G oup,
entitylLogi cal Group,
entityMappi ngG oup,
entityGeneral Goup,
entityNotificati onsG oup

}
::={ entityConpliances 1 }

entity2Conpli ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVP entities which inplenent
version 2 of the Entity MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
entityPhysi cal G oup,
entityPhysi cal 2G oup,
entityGeneral Goup,
entityNotificati onsG oup

}
GROUP entityLogi cal 2G oup
DESCRI PTI ON

"I'mpl enentation of this group is not mandatory for agents
whi ch nodel all M B object instances within a single naning
scope. "

GROUP entityMappi ngG oup

DESCRI PTI ON
"I'mpl enent ati on of the entPhysical Contai nsTable is nmandatory
for all agents. Inplenentation of the entLPMappi ngTabl e and
ent Al i asMappi ngTabl es are not nandatory for agents which
nodel all M B object instances within a single nam ng scope.

Note that the ent Ali asMappi ngTabl e may be useful for all
agents, however inplenentation of the entitylLogi cal Goup or
entitylLogical 2G oup is required to support this table."

OBJECT ent Physi cal Seri al Num

M N- ACCESS not -accessi bl e

DESCRI PTI ON
"Read and wite access is not required for agents which
cannot identify serial nunber information for physical
entities, and/or cannot provide non-volatile storage for
NVS- assi gned serial nunbers.

Wite access is not required for agents which can identify

serial nunber information for physical entities, but cannot
provi de non-vol atile storage for NMVMS-assigned serial
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nunbers.

Wite access is not required for physical entities for
physical entities for which the associ ated val ue of the
ent Physi cal | sFRU obj ect is equal to '"false(2)’."

OBJECT ent Physi cal Ali as

M N ACCESS read-only

DESCRI PTI ON
"Wite access is required only if the associated
ent Physi cal O ass value is equal to ’"chassis(3)’."

OBJECT ent Physi cal Asset | D

M N- ACCESS not -accessi bl e

DESCRI PTI ON
"Read and wite access is not required for agents which
cannot provide non-volatile storage for NV5S-assigned asset
identifiers.

Wite access is not required for physical entities for which
t he associ ated val ue of entPhysicallsFRU is equal to
"false(2)."

::={ entityConpliances 2 }

-- M B groupings
entityPhysi cal G oup OBJECT- GROUP
OBJECTS {

ent Physi cal Descr,
ent Physi cal Vendor Type,
ent Physi cal Cont ai nedl n,
ent Physi cal d ass,
ent Physi cal Par ent Rel Pos,
ent Physi cal Nane

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent
physi cal system conmponents, for which a single agent
provi des managenent infornmation."

:={ entityGoups 1}

entitylLogi cal Group OBJECT- GROUP
OBJECTS {
ent Logi cal Descr,
ent Logi cal Type,
ent Logi cal Conmuni ty,
ent Logi cal TAddr ess,
ent Logi cal TDonmi n
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}

STATUS deprecated

DESCRI PTI ON
"The collection of objects which are used to represent the
list of logical entities for which a single agent provides
managenent i nformation."

:={ entityGoups 2}

entityMappi ngG oup OBJECT- GROUP
OBJECTS {
ent LPPhysi cal | ndex,
ent Al i asMappi ngl dentifier,
ent Physi cal Chi | dl ndex

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent the
associ ations between nultiple logical entities, physical
conponents, interfaces, and port identifiers for which a
singl e agent provides nmanagenent infornmation."

:={ entityGoups 3}

entityGeneral Goup OBJECT- GROUP
OBJECTS {
ent Last ChangeTi nme

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent
general entity information for which a single agent provides
managenent information."

:={ entityGoups 4}

entityNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { ent Confi gChange }
STATUS current
DESCRI PTI ON
"The collection of notifications used to indicate Entity MB
dat a consi stency and general status information."
:={ entityGoups 5}

enti t yPhysi cal 2G oup OBJECT- GROUP
OBJECTS {
ent Physi cal Har dwar eRev,
ent Physi cal Fi r mnar eRev,
ent Physi cal Sof t war eRev,
ent Physi cal Seri al Num
ent Physi cal M gNane,
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ent Physi cal Model Nane,
ent Physi cal Al i as,

ent Physi cal Asset | D
ent Physi cal | sFRU

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent
physi cal system conponents, for which a single agent
provi des managenent information. This group augnents the
obj ects contained in the entityPhysical Goup."

;= { entityGoups 6 }

entitylogi cal 2G oup OBJECT- GROUP

OBJECTS {
ent Logi cal Descr,
ent Logi cal Type,
ent Logi cal TAddr ess,
ent Logi cal TDonwi n,
ent Logi cal Cont ext Engi nel D
ent Logi cal Cont ext Nare

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent the
list of logical entities for which a single SNW entity
provi des managenent information."

:={ entityGoups 7}

END

4.

4.

Usage Exanpl es

The followi ng sections iterate the instance values for two exanple
net wor ki ng devi ces. These exanples are kept sinple to nake them nore
under st andabl e. Auxiliary conponents, such as fans, sensors, enpty
slots, and sub-nodul es are not shown, but might be nodeled in rea

i mpl erent ati ons.

1. Router/Bridge

A router containing two slots. Each slot contains a 3 port
router/bridge nodul e. Each port is represented in the ifTable. There
are two | ogical instances of OSPF running and two | ogical bridges:

Physi cal entities -- entPhysical Tabl e:
1 Fi el d-repl aceabl e physi cal chassis:
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cal Descr.1 ==

cal Vendor Type. 1 ==
cal Contai nedln.1 ==
cald ass. 1 ==

cal Parent Rel Pos. 1 =
cal Nane.1 ==

cal Har dwar eRev. 1 ==
cal Sof t war eRev. 1 ==
cal Firmnvar eRev. 1 ==
cal Serial Num1 ==
cal MgNane.1 ==

cal Mbdel Nane. 1 ==
cal Alias.1 ==

cal AssetID. 1 ==

cal IsFRU. 1 ==

thin the chassis:
cal Descr. 2 ==

cal Vendor Type. 2 ==
cal Cont ai nedl n. 2 ==
cal d ass. 2 ==

cal Parent Rel Pos. 2 =
cal Nane. 2 ==

cal Har dwar eRev. 2 ==
cal Sof t war eRev. 2 ==
cal Fi rmnar eRev. 2 ==
cal Seri al Num 2 ==
cal M gNane. 2 ==

cal Model Nane. 2 ==
cal Alias. 2 ==

cal Asset|I D. 2 ==

cal | sFRU. 2 ==

cal Descr.3 ==

cal Vendor Type. 3 =
cal Cont ai nedl n. 3 ==
cal d ass. 3 ==

cal Parent Rel Pos. 3 =
cal Nane. 3 ==

cal Har dwar eRev. 3 ==
cal Sof t war eRev. 3 ==
cal Fi rmnvar eRev. 3 ==
cal Serial Num 3 ==
cal M gNane. 3 ==

cal Mbdel Nane. 3 ==
cal Alias. 3 ==

cal Asset| D. 3 ==

cal | sFRU. 3 ==

er man

St andards Track

"Acrre Chassi s Mbdel 100
acneProduct s. chassi sTypes. 1
0

chassi s(3)

0

' 100- A

"A(1.00.02)’

' C100076544’

" Acne’

*100’

"cl-SJ17-3-006: rackl:rtr-uU3’
' 0007372293’

true(1)

"Acne Chassis Slot Type AA
acmePr oduct s. sl ot Types. 1

1

cont ai ner (5)

1 Sl!
' B(1.00.01)’

" Acmre
1 AA!

fal se(2)

"Acme Chassis Slot Type AA
acmeProduct s. sl ot Types. 1

1

cont ai ner (5)

2

" g

"1.00.07

" Acne’
1 AAI

fal se(2)
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2 Field-repl aceabl e nodul es:
Slot 1 contains a nodule with 3 ports:

ent Physi cal Descr. 4 == " Acne Rout er-100’

ent Physi cal Vendor Type. 4 == acnePr oduct s. nodul eTypes. 14
ent Physi cal Cont ai nedl n. 4 == 2

ent Physi cal d ass. 4 == nodul e(9)

ent Physi cal Par ent Rel Pos. 4 == 1

ent Physi cal Nane. 4 == ML

ent Physi cal Har dwar eRev. 4 == "1.00.07

ent Physi cal Sof t war eRev. 4 == "1.4. 1

ent Physi cal Fi r nwar eRev. 4 == TA(L. 1)

ent Physi cal Seri al Num 4 == ' C100087363’

ent Physi cal M gNane. 4 == " Acne’

ent Physi cal Model Nane. 4 == " R100- FE’

ent Physi cal Alias. 4 == ‘rtr-U3:m: SJ17-3-eng’
ent Physi cal Asset I D. 4 == ' 0007372462’

ent Physi cal | sFRU. 4 == true(1)

ent Physi cal Descr.5 == "Acne Ethernet-100 Port’

ent Physi cal Vendor Type. 5 acneProduct s. port Types. 2

ent Physi cal Cont ai nedl n. 5 4

ent Physi cal O ass. 5 == port (10)
ent Physi cal Parent Rel Pos. 5 == 1

ent Physi cal Nane. 5 == " Pl

ent Physi cal Har dwar eRev. 5 == " 1.02)
ent Physi cal SoftwareRev. 5 == v

ent Physi cal Fi rmnareRev. 5 == 1.1

ent Physi cal Serial Num 5 == Y

ent Physi cal M gNane. 5 == Acre’

ent Physi cal Mbdel Nane. 5 == " FE- 100’
ent Physical Alias.5 == o
ent Physi cal Asset | D. 5 == o

ent Physi cal | sFRU. 5 == fal se(2)

ent Physi cal Descr. 6 == "Acme Et hernet-100 Port’
ent Physi cal Vendor Type. 6 == acnmePr oduct s. port Types. 2
ent Physi cal Cont ai nedl n. 6 == 4

ent Physi cal U ass. 6 == port (10)

ent Physi cal Par ent Rel Pos. 6 == 2

ent Physi cal Nane. 6 == ' P2’

ent Physi cal Har dwar eRev. 6 == " 1.02)°

ent Physi cal Soft war eRev. 6 == Y

ent Physi cal Fi r mnar eRev. 6 == 1.1

ent Physi cal Serial Num 6 ==
ent Physi cal M gNane. 6 == " Acrre’
ent Physi cal Mbdel Nane. 6 == " FE- 100’
ent Physical Alias. 6 == Y

ent Physi cal Asset | D. 6 == Y
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cal | sFRU. 6 ==

cal Descr.7 ==

cal Vendor Type. 7 ==
cal Contai nedln.7 ==
cal dass. 7 ==

cal Parent Rel Pos. 7 =
cal Nane. 7 ==

cal Har dwar eRev. 7 ==
cal Sof t war eRev. 7 ==
cal Firmnar eRev. 7 ==
cal Serial Num7 ==
cal MgNane. 7 ==

cal Mbdel Nane. 7 ==
cal Alias.7 ==

cal Asset| D. 7 ==

cal | sFRU. 7 ==

cal Descr. 8 ==

cal Vendor Type. 8 ==
cal Cont ai nedl n. 8 ==
cal d ass. 8 ==

cal Parent Rel Pos. 8 =
cal Nane. 8 ==

cal Har dwar eRev. 8 ==
cal Sof t wareRev. 8 ==
cal Fi rmnar eRev. 8 ==
cal Seri al Num 8 ==
cal M gNane. 8 ==

cal Mbdel Nane. 8 ==
cal Alias.8 ==

cal Asset| D. 8 ==

cal | sFRU. 8 ==

cal Descr.9 ==
cal Vendor Type. 9 ==
cal Contai nedln.9 ==

3-port nodul

fal se(2)

"Acnme Router-100 FDDI - Port’
acmeProduct s. port Types. 3

4

port (10)

3

" p3’
"B(1.03)’
'2.5.1
'2.5F

" Acne’

" FDDI - 100’

fal se(2)

e:
" Acne Rout er-100 Conm Modul e’
acneProduct s. nodul eTypes. 15
3

nmodul e(9)

1

TR

'2.01. 00

'3.0.7

"A(1. 2)°

' C100098732’

" Acne’

' c100

‘rtr-U3:n2: SJ17- 2-eng’

' 0007373982’

true(1)

"Acne Fddi - 100 Port’
acmePr oduct s. port Types. 5
8

caldass. 9 == port (10)

cal Parent Rel Pos. 9 == 1

cal Nanme. 9 == "FDDI Primary’
cal Har dwar eRev. 9 == "CC(1.07)’

cal Sof t wareRev. 9 == '2.0.34

cal Fi rmnareRev. 9 == 1.1

cal Serial Num9 == v

cal M gNane. 9 == " Acrre’

cal Mbdel Nane. 9 == " FDDI - 100’

cal Alias. 9 == v
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ent Physi cal Asset | D. 9 == v

ent Physi cal | sFRU. 9 == fal se(2)

ent Physi cal Descr. 10 == "Acme Et hernet-100 Port
ent Physi cal Vendor Type. 10 == acmePr oduct s. port Types. 2
ent Physi cal Cont ai nedl n. 10 == 8

ent Physi cal d ass. 10 == port (10)

ent Physi cal Par ent Rel Pos. 10 == 2

ent Physi cal Nane. 10 == " Et hernet A

ent Physi cal Har dwar eRev. 10 == " 1.04)°

ent Physi cal Sof t war eRev. 10 == Y

ent Physi cal Fi rmnar eRev. 10 == 1.3

ent Physi cal Seri al Num 10 == v

ent Physi cal M gNane. 10 == Acne’

ent Physi cal Mbdel Nane. 10 == " FE- 100

ent Physi cal Ali as. 10 == Y

ent Physi cal Asset I D. 10 == Y

ent Physi cal | sFRU. 10 == fal se(2)

ent Physi cal Descr. 11 == "Acne Ethernet-100 Port
ent Physi cal Vendor Type. 11 = acneProduct s. port Types. 2

ent Physi cal Cont ai nedl n. 11 == 8

ent Physi cal d ass. 11 == port (10)

ent Physi cal Par ent Rel Pos. 11 == 3

ent Physi cal Nane. 11 == "Et hernet B
ent Physi cal Har dwar eRev. 11 == " 1.04)
ent Physi cal Sof t war eRev. 11 == Y

ent Physi cal Fi r nwar eRev. 11 == 1.3

ent Physi cal Seri al Num 11 == Y

ent Physi cal M gNane. 11 == Acre’

ent Physi cal Mbdel Nane. 11 == " FE- 100
ent Physi cal Alias. 11 == v
ent Physi cal Asset I D. 11 == v
ent Physi cal | sFRU. 11 == fal se(2)

Logical entities -- entlLogical Table; no SNWPv3 support
2 OSPF instances

ent Logi cal Descr.1 == "Acnme OSPF vl1.1

ent Logi cal Type. 1 == ospf

ent Logi cal Community.1 == " public-ospfl

ent Logi cal TAddress. 1 == 124.125.126.127: 161
ent Logi cal TDomai n. 1 == snnpUDPDonai n

ent Logi cal Cont ext Engi nel D. 1 ==
ent Logi cal Cont ext Nane. 1 ==

ent Logi cal Descr. 2 == "Acme OSPF v1.7’

ent Logi cal Type. 2 == ospf

ent Logi cal Conmunity. 2 == " publ i c- ospf 2’

ent Logi cal TAddress. 2 == 124.125.126.127: 161
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ent Logi cal TDonai n. 2 == snnpUDPDonai n
ent Logi cal Cont ext Engi nel D. 2 == e
ent Logi cal Cont ext Nane. 2 ==

2 |l ogical bridges:

ent Logi cal Descr. 3 == "Acne Bridge v2.1.1
ent Logi cal Type.3 == dot 1dBri dge

ent Logi cal Community. 3 == " public-bridgel

ent Logi cal TAddress. 3 == 124.125. 126. 127: 161
ent Logi cal TDomai n. 3 == snnpUDPDonai n

ent Logi cal Cont ext Engi nel D. 3 ==
ent Logi cal Cont ext Nane. 3 ==

ent Logi cal Descr. 4 == "Acne Bridge v2.1.7
ent Logi cal Type. 4 == dot 1dBri dge

ent Logi cal Conmunity. 4 == "public-bridge2

ent Logi cal TAddress. 4 == 124.125.126.127: 161
ent Logi cal TDonmi n. 4 == snnpUDPDonai n

ent Logi cal Cont ext Engi nel D. 4 ==
ent Logi cal Cont ext Nane. 4 == v
Logi cal to Physical Mappings:
1st OSPF instance: uses nodule 1-port 1
ent LPPhysi cal | ndex. 1.5 == 5

2nd OSPF instance: uses nodule 2-port 1
ent LPPhysi cal I ndex. 2.9 == 9

1st bridge group: uses nodule 1, all ports

[ed. -- Note that these nmappings are included in the table since
another logical entity (1st OSPF) utilizes one of the

ports. If this were not the case, then a single mapping

to the nodul e (e.g., entLPPhysicallndex.3.4) would be

present instead. ]

ent LPPhysi cal | ndex. 3.5 == 5
ent LPPhysi cal | ndex. 3. 6 == 6
ent LPPhysi cal | ndex. 3.7 == 7
2nd bridge group: uses nodule 2, all ports
ent LPPhysi cal | ndex. 4.9 == 9
ent LPPhysi cal | ndex. 4. 10 == 10
ent LPPhysi cal | ndex. 4. 11 == 11

Physical to Logical to MB Alias Mappings -- entAliasMappi ngTabl e:

Exanpl e 1: iflndex values are global to all logical entities
ent Al i asMappi ngldentifier.5.0 == iflndex.1
ent Al i asMappi ngldentifier.6.0 == iflndex.2
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ent Al
ent Al
ent Al
ent Al

Exanpl e 2:
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al
ent Al

asMappi
asMappi
asMappi
asMappi
asMappi
asMappi
asMappi
asMappi
asMappi
asMappi

Entity MB (Version 2)

i flndex values are
ngl denti fi
ngl denti fi
ngl denti fi
ngl dentifi
ngl dentifi
ngl dentifi
ngl denti fi
ngl denti fi
ngl denti fi
ngl dentifi

er.
er.
er.
er.
er.
er.
er.
er.
er.
er.
er.

4.

2.

ent Al

Physi ca

asMappi
asMappi

ngl dentifi
ngl dentifi

Cont ai nment Tree --

chassis has two containers:
ent Physi cal Chi | dl ndex. 1. 2
ent Physi cal Chil dl ndex. 1. 3

contai ner 1 has a nodul e:

ent Physi cal Chi | dl ndex. 2.

cont ai ner 2 has a nodul e:

ent Physi cal Chi | dl ndex. 3.

nmodul e 1 has 3 ports

ent Physi cal Chi | dl ndex.
ent Physi cal Chi | dl ndex.
ent Physi cal Chi | dl ndex.

nodul e 2 has 3 ports

ent Physi cal Chi | dl ndex.
ent Physi cal Chi | dl ndex.
ent Physi cal Chi | dl ndex.

Repeaters

el

= o

er.

ent Physi cal Cont ai nsTabl e

asMappi ngl dentifier.7.0
asMappi ngl dentifier.9.0
asMappi ngl denti fier.
asMappi ngl denti fier.

10.
11.

WOWOWOoOwOo

n
5
5
6
6
7.
7.
9
9
1
1
1
1

0
0
1
1

0
0

WO wo

i flndex.
i flndex.
i flndex.
i flndex.

ot shared by al

i flndex.
i flndex.
i flndex.
i flndex.
i flndex.
i f1ndex.
i flndex.
i flndex.
i flndex.
i flndex.
i flndex.
i f1ndex.

2
3

~N O Ol

10
11

A 3-slot Hub with 2 backpl ane ethernet segnents.

enpty,

Note that this exanple assunes an ol der

(RFC 1516 [RFC1516])

[ RFC2108]).

McCl oghrie & Bierman
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and the renmaining slots contain ethernet

Repeat er

rat her than the new Repeater
The new version contains an object called

ook Ww

1
101
2
102
3
103
4
204
5
205
6
206

| ogi cal

Decenber

1999

entities

Slot three is

repeat er

nodul es.
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[ Page 44]



RFC 2737

rptrPortRptrid ,

gr oupi ngs,

Physical entities --
1 Fi el d-repl aceabl e physi cal

ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi

Entity MB (Version 2) Decenber 1999

whi ch should be used to identify repeater port

rather than with comunity strings or contexts.

cal Descr.1 ==

cal Vendor Type. 1 ==
cal Contai nedln.1 ==
caldass. 1 ==

cal Parent Rel Pos. 1 =
cal Nane. 1 ==

cal Har dwar eRev. 1 ==
cal Sof t wareRev. 1 ==
cal Firmnvar eRev. 1 ==
cal Serial Num1 ==
cal MgNane.1 ==

cal Model Nane. 1 ==
cal Alias.1 ==

cal Asset|ID. 1 ==
cal I sFRU. 1 ==

2 Chassi s Ethernet Backpl anes:

ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi

ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi
ent Physi

McCl oghrie & Bierman

cal Descr. 2 ==

cal Vendor Type. 2 ==
cal Contai nedln. 2 ==
cal d ass. 2 ==

cal Par ent Rel Pos. 2
cal Nane. 2 ==

cal Har dwar eRev. 2
cal Sof t war eRev. 2
cal Fi r mnar eRev. 2
cal Serial Num 2 ==
cal M gNane. 2 ==
cal Model Nane. 2 ==
cal Alias. 2 ==

cal Asset|I D. 2 ==
cal | sFRU. 2 ==

cal Descr. 3 ==

cal Vendor Type. 3
cal Cont ai nedl n. 3
cal d ass. 3 ==

cal Par ent Rel Pos. 3

ent Physi cal Tabl e:
chassi s:

"Acne Chassi s Mdel 110
acmePr oduct s. chassi sTypes. 2
0

chassi s(3)

0

'110-B

"A(1.02.00)’

' C100079294’

" Acne’

'110°

" bl dg09: fl oor 1: rptr18: 0067eea0229f’
' 0007386327’

true(1)

"Acme Et hernet Backpl ane Type A
acnmePr oduct s. backpl aneTypes. 1

1

backpl ane(4)

1

L Bl!
' A(2.04.01)"

" Acne’
' BK- A

fal se(2)

"Acme Ethernet Backpl ane Type A
acnePr oduct s. backpl aneTypes. 1

1

backpl ane(4)

2

cal Nane. 3 == ' B2’
cal Har dwar eRev. 3 == "A(2.04.01)°
cal Sof t war eRev. 3 == e
cal Fi rmnar eRev. 3 == T
cal Seri al Num 3 == e
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ent Physi cal M gNane. 3 == " Acne’
ent Physi cal Mbdel Nane. 3 == " BK- A
ent Physi cal Alias. 3 == Y
ent Physi cal Asset I D. 3 == Y
ent Physi cal | sFRU. 3 == fal se(2)
3 slots within the chassis:
ent Physi cal Descr. 4 == "Acme Hub Sl ot Type RB
ent Physi cal Vendor Type. 4 == acneProducts. sl ot Types. 5
ent Physi cal Cont ai nedl n. 4 == 1
ent Physi cal d ass. 4 == cont ai ner (5)
ent Physi cal Par ent Rel Pos. 4 == 1
ent Physi cal Nane. 4 == "Slot 1
ent Physi cal Har dwar eRev. 4 == "B(1.00.03)’
ent Physi cal Sof t war eRev. 4 == v
ent Physi cal Fi r mnar eRev. 4 == Y
ent Physi cal Seri al Num 4 == Y
ent Physi cal M gNane. 4 == " Acne’
ent Physi cal Mbdel Nane. 4 == " RB’
ent Physi cal Alias. 4 == Y
ent Physi cal Asset | D. 4 == v
ent Physi cal | sFRU. 4 == fal se(2)
ent Physi cal Descr.5 == "Acne Hub Slot Type RB
ent Physi cal Vendor Type. 5 == acmePr oduct s. sl ot Types. 5
ent Physi cal Cont ai nedln.5 == 1
ent Physi cal O ass. 5 == cont ai ner (5)
ent Physi cal Parent Rel Pos. 5 == 2
ent Physi cal Nane. 5 == "Slot 2
ent Physi cal Har dwar eRev. 5 "B(1.00.03)

ent Physi cal Sof t war eRev. 5 '
ent Physi cal Fi r mnar eRev. 5 ’
ent Physi cal Serial Num5 == '
ent Physi cal M gNane. 5 == " Acrre’

ent Physi cal Mbdel Nane. 5 == RB’

ent Physical Alias.5 == '

ent Physi cal Asset | D. 5 == '

ent Physi cal | sFRU. 5 == fal se(2)

ent Physi cal Descr. 6 == "Acme Hub Sl ot Type RB

ent Physi cal Vendor Type. 6 acmeProduct s. sl ot Types. 5

ent Physi cal Cont ai nedl n. 6 1

ent Physi cal U ass. 6 == cont ai ner (5)
ent Physi cal Par ent Rel Pos. 6 ==

ent Physi cal Nane. 6 == "Slot 3

ent Physi cal Har dwar eRev. 6 == "B(1.00.03)’

ent Physi cal Sof t war eRev. 6 ==
ent Physi cal Fi r mnar eRev. 6 ==
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ent Physi cal Seri al Num 6 == '
ent Physi cal M gNane. 6 == " Acne’
ent Physi cal Mbdel Nane. 6 == " RB’
ent Physical Alias. 6 == Y
ent Physi cal Asset I D. 6 == Y

ent Physi cal | sFRU. 6 == fal se(2)
Slot 1 contains a plug-in nodule with 4 10-BaseT ports:
ent Physi cal Descr.7 == "Acnme 10Base-T Module 114’
ent Physi cal Vendor Type. 7 == acmePr oduct s. nodul eTypes. 32
ent Physi cal Containedln.7 == 4
ent Physi cal d ass. 7 == nodul e(9)
ent Physi cal Parent Rel Pos. 7 == 1
ent Physi cal Nane. 7 == ML
ent Physi cal Har dwar eRev. 7 == "A(1.02.01)’
ent Physi cal Sof t wareRev. 7 == "1.7.2
ent Physi cal Fi rnnwareRev. 7 == "A(L.5)’
ent Physi cal Serial Num 7 == ' C100096244’
ent Physi cal M gNane. 7 == " Acne’
ent Physi cal Mbdel Nane. 7 = 114
ent Physi cal Alias. 7 == " bl dg09: f 1 oor 1: eng’
ent Physi cal Asset I D. 7 == ' 0007962951’
ent Physi cal | sFRU. 7 == true(1)
ent Physi cal Descr. 8 == "Acne 10Base-T Port RB
ent Physi cal Vendor Type. 8 == acmePr oduct s. port Types. 10
ent Physi cal Containedln.8 == 7
ent Physi cal U ass. 8 == port (10)
ent Physi cal Par ent Rel Pos. 8 == 1
ent Physi cal Nane. 8 == "Et hernet - A
ent Physi cal Har dwar eRev. 8 == "A(1. 04F)’
ent Physi cal Sof t war eRev. 8 == v
ent Physi cal Fi rmwar eRev. 8 == 1.4

ent Physi cal Seri al Num 8 ==
ent Physi cal M gNane. 8 == " Acrre’
ent Physi cal Mbdel Nane. 8 == " RB’
ent Physical Alias. 8 == v
ent Physi cal Asset | D. 8 == v

ent Physi cal | sFRU. 8 == fal se(2)

ent Physi cal Descr.9 == "Acme 10Base-T Port RB
ent Physi cal Vendor Type. 9 == acnmePr oduct s. port Types. 10
ent Physi cal Cont ai nedln. 9 == 7

ent Physi cal O ass. 9 == port (10)

ent Physi cal Par ent Rel Pos. 9 == 2

ent Physi cal Nane. 9 == " Et hernet-B

ent Physi cal Har dwar eRev. 9 == "A(1. 04F)’

ent Physi cal Sof t war eRev. 9 ==
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ent Physi cal Fi rmnar eRev. 9 == 1.4
ent Physi cal Serial Num 9 == v
ent Physi cal M gNane. 9 == " Ace
ent Physi cal Mbdel Nane. 9 = " RB’
ent Physical Alias. 9 == Y
ent Physi cal Asset | D. 9 == Y
ent Physi cal | sFRU. 9 == fal se(2)
ent Physi cal Descr. 10 == "Acme 10Base-T Port RB
ent Physi cal Vendor Type. 10 == acnePr oduct s. port Types. 10
ent Physi cal Cont ai nedl n. 10 == 7
ent Physi cal d ass. 10 == port (10)
ent Physi cal Parent Rel Pos. 10 == 3
ent Physi cal Nane. 10 == "Et hernet-C
ent Physi cal Hardwar eRev. 10 == ' B(1.02.07)’
ent Physi cal Sof t war eRev. 10 == Y
ent Physi cal Fi r nwar eRev. 10 == 1.4
ent Physi cal Seri al Num 10 == Y
ent Physi cal M gNane. 10 == " Acne’
ent Physi cal Mbdel Nane. 10 == " RB’
ent Physi cal Alias. 10 == Y
ent Physi cal Asset I D. 10 == Y
ent Physi cal | sFRU. 10 == fal se(2)
ent Physi cal Descr. 11 == "Acne 10Base-T Port RB
ent Physi cal Vendor Type. 11 == acmePr oduct s. port Types. 10
ent Physi cal Contai nedln. 11 == 7
ent Physi cal d ass. 11 == port (10)
ent Physi cal Parent Rel Pos. 11 == 4
ent Physi cal Nane. 11 == "Et hernet-D
ent Physi cal Har dwar eRev. 11 == "B(1.02.07)’
ent Physi cal Sof t wareRev. 11 == "’
ent Physi cal Fi r nwar eRev. 11 == 1.4
ent Physi cal Seri al Num 11 == Y
ent Physi cal M gNane. 11 == " Acrre’
ent Physi cal Mbdel Nane. 11 == " RB’
ent Physi cal Alias. 11 == v
ent Physi cal Asset | D. 11 == Y
ent Physi cal | sFRU. 11 == fal se(2)

Slot 2 contains another ethernet nodule with 2 ports.

ent Physi cal Descr. 12 == "Acne 10Base-T Modul e Model 4
ent Physi cal Vendor Type. 12 == acnmePr oduct s. nodul eTypes. 30
ent Physi cal Cont ai nedl n. 12 = 5
ent Physi cal d ass. 12 == nmodul e(9)
ent Physi cal Parent Rel Pos. 12 == 1
ent Physi cal Nane. 12 == "4
ent Physi cal Har dwar eRev. 12 == "A(1.01.07)’
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ent Physi cal Soft war eRev. 12 ==
ent Physi cal Fi rmwar eRev. 12 ==
ent Physi cal Seri al Num 12 ==
ent Physi cal M gNane. 12 ==

ent Physi cal Mbdel Nane. 12 ==
ent Physi cal Alias. 12 ==

ent Physi cal Asset I D. 12 ==

ent Physi cal | sFRU. 12 ==

ent Physi cal Descr. 13 ==

ent Physi cal Vendor Type. 13 ==
ent Physi cal Cont ai nedl n. 13 ==
ent Physi cal d ass. 13 ==

ent Physi cal Par ent Rel Pos. 13 =
ent Physi cal Nane. 13 ==

ent Physi cal Har dwar eRev. 13
ent Physi cal Sof t war eRev. 13
ent Physi cal Fi r mnar eRev. 13
ent Physi cal Seri al Num 13 ==
ent Physi cal M gNane. 13 ==
ent Physi cal Mbdel Nane. 13 ==
ent Physi cal Ali as. 13 ==

ent Physi cal Asset I D. 13 ==
ent Physi cal | sFRU. 13 ==

ent Physi cal Descr. 14 ==

ent Physi cal Vendor Type. 14
ent Physi cal Cont ai nedl n. 14
ent Physi cal d ass. 14 ==

ent Physi cal Par ent Rel Pos. 14
ent Physi cal Nane. 14 ==

ent Physi cal Har dwar eRev. 14 ==
ent Physi cal Sof t war eRev. 14 ==
ent Physi cal Fi r mwar eRev. 14 ==
ent Physi cal Seri al Num 14 ==
ent Physi cal M gNane. 14 ==

ent Physi cal Mbdel Nane. 14 ==
ent Physi cal Ali as. 14 ==

ent Physi cal Asset I D. 14 ==

ent Physi cal | sFRU. 14 ==

Logical entities --

Entity MB (Version 2)

"1.8. 4

"A(L.8)°

' C100102384’

" Acne’

e

" bl dg09: f1 oor 1: devt est’
0007968462’

true(1)

"Acne 802.3 AU Port’
acmeProduct s. port Types. 11
12

port (10)

1

CAUL
' A(1. 06F)’

1.5
" Acne’

fal se(2)

"Acne 10Base-T Port RD
acnePr oduct s. port Types. 14
12

port (10)

2

1 E2!
' B(1.01. 02)"
2.1

" Acne’

fal se(2)

ent Logi cal Tabl e; with SNWPv3 support

Repeater 1--conprised of any ports attached to backplane 1

ent Logi cal Descr.1 ==
ent Logi cal Type.1 ==
ent Logi cal Conmunity. 1
ent Logi cal TAddress. 1 ==
ent Logi cal TDonai n. 1 ==

McCl oghrie & Bierman

"Acne repeater v3.1
snnpDot 3Rpt r Myt
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ent Logi cal Cont ext Engi nel D
ent Logi cal Cont ext Nane.

M B (Version 2)

1 == ' 80000777017c

"repeaterl’

Dece

7d7e7f’ H

Repeater 2--conprised of any ports attached to backpl ane 2:

cal Descr. 2
cal Type. 2
cal Community. 2
cal TAddress. 2
cal TDomai n. 2
cal Cont ext Engi nel D
cal Cont ext Nane.

ent Logi
ent Logi
ent Logi
ent Logi
ent Logi
ent Logi
ent Logi

Logi cal to Physical Mappings --

repeaterl uses backpl ane 1, sl
[ ed. Note that a mapping to

"Acne repeate

r v3. r’

snnpDot 3Rpt r Myt
"public-repeater?2

124.125.126. 1
snnpUDPDonai n
' 80000777017c
"repeater?2’

ent LPMappi ngTabl e:

ot l-ports 1 & 2,
the nodul e is not

27:161

7d7e7f" H

slot 2-port 1
i ncl uded,

since in this exanple represents a port-sw tchable hub

Even though all
sane repeater as a matter of

configuration, the

ports on the nodule could belong to the

LP port

mappi ngs shoul d not be replaced dynanically with a single

mappi ng for the nodule (e.qg.
If all

ent LPPhysi cal | nde

X.1.7).

nmber 1999

ports on the nodul e shared a single backpl ane connection

then a single mapping for the nodul e woul d be nore appropriate. ]

ent LPPhysi cal | ndex. 1.2 ==
ent LPPhysi cal I ndex. 1. 8 ==
ent LPPhysi cal I ndex. 1.9 ==
ent LPPhysi cal | ndex. 1. 13 ==

repeat er2 uses backpl ane 2, sl

= O 00N

3

ot 1-ports 3 & 4,

slot 2-port 2

NNEREREE
NP A WN R

ent LPPhysi cal | ndex. 2. 3 == 3
ent LPPhysi cal | ndex. 2. 10 == 10
ent LPPhysi cal | ndex. 2. 11 == 11
ent LPPhysi cal | ndex. 2. 14 == 14
Physical to Logical to MB Alias Mappings -- entAliasMappi ngTabl e:
Repeater Port ldentifier values are shared by both repeaters:
ent Al i asMappi ngl dentifier.8.0 == r pt r Port Gr oupl ndex.
ent Al i asMappi ngl dentifier.9.0 == r pt r Port Groupl ndex.
ent Al i asMappi ngl dentifier.10.0 == r pt r Port Groupl ndex.
ent Al i asMappi ngldentifier.11.0 == r pt r Port G oupl ndex.
ent Al i asMappi ngldentifier.13.0 == r pt r Port Gr oupl ndex.
ent Al i asMappi ngldentifier.14.0 == r pt r Port Gr oupl ndex.
Physi cal Contai nnent Tree -- entPhysical ContainsTabl e

chassi s has two backpl anes and three contai ners:

ent Physi cal Chi | dl ndex. 1. 2
ent Physi cal Chi |l dl ndex. 1. 3

McCl oghrie & Bierman
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5.

7.

ent Physi cal Childlndex. 1.4 == 4

ent Physi cal Chi | dl ndex. 1.5 == 5

ent Physi cal Chi | dl ndex. 1.6 == 6
contai ner 1 has a nodul e:

ent Physi cal Chil dl ndex. 4.7 == 7
contai ner 2 has a nodul e

ent Physi cal Chil dl ndex.5.12 == 12
[ed. - in this exanple, container 3 is enpty.]
nodul e 1 has 4 ports

ent Physi cal Chi | dl ndex. 7.8 == 8

ent Physi cal Chi | dl ndex. 7.9 == 9

ent Physi cal Chil dl ndex. 7.10 == 10

ent Physi cal Chil dl ndex. 7.11 == 11

nodul e 2 has 2 ports
ent Physi cal Chi | dl ndex. 12. 13 == 13
ent Physi cal Chi | dl ndex. 12. 14 == 14

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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Consi der ati ons

a nunber of nanagenent objects defined in this MB that

have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi t hout proper protection can have a negative effect on
net wor k operati ons.

There are
sensitive

a nunber of nmanaged objects in this MB that may contain
i nformation. These are:
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ent Physi cal Descr

ent Physi cal Vendor Type
ent Physi cal Har dwar eRev
ent Physi cal Fi r nwar eRev
ent Physi cal Sof t war eRev
ent Physi cal Seri al Num
ent Physi cal M gNane

ent Physi cal Model Nane

These obj ects expose informati on about the physical entities within a
managed system which may be used to identify the vendor, nodel, and
version informati on of each system conponent.

ent Physi cal Asset | D

This object can allow asset identifiers for various system conponents
to be exposed, in the event this MB object is actually configured by
an NVS application

ent Logi cal Descr
ent Logi cal Type

These obj ects expose the type of logical entities present in the
managed system

ent Logi cal Communi ty

Thi s obj ect exposes conmunity nanes associated with particul ar
| ogical entites within the system

ent Logi cal TAddr ess
ent Logi cal TDonai n

These obj ects expose network addresses that can be used to
communi cate with an SNVMP agent on behalf of particular |ogica
entities within the system

ent Logi cal Cont ext Engi nel D
ent Logi cal Cont ext Nane

These objects identify the authoritati ve SNVP engi ne that contains
i nformati on on behal f of particular logical entities within the
system

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the val ues of these object when sending them
over the network via SNMP. Not all versions of SNWP provide features
for such a secure environnent.
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12.

SNMPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CET/ SET (read/ change/create/delete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [ RFC2575] is reconmmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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