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Abstract

This meno describes a syntax for enbedding S-HTTP negoti ati on
paraneters in HTM. docunents. S-HTTP, as described by RFC 2660
contai ns the concept of negotiation headers which reflect the
potential receiver of a nessage’s preferences as to which crypto-
graphi ¢ enhancenents should be applied to the nmessage. This docunent
descri bes a syntax for binding these negotiation paraneters to HTM
anchors.

1. Introduction

2. Anchor Attributes

We define the foll owi ng new anchor (and form subnission) attributes:
DN -- The distingui shed nane of the principal for whomthe
request shoul d be encrypted when dereferencing the anchor’s url
This need not be specified, but failure to do so runs the risk
that the client will be unable to determ ne the DN and therefore
will be unable to encrypt. This should be specified in the form
of RFC1485, using SGWL. quoting conventions as needed.
NONCE -- A free-format string (appropriately SGW quoted) which
is to be included in a SHTITP-Nonce: header (after SGWL quoting
is renoved) when the anchor is dereferenced.

CRYPTOPTS -- Cryptographic option information as described in
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[ SHTTP]. Specifically, the <cryptopt-1list> production.
2.1. CERTS El enent

A new CERTS HTM. el enent is defined, which carries a (not necessarily
rel ated) group of certificates provided as advisory data. The el enent
contents are not intended to be displayed to the user. Certificate
groups may be provided appropriate for either PEM or PKCS-7

i mpl enent ati ons. Such certificates are supplied in the HTML docunent
for the conveni ence of the recipient, who m ght otherwi se be unable
to retrieve the certificate (chain) corresponding to a DN specified
in an anchor.

The format should be the same as that of the 'Certificate-Info’
header line, of [SHTTP] except that the <Cert-Fnt> specifier should
be provided as the FMI attribute in the tag.

Multiple CERTS elenents are permitted; it is suggested that CERTS

el enments thensel ves be included in the HTM. docunment’s HEAD el enent
(in the hope that the data will not be displayed by S-HTTP oblivious
but HTML conpliant browsers.)

2.2. CRYPTOPTS El enent

Cryptopts nmay al so be broken out into an elenent and referred to in
anchors by nanme. The NAME attribute specifies the name by which this
el ement rmay be referred to in a CRYPTOPTS attribute in an anchor.
Names must have a # as the |eading character.

2.3. HTM. Exanple

An exanpl e of cryptographi c data enbedded in an anchor, proceeded by
a certificate group is provided bel ow. Note the SGWL quoting syntax
used to supply enbedded quotati on marks.

<CERTS FMI=PKCS- 7>

M AGCSqGSI b3DQEHAqCAM ACAQEXADCABgkghki GOw0BBWEAAKCAM

| 1 Br TCCAUk CAgC2MAOGCSqGSI b3DQEBAgUAMEOX Cz AJBgNVBAYTAI VTMSAWH
g YDVQQKEXdSUOEgRGFOYSBTZWN1cm 0eSwgSWhj Lj Ec MBoGALUECX MTUGVY ¢
29uYSBDZXJ 0aWZpY2F0ZTAe Fw05NDAO MDk wivDUWVE da FwO5NDA4 VDI x ODMAN
TdaMccxCz AJBgNVBAYTAI VTMSAWHG YDVQQKEXdSUOEgRGFOYSBTZWNLc i Oe
SwgSWbj Lj Ec MBoGALTUECX MTUGVY ¢c29uYSBDZXJ0aWZpY2FOZTEYMBYGALUEA
X MPU2VOZWWH QXNOc mBub2 15 MFwwDQYJ Ko ZI hv c NAQEBBQADSWAWSAJ BAMY 8Q
Cc W/ RM B4s Td@BNnb2DFmI mnkWh+el +Ndeand DEI X/ qwanm QudxN 1Ff epf JNx
zPvAOO MKhy6+bkr | y MEUSCAWEAATANBgk ghki GOWOBAQ FAANPAAYN7j Dgi

r hil LAwnP8nGzUi sGSpsFsF4/ 7z2P2wgne6(k8Cg/ Dst u3RyaN78vAMGP8d8
2H5+Ndf hi 2mRp4YH GHz OHI K6VbPf nyv S2wdj CCAc cwggFRAgUCQAAAFDANB
gkghki GOWOBAQ FADBf MQs wCQYDVQQGEW] VUz EgVB4 GALUEChMXUI NBI ERhd
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CEgU2Vj dXJpdHks| El uYy4xLj AsBgNVBAs TJUxvdyBBc3NLlcnfFuY2Ug@Vyd
A maWNhdd vbi BBdXRob3J pdHkwHhc NOTQMVIT A3 MDAWVDAWMh ¢ NOT YWMTA3M
j MLOTUSW BNMQs wCQYDVQQGEWJI VUz Eg VB4 GA1LUEChMXU NBI ERhdGEgU2Vj d
XJpdHks| El uYy4xHDAaBgNVBAs TEL1BI cnNvbnEg@VydGE maVIWhdGuwa TANB
gkghki GOWOBAQEFAANYADBVAk4GqghQDa9Xi / 2zAdYEqJVI cYhl LN1Fpl 9t X
QLnb6zZ39PYXK8Uhoj OEs 7k\WRv8hC04v gk OKwndWhz Vt voHQOTP8NCOkkuBi +A
QugFoRcgOUCAWEAATANBgk ghki GOWOBAQ FAANhAD/ 5Uo7xDdp490ZnmdGoNe
PhZcW.e+noj LvHXWAU/ CBkwWf cR+FSf 4hQBeFulAj Yv6Wyf 430Xe9Et 5+ gnM
Ti q4Lnwg TdA8XxQX4el Jz9Qz QbkE3XVQ VAt CFcmi i n8ORBSAAAMYAAAAAAA
AAAAA==

</ CERTS>

<A nane=f oobar

DN="CN=Set ec Astronomny, OU=Persona Certificate,

O=&quot ; RSA Data Security, Inc.&quot;, C=US"
CRYPTOPTS="SHTTP- Pri vacy- Enhancenents: recv-refused=encrypt;
SHTTP- Si gnat ure- Al gori thms: recv-required=N ST- DSS"
HREF="shtt p://research. nsa. gov/ ski pj ack- hol es. ht m ">
Don’t read this. </ A>

3. Security Considerations

This entire docunent is about security.
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6. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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