Net wor k Wor ki ng Group D. Hamilton
Request for Comments: 2641 D. Ruffen
Cat egory: | nformational Cabl etron Systens | ncorporated

August 1999

Cabl etron’s M anHel Il o Protocol Specification
Version 4
Status of this Meno
This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.
Copyright Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
Abstract
The Ml anHell o protocol is part of the InterSwitch Message Protocol
(1 SMP) which provides interswitch conmuni cati on between switches
runni ng Cabl etron’s SecureFast VLAN (SFVLAN) product. Switches use
the Ml anHell o protocol to discover their neighboring swtches and

establish the topol ogy of the switch fabric.

Tabl e of Contents

1. Introduction......... ... . . i, 2
1.1 Data Conventions. ....... ... ... 2
2. MlanHel l o Protocol Operational Overview. .......... 2
2.1 Neighbor Discovery.......... ..., 2
2.2 Port States........ ... 3
2.3 Topology Events.......... ... .. .. 5
2 I o =Y = 9
3. InterSwitch Message Protocol ...................... 9
3.1 Frame Header........ ... .. . . . i 10
3.2 I SMP Packet Header............. .. ... .. ... ..... 11
3.3 ISWMP Message Body.............. ... ... ... ... .. 12
4. Interswitch Keepalive Message..................... 13
5. Security Considerations........................... 16
6. References....... .. .. . . . .. e 16
7. Authors’ Addresses.............. ... 16
8. Full Copyright Statement.......................... 17

Hami I ton & Ruffen I nf or mat i onal [ Page 1]



RFC 2641 Cabletron’s VlanHell o Protocol Version 4 August 1999

1

I ntroduction

This neno is being distributed to menbers of the Internet comunity
in order to solicit reactions to the proposal s contained herein.
VWil e the specification discussed here may not be directly rel evant
to the research problens of the Internet, it nay be of interest to
researchers and i npl enenters

1.1 Data Conventions

2.

The met hods used in this meno to describe and picture data adhere to
the standards of Internet Protocol docunentation [RFCL700], in
particul ar:

The convention in the docunentation of Internet Protocols is to
express nunbers in decimal and to picture data in "big-endian”
order. That is, fields are described left to right, with the nost
significant octet on the left and the | east significant octet on
the right.

The order of transnission of the header and data described in this
docunent is resolved to the octet level. \Whenever a di agram shows
a group of octets, the order of transm ssion of those octets is
the nornmal order in which they are read in English

Whenever an octet represents a nuneric quantity the left nost bit
in the diagramis the high order or nost significant bit. That
is, the bit labeled 0 is the npbst significant bit.

Simlarly, whenever a nulti-octet field represents a nuneric
quantity the left nost bit of the whole field is the nost
significant bit. Wen a nulti-octet quantity is transnmtted the
nost significant octet is transmitted first.

VI anHel I o Protocol Operational Overview

Swi tches use the VlianHell o protocol to detect their neighboring
swi tches and establish the topol ogy of the switch fabric.

2.1 Nei ghbor Discovery

At initialization, each switch sends an Interswitch Keepalive nessage
out all local ports except those which have been preconfigured such
that they cannot be Network ports (see Section 2.2). Then, as each
swi tch discovers its neighboring switches via incoming Interswtch
Keepal i ve nessages, it notifies its |local topology services (see
Section 2.3), which then build the topology tables for the swtching
fabric.
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Each switch continues to send Interswitch Keepalive nessages at

regular intervals (currently 5 seconds). |If a switch has not heard
fromone of its neighbors for sone predeternined interval (see
Section 2.4), notification is sent to all interested services and the

nei ghboring switch is renoved fromthe topol ogy table.
Interswitch Keepalive nessages are described in Section 4.
2.2 Port States

Each port on a switch can be in one of several different states.
These states are listed below Figure 1 shows how the port state
changes within the VlanHell o protocol.

o Unknown. This is the default state of all ports at
initialization.

0 Network. A port is deened a Network port when the switch has
received an Intersw tch Keepalive nessage over the port from one
of its neighbor switches. A transition to this state triggers a
Nei ghbor Found event, notifying the |local topology servers that
the interface is functioning and a 2-way conversation has been
est abli shed with the nei ghbor.

When the last switch is lost on a Network port, the state of the
switch reverts to either Network Only (see next state) or to
Unknown, and a Nei ghbor Lost event is triggered, notifying the

| ocal topology servers that the interface is no | onger
operational .

0 Network Only. Certain types of port interfaces are incapable of
accessi ng user endstations and can only be used to access other
switches. Such ports are deenmed Network Only ports. |If the |ast
switch is lost froma port that has already been deemed a Network
port, the VlanHello protocol checks the condition of the port
interface. |If it is the type of interface that can only be used
to access other switches, the state of the port is set to Network
Only. Oherwise, it reverts to Unknown.

o Standby. A port is deened a Standby port under the follow ng
condi tions:
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o The neighbor switch on the port has a higher |evel of
functionality and it has determined that the local switch is
i nconpatible with that functionality. In this circunstance,
the MAC entry for the local switch in the Interswitch Keepalive
message recei ved fromthe nei ghbor contains an assigned status
of I nconpati bl e.

o The list of MAC entries in the Interswitch Keepalive nessage
received fromthe nei ghbor switch does not contain an entry for

the local switch. In this circunstance, the local switch
assunes that conmmunication with its neighbor will be one-way
only.

The WVl anHel l o protocol continues to listen for Interswitch
Keepal i ve nessages on a Standby port, but does not transmit any
Interswitch Keepalive nmessages over the port. |If a nessage is
recei ved that renoves the condition under which the port state was
set to Standby, the state of the port is set to Network.

0 Going to Access. Wien any packet other than an Interswtch
Keepal i ve nmessage is received over an Unknown port, the state of
the port is changed to Going to Access and a tiner is activated.
If the timer expires without an Interswitch Keepalive nmessage
bei ng received over the port, the port state changes to Access.

0 Access. A port is deened an Access port when any packet other
than an Intersw tch Keepalive nmessage has been received over the
port and the Going to Access tiner has expired. A port can also
be admi nistratively designated an Access "control"” port, neaning
the port is to remain an Access port, regardl ess of the type of
nmessages that are received on it. Interswitch Keepalive nessages
are not sent over Access control ports.

Three other types of ports are recognized: the host managenent port,
host data port, and host control port. These ports are designated at
initialization and are used to access the host CPU. Interswitch
Keepal i ve nessages are not sent over these ports.
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Figure 1: Port State Machine

2.3 Topol ogy Events

When the VlanHel |l o protoco

di scovers new i nformati on about the

status of one of

its network ports,

it notifies its |loca

t opol ogy

service center so that

topol ogy tables for the switch fabric.

formof a system event,

the service center can build or nodify the
This notification takes the
described in a structure known as a topol ogy

relay structure. These structures are linked in a first-in/first-out
(FI FO queue and processed by the topol ogy servers in the order in
whi ch they were received.
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A topology relay structure typically contains information from
Interswitch Keepalive nessages received on the specified port, as
shown bel ow.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

00 | Event |
i T i i o e e e e e e et i S S S R R SR
04 | Delta options mask |
B T e o i S I i i S S N iy St S I S S
08 | Current options nask |
e e i i e e S S S e
12 | Port number |

B e e i o e S e e i S S T e R i ik T TR o S S S e
16
Port nei ghbor switch identifier

B D S S i S S
| Port neighbor |P address ...
e T e et b e o i e e i i S RN N
Port nei ghbor | P address |
+oh- ot oo oo -+ +-+-+-+-+ Nei ghbor chassis MAC addr

28

32

— +— +— +— +—

36 Nei ghbor chassi s | P address |
T i S T S T ik i S S S
Nei ghbor functional |evel |

B i T o S o i S S i s S S S S S S
Topol ogy agent |

T Sl S s S S e Sty S SR S S -
Next event |

T i S T i S i cih S SR SR

40
44

|
+
|
+
|
+-
|
+-
|
R o T S T T i T S e T it S S S S
|
+-
|
+-
|
+-
48 |
+-

Event

This 4-octet field contains the nunber of the event.
Valid values are as foll ows:

1 A new nei ghbor switch was discovered on the
specified port.

2 The nei ghbor switch has gained the feature(s)
specified in the Delta options nask.

3 The nei ghbor switch has |ost the feature(s)
specified in the Delta options mask.

4 The nei ghbor switch has tinmed out and is presuned
down.

5 The specified port is down.
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The nei ghbor switch has been previously seen on a
different port. The specified port is the
previous port.

The specified port is being reassigned to another
topol ogy agent. Event is generated by the current
(ol d) agent.

The port is looped -- that is, the Keepalive
message was generated by the receiving switch

The port is crossed -- that is, a Keepalive nessage
was received on a port not owned by this topol ogy
agent.

The nei ghbor switch’s functional |evel has changed.
The nei ghbor switch is running an inconpatible
versi on of the protocol

Two-way conmuni cation with the nei ghbor switch has
been | ost.

The nei ghbor switch’s Keepal i ve nessage sequence
nunber has been reset, indicating the switch

itself has been reset.

Delta options mask

This 4-octet field contains a bit map specifying the feature(s)
gai ned or |l ost by the neighbor switch (events 2 and 3 only).
Valid values are as specified for the next field, Current options

mask.

Current options mask

This 4-octet field contains a bit map specifying the features of
t he nei ghbor switch. Bit assignnents are as foll ows:

(unused)

The switch is a VLAN switch.

The switch has link state capability.

The switch has | oop-free flood path capability.

The switch has resolve capability.

(unused)

The switch has tag-based flood capability.

The switch has tap capability.

The switch has nessage connection capability.

The switch has redundant access capability.

The switch is an isolated switch

The switch is an uplink. (SFVLAN V1.8 only)

The switch is an uplink to core. (SFVLAN V1.8 only)
The port is an uplink port. (SFVLAN V1.8 only)

The port is an uplink flood port. (SFVLAN V1.8 only)
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Port nunber

This 4-octet field contains the |ogical nunber of the |ocal port
for which the event was generat ed.

Port nei ghbor switch identifier
This 10-octet field contains the internal identifier of the
nei ghbor switch discovered on the port. The identifier consists
of the 6-octet physical (MAC) address of the nei ghbor switch,
foll owed by the 4-octet |ogical port number (local to the nei ghbor
swi tch) on which the nei ghbor was di scovered.

Port nei ghbor | P address

This 4-octet field contains the Internet Protocol (IP) address of
t he nei ghbor swi tch.

Nei ghbor chassi s MAC address

This 6-octet field contains the physical (MAC) address of the
chassi s of the neighbor swtch.

Nei ghbor chassis | P address

This 4-octet field contains the Internet Protocol (IP) address of
the chassis of the neighbor switch

Nei ghbor functional |eve

This 4-octet field contains the functional |evel of the nei ghbor
switch, as determined by the version |level of the SecureFast VLAN
sof tware under which this switch is operating. Valid values are
as foll ows:

1 The switch is running a version of SFVLAN prior to Version 1.8.
2 The switch is running SFVLAN Version 1.8 or greater

Topol ogy agent
This 4-octet field contains a pointer to the topol ogy agent that
generated the event. The pointer here can reference any of the

topol ogy agents that send Interswitch Keepalive nessages -- that
is, any agent running the VWl anHell o protocol
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Next event

This 4-octet field contains a pointer to the next event relay
structure in the list.

2.4 Tinmers
The Ml anHel | o protocol uses three tiners.

0 Send Hello timer. The Send Hello tinmer is used to control the
interval at which Interswitch Keepalive nessages are sent.

0 Aging timer. The Aging Timer is used to detect when comuni cation
with a neighboring switch has been | ost.

0 Coing to Access tinmer. The Going to Access timer is used to
synchroni ze the transition of a port state to Access and prevent a
port from being prenmaturely designation as an Access port during

network initialization. |f an Unknown port receives any packet
other than an Interswitch Keepalive nessage, the port state is set
to Going To Access. |If the switch receives an Interswitch

Keepal i ve nessage over that port before the timer expires, the
port state is changed to Network. O herw se, when the tinmer
expires, the port state is changed to Access.

3. InterSwitch Message Protocol

The Ml anHel | o protocol operates as part of the InterSwitch Message
Protocol (ISMP) -- part of Cabletron’s SecureFast VLAN ( SFVLAN)
product, as described in [IDsfvlan]. |SMP provides a consistent
nmet hod of encapsulating and transmtting network control nessages
exchanged between SFVLAN swit ches.

| SMP nessage packets are of variable I ength and have the foll ow ng
general structure:

o Frane header

o | SMP packet header
o | SMP nessage body
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3.1 Frane Header

| SMP packets are encapsul ated within an | EEE 802-conpliant frame
usi ng a standard header as shown bel ow

0 1 2 3
01234567890123456789012345678901
i o S T e et ol I e SR S R S S e o i et oI e R S R S S R S e
00 | |
+ Desti nati on address BT e i ok T SR I S SR R S SR SR
04 |
I T e it ol (I R R S R S S R Sour ce address
08
i i e R e e i S e e S S S T e S T it ol S R S R S
12 | Type
B s ol R S S e s ot (NI TR S TR
16
+

B s N S

Destinati on address
This 6-octet field contains the Media Access Control (MAC) address
of the nulticast channel over which all switches in the fabric
recei ve | SMP packets. The destination address fields of all |SM
packets contain a value of 01-00-1D 00-00-00.

Sour ce address

This 6-octet field contains the physical (MAC) address of the
switch originating the | SMP packet.

Type

This 2-octet field identifies the type of data carried within the
frane. The type field of | SMP packets contains the val ue 0x81FD
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3.2 | SMP Packet Header

The | SMP packet header consists of a variable number of octets, as
shown bel ow

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S
OO | /11T irriirrnngg
AL Frame header [/ TTTLTTEEITELETELETEEEEE i
+H 11T (14 octets) [11T1TTT] 4= 4=+ 4= 4= - = 4= d= b o o e b - -+

12 (11000000 rriirngg | SMP Ver si on |
B s S S i i i ks a ks st S S S S S S
16 | | SMP nessage type | Sequence nunber |
B e i T T o e S e i S L S L e S i ol It TR NI D S R P S R S
Code length |
+- +

+-
20
+-
| Aut henti cati on code

R I +
T I T S S T i S T

Frame header
This 14-octet field contains the franme header.

| SMP Ver si on
This 2-octet field contains the version nunber of the InterSwtch
Message Protocol to which this | SMP packet adheres. The VianHello
prot ocol uses | SMP Version 3.0.

| SMP nessage type
This 2-octet field contains a value indicating which type of |SWP
nmessage is contained within the message body. VlanHello
Interswitch Keepalive nmessages have a nessage type of 2.

Sequence nunber
This 2-octet field contains an internally generated sequence

nunber used by the various protocol handlers for internal
synchroni zati on of nessages.
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Code | ength

This 1-octet field contains the nunber of octets in the
Aut henti cation code field of the message.

Aut henti cati on code

This variable-length field contains an encoded val ue used for
aut henti cation of the | SMP nessage.

3.3 | SMP Message Body
The | SMP nessage body is a variable-length field containing the
actual data of the |ISMP nmessage. The length and content of this
field are deternined by the value found in the nmessage type field.

The format of the VMlanHell o Interswitch Keepalive nessage is
described in the next section.
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4. Interswitch Keepalive Message

The Ml anHell o Interswitch Keepalive nessage consists of a variable
nunber of octets, as shown bel ow

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

00 | |
+ Frame header / +

: | SMP packet header :

I S T it S T it S S S S S

n | Ver si on | Switch I P address ... |

I i T i S i S S S

n+4 | ... Switch I P address | |
B il i S S S S S T S S +

n+8 | |
+ Switch ID +

T i T i S i S S S

n+16 | |
+ Chassi s MAC address BT e i ok ol SR T S SR R R SR SR S

| | Chassis | P address ... |

I S T it S T it S S S S S S

n+24 | Chassi s | P address | Switch type |
I i T i S i S S

n+28 | Functi onal | evel |
B T e o i S I i i S S N iy St S I S S

n+32 | Opti ons |
I S T it S T i i S S S S S S

n+36 | Base MAC count | |
T it I S S S e +

n+40 | |

Base MAC entries :
| |

R o T S T T i T S e T it S S S S

n =21 + length of the authentication code of the packet
Franme header/| SMP packet header

This variable-length field contains the frame header and the | SMP
packet header.
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Ver si on
This 2-octet field contains the version nunber of the VlianHello
protocol to which this nessage adheres. This docunment describes
VI anHel | o Version 4.

Switch | P address

This 4-octet field contains the Internet Protocol (IP) address of
the sending switch.

Switch ID
This 10-octet field contains the internal I1SMP identifier of the
sending switch. The identifier is generated by the sending swtch
and consists of the 6-octet physical (MAC) address of the switch,
foll owed by a 4-octet value containing the |ogical port nunber
over which the switch sent the packet.

Chassis MAC

This 6-octet field contains the physical (MAC) address of the
chassis of the sending switch.

Chassi s | P address

This 4-octet field contains the Internet Protocol (IP) address of
the switch chassis.

Swi tch type

This 2-octet field contains the type of the switch. Currently, the
only val ue recogni zed here is as foll ows:

2 The switch is an SFVLAN switch.
Functional | evel
This 4-octet field contains the functional |evel of the sending
switch, as determned by the version |level of the SecureFast VLAN
sof tware under which this switch is operating. Valid values are
as foll ows:
1 The switch is running a version of SFVLAN prior to Version

1.8.
2 The switch is running SFVLAN Version 1.8 or greater.
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Options

This 4-octet field contains a bit map specifying the features of
the switch. Bit assignnments are as foll ows:

1 (unused)

2 The switch is a VLAN switch.

4 The switch has link state capability.

8 The switch has | oop-free flood path capability.
16 The switch has resol ve capability.

32 (unused)

64 The switch has tag-based flood capability.
128 The switch has tap capability.

256 The switch has message connection capability.
512 The switch has redundant access capability.
1024 The switch is an isolated swtch.

4096 The switch is an uplink. (SFVLAN V1.8 only)

8192 The switch is an uplink to core. (SFVLAN V1.8 only)
16384 The port is an uplink port. (SFVLAN V1.8 only)

32768 The port is an uplink flood port. (SFVLAN V1.8 only)

Base MAC count

This 2-octet field contains the nunber of entries in the |ist of
Base MAC entri es.

Base MAC entries

This variable-length field contains a list of entries for all

nei ghboring switches that the sending switch has previously

di scovered on the port over which the nessage was sent. The nunber
of entries is found in the Base MAC count field.

Each MAC entry is 10 octets long, structured as follows:

0 1 2 3
01234567890123456789012345678901
s T R e T i S S S N Sei S
|+ Switch MAC address B el ol oI S S S e S S i ol o +-|+
| | Assigned neighbor state ... |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Assi gned nei ghbor state |
T e R e s
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Swi tch MAC addr ess

This 6-octet field contains the base MAC address of the

nei ghbori ng switch.

Assi gned nei ghbor state

August 1999

This 4-octet field contains the assigned state of the nei ghboring

switch as perceived by the sending switch. Currently,
value valid here is 3, indicating a state of Network

5. Security Considerations
Security concerns are not addressed in this docunent.
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17. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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