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1. Introduction

S/'M ME (Secure/ Mul ti purpose Internet Mail Extensions) provides a
consistent way to send and receive secure M Me data. Based on the
popul ar Internet MM standard, S/M ME provides the foll ow ng
cryptographic security services for electronic nmessagi ng
applications: authentication, nmessage integrity and non-repudiation
of origin (using digital signatures) and privacy and data security
(using encryption).

S/M ME can be used by traditional nail user agents (MJAs) to add
cryptographic security services to mail that is sent, and to
interpret cryptographic security services in mail that is received.
However, S/IMME is not restricted to mail; it can be used with any
transport nechanismthat transports M Me data, such as HTTP. As such
S/'M ME t akes advantage of the object-based features of MM and
al | ows secure nessages to be exchanged in mi xed-transport systens.

Further, S/M ME can be used in automated nessage transfer agents that
use cryptographic security services that do not require any human

i ntervention, such as the signing of software-generated docunents and
the encryption of FAX nessages sent over the Internet.

1.1 Specification Overview
Thi s docunent describes a protocol for adding cryptographic signature
and encryption services to MM data. The M Me standard [ M Me- SPEC]

provi des a general structure for the content type of |nternet
nmessages and al | ows extensions for new content type applications.
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This meno defines howto create a MM body part that has been
crypt ographi cally enhanced according to CM5 [CMS], which is derived
fromPKCS #7 [PKCS-7]. This nmenpo al so defines the application/pkcs7-
mnme MM type that can be used to transport those body parts.

This meno al so di scusses how to use the nultipart/signed MM type
defined in [M ME-SECURE] to transport S/ M ME signed nessages. This
meno al so defines the application/pkcs7-signature M ME type, which is
al so used to transport S/ M ME si gned nessages.

In order to create S/M ME nessages, an S/M ME agent has to follow
specifications in this nmeno, as well as the specifications listed in
the Cryptographi c Message Syntax [ CVB].

Throughout this meno, there are requirenments and reconmendati ons nade
for how receiving agents handl e i nconm ng nmessages. There are separate
requi renents and recomendations for how sending agents create

out goi ng nessages. In general, the best strategy is to "be liberal in
what you receive and conservative in what you send". Mst of the
requi renents are placed on the handling of inconing nessages while
the recommendations are nostly on the creation of outgoing nessages.

The separation for requirenments on receiving agents and sendi ng
agents al so derives fromthe likelihood that there will be S/IM M
systens that involve software other than traditional Internet nail
clients. S/MME can be used with any systemthat transports M M
data. An automated process that sends an encrypted nessage ni ght not
be able to receive an encrypted nessage at all, for exanple. Thus,
the requirenents and recommendations for the two types of agents are
|isted separately when appropriate.

1.2 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUSTSHOULD] .

1.3 Definitions
For the purposes of this nmeno, the follow ng definitions apply.
ASN. 1: Abstract Syntax Notation One, as defined in CCTT X 208.
BER Basic Encoding Rules for ASN. 1, as defined in CCTT X 209.

Certificate: A type that binds an entity’s distinguished nane to a
public key with a digital signature.
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DER: Di stingui shed Encoding Rules for ASN. 1, as defined in COTT
X. 5009.

7-bit data: Text data with lines I ess than 998 characters |ong, where
none of the characters have the 8th bit set, and there are no NULL
characters. <CR> and <LF> occur only as part of a <CR><LF> end of
line delimter.

8-bit data: Text data with lines |less than 998 characters, and where
none of the characters are NULL characters. <CR> and <LF> occur only
as part of a <CR><LF> end of line delimter.

Bi nary data: Arbitrary data.

Transfer Encoding: A reversible transformati on nmade on data so 8-bit
or binary data may be sent via a channel that only transmits 7-bit
dat a.

Recei ving agent: software that interprets and processes S/M ME CVB
objects, MM body parts that contain CMS objects, or both.

Sendi ng agent: software that creates S/M ME CM5 objects, M ME body
parts that contain CM5 objects, or both.

S/'M ME agent: user software that is a receiving agent, a sending
agent, or both.

1.4 Conpatibility with Prior Practice of S/MME

S/'M ME version 3 agents should attenpt to have the greatest
interoperability possible with S/MME version 2 agents. S/IM M=
version 2 is described in RFC 2311 t hrough RFC 2315, inclusive. RFC
2311 al so has historical information about the devel opnent of S/ M ME

2. CVs Options

CMs allows for a wide variety of options in content and al gorithm
support. This section puts forth a nunmber of support requirenents and
recommendations in order to achieve a base |level of interoperability
anong all S/M ME inpl enentations. [CM5] provides additional details
regardi ng the use of the cryptographic algorithns.

2.1 DigestAl gorithmdentifier
Sendi ng and receiving agents MJST support SHA-1 [SHAl]. Receiving

agents SHOULD support MD5 [MD5] for the purpose of providing backward
compatibility with MD5-digested S/M Mt v2 SignedData objects.
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2.2 SignatureAl gorithmdentifier

Sendi ng and receiving agents MJST support id-dsa defined in [DSS].
The al gorithm paranmeters MJST be absent (not encoded as NULL).

Recei vi ng agents SHOULD support rsaEncryption, defined in [PKCS-1].

Sendi ng agents SHOULD support rsaEncryption. Qutgoing nessages are
signed with a user’s private key. The size of the private key is
determ ned during key generation.

Note that SIMME v2 clients are only capable of verifying digital
signatures using the rsaEncryption algorithm

2.3 KeyEncryptionAl gorithm dentifier

Sendi ng and receiving agents MJST support Diffie-Hellnman defined in
[DH .

Recei vi ng agents SHOULD support rsaEncryption. |ncom ng encrypted
nmessages contain symetric keys which are to be decrypted with a
user’s private key. The size of the private key is determ ned during
key generati on.

Sendi ng agents SHOULD support rsaEncryption.

Note that SIMME v2 clients are only capabl e of decrypting content
encryption keys using the rsaEncryption algorithm

2.4 General Syntax

CMs defines nultiple content types. O these, only the Data,
Si gnedDat a, and Envel opedData content types are currently used for
S/'M ME.

2.4.1 Data Content Type

Sendi ng agents MJUST use the id-data content type identifier to

i ndi cate the nessage content which has had security services applied
toit. For exanple, when applying a digital signature to M ME data,
the CMB signedData encapContentl nfo eContent Type MJUST incl ude the

i d-data object identifier and the M ME content MJST be stored in the
Si gnedDat a encapContentlnfo eContent OCTET STRI NG (unl ess the sendi ng
agent is using multipart/signed, in which case the eContent is
absent, per section 3.4.3 of this docunent). As another exanple,
when applying encryption to MM data, the CM5 Envel opedDat a
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encrypt edCont ent | nfo Cont ent Type MJST include the id-data object
identifier and the encrypted M ME content MJST be stored in the
envel opedDat a encrypt edCont ent | nfo encrypt edContent OCTET STRI NG

2.4.2 SignedData Content Type

Sendi ng agents MJST use the signedData content type to apply a
digital signature to a nmessage or, in a degenerate case where there
is no signature information, to convey certificates.

2. 4.3 Envel opedDat a Content Type

This content type is used to apply privacy protection to a nessage. A
sender needs to have access to a public key for each intended nessage
recipient to use this service. This content type does not provide

aut henti cati on.

2.5 Attribute Signerlnfo Type

The Signerinfo type allows the inclusion of unsigned and si gned
attributes to be included along with a signature.

Recei ving agents MJST be able to handle zero or one instance of each
of the signed attributes |isted here. Sending agents SHOULD generate
one instance of each of the following signed attributes in each

S/'M ME nessage:

- signingTime (section 2.5.1 in this docunent)
- sM MECapabilities (section 2.5.2 in this document)
- sM MEEncrypti onKeyPreference (section 2.5.3 in this docunent)

Further, receiving agents SHOULD be able to handl e zero or one
instance in the signed attributes of the signingCertificate attribute
(section 5 in [ESS]).

Sendi ng agents SHOULD generate one instance of the signingCertificate
signed attribute in each S/M M nessage

Additional attributes and values for these attributes may be defined
in the future. Receiving agents SHOULD handl e attributes or val ues
that it does not recognize in a graceful manner

Sendi ng agents that include signed attributes that are not |isted

here SHOULD di spl ay those attributes to the user, so that the user is
aware of all of the data being signed.
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2.5.1 Signing-Tine Attribute

The signing-time attribute is used to convey the time that a nessage
was signed. Until there are trusted tinmestanping services, the tine
of signing will nost likely be created by a nessage originator and
therefore is only as trustworthy as the origi nator

Sendi ng agents MJST encode signing tinme through the year 2049 as
UTCTime; signing times in 2050 or |ater MJUST be encoded as
Ceneral i zedTi me. When the UTCTinme CHO CE is used, S/M ME agents MJST
interpret the year field (YY) as follows:

if YYis greater than or equal to 50, the year is interpreted as
19YY; if YY is less than 50, the year is interpreted as 20YY

2.5.2 SM MECapabilities Attribute

The SM MECapabilities attribute includes signature algorithns (such
as "shalWthRSAEncryption"), symetric algorithns (such as "DES-
EDE3- CBC'), and key enci phernment al gorithms (such as
"rsaEncryption"). It also includes a non-algorithmcapability which
is the preference for signedData. The SM MECapabilities were designed
to be flexible and extensible so that, in the future, a neans of
identifying other capabilities and preferences such as certificates
can be added in a way that will not cause current clients to break

If present, the SM MECapabilities attribute MJIST be a
SignedAttribute; it MJUST NOT be an UnsignedAttribute. CMS defines
SignedAttributes as a SET OF Attribute. The SignedAttributes in a
signerinfo MJUST NOT include nultiple instances of the

SM MECapabi lities attribute. CM5 defines the ASN. 1 syntax for
Attribute to include attrValues SET OF AttributeValue. A

SM MECapabi lities attribute MIUST only include a single instance of
AttributeValue. There MJUST NOT be zero or nultiple instances of
AttributeValue present in the attrValues SET OF Attri buteVal ue.

The senantics of the SM MECapabilites attribute specify a partia
list as to what the client announcing the SM MECapabilites can
support. A client does not have to list every capability it supports,
and probably should not list all its capabilities so that the
capabilities |list doesn't get too long. In an SM MECapabilities
attribute, the ODs are listed in order of their preference, but
SHOULD be logically separated along the lines of their categories
(signature algorithns, symretric algorithnms, key enciphernent

al gorithms, etc.)
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The structure of the SM MECapabilities attribute is to facilitate
sinple tabl e | ookups and binary conparisons in order to determ ne
mat ches. For instance, the DER-encoding for the SM MECapability for
DES EDE3 CBC MUST be identically encoded regardl ess of the

i mpl enent ati on.

In the case of symmetric algorithns, the associated paranmeters for
the O D MJUST specify all of the parameters necessary to differentiate
bet ween two instances of the sane algorithm For instance, the nunber
of rounds and bl ock size for RC5 nmust be specified in addition to the
key | ength.

There is a list of ODs (ODs Used with SSMME) that is centrally

mai ntai ned and is separate fromthis nmeno. The list of ODs is

mai nt ai ned by the Internet Mail Consortium at
<http://ww.inc.org/ietf-smmnme/oids.htnl > Note that all O Ds
associated with the MUST and SHOULD i npl ement al gorithns are included
in section A of this docunent.

The O Ds that correspond to algorithnms SHOULD use the sane QD as the
actual algorithm except in the case where the algorithmusage is
anbi guous fromthe A D. For instance, in an earlier draft,
rsaEncryption was anbi guous because it could refer to either a
signature algorithmor a key enci phernent algorithm In the event
that an O D is anbiguous, it needs to be arbitrated by the maintainer
of the registered SM MECapabilities list as to which type of
algorithmwi Il use the OD, and a new O D MJST be allocated under the
sm meCapabilities OD to satisfy the other use of the AOD.

The regi stered SM MECapabilities |ist specifies the paraneters for

O Ds that need them nost notably key lengths in the case of

vari abl e-l ength symmetric ciphers. In the event that there are no
differentiating paraneters for a particular OD, the paraneters MJST
be omtted, and MJST NOT be encoded as NULL.

Addi tional values for the SM MECapabilities attribute may be defined
in the future. Receiving agents MJST handl e a SM MECapabilities

obj ect that has values that it does not recognize in a graceful
nmanner .

2.5.3 Encryption Key Preference Attribute

The encryption key preference attribute allows the signer to

unanbi guously descri be which of the signer’s certificates has the
signer’s preferred encryption key. This attribute is designed to
enhance behavior for interoperating with those clients which use
separate keys for encryption and signing. This attribute is used to
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convey to anyone viewing the attribute which of the listed
certificates should be used for encrypting a session key for future
encrypt ed nessages.

If present, the SM MEEncrypti onKeyPreference attribute MIST be a
SignedAttribute; it MJUST NOT be an UnsignedAttribute. CVMS defines
SignedAttributes as a SET OF Attribute. The SignedAttributes in a
signerlnfo MUST NOT include nmultiple instances of the

SM MEEncrypti onKeyPreference attribute. CMS defines the ASN. 1 syntax
for Attribute to include attrValues SET OF AttributeValue. A

SM MEEncr ypti onKeyPreference attribute MIJST only include a single

i nstance of AttributeValue. There MJST NOT be zero or nultiple

i nstances of AttributeValue present in the attrValues SET OF
Attri but eval ue.

The sendi ng agent SHOULD include the referenced certificate in the
set of certificates included in the signed nessage if this attribute
is used. The certificate may be omtted if it has been previously
made available to the receiving agent. Sending agents SHOULD use
this attribute if the commonly used or preferred encryption
certificate is not the sane as the certificate used to sign the
nessage

Recei ving agents SHOULD store the preference data if the signature on
the nmessage is valid and the signing time is greater than the
currently stored value. (As with the SM MECapabilities, the clock
skew shoul d be checked and the data not used if the skewis too
great.) Receiving agents SHOULD respect the sender’s encryption key
preference attribute if possible. This however represents only a
preference and the receiving agent may use any certificate in
replying to the sender that is valid.

2.5.3.1 Selection of Recipient Key Managenent Certificate

In order to determ ne the key nmanagenent certificate to be used when
sending a future CVMS envel opedDat a nessage for a particul ar
reci pient, the follow ng steps SHOULD be foll owed:

- If an SM MEEncrypti onKeyPreference attribute is found in a

si gnedDat a obj ect received fromthe desired recipient, this
identifies the X. 509 certificate that should be used as the X 509
key managenent certificate for the recipient.

- If an SM MEEncrypti onKeyPreference attribute is not found in a
si gnedDat a obj ect received fromthe desired recipient, the set of
X. 509 certificates should be searched for a X 509 certificate with
the sane subject nane as the signing X 509 certificate which can
be used for key nmanagenent.
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- O use sone other nethod of determ ning the user’s key nmanagenent
key. If a X 509 key managenment certificate is not found, then
encryption cannot be done with the signer of the nmessage. If nultiple
X. 509 key mmnagenent certificates are found, the S/M ME agent can
make an arbitrary choi ce between them

2.6 Signerldentifier Signerinfo Type

S/IMME v3 requires the use of Signerinfo version 1, that is the
i ssuer AndSeri al Number CHO CE MJST be used for Signerldentifier.

2.7 ContentEncryptionAl gorithmdentifier

Sendi ng and receiving agents MJST support encryption and decryption
with DES EDE3 CBC, hereinafter called "tripleDES" [3DES] [DES].
Recei vi ng agents SHOULD support encryption and decryption using the
RC2 [RC2] or a conpatible algorithmat a key size of 40 bits,
hereinafter called "RC2/ 40"

2.7.1 Deciding Wich Encryption Method To Use

When a sending agent creates an encrypted nessage, it has to decide
whi ch type of encryption to use. The deci sion process involves using
i nformati on garnered fromthe capabilities lists included in nessages
received fromthe recipient, as well as out-of-band infornmation such
as private agreenents, user preferences, legal restrictions, and so
on.

Section 2.5 defines a nethod by which a sending agent can optionally
announce, anong other things, its decrypting capabilities inits
order of preference. The followi ng nethod for processing and
remenbering the encryption capabilities attribute in inconing signed
nmessages SHOULD be used.

- |If the receiving agent has not yet created a list of capabilities
for the sender’s public key, then, after verifying the signature
on the incom ng nmessage and checking the tinestanp, the receiving
agent SHOULD create a new |list containing at |east the signing
time and the symmetric capabilities.

- If such a list already exists, the receiving agent SHOULD verify
that the signing tine in the incom ng nessage is greater than
the signing tinme stored in the list and that the signature is
valid. If so, the receiving agent SHOULD update both the signing
time and capabilities in the list. Values of the signing tinme that
lie far in the future (that is, a greater discrepancy than any
reasonabl e cl ock skew), or a capabilities list in messages whose
signature could not be verified, MIJST NOT be accepted.
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The list of capabilities SHOULD be stored for future use in creating
nessages.

Bef ore sendi ng a nessage, the sending agent MJUST decide whether it is
willing to use weak encryption for the particular data in the
message. |f the sending agent decides that weak encryption is
unacceptable for this data, then the sending agent MJUST NOT use a
weak al gorithm such as RC2/40. The decision to use or not use weak
encryption overrides any other decision in this section about which
encryption algorithmto use.

Sections 2.7.2.1 through 2.7.2.4 describe the decisions a sending
agent SHOULD use in deciding which type of encryption should be
applied to a nessage. These rules are ordered, so the sending agent
SHOULD nmake its decision in the order given

2.7.1.1 Rule 1: Known Capabilities

If the sending agent has received a set of capabilities fromthe

reci pient for the nessage the agent is about to encrypt, then the
sendi ng agent SHOULD use that information by selecting the first
capability in the list (that is, the capability nost preferred by the
i ntended recipient) for which the sendi ng agent knows how to encrypt.
The sendi ng agent SHOULD use one of the capabilities in the list if
the agent reasonably expects the recipient to be able to decrypt the
nessage

2.7.1.2 Rule 2: Unknown Capabilities, Known Use of Encryption

| f:

- the sending agent has no knowl edge of the encryption capabilities
of the recipient,

- and the sending agent has received at |east one nessage fromthe
reci pi ent,

- and the last encrypted nessage received fromthe recipient had a
trusted signature on it,

t hen the out goi ng nessage SHOULD use the same encryption algorithm as

was used on the last signed and encrypted nessage received fromthe
recipi ent.
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2.7.1.3 Rule 3: Unknown Capabilities, Unknown Version of S/M ME
I f:

- the sending agent has no knowl edge of the encryption capabilities
of the recipient,

- and the sending agent has no know edge of the version of S/M M
of the recipient,

then the sendi ng agent SHOULD use tripl eDES because it is a stronger
algorithmand is required by SSMMe v3. If the sending agent chooses
not to use tripleDES in this step, it SHOULD use RC2/40.

2.7.2 Choosi ng Weak Encryption

Like all algorithnms that use 40 bit keys, RC2/40 is considered by
many to be weak encryption. A sending agent that is controlled by a
human SHOULD al | ow a hunan sender to deternine the risks of sending
data using RC2/40 or a sinilarly weak encryption algorithm before
sendi ng the data, and possibly allow the hunan to use a stronger
encryption method such as tripl eDES.

2.7.3 Multiple Recipients

If a sending agent is conposing an encrypted nessage to a group of
reci pients where the encryption capabilities of some of the

reci pients do not overlap, the sending agent is forced to send nore
than one nessage. It should be noted that if the sending agent
chooses to send a nmessage encrypted with a strong algorithm and then
send the sane nessage encrypted with a weak al gorithm soneone

wat chi ng the comuni cations channel nmay be able to | earn the contents
of the strongly-encrypted nessage sinply by decrypting the weakly-
encrypt ed message.

3. Creating S/M ME Messages

This section describes the SIM M nessage fornats and how they are
created. S/M ME nessages are a conbination of M ME bodi es and CV5
objects. Several M ME types as well as several CMs objects are used.
The data to be secured is always a canonical MM entity. The M M
entity and other data, such as certificates and al gorithm
identifiers, are given to CM5 processing facilities which produces a
CMB object. The CMS object is then finally wapped in MM The
Enhanced Security Services for S/M M [ESS] docunment provides
exanpl es of how nested, secured S/M ME nmessages are formatted. ESS
provi des an exanple of how a triple-wapped S/MME nessage is
formatted using nultipart/signed and application/pkecs7-mne for the
si gnatures
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S/'M ME provides one format for envel oped-only data, several formats
for signed-only data, and several formats for signed and envel oped
data. Several formats are required to accommpdate severa
environnments, in particular for signed nessages. The criteria for
choosi ng anmong these formats are al so descri bed.

The reader of this section is expected to understand M ME as
described in [ M M- SPEC] and [ M ME- SECURE] .

3.1 Preparing the MME Entity for Signing or Envel opi ng

S/MME is used to secure MME entities. A MM entity may be a sub-
part, sub-parts of a nmessage, or the whole nessage with all its sub-
parts. A MME entity that is the whole nessage includes only the MM
headers and M ME body, and does not include the RFC- 822 headers.

Note that S/M ME can al so be used to secure MME entities used in
applications other than Internet mail

The M ME entity that is secured and described in this section can be
t hought of as the "inside" MM entity. That is, it is the
"innernost" object in what is possibly a | arger M ME nessage.
Processing "outside" MM entities into CM5 objects is described in
Section 3.2, 3.4 and el sewhere.

The procedure for preparing a MME entity is given in [ M Me- SPEC]

The sane procedure is used here with sonme additional restrictions
when signing. Description of the procedures from|[M Me-SPEC] are
repeated here, but the reader should refer to that docunment for the
exact procedure. This section also describes additional requirenents.

A single procedure is used for creating MME entities that are to be
si gned, envel oped, or both signed and envel oped. Sone additiona
steps are recomended to defend agai nst known corruptions that can
occur during mail transport that are of particular inportance for
clear- signing using the nultipart/signed format. It is recomended
that these additional steps be perforned on envel oped nessages, or

si gned and envel oped nessages in order that the nessage can be
forwarded to any environnent w thout nodification

These steps are descriptive rather than prescriptive. The inplenentor
is free to use any procedure as long as the result is the sane.

Step 1. The MME entity is prepared according to the |oca
conventi ons

Step 2. The leaf parts of the MME entity are converted to canonica
form
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Step 3. Appropriate transfer encoding is applied to the | eaves of the
MME entity

When an S/M ME nessage is received, the security services on the
message are processed, and the result is the MME entity. That M ME
entity is typically passed to a M Me-capabl e user agent where, it is
further decoded and presented to the user or receiving application

3.1.1 Canonicalization

Each M ME entity MJST be converted to a canonical formthat is

uni quel y and unanbi guously representable in the environnent where the
signature is created and the environnent where the signature will be
verified. MME entities MJST be canoni calized for envel oping as well
as signing.

The exact details of canonicalization depend on the actual M ME type
and subtype of an entity, and are not described here. Instead, the
standard for the particular M ME type should be consulted. For
exanpl e, canonicalization of type text/plainis different from
canoni cal i zati on of audi o/basic. Oher than text types, nost types
have only one representation regardl ess of conputing platform or

envi ronnent whi ch can be considered their canonical representation
In general, canonicalization will be perforned by the non-security
part of the sending agent rather than the S/M ME i npl enentation

The nmpost conmon and i nportant canonicalization is for text, which is
often represented differently in different environments. M ME
entities of major type "text" nust have both their Iine endings and
character set canonicalized. The line ending nmust be the pair of
characters <CR><LF>, and the charset should be a registered charset

[ CHARSETS]. The details of the canonicalization are specified in

[M MeE- SPEC]. The chosen charset SHOULD be named in the charset
paraneter so that the receiving agent can unanbi guously determ ne the
charset used

Not e that sonme charsets such as | SO 2022 have multiple
representations for the same characters. Wen preparing such text for
signing, the canonical representation specified for the charset MJST
be used.

3.1.2 Transfer Encoding

Wien generating any of the secured MME entities bel ow, except the
signing using the nultipart/signed format, no transfer encodi ng at
all is required. S/ MME inplenentations MIST be able to deal with
binary M ME objects. If no Content-Transfer-Encoding header is
present, the transfer encodi ng should be considered 7BIT.
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S/'M ME i npl enent ati ons SHOULD however use transfer encoding described
in section 3.1.3 for all MM entities they secure. The reason for
securing only 7-bit MME entities, even for envel oped data that are
not exposed to the transport, is that it allows the MM entity to be
handl ed in any environment w thout changing it. For exanple, a
trusted gateway m ght renove the envel ope, but not the signature, of
a nmessage, and then forward the signed nessage on to the end

reci pient so that they can verify the signatures directly. If the
transport internal to the site is not 8-bit clean, such as on a

w de-area network with a single mail gateway, verifying the signature
will not be possible unless the original MM entity was only 7-bit
dat a.

3.1.3 Transfer Encoding for Signing Using rmultipart/signed

If a nultipart/signed entity is EVER to be transnmtted over the
standard Internet SMIP infrastructure or other transport that is
constrained to 7-bit text, it MJST have transfer encoding applied so
that it is represented as 7-bit text. MM entities that are 7-bit
data al ready need no transfer encoding. Entities such as 8-bit text
and binary data can be encoded with quoted-printable or base-64
transfer encoding.

The prinmary reason for the 7-bit requirenent is that the Internet

mai | transport infrastructure cannot guarantee transport of 8-bit or
bi nary data. Even though nmany segnents of the transport

i nfrastructure now handle 8-bit and even binary data, it is sonetines
not possible to know whether the transport path is 8-bit clear. If a
mai | nmessage with 8-bit data were to encounter a nessage transfer
agent that can not transmit 8-bit or binary data, the agent has three
options, none of which are acceptable for a clear-signed nessage:

- The agent could change the transfer encoding; this would invalidate
t he signature.

- The agent could transmt the data anyway, which would nost |ikely
result in the 8th bit being corrupted; this too would invalidate the
si gnature.

- The agent could return the nmessage to the sender

[ M ME- SECURE] prohibits an agent from changi ng the transfer encoding
of the first part of a multipart/signed nessage. If a conpliant agent
that can not transmit 8-bit or binary data encounters a

mul tipart/signed nessage with 8-bit or binary data in the first part,
it would have to return the nessage to the sender as undeliverable.
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3.1.4 Sanple Canonical MM Entity

This exanple shows a nultipart/m xed nessage with full transfer
encodi ng. This nmessage contains a text part and an attachment. The
sanpl e message text includes characters that are not US-ASCI| and
thus nmust be transfer encoded. Though not shown here, the end of each
line is <CR><LF>. The line ending of the MM headers, the text, and
transfer encoded parts, all nust be <CR><LF>.

Note that this exanple is not of an S/M ME nessage.
Content-Type: nultipart/m xed; boundary=bar

- - bar
Cont ent - Type: text/plain; charset=iso-8859-1
Cont ent - Tr ansf er - Encodi ng: quot ed-printabl e

=AlHol a M chael
How do you like the new S/M ME specification?

| agree. It’'s generally a good idea to encode lines that begin wth
From=20 because sone mail transport agents will insert a
greater-than (>) sign, thus invalidating the signature.

Al'so, in sone cases it might be desirable to encode any =20
trailing whitespace that occurs on lines in order to ensure =20
that the nmessage signature is not invalidated when passing =20
a gateway that nodifies such whitespace (like BITNET). =20

- - bar
Cont ent - Type: inage/j peg
Cont ent - Tr ansf er - Encodi ng: base64

i QCVAWUBMI r RF2N9oVBghPDJ AQE9UQQAL | 7LURVNdB]j r K4EqYBI b3h5QXI X/ LC/ /
j JV5bNvkZl GPl cEm 5i Fd9boEgvpi r Ht | REEqLQRk YNoBAct FBZmh9GC3C041 W&
uMor bxc+nl s1TI KI A08r Vi 9i g/ 2Yh7LFr K5Ei n57U/ W2vgSxLhe/ zhdf ol T9Brn
HOxEa44b+EIl =

--bar--
3.2 The application/pkcs7-m nme Type
The application/pkcs7-nmine type is used to carry CM5 obj ects of
several types including envel opedData and signedData. The details of
constructing these entities is described in subsequent sections. This

section describes the general characteristics of the
appl i cation/pkcs7-nm nme type.
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The carried CVB object always contains a MME entity that is prepared
as described in section 3.1 if the eContentType is id-data. O her
contents may be carried when the eContent Type contains different

val ues. See [ESS] for an exanple of this with signed receipts.

Since CMS objects are binary data, in nost cases base-64 transfer
encoding is appropriate, in particular when used with SMIP transport.
The transfer encodi ng used depends on the transport through which the
object is to be sent, and is not a characteristic of the M ME type.

Note that this discussion refers to the transfer encodi ng of the CV5

object or "outside" MM entity. It is conpletely distinct from and

unrelated to, the transfer encoding of the MM entity secured by the
CM5 object, the "inside" object, which is described in section 3.1.

Because there are several types of application/pkcs7-nine objects, a
sendi ng agent SHOULD do as nuch as possible to help a receiving agent
know about the contents of the object without forcing the receiving
agent to decode the ASN.1 for the object. The M ME headers of al

appl i cation/ pkcs7-m ne objects SHOULD i nclude the optional "sm ne-
type" paraneter, as described in the followi ng sections.

3.2.1 The nane and fil enane Paraneters

For the application/pkcs7-m nme, sending agents SHOULD enit the
optional "nane" paraneter to the Content-Type field for conpatibility
with ol der systens. Sending agents SHOULD al so enit the optiona
Content-Disposition field [CONTDISP] with the "fil enane" paraneter

If a sending agent enits the above paraneters, the value of the
paraneters SHOULD be a file name with the appropriate extension:

M ME Type Fil e Extension

Appl i cation/ pkcs7-m nme (signedDat a, . p7m
envel opedDat a)

Appl i cation/ pkcs7-m nme (degenerate . p7c
signedData "certs-only" nessage)

Appl i cati on/ pkcs7-si gnature . p7s

In addition, the file name SHOULD be Iinmted to eight characters
followed by a three letter extension. The eight character fil ename
base can be any distinct name; the use of the filenanme base "snine"
SHOULD be used to indicate that the MME entity is associated with
S/'M ME.
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Including a file name serves two purposes. It facilitates easier use
of SSIMME objects as files on disk. It also can convey type

i nformati on across gateways. Wien a MM entity of type
application/pkcs7-mme (for exanple) arrives at a gateway that has no
speci al know edge of SIMME, it will default the entity’s MM type
to application/octet-streamand treat it as a generic attachnent,
thus losing the type information. However, the suggested fil enane for
an attachment is often carried across a gateway. This often all ows
the receiving systens to determi ne the appropriate application to
hand the attachnent off to, in this case a stand-alone S/M ME
processing application. Note that this mechanismis provided as a
conveni ence for inplenentations in certain environments. A proper
S/'M ME i npl enent ati on MJUST use the M ME types and MJUST NOT rely on
the file extensions.

3.2.2 The sm nme-type paraneter

The application/pkcs7-m ne content type defines the optional "snm ne-
type" paraneter. The intent of this paraneter is to convey details
about the security applied (signed or envel oped) along with

i nfomati on about the contained content. This nmeno defines the

foll owi ng snmi ne-types.

Nare Security I nner Cont ent
envel oped- dat a Envel opedDat a i d-data

si gned- dat a Si gnedDat a i d-dat a
certs-only Si gnedDat a none

In order that consistency can be obtained with future, the follow ng
gui del i nes should be foll owed when assi gning a new smi ne-type
par anet er.

1. If both signing and encryption can be applied to the content, then
two val ues for sm nme-type SHOULD be assigned "signed-*" and

"encrypted-*". |f one operation can be assigned then this nay be
omtted. Thus since "certs-only" can only be signed, "signed-" is
onmtted

2. A common string for a content oid should be assigned. W use
"data" for the id-data content O D when MME is the inner content.

3. If no comon string is assigned. Then the common string of

"O D.<oid>" is recomended (for exanple, "OD.1.3.6.1.5.5.7.6.1"
woul d be DES40).
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3.3 Creating an Envel oped-only Message

This section describes the format for enveloping a MM entity
without signing it. It is inmportant to note that sending envel oped
but not signed nessages does not provide for data integrity. It is
possi ble to replace ciphertext in such a way that the processed
message will still be valid, but the neaning nay be altered.

Step 1. The M ME entity to be envel oped is prepared according to
section 3.1.

Step 2. The MME entity and other required data is processed into a
CMB obj ect of type envel opedData. In addition to encrypting a copy of
the content-encryption key for each recipient, a copy of the content
encryption key SHOULD be encrypted for the originator and included in
t he envel opedData (see CM5 Section 6).

Step 3. The CMS object is inserted into an application/pkcs7-m e
MME entity.

The smi nme-type paraneter for envel oped-only nessages is "envel oped-
data". The file extension for this type of nessage is ".p7ni.

A sanpl e nessage woul d be:

Cont ent - Type: application/pkcs7-m nme; snine-type=envel oped- dat a;
name=smi me. p7m

Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnent; filenanme=sn ne.p7m

r f vbnj 756t bBghyHhHUuUj hJhj H7 7n8HHGTOHGAVQpf yF467CGhI GF Hf YT6
7n8HHCGghy HhHUUj hdh4VQpf yF467Ghl GF Hf YGTr f vbnj T6j H7 756t bBOH
f 8HHGTr f vhJhj H776t bBOHGAVQonj 7567Chl & Hf YT6ghyHhHUUj pf yF4
0Chl G Hf Qonj 756YT64V

3.4 Creating a Signed-only Message
There are two formats for signed nessages defined for S/M ME
application/pkcs7-minme with SignedData, and multipart/signed. In

general, the multipart/signed formis preferred for sending, and
recei ving agents SHOULD be able to handl e both.
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3.4.1 Choosing a Format for Signed-only Messages

There are no hard-and-fast rules when a particular signed-only fornat
shoul d be chosen because it depends on the capabilities of all the
receivers and the relative inportance of receivers with S/M M
facilities being able to verify the signature versus the inportance
of receivers without S/IM M software being able to view the nessage.

Messages signed using the nultipart/signed format can al ways be

vi ewed by the receiver whether they have S/M ME software or not. They
can al so be viewed whether they are using a M ME-native user agent or
they have nessages translated by a gateway. In this context, "be

vi ewed" neans the ability to process the nessage essentially as if it
were not a signed nmessage, including any other MME structure the
message mni ght have.

Messages signed using the signedData format cannot be viewed by a
reci pient unless they have SSMMe facilities. However, if they have
SIMME facilities, these nessages can always be verified if they were
not changed in transit.

3.4.2 Signing Using application/pkcs7-mime with SignedData

This signing format uses the application/pkcs7-mnme MM type. The
steps to create this format are:

Step 1. The MME entity is prepared according to section 3.1

Step 2. The MME entity and other required data is processed into a
CMB obj ect of type signedData

Step 3. The CMS object is inserted into an application/pkecs7-m e
MME entity

The smi nme-type paraneter for nessages using application/pkcs7-mme
with SignedData is "signed-data". The file extension for this type of
message is ".p7ni.

A sanpl e nessage woul d be:
Cont ent - Type: application/pkcs7-m nme; sm nme-type=si gned- dat a;
nane=sni me. p7m

Cont ent - Tr ansf er - Encodi ng: base64
Content-Di sposition: attachnent; filenanme=snime.p7m
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567Chl &G Hf YT6ghyHhHUuj pf yF4f 8HHGTT f vhJhj H7 76t bBOHGAVQonj 7
77n8HHGTIHAAVQf yF467ChI G Hf YT6r f vbnj 756t bBghyHhHUuUj hJhj H
HUuj hdh4VQpf yF467Chl &G Hf YGITr f vbnj T6j H7 756t bBOH7n8HHGghy Hh
6YT64VOCGhI G Hf Qbnj 75

3.4.3 Signing Using the nultipart/signed Fornat

This format is a clear-signing format. Recipients w thout any S/M ME
or CMS processing facilities are able to view the nessage. It nakes
use of the multipart/signed MM type described in [M M- SECURE]. The
mul tipart/signed MM type has two parts. The first part contains the
M ME entity that is signed; the second part contains the "detached
signature" CVS SignedData object in which the encapContentlinfo
eContent field is absent.

3.4.3.1 The application/pkcs7-signature M ME Type

This M Me type al ways contains a single CM5 object of type
signedData. The signedData encapContentlnfo eContent field MJST be
absent. The signerinfos field contains the signatures for the M MeE
entity.

The file extension for signed-only nmessages using application/pkcs7-
signature is ".p7s"

3.4.3.2 Creating a nultipart/signed Message

Step 1. The MME entity to be signed is prepared according to section
3.1, taking special care for clear-signing.

Step 2. The MME entity is presented to CVMS processing in order to
obtai n an object of type signedData in which the encapContentlnfo
eContent field is absent.

Step 3. The MME entity is inserted into the first part of a
mul ti part/signed nessage with no processing other than that described
in section 3.1.

Step 4. Transfer encoding is applied to the "detached signature" CMS
Si gnedData object and it is inserted into a MME entity of type
appl i cation/ pkcs7-signature.

Step 5. The M ME entity of the application/pkcs7-signature is
inserted into the second part of the nultipart/signed entity.

The multipart/signed Content type has two required paraneters: the
prot ocol paranmeter and the mcal g paraneter.
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The protocol parameter MJST be "application/ pkcs7-signature”. Note
that quotation marks are required around the protocol paraneter
because M ME requires that the "/" character in the parameter val ue
MUST be quot ed.

The m cal g paraneter allows for one-pass processing when the
signature is being verified. The value of the nicalg paraneter is
dependent on the nessage digest algorithn(s) used in the calculation
of the Message Integrity Check. If nultiple nmessage digest algorithns
are used they MIST be separated by commas per [M Me- SECURE]. The
values to be placed in the nmicalg paranmeter SHOULD be fromthe
fol | owi ng:

Al gorithm Val ue

used
VD5 nd5
SHA- 1 shal

Any ot her unknown

(Hi storical note: sone early inplenmentations of SSMME enitted and
expected "rsa-nd5" and "rsa-shal" for the mical g paraneter.)

Recei ving agents SHOULD be able to recover gracefully froma mcalg
paraneter value that they do not recognize

3.4.3.3 Sanple multipart/signed Message

Cont ent - Type: nul ti part/signed;
pr ot ocol ="appl i cation/ pkcs7-si gnat ure”
m cal g=shal; boundary=boundary42

- - boundary42
Content - Type: text/plain

This is a cl ear-signed nessage.

- - boundar y42

Cont ent - Type: appli cation/ pkcs7-signature; name=sni ne.p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnment; fil ename=sm ne. p7s

ghyHhHUUj hdhj H77n8HHGTT f vbnj 756t bBOHAVQpf yF467ChI GF Hf YT6
AVQf yF467ChI G Hf YT6] H7 7n8HHGghy HhHUUj hJh756t bBOHGTT f vbnj
n8HHGTT f vhdhj H776t bBOHAVQbNj 7567Gnl G Hf YT6ghyHhHUUj pf yF4
7Ghl G Hf YT64VQbnj 756

- - boundar y42- -
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3.5 Signing and Encrypting

To achi eve signing and envel opi ng, any of the signed-only and
encrypted-only formats may be nested. This is all owed because the
above formats are all MM entities, and because they all secure MM
entities.

An S/M ME i npl ement ati on MJST be able to receive and process
arbitrarily nested SSMME within reasonable resource linmts of the
reci pi ent conputer.

It is possible to either sign a nessage first, or to envel ope the
message first. It is up to the inplenentor and the user to choose.
When signing first, the signatories are then securely obscured by the
envel opi ng. When envel oping first the signatories are exposed, but it
is possible to verify signatures w thout renoving the envel opi ng.
This may be useful in an environnent were automatic signature
verification is desired, as no private key material is required to
verify a signature.

There are security ranmifications to choosing whether to sign first or
encrypt first. A recipient of a message that is encrypted and then
signed can validate that the encrypted bl ock was unal tered, but
cannot deternine any relationship between the signer and the
unencrypted contents of the nessage. A recipient of a nessage that is
si gned-t hen-encrypted can assune that the signed nmessage itself has
not been altered, but that a careful attacker may have changed the
unaut henti cated portions of the encrypted nessage.

3.6 Creating a Certificates-only Message

The certificates only nessage or MME entity is used to transport
certificates, such as in response to a registration request. This
format can al so be used to convey CRLs.

Step 1. The certificates are nade available to the CMS generating
process which creates a CVMB object of type signedData. The signedData
encapContent | nfo eContent field MJST be absent and signerinfos field
MUST be enpty.

Step 2. The CMS signedData object is enclosed in an
application/pkcs7-nminme MM entity

The sminme-type paraneter for a certs-only nessage is "certs-only".
The file extension for this type of nmessage is ".p7c"
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3.7 Registration Requests

A sendi ng agent that signs nmessages MJST have a certificate for the
signature so that a receiving agent can verify the signature. There
are many ways of getting certificates, such as through an exchange
with a certificate authority, through a hardware token or diskette,
and so on.

SIMME v2 [ SM MEV2] specified a nethod for "registering" public keys
with certificate authorities using an application/pkcsl0 body part.
The 1ETF s PKI X Working Group is preparing another method for
requesting certificates; however, that work was not finished at the
time of this neno. S/M M v3 does not specify how to request a

certificate, but instead nandates that every sendi ng agent already
has a certificate. Standardization of certificate managenent is being
pursued separately in the | ETF.

3.8 ldentifying an S/M ME Message

Because S/M ME takes into account interoperation in non-M M
environnents, several different mechanisnms are enployed to carry the
type information, and it becones a bit difficult to identify S/MME
messages. The following table lists criteria for deternining whether
or not a nessage is an S/M ME nessage. A nessage is considered an
S/M ME nessage if it matches any bel ow.

The file suffix in the table bel ow cones fromthe "nane" paraneter in
the content-type header, or the "fil enane" paraneter on the content-
di sposition header. These paraneters that give the file suffix are
not listed below as part of the paraneter section

M ME type: appl i cation/ pkcs7-m ne
paraneters: any
file suffix: any

M ME type: mul ti part/signed
paraneters: protocol ="application/pkcs7-si gnature"
file suffix: any

M ME type: application/octet-stream

paraneters: any
file suffix: p7m p7s, p7c
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4. Certificate Processing

A receiving agent MJST provide sone certificate retrieval mechani sm
in order to gain access to certificates for recipients of digita
envel opes. This nmeno does not cover how S/M ME agents handl e
certificates, only what they do after a certificate has been
validated or rejected. SIMME certification issues are covered in

[ CERT3].

At a minimum for initial S/M M depl oynent, a user agent could
automatically generate a nessage to an intended recipient requesting
that recipient’s certificate in a signed return nessage. ReceivVving
and sendi ng agents SHOULD al so provide a nmechanismto allow a user to
"store and protect" certificates for correspondents in such a way so
as to guarantee their later retrieval

4.1 Key Pair Ceneration

If an S/M ME agent needs to generate a key pair, then the S/M M
agent or sone related administrative utility or function MJST be
capabl e of generating separate DH and DSS public/private key pairs on
behal f of the user. Each key pair MJST be generated from a good
source of non-determ nistic randominput [ RANDOM and the private key
MUST be protected in a secure fashion

If an S/M ME agent needs to generate a key pair, then the S/M M
agent or sone related administrative utility or function SHOULD
generate RSA key pairs.

A user agent SHOULD generate RSA key pairs at a mini num key si ze of
768 bits. A user agent MJST NOT generate RSA key pairs |less than 512
bits long. Creating keys longer than 1024 bits may cause sone ol der
S/'M ME receiving agents to not be able to verify signatures, but
gives better security and is therefore valuable. A receiving agent
SHOULD be able to verify signatures with keys of any size over 512
bits. Sonme agents created in the United States have chosen to create
512 bit keys in order to get nore advantageous export |icenses.
However, 512 bit keys are considered by nmany to be cryptographically
i nsecure. Inplementors should be aware that multiple (active) key
pairs may be associated with a single individual. For exanple, one
key pair may be used to support confidentiality, while a different
key pair may be used for authentication
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5. Security

This entire meno di scusses security. Security issues not covered in
other parts of the meno include:

40-bit encryption is considered weak by nobst cryptographers. Using
weak cryptography in SIMMe offers little actual security over
sendi ng pl ai ntext. However, other features of S/M M, such as the
specification of tripleDES and the ability to announce stronger
cryptographic capabilities to parties with whom you conmuni cat e,
al | ow senders to create nessages that use strong encryption. Using
weak cryptography is never recomended unless the only alternative is
no cryptography. Wen feasible, sending and receiving agents shoul d

i nform senders and recipients the relative cryptographic strength of
nmessages.

It is inmpossible for nost software or people to estimate the val ue of
a nmessage. Further, it is inpossible for nost software or people to
estinmate the actual cost of decrypting a nessage that is encrypted
with a key of a particular size. Further, it is quite difficult to
determine the cost of a failed decryption if a recipient cannot
decode a nessage. Thus, choosing between different key sizes (or
choosi ng whether to just use plaintext) is also inpossible. However,
deci si ons based on these criteria are nade all the tine, and
therefore this nmeno gives a framework for using those estinmates in
choosi ng al gorithms.

If a sending agent is sending the same nessage using different
strengths of cryptography, an attacker watching the communicati ons
channel may be able to determ ne the contents of the strongly-
encrypted nmessage by decrypting the weakly-encrypted version. In
ot her words, a sender should not send a copy of a nessage using
weaker cryptography than they would use for the original of the
nessage

Modi fication of the ciphertext can go undetected if authentication is

not al so used, which is the case when sendi ng Envel opedData wi t hout
wrapping it in SignedData or enclosing SignedData within it.
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A. ASN. 1 Modul e

Secur eM neMessageV3
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) sminme(4) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
-- Cryptographi c Message Syntax
Subj ect Keyl denti fier, |ssuerAndSeri al Nunber,
Reci pi ent Keyl dentifi er
FROM Crypt ogr aphi cMessageSynt ax
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) cns(1l) };

-- id-aais the arc with all new authenti cated and unaut henti cat ed
-- attributes produced the by S/M ME Wrking G oup

i d-aa OBJECT IDENTIFIER ::= {iso(1l) nenber-body(2) usa(840)
rsadsi (113549)
pkcs(1l) pkcs-9(9) smime(16) attributes(2)}

-- SIMME Capabilities provides a nethod of broadcasting the synetric
-- capabilities understood. Algorithms should be ordered by preference
-- and grouped by type

sm meCapabi lities OBJECT I DENTIFIER :: =
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) 15}

SM MECapabi lity ::= SEQUENCE {

capabilityl D OBJECT | DENTI FI ER,

par aneters ANY DEFI NED BY capabilityl D OPTI ONAL }
SM MECapabi lities ::= SEQUENCE OF SM MECapability

-- Encryption Key Preference provides a nethod of broadcasting the
-- preferred encryption certificate.

i d-aa- encrypKeyPref OBJECT |IDENTIFIER ::= {id-aa 11}
SM MEENncr ypt i onKeyPreference ::= CHO CE {
i ssuer AndSeri al Nunber [0] IssuerAndSeri al Nunber,

recei pent Keyl d [1] Reci pi entKeyldentifier,
subj ect Al t Keyl dentifier [2] SubjectKeyldentifier
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-- The Content Encryption Al gorithns defined for SM M are:

-- Triple-DES is the manditory al gorithm w th CBCParaneter being the
-- paraneters

dES- EDE3- CBC OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) us(840) rsadsi(113549)
encryptionAl gorithm3) 7}
CBCPar aneter ::= 1V
IV ::= OCTET STRING (Sl ZE (8..8))

-- RC2 (or conpatable) is an optional algorithmw RC2-CBC paranter
-- as the paraneter

r C2- CBC OBJECT I DENTIFIER :: =
{iso(1) nenber-body(2) us(840) rsadsi(113549)
encryptionAl gorithm(3) 2}

-- For the effective-key-bits (key size) greater than 32 and | ess than
-- 256, the RC2-CBC al gorithm paraneters are encoded as:

RC2- CBC- paraneter ::= SEQUENCE {
rc2Par anet er Ver si on | NTEGER,
iv IV}

-- For the effective-key-bits of 40, 64, and 128, the
-- rc2Paramet erVersi on val ues are 160, 120, 58 respectively.

-- The following list the ODs to be used with S/M M V3
-- Digest Al gorithns:

-- md5 OBJECT I DENTIFIER :: =

-- {iso(1) nenber-body(2) us(840) rsadsi(113549)

-- digestAl gorithn(2) 5}

-- sha-1 OBJECT IDENTIFIER :: =

-- {iso(1) identified-organization(3) oiw14) secsig(3)
-- algorithm(2) 26}

-- Asymmetric Encryption Al gorithns

-- rsaEncryption OBJECT I DENTIFIER :: =

-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
-- 1}
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-- rsa OBJECT IDENTIFIER ::=
-- {joint-iso-ccitt(2) ds(5) algorithm(8) encryptionAl gorithn(1) 1}

-- id-dsa OBJECT |IDENTIFIER ::=
-- {iso(1) nenber-body(2) us(840) x9-57(10040) x9cm(4) 1}

-- Signature Al gorithns

-- md2W t hRSAEncrypti on OBJECT | DENTIFIER :: =
-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
2}

-- md5W t hRSAEncrypti on OBJECT | DENTIFIER :: =
-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
4}

-- sha-1Wt hRSAEncrypti on OBJECT | DENTI FIER :: =
-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
-- 5}

-- id-dsa-with-shal OBJECT | DENTIFIER :: =
-- {iso(1) nenber-body(2) us(840) x9-57(10040) x9cm(4) 3}

-- Other Signed Attributes

-- signingTime OBJECT IDENTIFIER :: =

-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
-- 5}

-- See [CMB] for a description of how to encode the attribute

-- val ue.
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