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Abstract
This menorandum cl arifies various security issues involving the NFS
protocol (Version 2 and Version 3 only) and then describes how the
Version 2 and Version 3 of the NFS protocol use the RPCSEC GSS
security flavor protocol and Kerberos V5. This nenmorandumi s

provi ded so that people can wite conpatible inplenmentations.
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1. Introduction

The NFS protocol provides transparent renote access to shared file
systenms across networks. The NFS protocol is designed to be machi ne,
operating system network architecture, and security nechani sm and
transport protocol independent. This independence is achieved through
the use of ONC Renpte Procedure Call (RPC) prinmitives built on top of
an eXternal Data Representation (XDR). NFS protocol Version 2 is
specified in the Network File System Protocol Specification

[ RFC1094]. A description of the initial inplementation can be found
in [Sandberg]. NFS protocol Version 3 is specified in the NFS Version
3 Protocol Specification [RFC1813]. A description of sone initia

i npl enent ati ons can be found in [ Paw owski].

For the remmi nder of this docunent, whenever it refers to the NFS
protocol, it means NFS Version 2 and Version 3, unless otherw se
st at ed.

The RPC protocol is specified in the Renote Procedure Call Protoco
Specification Version 2 [ RFC1831]. The XDR protocol is specified in
Ext ernal Data Representation Standard [ RFC1832].

A new RPC security flavor, RPCSEC GSS, has been specified [ RFC2203].

This new flavor allows application protocols built on top of RPC to
access security mechanisns that adhere to the GSS-APlI specification
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1

2.

2.

[ RFC2078] .

The purpose of this document is to clarify NFS security issues and to
speci fy how the NFS protocol uses RPCSEC GSS. This document will also
descri be how NFS works over Kerberos V5, via RPCSEC GSS

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

1. Overview of RPC Security Architecture

The RPC protocol includes a slot for security paraneters (referred to
as an authentication flavor in the RPC specification [ RFC1831]) on
every call. The contents of the security paraneters are detern ned
by the type of authentication used by the server and client. A server
may support several different flavors of authentication at once.

Sone of the better known flavors are sunmari zed as fol |l ows:

* The AUTH _NONE flavor provides null authentication, that is, no
aut hentication information is passed.

* The AUTH_SYS flavor provides a UNI X-style user identifier, group
identifier, and an array of supplenental group identifiers with
each call.

* The AUTH DH (sonetines referred to as AUTH DES [ RFC1057]) fl avor
provi des DES-encrypted authentication paranmeters based on a
net wor k-wi de string name, with session keys exchanged via the
Diffie-Hellman public key schene.

* The AUTH KERB4 fl avor provides DES encrypted authentication
paraneters based on a network-wi de string nane (the nane is a
Kerberos Version 4 principal identifier) with session keys
exchanged vi a Kerberos Version 4 secret keys.

The NFS protocol is not limted to the above |ist of security
flavors.

Overvi ew of NFS Security
1. Port Mbdnitoring

Many NFS servers will require that the client send its NFS requests
from UDP or TCP source ports with values < 1024. The theory is that
binding to ports < 1024 is a privileged operation on the client, and
so the client is enforcing file access permissions on its end. The

t heory breaks down because:
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2.

2.

* On many operating systens, there are no constraints on what port
what user can bind to.

* Just because the client host enforces the privilege on binding
to ports < 1024 does not necessarily nean that a non-privil eged
user cannot gain access to the port binding privilege. For
exanple with a single-user desk-top host running a UN X
operating system the user may have know edge of the root user
password. And even if he does not have that know edge, with
physi cal access to the desk-top machine, root privileges are
trivially acquired

In sone rare cases, when the system adninistrator can be certain that
the clients are trusted and under control (in particular, protected
from physical attack), relying of trusted ports MAY be a reliable
form of security.

In nost cases, the use of privileged ports and port nonitoring for
security is at best an inconvenience to the attacker and SHOULD NOT
be depended on.

To maxim ze interoperability:

* NFS clients SHOULD attenpt to bind to ports < 1024. In sone
cases, if they fail to bind (because either the user does not
have the privilege to do so, or there is no free port < 1024),
the NFS client MAY wish to attenpt the NFS operation over a port
>= 1024.

* NFS servers that inplenent port nonitoring SHOULD provide a
method to turn it off.

* Whet her port nmonitoring is enabled or not, NFS servers SHOULD
NOT reject NFS requests to the NULL procedure (procedure numnber
0). See subsection 2.3.1, "NULL procedure” for a conplete
expl anat i on.

1.1. MOUNT Protocol

The port nonitoring issues and reconmendati ons apply to the MOUNT
protocol as well.

2. RPC Security Flavors
The NFS server checks permi ssions by taking the credentials fromthe

RPC security information in each renote request. Each flavor packages
credentials differently.
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2.2.1. AUTH SYS

Using the AUTH SYS flavor of authentication, the server gets the
client’s effective user identifier, effective group identifier and
suppl enental group identifiers on each call, and uses themto check
access. Using user identifiers and group identifiers inplies that the
client and server either share the sane identifier nane space or do

| ocal user and group identifier mapping.

For those sites that do not inplenment a consistent user identifier
and group identifier space, NFS inplenentations nust agree on the
mappi ng of user and group identifiers between NFS clients and
servers.

2.2.2. AUTH DH and AUTH KERB4

The AUTH DH and AUTH KERB4 styles of security are based on a

net wor k-wi de nane. They provide greater security through the use of
DES encryption and public keys in the case of AUTH DH, and DES
encryption and Kerberos secret keys (and tickets) in the AUTH KERB4
case. Again, the server and client nust agree on the identity of a
particul ar name on the network, but the name to identity mapping is
nore operating systemindependent than the user identifier and group
identifier mapping in AUTH SYS. Al so, because the authentication
paraneters are encrypted, a nalicious user nust know anot her user’s
networ k password or private key to masquerade as that user
Simlarly, the server returns a verifier that is also encrypted so
that masqueradi ng as a server requires knowi ng a network password.

2.2.3. RPCSEC_GSS

The RPCSEC GSS style of security is based on a security-mechani sm
specific principal name. GSS-APlI mechani snms provide security through
the use of cryptography. The cryptographic protections are used in
the construction of the credential on calls, and in the verifiers on
replies. Optionally, cryptographic protections will be in the body of
the calls and replies.

Note that the discussion of AUTH NONE, AUTH SYS, AUTH DH, AUTH KERB4

and RPCSEC GSS does not inply that the NFS protocol is limted to
usi ng those five flavors.
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2.3. Authentication for NFS Procedures
2.3.1. NULL Procedure

The NULL procedure is typically used by NFS clients to determine if
an NFS server is operating and responding to requests (in other
words, to "ping" the NFS server). Sone NFS servers require that a
client using the NULL procedure:

* send the request from TCP or UDP port < 1024. There does not
seemto be any value in this because the NULL procedure is of
very | ow overhead and certainly no nore overhead than the cost
of processing a NULL procedure and returning an authentication
error. Mreover, by sending back an authentication error, the
server has confirmed the information that the client was
interested in: is the server operating?

* be authenticated with a flavor stronger than AUTH SYS. This is a
probl em because the RPCSEC GSS protocol uses NULL for control
nessages.

NFS servers SHOULD

* accept the NULL procedure ping over AUTH NONE and AUTH SYS, in
addition to other RPC security flavors, and

* NOT require that the source port be < 1024 on a NULL procedure
pi ng.

2.3.2. NFS Procedures Used at Munt Tinme

Certain NFS procedures are used at the time the NFS client nounts a
file systemfromthe server. Sone NFS server inplenentations wll
not require authentication for these NFS procedures. For NFS
protocol Version 2, these procedures are GETATTR and STATFS. For
Version 3, the procedure is FSINFO

The reason for not requiring authentication is described as foll ows.
When the NFS client nmounts a NFS server’s file system the identity
of the caller on the client is typically an adninistrative entity (in
UNI X operating systenms, this is usually the "root" user). It is
often the case that, for unattended operation in concert with an

aut onounter [Callaghan], the AUTH DH, AUTH KERB4, or RPCSEC GSS
credentials for the adm nistrative entity associated with an
autonmounter are not available. If so, the NFS client will use

AUTH NONE or AUTH SYS for the initial NFS operations used to nount a
file system \Wile an attacker could exploit this inplenmentation
artifact, the exposure is limted to gaining the attributes of a file
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or a file system s characteristics. This OPTIONAL trade off favors
the opportunity for inproved ease of use.

2.4. Binding Security Flavors to Exports

NFS servers MAY export file systenms with specific security flavors
bound to the export. In the event a client uses a security flavor
that is not the one of the flavors the file systemwas exported wth,
NFS server inplenentations MAY:

* reject the request with an error (either an NFS error or an RPC
| evel authentication error), or

* all ow the request, but map the user’s credentials to a user
other than the one the client intended. Typically the user that
is the result of this mapping is a user with limted access on
the system such as user "nobody" on UN X systens.

If a client uses AUTH NONE, the server’'s options are the sane as the
above, except that AUTH NONE carries with it no user identity. In
order to allow the request, on many operating systens the server wll
assign a user identity. Typically this assignment will be a user with
limted access on the system such as user "nobody"” on UN X systens.

2.5. Anonynous Mappi ng

The foll owi ng passage is excerpted verbatimfrom RFC 1813, section
4.4 "Perm ssion |Issues" (except that "may" has been changed to
" MAY") :

In nost operating systens, a particular user (on UNI X, the uid 0)
has access to all files, no matter what perm ssion and ownership
t hey have. This superuser perm ssion MAY not be allowed on the
server, since anyone who can becone superuser on their client
could gain access to all renote files. A UNI X server by default
maps uid 0 to a distinguished value (U D NOBODY), as well as
mappi ng the groups list, before doing its access checking. A
server inplenentation MAY provide a nmechanismto change this
mappi ng. This works except for NFS version 3 protocol root file
systens (required for diskless NFS version 3 protocol client
support), where superuser access cannot be avoided. Export
options are used, on the server, to restrict the set of clients
al | owed superuser access.

The issues identified as applying to NFS protocol Version 3 in the
above passage al so apply to Version 2.
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2.6. Host-based Access Contro

In sone NFS server inplenentations, a host-based access contro

met hod i s used whereby file systens can be exported to lists of
clients. File systens may al so be exported for read-only or read-
write access. Several of these inplenentations will check access
only at nount time, during the request for the file handle via the
MOUNT protocol handshake. The |ack of authorization checking during
subsequent NFS requests has the foll owi ng consequences:

* NFS servers are not able to repudiate access to the file system
by an NFS client after the client has nounted the file system

* An attacker can circunvent the MOUNT server’s access control to
gain access to a file systemthat the attacker is not authorized
for. The circunvention is acconplished by either stealing a file
handl e (usually by snooping the network traffic between an
legitimate client and server) or guessing a file handle. For
this attack to succeed, the attacker nust still be able
i npersonate a user’s credentials, which is sinple for AUTH SYS,
but harder for AUTH DH, AUTH KERB4, and RPCSEC_GSS.

* WebNFS clients that use the public file handl e | ookup [ RFC2054]
will not go through the MOUNT protocol to acquire initial file
handl e of the NFS file system Enforcing access control via the
MOUNT protocol is going to be a little use. G anted, some WbNFS
server inplementations cope with this by linting the use of the
public file handle to file systens exported to every client on
the Internet.

Thus, NFS server inplenentations SHOULD check the client’s
aut hori zati on on each NFS request.

2.7. Security Flavor Negotiation

Any application protocol that supports multiple styles of security
will have the issue of negotiating the security nethod to be used.
NFS Version 2 had no support for security flavor negotiation. It was
up to the client to guess, or depend on prior know edge. Oten the
prior know edge woul d be available in the formof security options
specified in a directory service used for the purpose of

aut onounti ng.

The MOUNT Version 3 protocol, associated with NFS Version 3, solves
the probl em by having the response to the MNT procedure include a
list of flavors in the MNT procedure. Note that because some NFS
servers will export file systens to specific lists of clients, with
di fferent access (read-only versus read-wite), and with different
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2.

3.

3.

security flavors, it is possible a client might get back nmultiple
security flavors in the list returned in the MNT response. The use of
one flavor instead of another night inply read-only instead of read-
write access, or perhaps some other degradation of access. For this
reason, a NFS client SHOULD use the first flavor in the list that it
supports, on the assunption that the best access is provided by the
first flavor. NFS servers that support the ability to export file
systenms with nmultiple security flavors SHOULD either present the best
accessing flavor first to the client, or |eave the order under the
control of the system adm nistrator.

8. Registering Flavors

When one devel ops a new RPC security flavor, iana@ana.org MJST be
contacted to get a unique flavor assignment. To sinplify NFS client
and server administration, having a sinple ASCI| string nanme for the
flavor is useful. Currently, the follow ng assignments exist:

flavor string nane

AUTH_NONE none

AUTH_SYS Sys

AUTH_DH dh

AUTH KERB4  krb4

A string nane for a new flavor SHOULD be assigned. String nane
assignnents can be regi stered by contacting i ana@ ana. org.

The NFS Protocol’s Use of RPCSEC GSS
1. Server Principal
When using RPCSEC GSS, the NFS server MJST identify itself in GSS-API
via a GSS_C _NT_HOSTBASED SERVI CE nane type.
GSS_C _NT_HOSTBASED SERVI CE nanes are of the form
servi ce@ost nane

For NFS, the "service" elenent is

nfs

3.2. Negotiation

RPCSEC GSS is a single security flavor over which different security
mechani sms can be nultiplexed. Wthin a mechani sm GSS-API provides

for the support of nultiple quality of protections (QOPs), which are
pairs of cryptographic algorithns. Each algorithmin the QOP consists
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of an encryption algorithmfor privacy and a checksum al gorithm for
integrity. RPCSEC GSS |ets one protect the RPC request/response pair
wi th plain header authentication, nessage integrity, and nessage
privacy. Thus RPCSEC GSS effectively supports M* Q* 3 different
styles of security, where Mis the nunmber of mechanisns supported, Q
is the average nunber of QOPs supported for each nechanism and 3
enuner at es authentication, integrity, and privacy.

Because RPCSEC GSS encodes many styles of security, just adding
RPCSEC GSS to the list of flavors returned in MOUNT Version 3's MNT
response is not going to be of nuch use to the NFS client.

The solution is the creation of a concept called "pseudo flavors."
Pseudo flavors are 32 bit integers that are allocated out of the sane
nunmber space as regular RPC security flavors |ike AUTH NONE,
AUTH_SYS, AUTH DH, AUTH KERB4, and RPCSEC GSS. The idea is that each
pseudo flavor will map to a specific triple of security mechani sm
quality of protection, and service. The service will be one of

aut hentication, integrity, and privacy. Note that integrity includes
aut hentication, and privacy includes integrity. RPCSEC GSS uses
constants naned rpc_gss_svc_none, rpc_gss_svc_integrity, and
rpc_gss_svc_privacy, for authentication, integrity, and privacy
respectively.

Thus, instead of returning RPCSEC GSS, a MOUNT Version 3 server wll
instead return one or nore pseudo flavors if the NFS server supports
RPCSEC GSS and if the file system has been exported with one or nore
<nechani sm QOP, service> triples. See section 4, "The NFS Protoco
over Kerberos V5" for an exanple of pseudo flavor to triple mapping.

3.3. Changi ng RPCSEC GSS Par anet ers

Once an RPCSEC_GSS session or context has been set up (via the
RPCSEC GSS I NI T and RPCSEC GSS CONTINUE_INIT control procedures of
RPCSEC GSS), the NFS server MAY | ock the <nechanism QOP, service>
triple for the duration of the session. Wile RPCSEC GSS all ows for
the use of different QOPs and services on each nessage, it would be
expensive for the NFS server to re-consult its table of exported file
systens to see if the triple was all owed. Mreover, by the tine the
NFS server’s dispatch routine was reached, the typical RPC subsystem
woul d al ready have performnmed the appropriate GSS-APlI operation

GSS VerifyMC() or GSS Unwrap(), if the respective integrity or
privacy services were selected. If the file system being accessed
were not exported with integrity or privacy, or with the particul ar
QOP used to performthe integrity or privacy service, then it would
be possible to execute a denial of service attack, whereby the
objective of the caller is to deny CPU service to legitimte users of
the NFS server’s nmachi ne processors.
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per m
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in general, clients SHOULD NOT assune that they will be
tted to alter the <nechanism QOP, service> triple once the data

exchange phase of RPCSEC GSS has started

3.4. Re

Pseud
RPC s

Once
regis
MJUST

*

gi stering Pseudo Fl avors and Mappi ngs

o flavor numbers MUST be registered via sane nmethod as regul ar
ecurity flavor nunbers via iana@ ana. org

t he pseudo flavor nunber has been assigned, registrants SHOULD
ter the mapping with i ana@ana.org. The nmapping registration
cont ai n:

t he pseudo flavor number, an ASCII string name for the flavor
(for exanmple "none" has been assigned for AUTH NONE), and

t he <mechanism algorithn(s), service> triple. As per the GSS-
APl specification, the nechani sm MJST be identified with a

uni que | SO object identifier (O D). The reason why the second
conmponent of the triple is not necessarily a QOP value is that
GSS- APl al | ows nechani sms nuch latitude in the mapping of the
algorithmused in the default quality of protection (See
subsection 4.1, "lssues with Kerberos V5 QOPs," for a detailed
di scussion). Wth sonme nechani sns, the second conponent of the
triple will be a QOP. Internally, on the NFS inplenentation, it
is expected that the triple would use a QOP for the second
conmponent .

The mapping registrati on SHOULD al so cont ai n:

*

An ex
"The

4. The

A reference to an RFC describing how the NFS protocol works
over the pseudo flavor(s), including the pseudo flavor

number (s), string name(s) for the flavor(s), and any other

i ssues, including how the registrant is interpreting the GSS-API
mechani sm

A reference to the GSS-API nechani sm used

anple of a conplete registration is provided in subsection 4.2,
NFS Protocol over Kerberos V5 Pseudo Flavor Registration Entry."

NFS Protocol over Kerberos V5

The NFS protocol uses Kerberos V5 security using the RPCSEC GSS

secur

ity flavor. The GSS-API security mechani smfor Kerberos V5 that

t he NFS/ RPCSEC GSS protocol stack uses is described in the Kerberos
V5 GSS- APl description [ RFC1964].
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4.1. Issues with Kerberos V5 QOPs

The Kerberos V5 GSS- APl description defines three algorithns for
integrity:

* DES MAC MDD
* MD2. 5
* DES- MAC

RFC 1964 states that MD2.5 "may be significantly weaker than DES MAC
MD5." RFC 1964 al so states that DES-MAC "may not be present in all
i mpl enent ati ons. "

Thus the description of operation of NFS clients and servers over
Kerberos V5 is limted to the DES MAC MD5 integrity algorithm

NFS clients and servers operating over Kerberos V5 MJST support the
DES MAC MD5 integrity algorithm RFC 1964 lists a single algorithm
for privacy: 56 bit DES. NFS clients and servers SHOULD support the
56 bit DES privacy algorithm

GSS- APl has the concept of a default QOP of zero which neans
different integrity and privacy algorithns to different GSS-API
nmechani sns. | n Kerberos V5, the default QOP of zero neans to use the
56 bit DES al gorithm (when doing a GSS_Wap() operation with the
conf_req_flag set to 1).

For Kerberos V5, the default QOP of zero neans different integrity
algorithns to different inplenentations of Kerberos V5. Furthernore,
during the processing of a token in GSS_Unwap(), and

GSS VerifyM C(), at |east one reference inplenmentation of the

Ker beros V5 GSS- APl mechanism [M T], always returns a QOP of zero,
regardl ess of integrity algorithmencoded in the token. For such

i npl enentations, it neans that the caller of GSS Unwap() and

GSS VerifyM C() cannot know the actual integrity al gorithm used.

G ven that each integrity algorithmhas a different degree of
security, this situation nay not be acceptable to the user of GSS-
APl . An inplenmentation of Kerberos V5 under GSS-API for use under NFS
MUST NOT do this.

For the purposes of NFS, as a sinplification, sone Kerberos V5 GSS-
APl mechani sms MAY nap QOP O to al ways nmean DES MAC MD5 integrity,
and when using GSS VerifyM C() and GSS_Unwrap(), always map the DES
MAC MD5 integrity that is specified to QOP O.
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4.2. The NFS Protocol over

Here are the pseudo flavor mappings for the NFS protoco

Ker beros V5 security:
col ums:

nunber of pseudo flavor
nane of pseudo flavor
mechanisnis QD

mechani smi's al gorithn(s)
RPCSEC GSS service

GabhwNBE

390003 krb5
390004 kr bbi
390005 krb5p

1.2.840.113554.1.2
1.2.840. 113554. 1. 2.
1.2.840.113554.1.2

An i npl enentation of NFS over

maps the default QOP to DES MAC MD5 (and vice versa),

a mappi ng of:

col umms:

nane of pseudo flavor
mechanisms QD

abhwNPEF

QP
RPCSEC GSS service

390003 krb5 1.2.840.113554.
390004 krb5i 1.2.840.113554.
390005 krb5p 1.2.840.113554.

The reference for the GSS-API

[ RFC1964] .

The reference for how t he NFS

this docunent.

Ei sl er

RPCSEC GSS, and Kerberos V5

Ker beros V5 Pseudo Fl avor

St andards Track

usi ng

4 5
2 DES MAC MD5 rpc_gss_svc_none
2 DES MAC MD5 rpc_gss_svc integrity
2 DES MAC MD5 rpc_gss_svc_privacy

for integrity,
and 56 bit DES
for privacy.

RPCSEC GSS/ GSS- API / Ker beros V5 t hat

nunber of pseudo flavor

rpc_gss_svc_none
rpc_gss_svc_integrity
rpc_gss_svc_privacy

nmechanismwith the above A Dis

prot ocol MJST work over

June 1999

Regi stration Entry

woul d i npl enent

Kerberos V5 is
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5. Security Considerations

Version 3 of the MOUNT protocol is used to negotiate the security
flavor to be used by the NFS Version 3 client. If the NFS client uses
a weak security flavor |ike AUTH SYS to query a Version 3 MOUNT
server, then the followi ng attacks are possible by an attacker in the
ni ddl e:

* The attacker in the nmiddle can coax the NFS client into using a
weaker form of security than what the real NFS server requires
However, once the NFS client selects a security flavor when it
sends a request to real NFS server, if the flavor is
unacceptable, the NFS client’s NFS request will be rejected. So
at worst, a denial of service attack is possible. In theory, the
NFS client could contact the MOUNT server using a stronger
security flavor, but this would require that the client know in
advance what security flavors the MOUNT server supports.

* If the client and server support a conmon set of security
flavors, such that the client considers one preferable to the
ot her (for exanple, one might have privacy and other not),
unl ess the client uses a strong security flavor in the MOUNT
protocol query, an attacker in the middle could cause the client
to use the weaker formof security. Again, a client could
contact the MOUNT server using a stronger form of security.

6. | ANA Considerations [ RFC2434]

Thi s menor andum descri bes how NFS Version 2 and Version 3 work over
RPC s RPCSEC GSS security flavor. This nenorandum requires that
triples of { GSS-API nechanism O D, GSS-API nmechani sm al gorithm
RPCSEC GSS security service } be mapped to a unique RPC security
flavor nunber, which is a pseudo flavor that does not appear in an
RPC protocol header. This menorandum al so encourages that an ASCI
string nane be registered with the triple.

Thus there are five different kinds of objects to consider guidelines
for.

6. 1. Pseudo Fl avor Nunber

The consi derations of assignnent, allocation, and del egation of
pseudo flavor nunbers are no different than that the considerations
for RPC security flavors, as both are assigned fromthe sane nunber
space. |ANA is already responsible for the assigned of RPC security
flavors, and because this nenorandum does not specify the RPC
protocol [RFC1831], it is beyond the scope of this nmenorandumto
guide IANA in the assignnent of flavor nunbers.
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6.2. String Nanme of Pseudo Fl avor

Thi s menorandum i ntroduces the concept of a string nane to be
associated with the RPC pseudo flavor nunber, and so it is within the
scope of this nenmorandumto provide guidance to | ANA

6.2.1. Nane Space Size

There are no linmts placed on the length of the unique string name by
this menorandum so the size of the name space is infinite. However,

| ANA may want to prevent the hoarding or reservation of names. The
sinplest way to do this is by requiring the registrant to provide the
GSS- APl nechani sm O D, GSS-API quality of protection, the RPCSEC GSS
security service, and flavor nunber, with the request for a flavor
name. |f the registrant does not have a flavor nunber, then

gui delines for flavor number assignnents will indirectly linit the
assi gnnent of flavor names.

6.2.2. Delegation

The sinplest way to handl e del egation is to del egate portions of the
RPC security flavor nunber space with the RPC flavor nane space. The
gui delines for delegation of the flavor name space are thus

equi val ent to guidelines for del egations of the flavor nunber space.

6.2.3. CQutside Review

Because string nanmes can be trademarks, |ANA may want to seek | ega
counsel to review a proposed pseudo flavor name. Other than that, no
outside review is necessary.

6.3. GSS-API Mechanism A D

Thi s menorandum assunes that the mechani sm O D associated with the
pseudo flavor has already been allocated. O Ds are allocated by the

I nternational Standards Organi zation and the Internationa

Tel econmruni cati on Uni on. Bot h organi zati ons have del egat ed assi gnnent
authority for subsets of the O D nunber space to other organizations.
Presumably, | ANA has received authority to assign O Ds to GSS-AP
mechani sms. Because this nenorandum does not specify the GSS-API
protocol (see [RFC2078]) it is beyond the scope of this menorandumto
guide IANA in the assignnent of GSS-APlI nechani sm O Ds.

6.4. GSS-APlI Mechani sm Al gorithm Val ues
Thi s menmorandum assumnes that the algorithmvalue for a given GSS-API

mechani sm has al ready been all ocated. Al gorithmvalues are controlled
by the owner of the GSS-API nechani sm though the owner may del egate
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assignnent of algorithmvalues to a body such as | ANA. Because this
menor andum does not specify GSS-API nmechani sms, such as [ RFCl1964], it
i s beyond the scope of this nenmorandumto guide IANA in the

assi gnnent of a mechanism s al gorithm val ue(s).

6.5. RPCSEC GSS Security Service

There are only three security services and they are enunerated and
described in [RFC2203]. No guideline to | ANA i s necessary.
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14. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist inits inplnentation nmay be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,
provi ded that the above copyright notice and this paragraph are

i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other

I nternet organi zati ons, except as needed for the purpose of evel oping
I nternet standards in which case the procedures for copyrights
defined in the Internet Standards process nust be followed, or as
required to translate it into | anguages other than English

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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