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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the

Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet

O ficial Protocol Standards" (STD 1) for the standardi zation state

and status of this protocol. Distribution of this neno is unlimted.
Copyright Notice

Copyright (C) The Internet Society (1999). Al Rights Reserved.
Abstr act

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for

transporting multi-protocol datagrans over point-to-point |inks.

Thi s docunent describes the use of PPP over Synchronous Opti cal

Net wor k ( SONET) and Synchronous Digital H erarchy (SDH) circuits.

Thi s docunent repl aces and obsol etes RFC 1619. See section 7 for a
sunmary of the changes from RFC 1619.
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1.

I ntroduction

PPP was designed as a standard met hod of communi cating over
point-to-point links. |Initial deploynment has been over short | ocal
lines, |eased lines, and plain-old-tel ephone-service (POIS) using
nodens. As new packet services and hi gher speed |ines are introduced,
PPP is easily deployed in these environnents as well.

This specification is primarily concerned with the use of the PPP
encapsul ati on over SONET/SDH links. Since SONET/SDH is by definition
a point-to-point circuit, PPPis well suited to use over these |inks.

Real differences between SONET and SDH (ot her than term nol ogy) are
m nor; for the purposes of encapsul ati on of PPP over SONET/ SDH, they
are inconsequential or irrelevant.

For the conveni ence of the reader, we list the equivalent terns bel ow

SONET SDH
SPE VC
STS- SPE Hi gher Order VC (VC- 3/ 4/ 4-Nc)
STS-1 frane STMO frane (rarely used)
STS- 1- SPE VC- 3
STS-1 payl oad C3
STS-3c frane STM 1 frane, AU-4
STS- 3c- SPE VC- 4
STS- 3¢ payl oad C4
STS-12c¢c/ 48c/ 192c frame STM 4/ 16/ 64 frame, AU 4-4c/16c/64c
STS-12c/ 48c/ 192c- SPE VC- 4- 4c/ 16¢/ 64c

STS- 12c¢/ 48c/ 192c payl oad C-4-4c/ 16c/ 64c

The only currently supported SONET/ SDH SPE/ VCs are the foll ow ng:

SONET SDH
STS- 3c- SPE VC- 4
STS-12c- SPE VC-4-4c
STS- 48c- SPE VC- 4- 16¢
STS- 192c- SPE VC- 4- 64c

The keywords MUST, MJUST NOT, MAY, OPTIONAL, REQUI RED, RECOMVENDED,
SHALL, SHALL NOT, SHOULD, and SHOULD NOT are to be interpreted as
defined in [6].
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2. Physical Layer Requirenents

PPP treats SONET/ SDH transport as octet oriented synchronous |inks.
SONET/ SDH i nks are full-duplex by definition.

I nterface Format

PPP in HDLC-like fram ng presents an octet interface to the
physical layer. There is no provision for sub-octets to be
supplied or accepted [3][5].

The octet streamis nmapped into the SONET STS- SPE/ SDH Hi gher O der
VC, with the octet boundaries aligned with the SONET STS- SPE/ SDH
Hi gher Order VC octet boundari es.

Scranbling is performed during insertion into the SONET STS-

SPE/ SDH Hi gher Order VC to provi de adequate transparency and
protect against potential security threats (see Section 6). For
backwards conpatibility with RFC 1619 (STS-3c-SPE/VC-4 only), the
scranbl er MAY have an on/off capability where the scranbler is
bypassed entirely when it is in the off node. |If this capability
is provided, the default MJST be set to scranbling enabl ed.

For PPP over SONET/SDH, the entire SONET/ SDH payl oad ( SONET STS-
SPE/ SDH Hi gher Order VC minus the path overhead and any fixed
stuff) is scranbled using a sel f-synchronous scranbl er of

pol ynomi al X**43 + 1. See Section 4 for the description of the
scranbl er.

The proper order of operation is:
Wien transnitting:

IP -> PPP -> FCS generation -> Byte stuffing -> Scranbling ->
SONET/ SDH f r am ng

When recei ving:

SONET/ SDH frami ng -> Descranbling -> Byte destuffing -> FCS
detection -> PPP -> | P

The Path Signal Label (C2) indicates the contents of the SONET STS-
SPE/ SDH Hi gher Order VC. The value of 22 (16 hex) is used to
indicate PPP with X"43 + 1 scranbling [4].

For compatibility with RFC 1619 (STS-3c-SPE/VC-4 only), if scranbling

has been configured to be off, then the value 207 (CF hex) is used
for the Path Signal Label to indicate PPP without scranbling.
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The Multiframe Indicator (H4) is unused, and MUST be zero.

Control Signals

PPP does not require the use of control signals. Wen avail able,
usi ng such signals can allow greater functionality and
performance. |Inplications are discussed in [2].

3. Framing

The fram ng for octet-synchronous links is described in "PPP in
HDLC-1i ke Fram ng" [2].

The PPP frames are located by row within the SONET STS-SPE/ SDH Hi gher
Order VC payload. Because franes are variable in length, the frames
are allowed to cross SONET STS- SPE/ SDH Hi gher Order VC boundari es.

4, X**43 + 1 Scranbl er Description

The X**43 + 1 scranbler transnmitter and receiver operation are as
fol | ows:

Transm tter schematic:

Unscranbl ed Dat a
|

%
i + +-- -+
+->| --> 43 bit shift register --> --->| xor|
| o e e m e e e e e e e e e e e e e e e e o - + +---+
| |
R I +
|
\%

Scranbl ed Dat a
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Recei ver schemati c:

Scranbl ed Data

s +

| |

| %
| I YYNs + +---+
+->| --> 43 bit shift register --> --->| xor |
o e e e e e e e e e e e e e e e e e + +-- -+

|

%

Unscranbl ed Dat a

Note: While the HDLC FCS is calcul ated | east significant bit first as

shown:
<- <- <- <-
A B C D
(that is, the FCS calculator is fed as follows: A 0], A1], ... A 7],

B[O], B[1], etc...), scranbling is done in the opposite manner, nost
significant bit first, as shown:

-> > -> ->
A B C D.

That is, the scranmbler is fed as follows: A 7], Al6], ... AI0], B[7],
B[ 6], etc...

The scranbl er operates continuously through the bytes of the SONET
STS- SPE/ SDH Hi gher Order VC, bypassing bytes of SONET Pat h Over head
and any fixed stuff (see Figure 20 of ANSI T1.105 [3] or Figure 10-17
of 1TU G707 [5]). The scranmbling state at the begi nning of a SONET
STS- SPE/ SDH Hi gher Order VC is the state at the end of the previous
SONET STS- SPE/ SDH Hi gher Order VC. Thus, the scranbler runs
continuously and is not reset per frame. The initial seed is randomy
chosen by transmitter to inprove operational security (see Section
6). Consequently, the first 43 transmitted bits followi ng startup or
reframe operation will not be descranbled correctly.
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5.

Configuration Details

O her than the FCS length (see below), the standard LCP sync
configuration defaults apply to SONET/ SDH | i nks.

The follow ng Configuration Options are RECOMVENDED for STS-3c-
SPE/ VC- 4:

Magi ¢ Nunber
No Address and Control Field Conpression
No Protocol Field Conpression

For operation at STS-12c- SPE/VC 4-4c and above, Address and Contro
Fi el d Conpression and Protocol Field Conpression are NOT RECOMVENDED
The Magi ¢ Nunber option remai ns RECOMVENDED.

Regarding the FCS | ength, with one exception, the 32-bit FCS MJST be
used for all SONET/SDH rates. For STS-3c-SPE/VC-4 only, the 16-bit
FCS MAY be used, although the 32-bit FCS is RECOWENDED. The FCS
length is set by provisioning and is not negoti at ed.

Security Considerations

The maj or change from RFC 1619 is the addition of payload scranbling
when inserting the HDLC-li ke franed PPP packets into the SONET STS-
SPE/ SDH Hi gher Order VC. RFC 1619 was operationally found to pernit
mal i ci ous users to generate packets with bit patterns that could
create SONET/ SDH-| ayer |l owtransition-density synchronization

probl ens, emrul ati on of the SDH set-reset scranbler pattern, and
replication of the STM N frane alignnent word

The use of the x"43 + 1 sel f-synchronous scranbler was introduced to
all eviate these potential security problenms. Predicting the output
of the scranbler requires know edge of the 43-bit state of the
transmtter as the scranbling of a known input is begun. This

requi res knowl edge of both the initial 43-bit state of the scranbler
when it started and every byte of data scranbled by the device since
it was started. The odds of guessing correctly are 1/2**43, with the
additional probability of 1/127 that a correct guess will |eave the
frame properly aligned in the SONET/ SDH payl oad, which results in a
probability of 9e-16 against being able to deliberately cause

SONET/ SDH-| ayer problens. This seens reasonably secure for this
application.

This scranbler is also used when transnitting ATM over SONET/ SDH, and
public network carriers have consi derabl e experience with its use.
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A known security issue is bandwi dth reduction by intentiona

transm ssion of characters or sequences requiring transparency
processing by including flag and/or escape characters in user data. A
user may cause up to a 100%increase in the bandwi dth required for
transmitting his or her packets by filling the packet with flag
and/ or escape characters.

7. Changes from RFC 1619
As nentioned in the previous section, the major change from RFC 1619
was the addition of payload scranmbling when inserting the HDLC-Iike
framed PPP packets into the SONET STS-SPE/ SDH Hi gher Order VC. O her
changes were:

The ternmi nol ogy was updated to better match that used by ANSI and
| TU-T.

The specification's applicability is now specifically restricted to:

SONET SDH
STS- 3c- SPE VC- 4
STS- 12c- SPE VC-4-4c
STS- 48c- SPE VC- 4-16¢
STS-192c- SPE VC- 4- 64c

The Path Signal Label (C2) is set to 22 (16 hex) when using X*43 + 1
scranbl i ng.

The 32-bit FCS is required except for operation with STS-3c-SPE VC 4,
in which case the 16-bit FCS is allowed (but the 32-bit FCSis stil
reconmended) .

The Security Considerations section was added.
8. Intellectual Property

The I ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
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10.

proprietary rights by inplenentors or users of this specification can
be obtained fromthe I ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.

Acknow edgrent s

The scranbl er description was provided by J. Manchester, S. Davida,

B. Doshi, and J. Anderson of Lucent Technol ogies, R Broberg of G sco
Systens, and Peter Lothberg of Sprint Corporation. The security

anal ysis was provided by lain Verigin of PMC-Sierra and Larry MAdans
of Cisco Systens. The authors would also like to thank the nmenbers
of the IETF s Point-to-Point Protocol Extensions Wrking Goup for
their nmany suggestions and inprovenents to the text.

Ref er ences

[1] Si mpson, W, Editor, "The Point-to-Point Protocol (PPP)", STD
51, RFC 1661, Daydreaner, July 1994.

[2] Si mpson, W, Editor, "PPP in HDLC-like Fram ng", STD 51, RFC
1662, Daydreaner, July 1994,

[ 3] Anerican National Standards Institute, "Synchronous Optical
Net wor k (SONET) - Basic Description including Miltiplex
Structure, Rates and Formats," ANSI T1.105-1995.

[ 4] Anerican National Standards Institute, "Synchronous Optical
Net wor k ( SONET) - - Payl oad Mappi ngs, " T1.105. 02-1998.

[ 5] | TU Reconmendati on G 707, "Network Node Interface For The
Synchronous Digital Hierarchy", 1996.

[ 6] Bradner, S., "Key words for use in RFCs to indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

Malis & Sinpson St andards Track [ Page 8]



RFC 2615 PPP over SONET/ SDH June 1999

11. Authors’ Addresses

Andrew G Malis

Ascend Conmuni cations, |nc.
1 Robbi ns Road

Westford, MA 01810 USA

Phone: +1 978 952 7414
EMail : mali s@scend. com

WIlliam Al'l en Sinpson

DayDr eaner

Comput er Systens Consul ting Services
1384 Font ai ne

Madi son Hei ghts, M chigan 48071

EMai | : wsi npson@> eenDr agon. com

Malis & Sinpson St andards Track [ Page 9]



RFC 2615 PPP over SONET/ SDH June 1999

12. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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